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IPSec or SSL VPN?



IPSec or SSL VPN?

Differences

Feature

Client Software

Management

Encryption

Applications

IPSec

Uses Cisco VPN Client software for
complete network access.

You must install and configure
Cisco VPN client.

Uses a variety of encryption and
hashing algorithms such as DES,
3DES, AES, SHA & MD5

Encapsulates all IP protocols,
including TCP, UDP, and ICMP.

SSL VPN

Uses a standard web browser to
access limited corporate network
resources. Eliminates need for
separate client software

You do not need to install a VPN
client. No configuration is required
on the client machine.

Uses SSL encryption native to web
browsers.

Supports limited TCP-based
client/server applications in
clientless mode.

Encapsulates all IP protocols with
AnyConnect client



IPSec or SSL VPN?

Differences

Feature IPSec SSL VPN

Cost Free License Must purchase a license
Many different types of licenses:
s+ AnyConnect Essential,
s AnyConnect Premium,
s+ AnyConnect Mobile,
**SSL Shared Premium

User Environment  Suited for permanent or full-time Suited for all types of users
telecommuters including contractors, temp
workers or even fulltime workers
Connectivity Establishes seamless connection to Supports application connectivity
network. through browser portal.
End-Workstations  Only 32-bit Windows operating 32- and 64-bit Windows operating

systems are supported systems are supported



IPSec or SSL VPN? ®

Deployment Considerations

Client Workstations

»  Are the client workstations company owned?

»  Will the users be connecting from Internet Kiosks, guest machines?
»  Will the users be using mobile stations (such as PDA etc)

User Type
» Do you want to deploy the remote access solution for contractors or part-time
employees?

» Do you currently have a software deployment solution?

Connectivity
»  Are all applications browser-based?

» Do you want to provide full network access or application based restrictive
access?

»  Are residential broadband providers blocking and/or charging more for IPSec
traffic?

»  Are remote access users coming in through NAT routers?



Cisco IPSec Remote Access VPN

Refresher



IKE (Two-Phase Protocol)

VPN C!ient

Initiator

I I Responder

=  Two-phase protocol

Phase | exchange: two peers establish a secure, authenticated channel with which to
communicate; main mode or aggressive mode accomplishes a phase | exchange;
In RA VPNSs, we use

1. Aggressive mode when preshared keys are used
2. Main mode when digital certificates are used

Phase Il exchange: security associations are negotiated on behalf
of IPSec services; quick mode accomplishes a phase Il exchange

= Each phase has its SAs: ISAKMP SA (phase |) and IPSec SA (phase II)

= Phase 1.5 is Cisco specific to handle:
X-Auth: to achieve User Authentication
Mode Configuration: to assign user specific attributes




Aggressive Mode with Pre-Shared Key

VPN C!ient Cisco ASA

Responder
Initiator

HDR, SA

proposal?

KE; Ny, IDy, VID;

Phase 1 SA parameter
DH key exchange complete, negotiation complete

share secret SKEYID derived DR, SA KEqg, Np, IDg, VID,, HASH,,

choice’

IDs are exchanged, HASH is
verified for authentication




Phase 1.5 with Pre-Shared Key

VPN Client Cisco ASA
Responder
Initiator
HDR, X-Auth Request
X-AUTH

HDR, X-Auth Status Set

HDR, X-Auth Status Set Ack

HDR, Mode-Config Request

mocecontig R Voo




Phase Il Quick Mode Negotiation

VPN C!ient

., SA

goice s HOMCe,, [ KE;] [,ID; ,ID,]

Protected by Phase 1 SA
Optional DH exchange for Perfect Forward Secrecy (PFS)

Negotiate IPSec SA parameters, including proxy identities [ID,, IDqg]

Two unidirectional IPSec SA established with unique SPI number



Cisco IPSec Remote Access VPN

Configuration Example
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WINS

DNS

10.1.1.0/24

,—.’
ASA T

209.165.200.226

Internet

209.165.201.1 =» -
=
VPN Client

14.38.1.0/24

=

209.165.201.4 Router

14.38.2.0/24

TQH

PIX/ASA

209.165.201.2

EasyVPN Clients




Cisco VPN Client to Cisco ASA 8.0 +

no nat-control
# To bypass NAT. Enabled by default
isakmp enable outside

isakmp policy 10 authen pre-share
isakmp policy 10 encrypt 3des
isakmp policy 10 hash sha

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

« ISAKMP Policy Defines
Phase 1 Parameters

crypto ipsec transform-set myset esp-3des esp-md5-hmac

crypto dynamic-map dynmap 20 set transform-set myset « Dynamic crypto map
crypto map clientmap 65535 ipsec-isakmp dynamic dynmap
crypto map clientmap interface outside <= static crypto map

_ _ Sysopt Command Bypasses
sysopt connection permit-vpn ‘ Conduits or ACLs Checking
for the Inbound VPN Packets

ip local pool ippool 192.168.1.1-192.168.1.254 mask 255.255.255.0 after Decryption



Cisco VPN Client to Cisco ASA 8.0 + (Cont.)

username cisco password cisco123
username pix password cisco123 « UEEY ZIECELIES
tunnel-group vpnclient type ipsec-ra
tunnel-group vpnclient general-attributes
default-group-policy vpnclient
address-pool ippool == Tunnel-group specifies the VPN
tunnel-group vpnclient ipsec-attributes JEUD EMMe N inE PESEee) LY
pre-shared-key cisco123

group-policy vpnclient internal
group-policy vpnclient attributes
dns-server value 10.1.1.10
wins-server value 10.1.1.20
default-domain value cisco.com Group-policy command specifies

nem enable == the mode-config attributes
for a VPN group



Software VPN Client Configuration

To Launch the VPN client,
Start | Programs |

click:
Cisco Systems VPN client |

VPN Client

# status: Disconnected | ¥PN Client - Yersion 5.0.00.0340

- _0lx]
Connection Entries Status Certificates Log Options Help
Lj‘ii B afran]e
Connect New Import Modify Delete CIScO
Connection Entries ICertiﬁcates l Log I
| connection Enty [ Host | Transpart
# YPNClient | Create New ¥PN Connection Entry i x|
Connection Entry: Icmp-cnnnection
Deseription: [Connection to Corporate Network Al
Description: | Connection to Corporate Networl
CISCO
Host:[209.165.200.227
2h| Authentication I Transport I Backup Servers l St .
INot ] # status: Disconnected | ¥PN Client - Yersion 5.0.00.0340 . -|D|£|

¢+ Group Authentication 7] Connection Entries Status Certificates Log Options Help
Name: |vpncllent @ @ m "I"'I"
Password: I e Cancel Connect New Import Modify Delete CISCO
Conlfirm Password; | Connection Entries Icertiﬁcates | Log |

lConneclion Entry / |Host ITlansporl
" Certificate Authentication corp-connection 209.165.200.227 IPSec/UDP
ﬂame:' _"_I
I~ Send C& Certificate Chain
Erase User Password I
< | 2l
] Contacting the security gateway at 209.165,200.227... |Illlllllll 4




Cisco |IOS EasyVPN Client

209.16I5$0.22§" N 72‘09.165.201.4 14.38.1.0/24
.-.-.!-.r-’- ot I
crypto ipsec client ezvpn ezvpnclient ASA 'OSC|I$ZVPN
ient

Rl aUt_O _ “crypto ipsec client ...” commands
group vpnclient key cisco123 define the connection parameters to
mode network-extension establish an EasyVPN tunnel
peer 209.165.200.226
username cisco password cisco123

“crypto ipsec client ... inside”
interface Ethernet0 {- command defines the private subnet

ip address 14.38.1.1 255.255.255.0 L2lf 15 P8 CEpEie
crypto ipsec client ezvpn ezvpnclient inside

“crypto ipsec client ... ” command Is
interface Ethernetl {— then applied to an outbound
ip address 209.165.201.4 255.255.255.224 interface

crypto ipsec client ezvpn ezvpnclient outside



PIX/ASA EasyVPN

209.165,200226 2091652012 14355 /5y

” \ f
ASA — PIX/ASA
EZVPN Client
hostname vpn-pix501b

domain-name cisco.com

vpnclient server 209.165.200.226

vpnclient mode network-extension-mode
vpnclient vpngroup vpnclient password ***x*x**
vpnclient username cisco password *
vpnclient enable

“vpnclient ...” commands define the
connection parameters to establish
an EasyVPN tunnel

route outside 0.0.0.0 0.0.0.0 209.165.201.1 1

ip address outside 209.165.201.2 255.255.255.224
ip address inside 14.38.2.1 255.255.255.0



Cisco IPSec Remote Access VPN

Troubleshooting and Monitoring



Debugs from successful connection

debug crypto isakmp 127
debug crypto ipsec 127

— ’I

Initiator o . ' |

[IKEV1]: IP = 209.165.201.1, IKE_ DECODE RECEIVED Message (msgid=0) with payloads :
HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 853

Responder

[IKEv1 DEBUG:
[IKEv1l DEBUG:
[IKEv1 DEBUG:
[IKEv1l DEBUG:
[IKEv1l DEBUG:
[IKEv1l DEBUG:
[IKEv1l DEBUG:
[IKEv1l DEBUG:
[IKEv1 DEBUG:
[IKEv1 DEBUG:
[IKEv1 DEBUG:
[IKEv1 DEBUG:
[IKEv1 DEBUG:
[IKEv1 DEBUG:
[IKEv1 DEBUG:

IP =209.165.201.1, processing SA payload

IP =209.165.201.1, processing ke payload

IP =209.165.201.1, processing ISA_KE payload
IP =209.165.201.1, processing nonce payload

IP =209.165.201.1, processing ID payload

IP =209.165.201.1, processing VID payload

IP =209.165.201.1, Received xauth V6 VID

IP =209.165.201.1, processing VID payload

IP =209.165.201.1, Received DPD VID

IP =209.165.201.1, processing VID payload

IP =209.165.201.1, Received Fragmentation VID
IP =209.165.201.1, processing VID payload

IP =209.165.201.1, Received NAT-Traversal ver 02 VID
IP =209.165.201.1, processing VID payload

IP =209.165.201.1, Received Cisco Unity client VID

L Received 15t packet from
VPN Client

4= Decoding received attributes

[IKEV1]: IP = 209.165.201.1, Connection landed on tunnel_group vpnclient

Group lookup successful



Debugs from successful connection

. Initiatr HDR. SA KE.. No. 1D, VID. . HASH., Re-s_p:n-der
debug crypto isakmp 127 IrT—
debug crypto ipsec 127
[IKEV1]: IP = 209.165.201.1, IKE_ DECODE SENDING Message (msgid=0) with payloads : HDR
+ SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + VENDOR (13) + VENDOR (173)

+ NONE (0) total length : 444 €= Sending 2" packet of AM

[IKEV1]: IP = 209.165.201.1, IKE_ DECODE RECEIVED Message (msgid=0) with payloads :

HDR + HASH (8) + NOTIFY (11) + NAT-D (130) + NAT-D (130) + VENDOR (13) + VENDOR (13)

+ NONE (0) total length : 168 4= Received 3" packet of AM
[IKEv1l DEBUG]: Group = vpnclient, IP = 209.165.201.1, processing hash payload

[IKEv1 DEBUG]: Group = vpnclient, IP = 209.165.201.1, Computing hash for ISAKMP

[IKEv1l DEBUG]: Group = vpnclient, IP = 209.165.201.1, Received Cisco Unity client VID
[IKEV1]: Group = vpnclient, IP = 209.165.201.1, Automatic NAT Detection Status: = Remote end
is NOT behind a NAT device This endis NOT behind a NAT device « NAT-T Checking



Debugs from successful connection

debug crypto isakmp 127 == T —
debug Crypto |pseC 127 Initiator HDR, X-Auth Status Set Ack

[IKEV1]: IP = 209.165.201.1, IKE_DECODE SENDING Message (msgid=bd373d00) with
payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 72

=3

-
g

Responder

X-AUTH Request & Reply

[IKEV1]: IP = 209.165.201.1, IKE_DECODE RECEIVED Message (msgid=f71cadac) with
payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 85

[IKEV1]: IP = 209.165.201.1, IKE_DECODE SENDING Message (msgid=2d68ba91) with

payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 64
P X-AUTH Status Set & Ack

[IKEV1]: IP = 209.165.201.1, IKE_DECODE RECEIVED Message (msgid=2d68ba91) with
payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 60



Debugs from successful connection

debug crypto isakmp 127 o ide DN Mol Gt =4
debug crypto ipsec 127 ’

[IKEV1]: IP = 209.165.201.1, IKE_DECODE RECEIVED Message (msgid=d826db5d) with

payloads : HDR + HASH (8) + ATTR (14) + NONE (0) total length : 195

[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, MODE_CFG:

Received request for IPV4 address!

[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, MODE CFG:

Received request for IPV4 net mask! {- Mode Config Request
[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Received unsupported

transaction mode attribute: 5

[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, MODE_CFG:

Received request for Banner!

[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Obtained IP addr
(192.168.1.1) prior to initiating Mode Cfg (XAuth enabled)

[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Sending subnet

mask (255.255.255.0) to remote client

[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Assigned private IP

address 192.168.1.1 to remote user {- Mode Config Reply
[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, constructing blank

hash payload

[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, construct_cfg_set:

default domain = cisco.com



Debugs from successful connection

debug crypto isakmp 127 I
debug crypto ipsec 127

[IKEV1]: IP = 209.165.201.1, IKE_DECODE RECEIVED Message (msgid=cb6587f3) with payloads : HDR +
HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 1026

[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, processing hash payload
[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, processing SA payload

[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, processing nonce payload
[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, pl’(@ 1t

packet of Phase 2

[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Received remote Proxy Host data in ID
Payload: Address 192.168.1.1, Protocol 0, Port O
[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, processing ID payload
[[KEv1l DECODE]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, ID_IPV4_ADDR_SUBNET ID
received--0.0.0.0--0.0.0.0
[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Received local IP Proxy Subnet data in
ID Payload: Address 0.0.0.0, Mask 0.0.0.0, Protocol O, Port 0
[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, processing IPSec SA payload
[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, IPSec SA Proposal # 8,
Transform # 1 acceptable
[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Transmitting Proxy Id:

Remote host: 192.168.1.1 Protocol O Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port 0



Debugs from successful connectlon
debug crypto isakmp 127 =g _

Initiatc

debug crypto ipsec 127 Smm———

IPSEC: New embryonic SA created @ 0xADC39168,
SCB: OXAE1E6698,
Direction: inbound
SPI  : Ox47AA58AF
Tunnel type: ra
Protocol : esp
[IKEV1]: IP = 209.165.201.1, IKE_DECODE SENDING Message (msgid=cb6587f3) with payloads : HDR +
HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 184
[IKEV1]: IP = 209.165.201.1, IKE_ DECODE RECEIVED Message (msgid=cb6587f3) with payloads : HDR
+ HASH (8) + NONE (0) total length : 52
[IKEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, processing hash payload
IPSEC: New embryonic SA created @ OxAFEOB580,
SCB: OxADACA4ESS,
Direction: outbound
SPI  : 0x7DD8EDS8C Creating IPSec inbound
Tunnel type: ra r and outbound SA
Protocol : esp
[[KEv1l DEBUG]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, loading all IPSEC SAs
[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Security negotiation complete for User
(cisco) Responder, Inbound SPI = 0xd7311531, Outbound SPI = 0x4a35a7b4
[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, Adding static route for client address:

192.168.1.1 4- Phase 2 negotiation
[IKEV1]: Group = vpnclient, Username = cisco, IP = 209.165.201.1, PHASE 2 COMP ¢ompleted




Software VPN Client Logs

Initial Contact

To Launch the VPN client, click:
Start | Programs | Cisco Systems VPN client | VPN Client | Log

Cisco Systems VPN Client Version 5.0.02.0090

Copyright (C) 1998-2007 Cisco Systems, Inc. All Rights Reserved.
Client Type(s): Windows, WinNT

Running on: 5.1.2600 Service Pack 2

1 11:44:44.703 05/17/09 Sev=Info/4 CM/0x63100002
Begin connection process

2 11:44:44.703 05/17/09 Sev=Info/4 CM/0x63100004
Establish secure connection

3 11:44:44.703 05/17/09 Sev=Info/4 CM/0x63100024
Attempt connection with server "209.165.200.226"

4 11:44:44.718 05/17/09 Sev=Info/6 IKE/0x6300003B
Attempting to establish a connection with 209.165.200.226.

5 11:44:44.718 05/17/09 Sev=Info/4 TKE/0x63000013 R VPN client initiates a new
SENDING >>> ISAKMP OAK AG (SA, KE, NON, ID, VID(Xauth), VID(dpd), WID(E connection
T), VID(Unity)) to 209.165.200.226

6 11:44:44.765 05/17/09 Sev=Info/4 IPSEC/0x63700008
IPSec driver successfully started

8 11:44:44.765 05/17/09 Sev=Info/6 IPSEC/0x6370002C
Sent 12 packets, 0 were fragmented.

9 11:44:44.765 05/17/09 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 209.165.200.226




Software VPN Client Logs

Aggressive Mode Exchange

10 11:44:44.765 05/17/09 Sev=Info/4 IKE/0x63000014
RECEIVING <<< ISAKMP OAK AG (SA, VID(Unity), VID(dpd), VID(?), VID(Xauth), VID(Nat-T), KE, ID, NON,
HASH, NAT-D, NAT-D) from 209.165.200.226 h-l-h nd
e 2" packet of IKE
11 11:44:44.765 05/17/09 Sev=Info/5 IKE/0x63000001 exchange is decoded by the
Peer is a Cisco-Unity compliant peer VPN client
12 11:44:44.765 05/17/09 Sev=Info/5 IKE/0x63000001

Peer supports DPD

14 11:44:44.765 05/17/09 Sev=Info/5 IKE/0x63000001
Peer supports XAUTH

15 11:44:44.765 05/17/09 Sev=Info/5 IKE/0x63000001
Peer supports NAT-T

16 11:44:44.781 05/17/09 Sev=Info/6 IKE/0x63000001
I0S Vendor ID Contruction successful

17 11:44:44.781 05/17/09 Sev=Info/4 IKE/0x63000013
SENDING >>> ISAKMP OAK AG * (HASH, NOTIFY:STATUS INITIAL CONTACT, NAT-D, NAT-D. VTID(?). VID(IInity))
to 209.165.200.226 {— VPN client sends the 3rd
acket of IKE exchange
18 11:44:44.781 05/17/09 Sev=Info/4 IKE/0x63000083 p g
IKE Port in use - Local Port = 0x0454, Remote Port = 0x01F4
19 11:44:44.781 05/17/09 Sev=Info/5 IKE/0x63000072

Automatic NAT Detection Status:
Remote end is NOT behind a NAT device
This end is NOT behind a NAT device

20 11:44:44.781 05/17/09 Sev=Info/4 CM/0x6310000E
Established Phase 1 SA. 1 Crypto Active IKE SA, 0 User Authenticated IKE SA in the system




Software VPN Client Logs
XAUTH

25 11:44:44.781 05/17/09 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 209.165.200.226

26 11:44:44.781 05/17/09 Sev=Info/4 IKE/0x63000014

RECEIVING <<< ISAKMP OAK TRANS * (HASH, ATTR) from 209.165.200.22627 11:44:44,781 05/17/09
Sev=Info/4 CM/0x63100015 === Router sends XAUTH request

Launch xAuth application to VPN client

28 11:44:48.078 05/17/09 Sev=Info/4 CM/0x63100017

xAuth application returned

29 11:44:48.078 05/17/09 Sev=Info/4 TKE/0x63000013 == XAUTH response to the ASA

SENDING >>> ISAKMP OAK TRANS * (HASH, ATTR) to 209.165.200.226

30 11:44:48.093 05/17/09 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 209.165.200.226

== XAUTH status sent by ASA

31 11:44:48.093 05/17/09 Sev=Info/4 IKE/0x63000014

RECEIVING <<< ISAKMP OAK TRANS * (HASH, ATTR) from 209.165.200.226 I
32 11:44:48.093 05/17/09 Sev=Info/4 TKE/0x63000013 h XAUTH status ack by VPN
SENDING >>> ISAKMP OAK TRANS * (HASH, ATTR) to 209.165.200.226 client

33 11:44:48.093 05/17/09 Sev=Info/4 CM/0x6310000E

Established Phase 1 SA. 1 Crypto Active IKE SA, 1 User Authenticated IKE SA in the system

34 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300005E
Client sending a firewall request to concentrator

35 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300005D
Firewall Policy: Product=Cisco Systems Integrated Client Firewall, Capability= (Centralized Protection
Policy) .




Software VPN Client Logs
Mode Config

36 11:44:48.109 05/17/09 Sev=Info/4 TRE/0x63000015 === Mode Config Request
SENDING >>> ISAKMP OAK TRANS * (HASH, ATTR) to 209.165.200.226

37 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 209.165.200.226
38 11:44:48.109 05/17/09 Sev=Info/4 TKE/0x63000014 h Mode Config response

RECEIVING <<< ISAKMP OAK TRANS * (HASH, ATTR) from 209.165.200.226

39 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x63000010
MODE CFG REPLY: Attribute = INTERNAL IPV4 ADDRESS: , value = 192.168.1.10

40 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x63000010
MODE CFG REPLY: Attribute = INTERNAL IPV4 DNS(1l): , value = 10.1.1.20

42 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300000D
MODE _CFG_REPLY: Attribute = MODECFG UNITY SAVEPWD: , value = 0x00000000

43 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300000E
MODE CFG REPLY: Attribute = MODECFG UNITY DEFDOMAIN: , value = cisco.com
44 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300000D

MODE CFG REPLY: Attribute = MODECFG UNITY SPLIT INCLUDE (# of split nets), value = 0x00000001

45 11:44:48.109 05/17/09 Sev=Info/5 IKE/0x6300000E
MODE CFG REPLY: Attribute = APPLICATION VERSION, value = Cisco Systems, Inc ASA5520 Version 8.2(1)
built by builders on Tue 05-May-09 22:45




Software VPN Client Logs
Quick Mode Exchange

48 11:44:48.109 05/17/09 Sev=Info/4 CM/0%x63100019 I
Mode Config data received

50 11:44:48.125 05/17/09 Sev=Info/4 IKE/0x63000013 h 1st packet of Quick mode
SENDING >>> ISAKMP OAK QM * (HASH, SA, NON, ID, ID) to 209.165.200.226 exchange

51 11:44:48.125 05/17/09 Sev=Info/5 IKE/0x6300002F

Received ISAKMP packet: peer = 209.165.200.226

52 11:44:48.125 05/17/09 Sev=Info/4 TKE/0%63000014

RECEIVING <<< ISAKMP OAK QM * (HASH, SA, NON, ID, 1ID, NOTIFY:STATUS_RESP_LIFETIME) from
209.165.200.226 === Response packet from router

55 11:44:48.125 05/17/09 Sev=Info/4 TKE/0x63000013

SENDING >>> ISAKMP OAK QM * (HASH) to 209.165.200.226

56 11:44:48.125 05/17/09 Sev=Info/5 IKE/0x63000050  <mmmm 31 packet of Quick mode

Loading IPsec SA (MsgID=B848779F OUTBOUND SPI = 0x2C032B77 INBOUND SPI = eXChange

57 11:44:48.125 05/17/09 Sev=Info/5 IKE/0x63000025
Loaded OUTBOUND ESP SPI: 0x2C032B77

58 11:44:48.125 05/17/09 Sev=Info/5 IKE/0x63000026
Loaded INBOUND ESP SPI: Ox6FF48217

=== Current Routing Table

59 11:44:48.234 05/17/09 Sev=Info/5 CVPND/0x63400013
Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 209.165.200.226 209.165.201.1 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
209.165.200.0 255.255.255.0 209.165.201.1 209.165.201.1 20
209.165.201.1 255.255.255.255 127.0.0.1 127.0.0.1 20
209.165.200.255 255.255.255.255 209.165.201.1 209.165.201.1 20
224.0.0.0 240.0.0.0 209.165.201.1 209.165.201.1 20
255.255.255.255 255.255.255.255 209.165.201.1 209.165.201.1 1




Software VPN Client Logs
Routing Table

60 11:44:49.078

05/17/09

The Virtual Adapter was enabled:
IP=192.168.1.10/255.0.0.0
DNS=10.1.1.20,0.0.0.0
WINS=0.0.0.0,0.0.0.0
Domain=cisco.com
Split DNS Names=

61 11:44:49.078 05/17/09
Destination Netmask
0.0.0.0 0.0.0.0
14.0.0.0 255.0.0.0

192.168.1.10
14.255.255.255
127.0.0.0
209.165.200.0
209.165.201.1
209.165.200.255
224.0.0.0
224.0.0.0
255.255.255.255
255.255.255.255

62 11:44:49.0093

255.255.255.255
255.255.255.255
255.0.0.0
255.255.255.0
255.255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
255.255.255.255
255.255.255.255

05/17/09

Sev=Info/4

Sev=Info/5

Sev=Info/4

Gateway
209.165.200.226
192.168.1.10
127.0.0.1
192.168.1.10
127.0.0.1
209.165.201.1
127.0.0.1
209.165.201.1
192.168.1.10
209.165.201.1
192.168.1.10
209.165.201.1

Successfully saved route changes to file.

CM/0x63100034

=== Network settings of virtual

Interface
209.165.201.1
192.168.1.10
127.0.0.1
192.168.1.10
127.0.0.1
209.165.201.1
127.0.0.1
209.165.201.1
192.168.1.10
209.165.201.1
192.168.1.10
209.165.201.1

CM/0x63100038

interface

CVPND/0x63400013 <mmmmm Modified routing table

Metric
20
20
20
20

1
20
20
20
20
20

1

1




-
Software VPN Client Logs

64 11:44:49.093 05/17/09 Sev=Info/6 CM/0x63100036
The routing table was updated for the Virtual Adapter

65 11:44:49.140 05/17/09 Sev=Info/4 CM/0x6310001A
One secure connection established

66 11:44:49.203 05/17/09 Sev=Info/4 CM/0x6310003B
Address watch added for 209.165.201.1. Current hostname: home-pc, Current address(es): 192.168.1.10,

192.168.1.13, 209.165.201.1.

73 11:44:49.218 05/17/09 Sev=Info/4 IPSEC/0x6370002F
Assigned VA private interface addr 192.168.1.10 h Fully Functional Tunnel




Common Issues

= In ASA/PIX7.0, enable nem enable under the group policy to
allow Network Extension mode

= EasyVPN client functionality is limited to PIX 6.x. On the
ASA 5505, it is supported on 7.2 or higher images.

= After decryption, PIX/ASA will check the access-lists or
conduits against the decrypted IP packets; Access-lists or
conduits need to be configured to permit decrypted IP traffic

= Enable sysopt connection permit-vpn to bypass the access-
list/conduit checking against VPN traffic after decryption

= Unlike the router, ISAKMP is not enabled by default on the
PIX or ASA. Use the command isakmp enable <interface> to
enable it on an interface



Conditional Debugs

= To limit the debug to a particular session or a peer,
use the debug crypto condition command

= Useful to filter a session among thousands of peers

CiscoASA# debug crypto condition ?
exec mode commands/options:

error Display debug error messages regardless of filters
group Filter on a group name

peer Filter on a peer address or subnet

reset Clear the crypto debug filters

spil Filter on an IPSec SPI

unmatched Display messages with insufficient context to match
a filter
user Filter on a user name

CiscoASA# debug crypto condition peer 209.165.201.1

CiscoASA# debug crypto isakmp 127

CiscoASA# debug crypto ipsec 127



Conditional Debugs (Cont.)

CiscoASA# show crypto debug-condition

Crypto conditional debug is turned ON
IKE debug context unmatched flag: OFF
IPSec debug context unmatched flag: OFF
IKE debug context error flag: OFF

IPSec debug context error flag: OFF

IKE peer IP address filters:
209.165.201.1/32

CiscoASA# show debug
debug crypto ipsec enabled at level 127
debug crypto isakmp enabled at level 127



Show Commands

show crypto protocol statistics all

CiscoASA# show crypto protocol statistics all
[IKEv]l statistics]

Encrypt packet requests: 198
Encapsulate packet requests: 198
Decrypt packet requests: 198
Decapsulate packet requests: 198
HMAC calculation requests: 234
SA creation requests: 2
SA rekey requests: 0
SA deletion requests: 1

[IPsec statistics]
Encrypt packet requests: 27
Encapsulate packet requests: 27
Decrypt packet requests: 27
Decapsulate packet requests: 27
HMAC calculation requests: 54
SA creation requests: 4
SA rekey requests: 0
SA deletion requests: 2



Show Commands (Cont.)

show crypto isakmp sa

CiscoASA# show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 IKE Peer: 209.165.201.1
Type : user Role : responder
Rekey : no State : AM ACTIVE

show crypto isakmp sa detall

CiscoASA# show crypto isakmp sa detail

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 IKE Peer: 209.165.201.1

Type : user Role : responder
Rekey : no State : AM ACTIVE
Encrypt : 3des Hash : SHA

Auth : preshared Lifetime: 86400

Lifetime Remaining: 86357



Show Commands (Cont.)

show crypto ipsec sa

Router# show crypto ipsec sa
interface: FastEthernet0/1
Crypto map tag: clientmap, local addr 209.165.200.226

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.10/255.255.255.255/0/0)

current peer 209.165.201.1 port 4411

PERMIT, flags={}
#pkts encaps: 203, #pkts encrypt: 203, #pkts digest: 203
#pkts decaps: 293, #pkts decrypt: 293, #pkts verify: 293
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O

#pkts not decompressed: 0, #pkts decompress failed: O

#send errors 0, #recv errors O



Show Commands (Cont.)

show crypto ipsec sa (Cont.)

inbound esp sas:
spi: 0x4579753B(1165587771)
transform: esp-3des esp-md5-hmac ,
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3001, flow id: 1, crypto map: clientmap
sa timing: remaining key lifetime (sec): 28392
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox8E1CB77A(2384246650)
transform: esp-3des esp-md5-hmac ,
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3002, flow id: 2, crypto map: clientmap
sa timing: remaining key lifetime (sec): 28392
IV size: 8 bytes
replay detection support: Y



Cisco IPSec Remote Access VPN

Feature Integration



Centralized Policy Push
Split Tunneling

= Traffic goes directly to the Internet without forwarding it
over the encrypted tunnel

= |_ess traffic over the tunnel saves bandwidth of the
Easy VPN server and internal resources

access-list ST_List standard permit 10.1.1.0 255.255.255.0

group-policy vpnclient attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-list value ST_List




Centralized Policy Push
Split DNS

Public DNS
Requests

—
—

= Reduced workload for internal DNS server
= Faster DNS resolve for Internet URLS

= Used in conjunction with split tunneling

CiscoASA(config)# group-policy vpnclient attributes
CiscoASA(config-group-policy)# split-dns value cisco.com



Network Integration
VPN Load Balancing

Problem Statement

= QOur current Cisco ASA 5520 supports up to 750 remote access

connections but we want to expand this functionality to more than 1000
users. What can we do?

Solution:

1. Buy a bigger box (such as ASA 5540) and replace it with 5520
2. Buy another ASA5520 and enable load-balancing

J ] | 209.165.201.10
192.168.20.024 | S 4 . N

- >

ASA-2 : Clientl
I—@.L VIP.226 C )

Routerl _I 225 ) @09.165.20120
-3 S ~

192.168.10.0/24pg 1 209.165.200.224/24 Client2

vpn load-balancing

cluster ip address 209.165.200.226
priority 6

participate



-
Network Integration

IPSec Halrpinning
Problem Statement

= We don’t want to use split-tunneling and want all traffic to be tunneled to
our ASA. How are the clients going to access the internet?

Solution:
1. Enable IPSec hairpinning by permitting “intra-interface” routing

2. Configure nat and global statements to translate assigned addresses

El 209.165.201.10

209.165.200.225
l @ | - Client1
---—’I L B f ’—‘

Routerl —

I--- Command that permits IPsec traffic to enter and exit the same interface. WWW.CiSCO.com
same-security-traffic permit intra-interface

Chicago

I--- The address pool for the VPN Clients.
ip local pool ippool 192.168.1.1-192.168.1.254

I--- The global address for Internet access used by VPN Clients.
global (outside) 1 209.165.200.230

I--- The NAT statement to define what to encrypt (the addresses from the IP-Pool).
nat (outside) 1 192.168.1.0 255.255.255.0



-
Network Integration

Client Auto-update

Problem Statement

= We have a large deployment of IPsec clients and they all run different
software versions. We want to standardize our client deployment and
want to use the same version of client software

Solution:

= Use the client update feature to update the software and hardware
based IPSec clients

= Use can choose to upgrade all IPSec clients, or the clients connected
to specific tunnel groups

client-update enable
client-update type Windows url http://192.168.10.10/vpnclient-win-5.05.Rel-k9.exe
rev-nums 5.05.Rel



-
Network Integration

Client Firewalling

Problem Statement

= We want to use split-tunneling feature in our IPSec deployment, but we
are concerned about the security of the VPN clients if they are
accessing the internet directly. Can we do anything about it?

Solution:

= You certainly can!l. Enable the firewall checks on the VPN client.
During tunnel negotiations, the VPN client is checked for an active
firewall process. If running, then the VPN client is allowed to connect

ASA(config-group-policy)# client-firewall req ?

cisco-integrated Cisco Integrated Client Firewall
cisco-security-agent  Cisco Security Agent

zonelabs-zonealarmorpro Zone Labs ZoneAlarm or ZoneAlarm Pro
zonelabs-zonealarmpro Zone Labs ZoneAlarm Pro

ASA(config-group-policy)# client-firewall req cisco-security-agent



-
Network Integration

TCP-Based Firewall Traversal

Problem Statement

= Mobile users operating out of hotel rooms and airports often see
their IPSec traffic blocked by third party firewall/NAT devices

= QOriginal NAT Traversal specifications (NAT-T, rfc3947 and
rfc3948) do not consider this

Solution: Cisco Tunneling Control Protocol (cTCP)

= |PSec traffic tunneled inside TCP, traverses firewall and NAT

Internet

CiscoASA(config)# isakmp ipsec-over-tcp port 10000

Enable IPSec over TCP on the VPN client under Transparent tunneling



NAT Issues with IPSec on ASA/PIX

= Nat needs to be bypassed on the PIX/ASA in order for
the remote side to access the private network behind
the ASA seamlessly

= ASA/PIX 7.0 allows NAT enforcement to be disabled by

using the no nat-control command. NAT enforcement is
turned off by default

= |f nat-control i1s enabled, use the NAT O command with
an access list to achieve that

access-list no-nat permit ip 10.1.1.0 255.255.255.0 192.168.1.0 255.255.255.0
nat (inside) 0 access-list no-nat



NAT in the Middle of an IPSec Tunnel

= In many cases, VPN clients are behind NAT/PAT devices

= |PSec pass-thru feature is supported on certain NAT/PAT
devices; ISAKMP cookie and ESP SPI are used to build
translation table

= |PSec over NAT (NAT Traversal or NAT-T) support was first
iIntroduced in version 6.3 for PIX

= Use isakmp nat-traversal <natkeepalive> to turn on NAT-T
on PIX/ASA

= Turn on IPSec over UDP or IPSec over TCP feature Iin
PIX/ASA 7.x/8.X



Firewall in the Middle

Private En Crypted
Public

= ESP (IP protocol type 50)
= UDP port 500 (ISAKMP), and/or UDP port 4500 (NAT-T)
= |f ISP blocks ISAKMP, use IPSec over TCP



Firewalling and IPSec

= Firewall on the IPSec endpoint PIX

Sysopt connection permit-vpn (no conduit or access-list
IS needed)

Use of conduits or access-list (no sysopt connection
permit-ipsec is needed—gives you more security for the
decrypted pkts)



Cisco IPSec Remote Access VPN

Case Study



Case Studies (Remote IPSec VPN)

Requirements:

SecureMe has recently installed a Cisco ASA in its Brussels
office to provide VPN access to its mobile users. They want:

1.

2.

All traffic from the VPN clients to be encrypted even if
they access the internet.

To ensure VPN traffic passes through even if ISP blocks
ESP or ISAKMP traffic

To check for a firewall on remote workstations before
establishing the connectivity.

To use a centralized user database for authentication



Case Studies (Remote IPSec VPN)

Solution:

A solution has been put together with the following key
points:

Disable split tunneling and encrypt all traffic leaving the clients
Enforce Cisco Security Agent check.

Use IPSec over TCP on port 9000 as the encapsulation protocol.
Configure IPSec hairpinning to allow VPN clients to talk to host on the
internet.

Use radius authentication for remote VPN users.

W

o1



Case Studies (Remote IPSec VPN)

Topology:

192.168.60.0/24

150

Routerl

160

AAA Server

192.168.40.0/24

SyS'Og server @k-l
---”I

Brussels

Clear-text Traffic
—

Clear-text Traffic
¢

209.165.201.10

|

Userl

-

WWW.CiSC0O.com




Case Studies (Remote IPSec VPN)

192.168.60.0/24

Configuration: o
o _ L J 150 192.1 .40.0/9hl ,
I 'To Allow IPSec hairpinning on the same interface —— E?_El-c- ; _g
same-security-traffic permit intra-interface &3] .160 S——

AAA Server

I Enable logging to send syslog messages to 192.168.60.150
logging enable

logging timestamp

logging host inside 192.168.60.150

logging trap notifications

I'lP Pool used to assign IP address to the VPN client
ip local pool ippool 192.168.50.1-192.168.50.100 mask 255.255.255.0

I Default gateways.
route outside 0.0.0.0 0.0.0.0 209.165.202.130 1
route inside 192.168.60.0 255.255.255.0 192.168.40.2

I RADIUS Server Definition
aaa-server RADIUS protocol radius
aaa-server RADIUS (inside) host 192.168.60.160

I Address Translation
global (outside) 1 209.165.202.132
nat (outside) 1 192.168.50.0 255.255.255.0



Case Studies (Remote IPSec VPN)

192.168.60.0/24

Configuration: T L vz
4 .150 3 )
I Configuration of an internal user-group called SecureMeGrp E-; ~ _g
group-policy SecureMeGrp internal = Bl wwiw.cisco.com
— AAA Server

I Configuration of user-group attributes
group-policy SecureMeGrp attributes

default-domain value securemeinc.com
client-firewall req cisco-security-agent

I sysopt to bypass traffic filters
sysopt connection permit-vpn

I Transform set to specify encryption and hashing algorithm
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

I Dynamic crypto-map for Remote-Access Clients
crypto dynamic-map outside_dyn_map 10 set transform-set ESP-3DES-SHA

I Dynamic crypto-map is mapped to the static crypto-map
crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

I Static crypto-map is applied to the outside interface
crypto map outside_map interface outside



Case Studies (Remote IPSec VPN)

192.168.60.0/24

r— 209 165.202.129,

150 192. 13 40.0/ 2 ,
gf—" ) ﬂ

.160
e WWW.CiSC0.com

Configuration:

[}

I'isakmp configuration

Isakmp enable outside

isakmp policy 10 authentication pre-share
iIsakmp policy 10 encryption 3des

iIsakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 86400

K|

AAA Server

I'Tunnel Encapsulation to use IPSec over TCP over port 9000
isakmp ipsec-over-tcp port 9000

I'tunnel-group configuration for VPN client. The group name is ciscovpn
tunnel-group ciscovpn type ipsec-ra

tunnel-group ciscovpn general-attributes

authentication-server-group RADIUS

address-pool ippool

default-group-policy SecureMeGrp

tunnel-group ciscovpn ipsec-attributes
pre-shared-key *



Case Studies (Connectivity Issue on ASA)

Scenario:

You are responsible for managing the IPSec remote access
solution on an ASA. All VPN users claim that they can
access resources on the private network, but cannot access
any resources on the internet.

What can you do to troubleshoot this issue?



Case Studies (Connectivity Issue on ASA)

Some ideas to troubleshoot this issue:
1) Verify the VPN tunnel is successfully established

2)

a) Show crypto isakmp sa
b) Show crypto ipsec sa

Send traffic from the VPN client to a host over the
Internet.

3) Verify the VPN traffic is transmitted by the VPN client

a) Status -> Statistics

b) If traffic is not transmitted, make sure that:
. Deterministic Network Adaptor is bound to the physical interface
ii.  Split-Tunneling is disabled

4) Verify the traffic is being received by the ASA

a) Show crypto ipsec sa



Case Studies (Connectivity Issue on ASA)

Some ideas to troubleshoot this issue:
5) Verify the Cisco ASA is configured with the following:

I--- Command that permits IPsec traffic to enter and exit the same interface.
same-security-traffic permit intra-interface

I--- The address pool for the VPN Clients.
ip local pool ippool 192.168.1.1-192.168.1.254

I--- The global address for Internet access used by VPN Clients.
global (outside) 1 209.165.200.230

I--- The NAT statement to define what to encrypt (the addresses from the IP-Pool).
nat (outside) 1 192.168.1.0 255.255.255.0

6) Check if traffic is redirected by the ASA to an internet site
a) Capture traffic sent by VPN client to an internet host

I--- Define an ACL to identify traffic originated by VPN destined to cisco.com (internet host) and vice-versa.

access-list DebuglinternetACL permit tcp host 209.165.200.230 host 198.133.219.25 eq 25
access-list DebuglinternetACL permit tcp host 198.133.219.25 eq 25 host 209.165.200.230

I--- Enable Capture with the ACL mapped to it. Apply it to the outside interface (internet facing)
capture Debuglnternet access-list DebuginternetACL interface outside



Case Studies (Connectivity Issue on ASA)

Some ideas to troubleshoot this issue:

5) Verify traffic is transmitted and received
a) Show capture Debuglinternet

6) If clear-text traffic is received and transmitted by the ASA,

but not encrypted back to the VPN client, check:

a) NAT statements
. Show running nat
. Show running global
iii.  Show running static

b) Firewall ACLs

l. Show access-list

7) If traffic is encrypted by the ASA and not received by the
VPN client, check for firewalls and NAT devices between
the VPN peers.



Remote Access SSL VPNs



Secure Sockets Layer (SSL) Overview

= Protocol developed by Netscape for secure
e-commerce

= Creates a tunnel between web browser and
web server

Authenticated and encrypted (RC4, 3DES, DES, AES)
= Capability shipped by default in leading browsers

iy,
Cisco Webvpy Service

Self-signed certificate
= https:// ==
Usually over port :443 :

Closed lock indicates SSL-enabled



SSL VPN Introduction

Clientless Thin-Client Client-Based

Full-SSL tunnel
AnyConnect
SVC

CSD

Basic web access = Port redirection

E-mail access elro)y ICLE
applications

CIFS access = Smart tunnel

Customized
user screen




Clientless SSL VPN



e
Clientless Access

(Web-Based Applications)

= Applications

Support for Intranet HTML web pages and web-based (webified)
applications

Added support for OWA 2000/2003
Added support for Windows file share (CIFS)

= Benefits

This is where a user can connect in, with little requirements
beyond a basic web browser

Do not require admin rights on the machine

= Restrictions

Rewrite engine needs constant support due to dynamic content;
common issues with embedded Java and Active X applets



SSL VPN Clientless (L7) Customization

Customizable

Customizable
Banner Graphic

alaln ] <
clsco WebVPN Service

Banner Message

@ W Address |http i J | Browse | Logout

— @p Weh Applications

CUStomlzabIe @ Browse Metworks Afeb Bookmarks
Qutlagk Os
Access Methods 2 ron StockLinke
Ordering Applications
4 Cornpary Intranet
Citrix Server

File Folder Bookrmarks
Technical Documentation Folder
Shared Folder

e Project Folder

»

1

i i i i

1

Customizable Links,
Network Resource
Access

Customizable
Colors and Sections

Advanced

Customization




-
Complex Content Handling

= Smart Tunnels

Allows Winsock v2 TCP applications to use the VPN security
appliance as a proxy gateway to the private side of a network

= Port Forwarding
Local “thin” client acts as proxy

Tunnels and forwards application traffic
= Application Profile Customization Framework
= Plug-ins
Cirtix ICA, RDP, SSH/TELNET, VNC provided by Cisco

Extensible framework for other popular protocols



Smart Tunnels
Applications Use VPN Appliance as Proxy Gateway
= Must create list of “authorized” processes

= Smart Tunnels loads a stub into each authorized
process and intercepts socket calls and redirects them
through the VPN appliance

= The parent of each authorized process passes on the
Information (cookie, etc.) to its children if a child is an
authorized process

= Example
Launch telnet via telnet.exe

telnet.exe must be authorized process



-
Configuring Clientless

(WebVPN) SSL VPN

ASDM Wizard

-
&= SSL VPN Wizard E]

r SSL VPN Wizard 551 ¥PM Connection Type (Step 1 of 6)

The security appliance provides Secure Socket Laver (S5L) remote access connectivity From almost any
Internet-enabled location using only a \Web browser and its nakive SSL encryption, The security
appliance provides twao different types of S50 WPM connection,

Flease select the type of 551 YPM connection to configure:

Clientless 551 WP Access

The security appliance allows S5L-enabled web y
browesers ko access HTTP or HTTPS web servers on a S50 VPN up
portal page. Gatewsy Policy

[] Cisco S50 WPM Client {(AnyConnect YRR Client)

The security appliance downloads a self-installing

anyConnect YPH Client to the remote PC that allows

full, secure access to resources of an inkernal SELVPN  Group
corporate netwark, v Palicy

< Back Finish [ Cancel ] [ Help ]




SSL VPN Wizard (Cont.)

r
&% S5L VPN Wizard
r ; SSL ¥PN Interface {Step Z of 6)
SSL VPN Wizard p :
Provide a conneckion name and the interface thak S5L WPM users conneck b, CO nn e_CtI On Name Is
Connection Mame; | myclientlessvpn | < an Ar b Itrari I Name

The inkerface users access for 5L WPM conneckions,

S5L YPM Interface: ||:|utsi|:|e vl < Interface Where VPN
Users Will Connect

Digital Certificate

Wehen users conneck, the security appliance sends this digital certificate to the remote web browser
ko authenticate the A54,

- None — Select Installed
Digital Certificate
that VPN User’s Web

O)\A 2

Certificate:

Connection Group Settings

Conneckion Group Alias/URL | VN |

Displaw Group Alias list at the login page

- Connection Alias

Information

IRL to access 350 WPH Service: https://209.165.201.1
IRL to access 550 WPH Service via group-url @ https://209.165.201.1,/vpn
URL to access AS0M: https://209.165.201.1/admin

[ = Back ][ Mext = ] [ Cancel ] [ Help ]




SSL VPN Wizard (Cont.)

The security appliance supports authentication of users by an external AfS server or local user
accounks, Specify haw the security appliance authenticates users when they login,

§ Option Allo
{:} Authenticate using a A6H server group 0 0O 0 0 ~WAVAYA
A48 Server Group Mame: Mew, ., < oup 0 erna
A a 3 0 N a
(%) Authenticate using the local user database o Rad AD D
" . Ay B s
- ~User to be Added——————
=" = sername:
| users < dMmple LOCa
o A a eateg
Passward:
-
] | FEEEETES | [ Delete ]
o
=~ Confirm Password:
| TEEEEFEE |

[ < Back ][ Next = ] Finish [ Cancel ] [ Help ]




SSL VPN Wizard (Cont.)

-
&= SSL VPN Wizard

r SSL VPN Wizard Group Policy {Step 4 of &)

& group policy is a collection of user-oriented attributevalue pairs. Unless assigned to a specific group A New Grou p POI |Cy
palicy, all users are members af the defaulk group policy (DFkGrpPalicy), Therefore, configuring the
default group palicy lets users inherit attributes that vou have nok configured at the individual group Is Created Called

palicy ar username level, myclientlessgroup.

() Create new group policy | myclientlessgroup

A Group Policy Is a
Collection of User
Attributes and
Value Pairs.

() Modify existing group policy |

[ = Back ” Mext = l [ Cancel ] [ Help ]




SSL VPN Wizard (Cont.)

# SSL VPN Wizard
¥ SSL VPN Wizard

Clientless Connections Only - Bookmark List {Step 5 of 6)

Configure a list of group intranet websites that appears in the portal page as links that Clientless users
can navigake ko,

|
Bookmark, Lisk: |-- Mone -- w I [ Manage. .. ] 1

#= Configure GUI Customzation Ubjects

Configure bookmark lisks that the security appliance displays on the 550 WPN partal
page,

2 |EXeE

| Bookmarks
= Add Ranlemarle | izt

E-:IiI:| i Delete| o Impu:urt| Ej Expu:urt|

3 Boakrnark List Mare: | Intramet Sites

@ Add Bookmark Entry

Bookmark Title: | Main Employes Inkranet Sike

LRL Yalue: http s | | intranetsite, cisoo, com

Advanced Options

<

d




SSL VPN Wizard (Cont.)

B2 SSL VPN Wizard
ASDM Su m mary 'SSL VPN Wizard Summary (Step 6 of B)

Selected Features:
Conneckion MName:
551 YPM Interface:

CLI Configuration

Webvpl’l - . Connection Group Alias:
\ e User Authentication:
enable outside Mew Users:
_ 7 | Group Policy;
tunnel-group-list enable N i

group-policy myclientlessgroup internal

o have cozsted 5 SSLMBALznonectian it followinasthibbes,

Clientless
myclientlessvpn
outside

¥pn

LOCAL
userl,user?2,
myclientlessgroup
Intranetsites

group-policy myclientlessgroup attributes
vpn-tunnel-protocol webvpn
webvpn
url-list value IntranetSites
username userl password 08S9WUsiSMr3RauN encrypted privilege O
username userl attributes
vpn-group-policy myclientlessgroup
username user?2 password 08S9WUsiSMr3RauN encrypted privilege 0
username user2 attributes
vpn-group-policy myclientlessgroup
tunnel-group myclientlessvpn type remote-access
tunnel-group myclientlessvpn general-attributes
default-group-policy myclientlessgroup
tunnel-group myclientlessvpn webvpn-attributes
group—-alias vpn enable
group-url https://209.165.201.1/vpn enable




Client/Server Plug-ins

Feature Overview

= ASA v8.0 and later supports a number
of common client/server

applications via Java plugins o |
S u C h aS Bookmark, List Mame: bookmarks-portal
Name | URL | add |
1 1 Ordering Applications hktps: ffardering, compary. com ;l i
WI ndOWS Term I nal Server (R DP) Company Intranet hkkpe | fenanain, comparny, com Edit |
Citrix Server hiktp: i fcitriz, companye, com Delete |
Tel n et/SS H Technical Documentation Folder cifs:fidocs, company ., comytechdocs
Shared Falder cifs: /fdocs. campany  connf'shared Mave Up |
A H Project Folder cifs: ffdocs, company , comyprojeck
Cltrlx ICA Cllent whC-server-1 wrc:[i10,1,110,90 Mowve Down |
WMIC-SErVEr-2 vnci/f10.1.110.20
VN C rdp-server-2 rdpe)i10,1,110,20
telnet-switchl telmet://10.1.100.1 |
ash-rouker-1 sshf10.1.127.1 |-

= Resource is defined as a
URL with the appropriate
protocol type

rdp://server:port

oK I Cancel Help

= Support for these third party applications exists in the form of
packaged single archive files in the .jar file format



Client/Server Plug-ins

= When clicking on a resource link, a dynamic page is generated that hosts
the ActiveX/Java applet

= The Java applet is rewritten and re-signed, ActiveX parameters are
rewritten, and the helper port-forwarder ActiveX is injected if needed

= The Java applet is transparently cached in the gateway cache

| WebVPN Service

L | FY
H -
@ s Address | hitpol j| Browse I Logout m
(b wieb Applications it
Web B hﬁpSZII o |
g Browse Metworks cifsy
S8 Application A @?ﬂﬁ =]
- MR s Techn| .y ntation Folder
Q Terminal Serers « Share telnet:n’ |

E Telnet'S5H Servers

EVNC PT— | Terminal Servers Bookmarks = |
Y e rdp-zerver-2 1]
P Help —
| Telnet'S5H Servers Bookmarks = |
o telnet-switch
& ssh-router-1 |
WRC Connections Bookmarks = |
& Yho-senver- g}

* yho-sener2 1|




Virtual Keyboard

Z} https://80.0.1.7/ +CSCOE+/logon.html - Microsoft Internet Explorer =10l =l
J File Edit Wiew Favorites  Tools  Help | E’
J-,__} Back ~ o) ~ [x] [2] (w2 search 57 Favorites £2) | D-am BLUE &3

| Address I@https:ﬁsu.u.1.?,|'+c5c0E+,|'logon.htmI = [ |JLinks »

E— R=IES
&

orites 451 | [_;ZI' & = L] ﬁ > 3

F79627476612E797669722E70627A++Hlogin.srf7wa=wsig 7| [Ed Go | |Links

Llsername |web\tpn <1L1'>__:i:. @ O;I

FPassword I........

Group Account Services | Help

New to MSN?

»  Use one Windows Live ID ko signin to any
M3M, Windows Live, or Passport site,

| | [ Clear_|

» iget what matters bo vou most online:
o custom news, enterkainment, weather,

EEEEEEEDREEED
e e D e e
T SN — L L L 0 LRI I J[Emer]

: H.W.j‘%d::fuf..f'es_%EDD

|| Clear |

Sign in using enhanced

<

©2007 Microsaft Terms of Use | Privacy Statement | Anki-Spam Policy

i€l [ | | |5 @ trustedsites

N




Double Authentication

Two-factor authentication for Anyconnect and Clientless SSL VPN for compliance
with the Payment Card Industry (PCI) Standards Council Data Security Standard.

New tunnel-group general-attributes commands:

secondary-authentication-server-group - the secondary AAA server group
(cannot be an SDI server)

secondary-username-from-certificate - Allows for extraction of a few standard
DN fields from a certificate for use as a username.

secondary-pre-fill-username - Enables username extraction for Clientless or
AnyConnect client connection.

authentication-attr-from-server — Specifies which authentication server
authorization attributes are applied to the connection.

authenticated-session-username - Specifies which authentication username is
associated with the session.




File:

B% Cisco ASDM 6.2 for ASA - 172.18.104.179

Help

Configuring Double Authentication

Look Far:

S=1ES

m Device List

IPsec Connection

Profiles

Default Secondary Authori

CISCO

O
initial client
Layer Security
Server Group: |my—radius—group w | [ IManage. 50 ]
| |
Use LAl it S [« Fail
s Dyynamic Access Policies s I TS (O el
T AnyConnect Customization [] Use primary username
yp Address Assignment
T Advanced mlibibUbES Server: (&) Primary () Secondary
Clientless S5L ¥PM Access
0 2 najLocal Users Seg name Server: (2 Primary () Secondary
B Secure Deskiop Manager
-[E9 Certificate Management Interface-Specific Secondary Authentication Server Groups
Language Localization & P.dd| = Edit| m Delete|
B8 | pad Balancing
~fi DHCP Server ol Username
ONS & Assign Secondary Authorization Server Group to Int... |£| v
-- Advanced
.
file.
u ofile
|:| Use primary usernane
[ O ] [ Cancel ] [ Help ]
e e ST CE AT ST TTEnT
| | [ veroge.. —
() Use the entire DM as the username
i3
Remate Access VPN (%) Specify the certificate fields to be used as the username
| Primary Field: CM {Common Mame, v
Site-to-Site YPH ¥ X ) |
< | > Secondary Field: |OU {Crganization Unit) v|
& Trend Micro Content Security
| | Find: | | @ttt @ Previous |
E;L Device Management
» [ a8 ] [ Cancel ] [ Help ]
’ . . ] a
Device configuration loaded successFully. admin 15 E r§‘1 323109 2:07:24 AM UTC




General Authentication Problems

DEBUG = debug webvpn 255

Good Authentication

WebVPN: calling AAA with ewsContext (-925550560) and nh (-927982512)!
WebVPN: started user authentication...

WebVPN: AAA status = (ACCEPT)

WebVPN: user: (userl) authenticated.

Bad Authentication

WebVPN: calling AAA with ewsContext (-925889312) and nh (-927982512)!
WebVPN: started user authentication...

WebVPN: AAA status = (REJECT)

WebVPN: user: (userl) rejected.

http remove auth handle(): handle 4 not found!




RADIUS Authentication Problems

RADIUS Server not Responding
RADIUS packet decode (authentication request)

Raw packet data (length = 63)

01 01 00 3f 57 44 2d 62 £3 b0 29 ae 4f dc e5 ba
6b c8 61 86 01 07 75 73 65 72 31 02 12 68 63 cb
44 f0 ac 02 03 1c a0 59 d8 80 78 95 7a 04 06 Oa
Parsed packet data

Radius: Code = 1 (0x01)

Radius: Identifier = 1 (0x01)

Radius: Length = 63 (0xO003F)

Radius: Vector: 57442D62F3B029AE4FDCESBA6BC86186
Radius: Type = 1 (0x01l) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) = 75 73 65 72 31 | wuserl
Radius: Type = 2 (0x02) User-Password

Radius: Length 18 (0x12)

Radius: Type = (0x04) NAS-IP-Address

Radius: Length 6 (0x06)

Radius: Value (IP Address) = 10.200.10.1 (0xOAC80A01)

send pkt 172.18.85.181/1645
RADIUS SENT:server response timeout
RADIUS DELETE




Domain Authentication Problems

DEBUG = debug ntdomain

Domain Controller Communication Problem

smb: negotiate phase failed: syserr = Network is down
Cifs Connect Server () returned FALSE, error code = 18
ntdomain process ntinfo - state is NTDOMAIN DELETE
INFO: Attempting Authentication test to IP address
<172.18.85.123> (timeout: 12 seconds)

ERROR: Authentication Server not responding: No error

Note: In this Example the Administrator Attempts to Authenticate to the Active Directory Server
Using the TEST Utility Within ASDM




Authentication Test Utility

File “iew Tools ‘Wizards ‘Window Help LDDkFDr:|

&, 0 . C o
Herne | & Configurat @Mt |Bs RFh|°Bk | 'HI|
@ lomne | S35 Configuration onitoting ave @ efres ac O ? [} CISCO
Remote Access WPH O & X Configuration > Remote Access VPH > AAA Setup > AAA Server Groups O
&} Mebwark (Client) Access s

- =2 AAA Server Groups
lientless S5L VPN Sccess

) Connection Profiles
Portal
B3 Group Palicies

o Dvvnamic Access Policies
Advanced |
= g ABA Setup
A
%‘ Auth, Prompt

Protocol Accounting Mode Reactivation Mode

Server Group

L)
I
(=
[=

MT Daornain

=1
m
=N
=

B Test AAA Server -172.18.85.123

o Totest the Following AAA server enter a username and password,

é;, Device Setup AfA Server Group: MTGroup (NT Daomain 10

Hosk: 172.18.85.123 :
£, o

Authentication

Delete
Remote Access WPT Username:

@IES. [ K H Cancel ]

x»
Running configuration successfully saved. .. <admin = 15 & SI16/07 5:02:14 PM UTC

Using the CLI:

test aaa-server authentication NYGroup host 172.18.85.123 user domainuser password 123gweasd




Additional Notes

Additional External Authentication Debugs

debug Idap (1-255)
debug sdi (1-255)

debug kerberos (1-255)

You Can Combine the Debugs Listed Above with the
when Troubleshooting Clientless Authentication Problems.




Clientless SSL VPN Debugs

debug webvpn cifs (1-255)

Accessing CIFS Shares

Accessing NFS Shares

debug webvpn nfs(1-255)

Citrix Connection Problems

debug webvpn citrix (1-255)

Javascript Mangling Problems
(User Specific)

debug webvpn javascript trace
user userl



Useful Show Commands

show webvpn statistics
asa# show webvpn statistics
Total number of objects served
html
Js
CsS
vb
java archive
java class
image

undetermined

show webvpn group-alias

asal# show webvpn group-alias
Tunnel Group: myclientlessvpn Group Alias: vpn enabled




Capturing WebVPN Data

The CLI capture Command Lets You Log
Information About Websites that Do not Display
Properly over a WebVPN Connection. This Data
Can Help You Troubleshoot Problems.

To start the WebVPN capture utility use the following command:
capture <capture name> type webvpn user
<webvpn username>

For Example:

hostname# capture mycapture type webvpn user userl
WebVPN capture started.

capture name mycapture
user name userl




Anyconnect Client



Cisco AnyConnect VPN client

“Thick client”, “Full Tunneling”, or “Tunnel” Client

= Traditional-style client delivered via automatic download

= Requires administrative privileges for initial install only

= Pre-deployment MSI package available

= Can use TLS or DTLS as transport

= Can be upgraded from a previous version upon connection
= Can create client profiles for personalization

= User configurable preference for:
-Local LAN Access
-Minimize on Connect

-Connect on start-up



Cisco AnyConnect VPN client

Methods of Deployment:
« Web-based

 Pre-deploy (Standalone client)

#2 Cisco AnyConnect YPH Client |Z||E|E|

nliali gL vpN service T Cormoction | © seaics | B Aot

CISCo

H q ol
@ B @) address | htpss || U L B
Q}} Weh Applications C I 5 C O
@ Browse hetworks | AnyConnect Connect ko |

-
%!-J AnyConnect

= &°  start amcomect
44 Terminal Senvers

VPN session ended.




AnyConnect Essentials

NEW
In 8.2
AnyConnect Essentials is a separately licensed SSL
VPN client, entirely configured on the Cisco ASA, that

provides the full AnyConnect capability, with the following
exceptions:

= No CSD (including HostScan/Vault/Cache Cleaner)
= No clientless SSL VPN

= Optional Windows Mobile Support

ASDM: Configuration > Remote Access VPN > Advanced > AnyConnect
Essentials License

CLI: webvpn
anyconnect-essentials



AnyConnect Client
Cisco AnyConnect VPN Client

for Secure Remote Productivity

= Extends the in-office experience

LAN-like full-network access, supports
latency sensitive apps like voice
(via DTLS transport)

= Access across platforms
Windows 2K/XP (x86/x64)/Vista (x86/x64)
Mac OS X 10.4 and 10.5, Linux Intel
Windows Mobile 5 Pocket PC
Edition (coming soon)

= Only supported on ASA 8.0 and later
No reboots required
Standalone, web launch, portal connection
Start before login (2K/XP)
MSI—Windows preinstallation package

Initial installation requires admin rights;
however, upgrading an existing install
with a pushed package does not

#8 Cisco AnyConnect YPN Client |Z||E|r5__<|

Connect to: | 172.18.254.171

Group: | OPERATIONS

Username: | gailbert

Password: | sk

W Connection | € Statistics | &% about

TmIr
CISCO

AnyConnect Preferences

Preferences |

[Cionnect on skark-upi

[l Enable local LaM access GF configured)

[ Ik, ] [ Cancel




AnyConnect Client (Cont.)
Cisco AnyConnect VPN Client—GUI Detalls (Statistics)

r

#8 Cisco AnyConnect VPN Client

r

#8 Cisco AnyConnect VPN Client: Statistics Details

| % Connection } @ Statistics &2 About|

Statistics Route Details |

et eo TIY

CISCO

Tunnel State: Connected

Connection Information Address Information
Tunnel State: Connected Client: 10.21.104.31
Tunneling Mode: All Traffic Server. 171.70.192.85
Duration: 00:02:39 2
Transport Information
Bytes Protocol: DTLS
Sent 1079430 Cipher: RSA_AES_256_SHA1
Received: 335247 Compression: None
Proxy Address: No Prozy

Client Address: 10.21.104.31
Server Address: 171.70.192.85

Bytes Sent: 1082580
Bytes Received: 337148

Time Connected: 00:03:25

Frames
Sent: 1682  Posture Assessment

Received: 1283 Disabled
[ Reset ] [ Export... ]2 :>
The Export Button Saves the Information on the Details Screen, Along
with Other Connection Information, to a Text File for Troubleshooting




AnyConnect—Command Line Syntax

webvpn
enable outside
cache-fs limit 15

sSvC
sSvC
sSvC
SvcC
SvcC
SvcC

image diskO:/vpn-win32-Release-2.0.0090-k9.pkg 1

image diskO:/vpn-Linux-Release-2.0.0090-k9.pkg 2

image disk0:/vpn-Darwin powerpc-Release-2.0.0090-k9.pkg 3
image diskO:/vpn-Darwin i386-Release-2.0.0090-k9.pkg 4
image diskO:/sslclient-win-1.1.2.169.pkg 5

enable

dtls enable outside

group-policy MyGroup attributes
webvpn
svc dtls enable




-
AnyConnect User XML Profile

The AnyConnect Client Uses an XML File for

User Profiles and Configuration Settings

= On Windows machines, the profile will be stored in
Documents and Settings\All Users\Application
Data\Cisco\Cisco AnyConnect VPN
Client\Profile\AnyConnectProfile.tmpl

= On non-Windows machines the location will be
[opt/cisco/vpn/profile/AnyConnectProfile.tmpl

= The profile may be validated using the AnyConnectProfile.xsd file.
This file is installed during installation

= On Windows the preferences are stored in: C:\Documents and
Settings\<user>\Application Data\Cisco\Cisco AnyConnect VPN
Client\preferences.xml



AnyConnect ASA Config for XML Profile

webvpn

memory-size percent 25

enable outside

enable inside

cache-fs limit 15

svc image diskO:/vpn-win-Release-
2.0.1-k9.pkg 1

svc profiles newProfile3
disk0:/AnyConnectProfile.xml

svc enable

group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol svc webvpn
user-authentication enable
address-pools value myPool
webvpn

Svc compression none

svc profiles value newProfile3

svc ask enable

http-comp none

On the ASA, the XML profile

Is loaded into file management
and then configured under the
webvpn section globally and
then for the group

Note that the xml file name
does not have to be
AnyConnectProfile.xml

A new file “newProfile3” will
appear on the workstation with
an XML extension

More than one profile may be
loaded into the global webvpn
section but only one is allowed
per group



Troubleshooting AnyConnect

= Logging on Windows will
utilize the Windows event
viewer; review the log
messages in Cisco
AnyConnect VPN Client

= You can save the “Cisco
AnyConnect VPN Client”
log from the event viewer
in “.evt” format

Linux location:
/var/log/messages

Mac location:
/var/log/system.log

N Cor;figuration Settings:

Keep Installed: enabled

Rekey Method: disabled
Compression: 'disabled

Proxy: pac ur ;
(http:)lllwvl:\’rw.myCorp.comlmyPAC Fil
e.pac)

Local LAN: disabled

Split Tunneling: disabled

Client Address: 10.10.11.170
Client IPv6 Address: unknown
MTU: 1300

TLS Keep Alive: disabled

TLS Rekey Interval: none

TLS DPD: 0

DTLS: disabled

DTLS Keep Alive: disabled

DTLS Rekey Interval:
nTI S npnsyan al: none




Event Viewer

An Example of How Windows Event Viewer Looks

| =
(7] Event Viewer P [ 1~ N S—
e = > W
Fie Acton View Help Event Properties
- @ EFRE @ Evert |
Event Viewer (Local) Cisco AnyConnect VPN Client 162 event(s) Date: 2/9/2007 Source: vpngina 1+ I
4| Appiication Type [ Date l Time Time: 10:03:46 AM Category: None
g Secuity B Informaton  2/9/2007 10:03:46 ... Type: Emor Event ID: 1
; - Qo 2/3/2007 10:03:9 ... ||| User:  N/A
1] ICisco AnyConnect VPN Client
' I 3 informaton  2/3/2007 10:03:96 ... Computer: TABLETPC
dinformation  2/9/2007 10:03:46 ...
'-OA\" aming :.Q 2007 10:03:456 .., Qescription:
Q= 2/9/2007 10:03:46 ... e
D informats 218/200 REARRE unction: loa ile
\.): formaton  2/9/ 2007 10:03:46 ... Betiis o0
Binformaton  2/9/2007 10:03:46 ... File: C:\temp"build\thehoff\release0.936942955233-Fri-19-Jan-2007-15-
v_ﬁ'.'.'e"'.d‘g 2/9/2007 10:03:46 ... 40-18\release \ Api'\Profile Mar.cpp
D 1rformat 258720 10:03:4 Line: 201
\;): R— j 5% ?7 ?'?3'*6 Description: Duplicate host <sjc found in the profile <C:\Documents and
3)informaton 2372007 10:03:%6 ... Settings Al Users\Application Data\Cisco'\Cisco AnyConnect VPN Client
°=~cr 2/9/2007 10:03:46 ... \Profile’\sjcprofile xml>. Host discarded.
Dinformation  2/9/2007 10:03:46 ...
PDnformaon  2/5/2007 10:03:46 ... Data :
3 Information  2/9/2007 10:03:4 : : =
@ informaton  2/8/2007 6:55:31PM
[8\ waming 2/8/2007 6:55:31PM
<
Lok [ Cancel || 2o




Show Commands

ciscoasa# show vpn-sessiondb summary
Active Session Summary
Sessions: Active : Cumulative : Peak Concurrent
WebVPN : 2 13
SSL, VPN Client : : 4
Email Proxy : : 0
IPSec LAN-to-LAN : : 0
IPSec Remote Access : : 0
Totals : : 17

License Information:

IPSec : 250 Configured : 250 Active

WebVPN : 250 Configured : 250 Active

Total : 500 Configured : 500 Active
Active : Cumulative : Peak Concurrent

IPSec : 0 : 0 : 0

WebVPN : 2 13 : 7

Totals : 2 13

0%
1%
0%

Tunnels: Active : Cumulative : Peak Concurrent
WebVPN : : 13 : 7
SSL-Tunnel : : 4 1
Totals : : 17




AnyConnect Logging

ciscoasa (config)# logging class auth console 6

$ASA-6-113012: AAA user authentication Successful : local database : user = basic
$ASA-6-113003: AAA group policy for user basic is being set to DfltGrpPolicy
$ASA-6-113011: AAA retrieved user specific group policy (DfltGrpPolicy) for user =
basic

$ASA-6-113009: AAA retrieved default group policy (DfltGrpPolicy) for user = basic
$ASA-6-113008: AAA transaction status ACCEPT : user = basic

$ASA-4-113019: Group = DefaultWEBVPNGroup, Username = basic, IP = 10.209.10.3, Session
disconnected. Session Type: Remote-Access, Duration: 0h:00m:25s, Bytes xmt: 1918,
Bytes rcv: 9611, Reason: Unknown

ciscoasa(config)# logging class webvpn console 7

$ASA-6-716001: Group <DfltGrpPolicy> User <basic> IP <10.10.10.3> WebVPN
session started.

$ASA-6-716038: Group <DfltGrpPolicy> User <basic> IP <10.10.10.3>
Authentication: successful, Session Type: WebVPN.

$ASA-6-716002: Group <DfltGrpPolicy> User <basic> IP <10.10.10.3> WebVPN
session terminated: User Requested.




-
Diagnostic AnyConnect Reporting Tool

(DART)

DART bundles specified log files and diagnostic information that can be used
for analyzing and debugging the AnyConnect client connection.

#B.Cisco AnyConnect YPN Client: Statistics Details.

Statistics | Route Details |

#2 Export Info

Connection, Choose Export Method

State: : 0.0.0.0
Mode: (© Use Cisco DART 0.0.0.0

Duration: () Use Cisco Log Packager Disabled

Bytes () Export Stats to Text File
Sent:
Receiveq

Frames oK Cancel
Sent: L ] [ ]
Receiveq

It &vailable
b Available
b Available
b Available

Control Frames Posture Assessment

Sent: 0 Last Performed: Disabled
Received: 0

[ Reset ] [ Export... ] [ViewLog...]




Pre-fill Username from Certificate

B= Add SSL VPN Connection Profile

~Basic Interface-Specific Authentication Server Groups
& add | @ i |

3mChentAddresﬂng Interface Server Group Fallback to LOCAL

E—----Authorization

.0. ccccc king

551 WP

5—----Sec0ndary Authenticat

Username Mapping fram Certificate
Pre-fill Username From Certificate
[] Hide username From end user

Use script to select username

(C) Use the entire DM as the username

(®) Specify the certificate Fields to be used as the username

Primary Field: M {Common fame) w
Secondary Field: | OU {Organization Unit) -
< >
Find: @2 L)
[ 84 l [ Cancel ] [ Help ]

NEW
in 8.2

= Enables the use of a username
extracted from a certificate for
username/password
authentication and
authorization. The username is
“pre-filled” into the login screen,
with the user being prompted
only for the password.

= To use this feature, you must
configure both the pre-fill
username and the username-
from-certificate commands in
tunnel-group general-
attributes configuration mode.

Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Connection Profiles > Add/Edit > Advanced > Authentication .



Miscellaneous Features

= EKU Extensions for Certificate Mapping - ability to create
certificate maps that look at the Extended Key Usage extension of
a client certificate and use these values in determining what
connection profile the client should use. If the client does not
match that profile, it uses the default group.

= Clientless SSL VPN sessions now support Microsoft Office
SharePoint Server 2007.

= Shared license for SSL VPN sessions - you can purchase a
shared license with a large number of SSL VPN sessions and
share the sessions as needed among a group of adaptive security
appliances by configuring one of the adaptive security appliances
as a shared license server, and the rest as clients.



Cisco Secure Desktop (CSD)



-
Cisco Secure Desktop

= End user systems cant always be trusted due to some
security risk of

Cannot ensure total removal of all data

Potentially malicious third party software might be installed.

= CSD with other security controls and mechanism within
the context of an effective risk management strategy
can help reduce risks

= CSD is part of SSL VPN and a functionality of ASA/IOS
SSL VPNs



Cisco Secure Desktop
Comprehensive Endpoint Security for SSL VPN

= Works with desktop
guest permissions
Hardw are resources

No admin privileges required / Msuse, Keybasrd, RAM, Network, COROM, USE, Sound care, Floppy disk..

= Complete pre-connect assessment: { i

Location assessment—managed or 4 Windows 2000 or XP Cisco Secure Desktop
unmanaged desktop? oo bl s 4 and gy wsreapton ).

Gathers data for Dynamic Access Policy

Original User Desktop " Temporary CSD Desktop

SGMVare rossurces. AN #at & encrypded on te Ny

Specific applications running—defined
by admin

Wedaows
Crpiares

= Comprehensive session protection:

Malware detection

Data sandbox and encryption protects every
aspect of session

= Post-session clean-up:

Encrypted partition overwrite (not just N 2
deletion) using DoD algorithm el

Cache, history and cookie overwrite

File download and email
attachment overwrite

Auto-complete password overwrite



Comprehensive EndPoint Security

= Cisco Secure Desktop (CSD)

now supports hundreds of
pre-defined products,
updated frequently

. . Laa
Anti-virus, anti-spyware, persc/)\/r

firewall, and more

= Administrators can define
custom checks including
running processes

= CSD posture policy
presented visually to simplify
configuration and
troubleshooting

’ symantec.

QTools
N

AOL.

v

A AhnlLab

9

SOPHOS
SOPHOS ANTIVIRUS

'Spy Sweeper

@.

Computer Associatess
A Windows OneCare Live

SOFITWIN
(& bitdefender

ecure poor every b

EPREVX

—_—— = 7 =

llllllll




Cisco Secure Desktop

How it Works (Pre-Login)
= Step One: A remote user connects with the VPN
appliance via SSL

= Step Two: The VPN appliance pushes
down the Secure Desktop

= Step Three: Based on checks,
determine location (or fail login)

= Step Four: Based on location Enterprise HQ

settings apply CSD policies
Cisco
Secure
Desktop

Employee-
Owned Desktop




Cisco Secure Desktop

How It Works (Login Phase)
= Step Five: Check for keystroke logger and host emulation

Step Six: Create the vault and switch to secure desktop

Step Seven: Present login to user

Step Eight: User logs in and initiates VPN session

Step Nine: Host scan information gathered from endpoint
for DAP

£ Cisco Secure De 0] x|
5 Switch bo the Secure Diezkiop

(-]

E Cloze the Secure Deskiop = e o s T o




Cisco Secure Desktop

How It Works (Post Login)
= Step Ten: DAP checks applied

= Step Eleven: VPN connection active
= Step Twelve: User is able to access resources

= Step Thirteen: After session complete (or idle timeout expired)
VPN is disconnected and Secure Desktop post session cleanup
initiated

I SECURE DESKTOP
CISCO for WEBVPN

‘Wwhat do you want Cisco Secure Desktop to do?
A

Close the Secure Desktop

. Switches back to the Guest Computer and closes the Secure
Launch Login Page Dieskfop.

C |
Switch Desktop m
@t&: All ¥PH session data will be wiped out upon dosing

Close Desktop




Cisco Secure Desktop

Installation of CSD

= CSD tries different methods to install itself on Windows
client computer until it finds a method that works

Installation Method Remote User Requirement

Active X Admin Privileges (privi.)
Microsoft Java VM* Power-User Privi.

Sun Java VM* Any User

Exe Any User with Execution Privi.

* VM = Virtual Machine



Cisco Secure Desktop
Installation of CSD on ASA

&% Cisco ASDM 6.2 for ASA - 172.18.104.179
File View Tools ‘Wizards ‘Window Help

Look Far:

(a0

m Device Lisk

G Configuration [ IMonitaring | B Save G Refresh | 9 Back. i- ) Forward | ? Help |
— —

Remote Access ¥YPN o R o

9 Trtroduction
Metwork (Client) Access
& Clienkless S5L WPN Access
AddfLocal Users
Secure Deskkop Manager
[ Certificate Management
J--- Language Localizakion
-2 Lnad Balancing
ffF' DHCP Server
DNS
Advanced

@ Device Setup

Configuration = Remote Access ¥PN = Secure Deskbtop Manager = Setuy,

M=1E3
alialn
ciIsco

O

Secure Desktop Image

Install Cisco Secure Desktop,

Location: |

|[ Browse Flash. .. ]

Enable Secure Deskiop Upload...
Uninstall

& Upload Image L

Upload a File From local computer ko Flash file system on the device. The upload process might take a
few minutes. Please wait For the operation to finish,

Local File Path: |C:'I,D0cuments and Settings'l,omar'l,DeskJ:np'l,csd_S| L Browse Local Files. .. J

Flash File System Path: |disk0:,|'csd_3.4.1108.|:-kg | [ Browse Flash...

|

[ Upload File ] [ Close ] [ Help




Cisco Secure Desktop

Secure Session (Vault)

= Encrypts the data and files associated with or downloaded
during a remote session into a secure partition

= Graphical representation of a desktop that includes an
Image of a lock to signify a safe environment for the remote
user to work in

= After the remote session ends, a U.S. Department of
Defense (DoD) sanitation algorithm removes the encrypted
partition

= Typically used during clientless SSL VPN sessions, Secure
Session attempts to reduce the possibility that cookies,
browser history, temporary files, and downloaded content
remain after a remote user logs out, the session times out,
or after an abrupt termination occurs. This feature is
available on Microsoft Windows XP and Windows 2000



Cisco Secure Desktop

Cache Cleaner

= Alternative to Secure Session attempts to eliminate
Information in the browser cache at the end of
a session

= Cleans up passwords entered during the session, auto-
completed text, files cached by the browser, and
browser configuration changes

= Cache Cleaner runs on Microsoft Windows Vista,
Windows XP, Windows 2000, Apple Mac OS X 10.4,
10.5 (PowerPC or Intel), and Linux



Cisco Secure Desktop

Keystroke Logger Detection and Host Emulation

Detection
= Denies access based on the presence of a suspected

keystroke logging application or a host emulator

= Configure Cisco Secure Desktop Manager to specify
the keystroke logging applications that are safe

= Allows the remote user interactively approve the
applications and host emulator the scan identifies

= Both keystroke logger detection and host emulation
detection are available with Cache Cleaner, Secure
Session, and Host Scan



Cisco Secure Desktop

= After loading CSD, the following options are provided to
configure

Host scan
Pre-login policy
Load

Do not load policy

Remote Access VP @ 0 % | Configuration > Remote Access VPN » Secure Desktop tanager O

: Secure Desktop Manager (Yersion 3.2.1)
Clientless 551 YPN Access

o{78 Easy YPM Remoate
- A Setup

Secure Deskiop Manager lets you configure prelogin policies, enable or disable
checks for antivirus, antispyware, and personal firewall applications, and
confiqure enfarcement for those applications.

Click Prelogin Palicy ko specify reqistry keys, files, certificates,

(5 versions, and IP address ranges for prelogin polides, As you create
gach policy, Secure Desktop Manager adds a new menu labeled with the
policy name, o ko that menu ko assign settings o the policy,

- ;'E;. Hast Scan
f--- Certificate Management
+ Language Localization
i@ DHCP Server

- Dh
—---- fdvanced

4 .
42+ Connection Gateway

Click Host 5can to enable o disable checks for antivirus, antispyware,
and personal firewall applications. If you have an Advanced Endpaint
fissessment license, specify the applications to install or update as a
requirement for access.,

fifter you configure the prefogin policies, you can assign them to dynamic
access policies (DAPs), You can also assign the resulks of the Host Scan to DAPs,



Cisco Secure Desktop

Pre-Login Policy

= Allows administrator to specify the checks to be
performed between the time the user establishes a

connection with the security appliance and the time the
user enters the login credentials

= These checks determine whether to assign a prelogin
policy or whether to display a "Login Denied" message
for the remote user

= The settings of the matched prelogin policy determine
whether Secure Session or Cache Cleaner loads. The
application of a prelogin policy to a dynamic access
policy (DAP) determines the access rights and
restrictions placed on the connection



CSD Configuration (Cont.)

ase) - 68.109.228.183
File  Wiew Tools  ‘wWizards Window  Help

H=1E3
Look Far: llll!lllt
@ Home 0 Configuration [a IMonitoring | B Save @ Refresh | o Back O | ? Help| I

CISCO

Remote Access VPH o R x

Configuration > Remote Access WPH > Clientless S5L YPH Access = Advanced > Secure Desktop Manager > Windows Loc

. O
% Metwork (Client) Access 28 Windows Location Settings
= IPSec Connections
& -l 551 VPN Connections f f i f i i i fifld
[t Eelow is the pre-login decision tree For the Windows Locations. Additional checks can be inserted by clicking the + symbal at the
il Group Policies beginning of a node, Checks can be removed by selecting the node and pressing delete, Leaf nodes can either be set bo "Login
i}\ Drynamic Access Policies Denied”, a wWindows Location, or link ko a subsegquence,
p Address Assignment
Advanced

Clientless S5L WPM Access

fﬁ Group Policies

- Ep Drynamic Access Palicies
=- 'E“" Advanced

& Secure Deskbop Manager
t S 5D Setup

(&5 Mac and Linux Cache Cleaner
-fg Host Scan

Encoding
Proxy Bypass

To Configure the Flow of CSD Checking
Start by Clicking on the + Sign.
This Will Pull Up a Selection Box.

& Trend Micro Content Security

E::;L [l — [ Close &l open browser windows after installatior:

%

Reset all

chcurry 15 2| |[Z3 03| |1f29/07 9:47:06 &AM UTC
=) 2]




CSD Configuration (Cont.)

2lease) - 68.109.228.183

Wieww  Tools  Wizards  Window  Help

=13

Look For:

@ Home G Configuration D Manitoring | B Save @ Refresh | o Back Q | c::) Help | l CISCO

m Device List

Remote Access WPH o I

Mebwork (Client) Access -
i IPSec Connections b
&= 550 WP Connections
Group Policies
i} Drynamic Access Policies
p Address Assignment
.ﬁ.dvanced
Clientless 551 WPM Access
i Canneckions
ortal
@ Group Policies

~Hle Drynamic Access Policies
EI---- Advanced —

& Secure Desktop Manager
f- i CSD Setup

&
it Default

5 Mac and Linux Cache Cleansr

‘& Trend Micro Content Security

Eﬁ:;!) Device Managemenk

iy

Configuration = Remote Access YPH =~ Clientless S5L VPH Access = Advanced > Secure Desktop Manager > Windows Loc... [

Windows Location Settings

Eelaw is the pre-login decision tree For the Windows Locations. Additional checks can be inserted by clicking the + symbal at the
beginning of a node. Checks can be removed by selecting the node and pressing delete, Leaf nodes can either be set to "Login
Denied”, a Windows Location, or link to a subsequence.

These Are the Types of Checks
CSD will Check for.

‘ Select the type of check that you would like ta insert

Check: |Registry Check LY [ Add ] [ Cancel

Fil= Check.
Certificate Check
Windows Wersion Check

[[] Clase all spen brawser

IF Address Check,
Reset all

cheurry 15 [

1/29)07 9:48:45 AM UTC




Cisco Secure Desktop—
ASDM Configuration (Cont.)

lease) - 68.109.228.183

m Dewice Lisk

Remote Access WPH o i

Fil=  Wiew Tools ‘wizards window Help Lok For:
= = nNmir
Home | &% Configurat []Mt |L35 Ref h|°ak | 'HI|
@ ame | 4% Configuration onitaoring EV @ efres Ela Q o Help CIsSCO

= MNetwork, (Client) Access

IPSec Connections

S5L WPM Connections

m Group Policies

i} Dynamic Access Policies
p Address Assignment

- .ﬂdvanced

Clienkless 5L WPM Access

b} Connections

Porkal

#i1 Group Policies

2 Dynarnic Access Palicies

=17 Advanced
Secure Deskkop Manager

(&5 Mac and Linux Cache Cleanser
% Hosk Scan

Encoding

Proxy Bypass

& Trend Micro Conkenk Security

EJ;D Device Management

5

Configuration > Remote Access YPH = Clientless S5L VPH Access > Advanced = Secure Desktop Manager » Windows Loc... []

Windows Location Settings

Eelow is the pre-login decision tree For the Windows Locations. Additional checks can be inserted by clicking the + symbaol at the
beaqinning of a node. Checks can be removed by selecting the node and pressing delete, Leaf nodes can either be set to "Login

Denied", a \Windows Location, or link ko a subsegquence,

Tee— < Login Denied|
File Path: | Ciirest.bx]
() Exiskts () Does Mak Exists
[] wersian | | |
[] cChecksum {in hex) I:l
[ Update ] [ Delete ] [ Cancel ]

By Selecting File Check
You Will Get a Selection
Box Like Below. Add
the File Path, Version of
File, and or Checksum
Value

of the File.

[[] Close all open browser windaws after installation

Apply all l [ Reset all l
cheurry 15 = |23 1/29/07 9:50:16 &M UTC




CSD Configuration (Cont.)

lelease) - 68.109.228.183
Filz  Wiew Tools ‘Wizards ‘Window Help Lok For: ' I - I '
_ L] ] ]
@ Home 'E? Canfiguration @ Monitoring | LB Sawe @ Refresh ‘ o Back. J | ? Help ‘ l CISCO

Remote Access YPH o B Configuration > Remote Access YPH > Clientless S5L YPH Access > Advanced > Secure Desktop Manager > Windows Loca... [

Metwork (Client) Access b Windows Location Settings
Clientless 551 WPM Access

Conneckions

Below is the pre-login decision tree For the Windows Locations, Additional checks can be inserted by clicking the + symbal at the
Portal beginning of a node. Checks can be removed by selecting the node and pressing delete, Leaf nodes can either be set to "Login
m Group Policies Denied", a Windows Location, or link to a subsequence.

e Drynamic Access Policies
T Advanced

E@ Secure Desktop Manager
- C5D Setup

m Dievice List

h i [Stat >——— —{File check? [===* [ Registry Check? | *=** < Default
@ Defaul: Failure
{3 Mac and Linux Cache Cleansr _
% Hosk Scan Failure
Encading _

Proxy Bypass
Proxies

Java Code Signer
Zontent Cache

Conktent Rewrite @ Exists Create a Reg I St ry

Application Helper

2 Applicat - () Does Mok Exists CheCk for a
O DWORD value | | | Unique Value.

Key Path: |HKE‘."_LOC.¢'.L_M.E\CHINE v |'\| SY¥STEMICSD:

1 String | | |

Case Sensitive

= 5 ; [ Update ] l Delete ] [ Cancel ]

& Trend Micro Content Security

E;L [y — [] Close all open browser windows after installation

[ apply all ][ Reset all ]

Device configuration loaded successFully, chcurry 15 E! @ ZIS/07 9:51:07 AM UTC




File:

CSD Configuration (Cont.)

Wigw  Tools  Wizards

elease) - 68.109.228.183
Window  Help

B

Look For:

@ Haome

G' Canfiguration

@ Manitaring | Q Save @ Refresh | o Back Q

m Device List

Remote Access WPH

| ‘? Help|

l cisco

o &

Metwork, {Client) Access -~
Clientless 551 WPM Access

Conneckions
Portal
ﬁ Group Palicies

[T Encoding

Praoxies

Iz
=~ 1 -~

&5 Trend Micro Content Security

E::L Device Management

e Dvynamic Access Policies
T Aadvanced

5& Secure Desktop Manager
& 5D Setup

&5 Mac and Linux Cache Cleaner
z'%. Hosk Scan

Proxy Bypass

Jawa Code Signer
Content Cache
Conktent Rewrite
Application Helper

Configuration > Remote Access VPH = Clientless S5L VPH Access > Advanced = Secure Desktop Manager > Windows Loca... [

Windows Location Settings

Eelow is the pre-login decision tree For Ehe Windows Locations, additional checks can be inserted by clicking the + symbal at the
beginning of a node. Checks can be removed by selecting the node and pressing delete. Leaf nodes can either be set to "Login
Denied", a Windows Location, or link to a subsequence.

[stat >——— —{File Check?

[Engineering > Loain Denied]

Sucocess

Failure

< Tagmpena)
Gbsemence Engneema]

—{ Registry Check? =252

Failure

Create a Subsequence if

() Login Denied () Location (%) Subsequence

Different Requirements

Label: | Engineering

|| Are Needed for Multiple

l Update l l Cancel ]

Groups/Departments,

[] Clase all open browser windows after installation

[ Apply all ][ Reset all ]

Device configuration loaded successFully.,

cheurry

15 3 [ 2/S(07 9:49:47 AMUTC



CSD Configuration (Cont.)

clease) - 68.109.228.183 M[=1E3

Filz  Wiew Tools ‘Wizards ‘Window Help Lok For:
= _ aliar]e
@ Haorme E? Configuration @ Maonitaring | Q Save @ Refresh | o Back J | ? Help | l CIsSCO

Remote Access WPH o B x Configuration > Remote Access VPH > Clientless S5L YPH Access - Advanced > Secure Desktop Manager > Windows Loca... [

-~ Windows Location Settings

Eclow is the pre-login decision tree For the Windows Locations, Additional checks can be inserted by clicking the + symbol at the
beginning of a node. Checks can be remowved by selecting the node and pressing delete. Leaf nodes can either be set to "Login
m Group Policies Denied", a Windows Location, or link to a subsequence,

- Bdg Dynamic Access Policies
(=T Adwvanced

E& Secure Deskiop Manager
S5 €D Setup

-] s Location Settings [stat >——— —{File Check? /=222 {Registry Check? P22 < Default

@ Defaulk Failure

g3 Mac and Linux Cache Cleaner _

Lo %_ Host Scan Failure
Encoding -
ke Proxy Bypass

: Proxies

] Device List

-z Content Cache
4 Conkent Rewrite Failure
d Application Helper

Make Sure the Default Success Value of a
Subsequence Is Changed to Reflect the
Correct Value. If not the Login Will Fail.

& Trend Micro Conkent Security

[] Close all open browser windows after installatiore

E;L Device Managemant

Apply all ][ Reset All ]

Device configuration loaded successfully., cheurry 15 Eﬂ 21507 2:53:47 AM UTC




CSD Configuration (Cont.)

ease) - 68.109.228.183

File Miew Tools ‘Wizards Window Help

(=1
Look For: lIl lll
L] L] L]
@ Home E? Canfiguration @ Monitaring | B Save @Refresh ‘ o Back Q | ? Help‘ l

Cisco

Remote Access VPH o R x
D} Metwork (Client) Access ~

Configuration > Remote Access VPH > Clientless SSL VPH Access > Advanced > Secure Desktop Manager > Windows Loca... [
Windows Location Settings

1

=

g =- lientless SSL WPM Access

a i Connections Below is the pre-lagin decision tree For the \Windows Locations. Additional checks can be inserted by clicking the + symbal at the

E L % Portal beginning of a node. Checks can be removed by selecting the node and pressing delete, Leaf nodes can either be set to "Login
ﬁ Group Palicies Denied", a Windows Location, or link to a subsequence.,

Bl Dynamic Access Policies
=T Advanced

EI& Secure Deskbop Manager
S CsD Setup

Rk indows Location settings [Stat >——— —{[File Check? 2°*° {Registry Check? 22222

+ -t Default Failure

+-{¥gr Engineerin _
(37 Mac and Linux g Cleaner Failure

52 Host Seon Tt < subsequence: Engineering |

: Encading

Proxy Bypass

N\ [Engineering >——— —{Registry Check? 2222
=
I Ty S

Notice that When the Value Is Changed to
a Location the Value Is Added to Location
Settings. Make Sure the Location
Settings Are Configured.

£

& Trend Micra Conkent Security

m} Device Management [ Close all open browser windows after installation

- [ Apply All ][ Reset All ]

Device configuration loaded successFully, chcurry 15 [ @ ZJ5/07 103757 AM UTC




CSD Configuration (Cont.)

2lease) - 68.109.228.183

Wiew Tools  Wizards Window Help

{’) Configuration [a Monitoring | Q Save @Refresh | 0 Back. -\) | ? Help|

Renmote Access YPH o B =
MNetwork (Client) Access e

)} IPSec Connections

B! SSL WPM Connections I Location Module: I ar [] cache Cleaner
H§3 Group Policies
i} Cynamic Access Policies
p Address Assignment
Advanced
Clientless SSL WP Access
&b} Connections

Portal

@ Group Policies

U Dynamic Access Policies
EI--- Advanced
E'ﬁ Secure Deskiop Manager
{ LS CSD Setup
@3 Windows Location Settings
R

Kevstroke Logger 8 Safets
@2 Cache Cleaner
[E3 secure Desktop General

= -~ -
»

. H RS

Cﬁi’ Cevice Setup

Look For:

alval
l CISCO

Configuration > Remote Access YPH > Clientless 551 YWPH Access > Advanced > Secure Desktop Manager > Default O
Location Settinos

m Device List

=L_:- Firewuall
=M

g{g Remate Access VPN
g{g Site-ta-Site YPM

& Trend Micra Conbent Security

E@) Device Management

Apply Al ” Reset all ]

chicurry 15 e (B |tiz9i07 10:41:07 AMUTC




CSD Configuration (Cont.)

lease) -

Tools  Wizards  Window  Help

68.109.228.183

Look Faor:

o B X

0 Configuration [”’”] Maonitoring | B Save @Refresh | o Back. O

F

aifiarln,
l CIsSCO

IPSec Connections
550 WPM Connections
m aroup Policies
i} Dynamic Access Policies
p Address Assignment
.ﬂd\-’anced
Iientless SSL YPM Access
&0} Connections
Portal
m iaroup Policies
L Drynamic Access Policies
& advanced
EI & Secure Deskiop Manager
: 25 CSD Setup
@ Windoss Location Settings

= Cache Cleanar
[E2 Secure Desktop General

— IF“. >

& Trend Micko Conkent Security

Eg) Device Management

o

Configuration > Remote Access VPH = Clientless SSL VPH Access > Advanced = Secure Desktop Manager > Default > Keys... [

[] Check For keystroke loggers

[ theck For host emulakior:

Apply All ][ Reset all ]

chrurry

15

1j29/07 10:42:07 &M UTC




CSD Configuration (Cont.)

lease) - 68.109.228.183

Filz=  ‘iew Tools ‘Wizards ‘Window Help

Look Far:

‘& Home Eﬁ Configuration [a Monitoring | Q Save @Refresh | o Back -\_) | ? Help| l

Imr
ci1Sco

Remote Access VPH o B o=

A
i IPSec Conneckions
SL WPMN Connections

Group Policies
i}\ Drynamic Access Policies
p &ddress Assignment
i Advanced
Clientless SSL WPM Access
&0} Connections

Partal
3 Group Policies

=i Drynamic Access Policies
EI Advanced
EI& Secure Deskiop Manager

-5 CSD Setup
- windows Location Settings

N

Configuration = Remote Access YPH = Clientless SSL YPH Access > Advanced > Secure Desktop Manager > Default > Cach... [J

<

Cﬁb Device Setup

[t

S Firewall

g‘[g Remote Access YWPM

g@ Site-ta-Site PN

& Trend Micro Conkent Security

m) Device Management

Cache Cleaner

[ Launch hidden URL after installationt

Show success message at the end of successful installation

Launch cleanup upon timeout based on inackivity

Timeout After; minutels)

Launch cleanup upon closing of all browser inskances ar SSL YPH connection
Disable Cancel button when cleaning

[[] Clean the whale cache in addition ta the current session cache (IE only)

Secure Delete: passies)

apply all ][ Reset All ]

cheurry 15 B 1j29/07 10:43:07 &AM UTC




CSD Configuration (Cont.)

lease) - 68.109.228.183

File  View Tools ‘wWizards ‘window  Help

Look For:

@ Home {}E_% Configuration [ﬂ Monitoring | G Save @ReFresh | o Back -\_) | ? Help| l CISCO

ﬁz Group Policies

Bl Dovnamic Access Policies
EI Advanced
E& Secure Desktop Manager
-4 5D Setup
@ Windows Location Settings
=%t Default

&3 Cache Cleaner
e
—

lf;__f; Secure Deskkop Browser
{3 Mac and Linux Cache Cleaner
~f gk Host Scan
- [g] Encading

Proxy Bypass

Praoxies

Jawa Code Signer

Content Cache

Content Rewrite

g'tg Remake Access VPN

E’_}rg Site-to-Site VPN

‘& Trgnd Micro Content Security

o : Device Management

Remote Access VPH o B

E

bkl L T

Configuration > Remote Access WPH = Clientless S5L YPH Access » Advanced > Secure Desktop Manager > Default > Secu... []

Secure Desktop General

[] Autamatically switch ko Secure Deskiop after installatior:

Enable switching between Secure Desktop and Local Deskiop
[] Enable Wault Reuse (User chooses a password)
[] Suagest application uninstall upon Secure Deskiop closing
[] Farce application uninstall upon Secure Deskkop clasing
Enable Secure Desktop inactivity timeout

Tireaout After: minute(s)

[] Open Following web page after Secure Deskkop closes

Secure Delete: passies)

[] Launch the Fallowing application after installation:

Apply all H Reset all ]

cheurry 15 BNl 12907 10:44:57 AM UTC




CSD Configuration (Cont.)

elease) - 68.109.228.183

Fil=  “iew Tools ‘Wizards ‘Window  Help

Look For:

£ Horne GE% Configuration @ Monitoring | Q Save @Refresh | o Back. -d | ? Help| l CISCO

Remote Access VPH o 2 x

ﬁi Group Policies -
Hle Dynamic Access Policies

Advanced

EI@ Secure Desktop Manager

52 CSD Setup

@ windows Location Settings
=73t Defaulk

: - Keystroke Logger & Safeks
{53 Cache Cleaner

Configuration > Remote Access YPH > Clientless SSL YPH Access > Advanced = Secure Desktop Manager > Default = Secu... []

Secure Desktop Settings

[] Restrict application usage to the web Browser only

[] Disable access ta netwark drives and netwark Falders
[[] Da not encrypt Files on network drives

[[] Disable access ka remaovable drives and remaovable Folders

[y Secure Deskiop General

Jawa Code Signer
Content Cache
Content Rewribe

g'[g Remote Access WP
g;;; Site-ta-Site YPH

‘& Trend Micro Conkenk Security

o : Device Management

[] D nek encrypt files on removable drives
[] Disable registry modification
[] Disable command prompt access
[] Disable printing

[] Allaws email applications to wark transparently

Apply All ][ Reset all ]

cheurry 15 ) | [ 1/29}07 10:45:47 AM UTC




CSD Configuration (Cont.)

2lease) - 68.109.228.183

File Miew Tools  Wizards  Window  Help Loak Far:
- = il
G&c figuration | [ =] Manitari |[BS Ref h|°ak | - HI|
i Configuration onitoring ave @- eftres| ac| O o Help cIsCO

Remote Access YPH o & = Configuration > Remote Access YPH > Clientless S5L WPH Access > Advanced > Secure Desktop Manager = Default > Secu... []

m Group Policies 5 Secure Desktop Browser

e Dyynannic Access Policies
= adwanced Horne Page: about:blank|
EI@ Secure Deskbop Manager
5 CSD Setup
@ windows Location Settings J Fawvorites
=7 Default
: Kevystroke Logger & Safet:
#= Cache Cleaner
[£2 secure Deskiop General

Customize Bookmarks:

Proxy Bypass
Proxies

Jdawva Code Signer
Content Cache
Content Rewrite

<

E%) Dewice Setup

:L_:- Firewall
g

& Trend Micro Conkent Security

E;L Device Management

Apply all ][ Reset all ]

cheurry 15 = |23 1J29007 10:46:27 AM UTC




CSD Configuration (Cont.)

zlease) - 68.109.228.183

File Wiew Tools ‘Wizards

Wwindow  Help

Look For:

i3 R )
@ Horme G‘E‘é} Configuration

@ Manitoring | G Save @ReFresh | o Back -d

Remote Access WYPH

O

D b j cisco

Box

ﬁj Group Policies

; o Dynamic Access Policies
=T Advanced

E‘& Secure Deskkop Manager
‘8 30 Setup
éﬂ “Windows Location Settings
=¥ Default

Keystroke Logger & Safet:
3 Cache Cleaner

.

Configuration > Remote Access YPH = Clientless SSL WPH Access > Advanced > Secure Desktop Manager > Mac and Linux... [

gig Remoke Access YPN

% Site-to-Site YPN

o Device Managemenk

wribe

Conktent Cache
Content Re

& Trend Micra Content Security

Mac and Linux Cache Cleaner

[] Launch cleanup upon glabal Eimeout

[ ]

[] Launch cleanup upon exiting of browser

[[] Enable cancellation of cleaning

Secure Delete: pass(es)

Apply all ][ Reset all ]

churry 15 & @ 1729007 10:47: 17 AR UTC




CSD Configuration (Cont.)

2lease) - 68.109.228.183

File= Wiew Tools wizards wWindow Help Loak Far:
: : I
£ Horme E}?;‘g Configuration ’”] Manitaring | G Save @Rel’resh | o Back -d | ";':’} Help | l CISCO

Remote Access WPH o I Configuration >~ Remote Access YPH =~ Clientless S5L YPH Access - Advanced >~ Secure Desktop Manager > Host Scan O

Metwork (Client) Access i Host Scan e

| Conneckions Create entries to be scanned on the endpoint system. The scanned information will
- Portal then be stored in the endpoint attribute. Access policies wsing the endpaint information
B Group Policies can be configured under Dynamic Access Policies
e e Dyynamic Access Policies
=T Advanced
EI& Secure Deskbop Manager Type InFo
- CSD Setup FLegistry HKEY_LOCAL_MACHIMESY. ..
~@H wWindows Location Settings Fila cobest, bt

Rt Default Process rest.exe

Easic Hosk Scan

e ass The Configurations Above Are the
Prosies Three Types of Configurable Options—
Reqistry, File, and Process

Application Helper

Hiosk Scan Extensions

Advanced Endpoint Assessment ver 2,3.1,1
Endpaint Assessment wer 2.3.1.1

G Remote Access vPN Endpoint Assessment Gives the Ability to
€] Site-to-Site PN Check/Enforce AV, AS, and Firewall Software
/gh, Trend Micro Content Securiy for CSD. The Advanced Endpoint Assessment

o : Device Management

[ Apply All ][ Reset all ]

Device configuration loaded successFully, chcurry 15 [ @ 1730007 2:04:38 PM UTC




Disabling CSD per Connection Profile

B Add Clientless SSL. VPN Connection Profile

--Basic Portal Page Customization: | DFItCustomization

[=-Advanced
General [ Enable the display of Radius Reject-Message on the login screen when authentication is rejected
é—----nuthentication e the display of 4 he logi
- Authorization []Enable the display of Securld messages on the login screen

:—----F\ccountlng

----NetBIOS Sarvers Connection Aliases

[ ~licritless S50 PN This S5L YPM access methad will present a list of aliases configured For all connection prafiles. You
----Second ary Authenticat|  Must enable the Login Page Setting in the main panel to complete the configuration,

& add B {The table is in-ine editable.)
hlias Enabled
Group URLs
This 53L WPM access method wil automatically select the connection profile, withaut the need For user
selection,

& Add| [& Delets {The tahle is in-ine edtable.)

LURL Enabled
http:f{172.18.104.179/groupl

Do ot run Cisco Secure Deskbop (2300 on dient maching when using group URLs defined ahove

v} to access the A4, (1F a dient connects using a conneckion alias, this setking is ignored,)

==

Allows you to exempt certain users
from running CSD on a per connection
profile basis.

In ASDM, go to

Configuration > Remote Access VPN >
Clientless SSL VPN Access >
Connection Profiles > Add or Edit >
Advanced, Clientless SSL VPN
Configuration

or

Configuration > Remote Access VPN >
Network (Client) Access > AnyConnect
Connection Profiles > Add or Edit >
Advanced > SSL VPN.

Find: (] (&}

T4 H Cancel ” Help

CLI Commands:

tunnel-group TunnelGroupl webvpn-attributes
without-csd




Debugging CSD

DEBUG = debug dap trace

ASA (config)# debug dap trace

The DAP policy contains the following attributes:

1l: action = continue

DAP open: CO9EEE930

DAP add CSD: csd token = [4287F77A4F7347A553F4619C]

[ 0]: aaa.cisco.username = user?

[ 1]: aaa.cisco.tunnelgroup = DefaultWEBVPNGroup

dap add to lua tree:aaa["cisco"] ["username"] = "user2";

dap add to lua tree:aaa["cisco"]["tunnelgroup"] = "DefaultWEBVPNGroup";
dap clienttype to string(3) returns CLIENTLESS

dap add to lua tree:endpoint["application"]["clienttype"] = "CLIENTLESS";
dap add csd data to lua:

endpoint.os.version = "Windows XP";

endpoint.os.servicepack = "2";

endpoint.location = "Default";

endpoint.protection = "secure desktop";

endpoint. fw["MSWindowsFW"] = {};

endpoint. fw["MSWindowsFW"] .exists = "true";



Debugging CSD (Cont.)

Continuation of debug dap trace

endpoint. fw["MSWindowsFW"] .description = "Microsoft Windows Firewall";
endpoint. fw["MSWindowsFW"] .enabled = '"true";

endpoint.av["McAfeeAV"] = {};

endpoint.av["McAfeeAV"] .exists = "true";

endpoint.av["McAfeeAV"] .description = "McAfee VirusScan Enterprise";
endpoint.av["McAfeeAV"] .version = "7.0.0";

endpoint.av["McAfeeAV"] .activescan = '"true";

endpoint.av["McAfeeAV"] .lastupdate = "132895";

endpoint.as["SpyBot"] = {};

endpoint.as["SpyBot"] .exists = "true";

endpoint.as["SpyBot"] .description = "Spybot - Search & Destroy 1.4";
endpoint.as["SpyBot"] .version = "1.4";

endpoint.as["SpyBot"] .activescan = "false";
endpoint.as["SpyBot"].lastupdate = "996895";

endpoint.enforce = "success";

Selected DAPs: McAfee-7,SpyBot

dap request: memory usage = 19%

dap process_selected daps: selected 3 records

dap _aggregate_ attr: rec_count = 3

DAP close: C9EEE930




Dynamic Access Policy (DAP)



Policy Control for all users

Partners / Consultants

Controlled access to specific

N Client-based SSL or IPsec VPN o
resources and applications

Clientless SSL VPN
Mobile Workers

Easy access to corporate
network resources

Clientless SSL VPN

O

ASA 5500

Client-based SSL or IPsec VPN

Roamers Day Extenders / Home Office

Day extenders and mobile employees require
consistent LAN-like, full-network access, to corporate

resources and applications

Seamless access to applications
from unmanaged endpoints




Dynamic Access Policy

Why to use DAP?
= VPN gateways operate in dynamic environments

= Many variables can affect each VPN connection, for
example, intranet configurations that frequently change,
the various roles each user may inhabit within an
organization, and logins from remote access sites with
different configurations and levels of security

= Authorizing users is much more complicated in a VPN
environment than it is in a network with a static
configuration



Dynamic Access Policy

How DAP Works?

= DAP on the security appliance configures authorization
that addresses these many variables

= Create a dynamic access policy by setting a collection
of access control attributes that you associate with a
specific user tunnel or session

* These attributes address issues of multiple group
membership and endpoint security

= Security appliance grants access to a particular user for
a particular session based on the policies you define



Dynamic Access Policy

How DAP Works?

= CSD gives information of the end user machine to the
ASA (Adaptive Security Appliance) for evaluation

= ASA selects these DAP records based on the endpoint
security information of the remote device and the AAA
authorization information for the authenticated user

= |t then applies the DAP record to the user session



Dynamic Access Policy

Support for Remote Access Connection
= Clientless SSL VPN

= Anyconnect Client

= PIX cut-through proxy (posture assessment not
available)



Dynamic Access Policy

Components of DAP—DAP Selection

Configuration File

= A text file containing criteria that the security appliance
uses for selecting and applying DAP records during
session establishment

= Stored on the security appliance. Configurable only
through ASDM which applies an XML data format
to the ASA

= DAP selection configuration files include all of the
attributes that you configure. These can include AAA
attributes, endpoint attributes, and access policies as
configured in network and web-type ACL filter, port
forwarding and URL lists



Dynamic Access Policy

Components of DAP—DfltAccessPolicy

= Always the last entry in the DAP summary table, always
with a priority of O

= Configure Access Policy attributes for the default
access policy, but it does not contain—and you cannot
configure—AAA or endpoint attributes

= DfltAccessPolicy can not be deleted and it must be the
last entry in the summary table



Dynamic Access Policy

DAP Configuration on ASDM
= Default action for Default Access Policy is “Continue”

= Add policy with assessments and change Default Policy
to include actions for non-complaint end systems or
“Terminate”

ASDM

Remote Access VPR @ 0 X Configuration > Remote Access YPH » Clientless 551 VPN Access > Dynamic Access Policies O

- Metwork (Client) focess A

5 lEf Clisntless 55, YPH Configure Dynamic Access Policies
= iertless ceess
£ Connction Profiles For IPsec, 5L WPN Client, Clientless S5L VPR, and Cut-Through-Proxy sessions, you can configure dynamic access policies that define which network
Partal resources a User is autharized ko access, Palidies in the table below are sorted automatically based on the priovity assigned ko them,
: ...' Iﬁ
838 Group Palicies
L
o i Priotity Mame: Metwork ACL Lisk "Web-Type ACL List Description
i v ance
..... i - Dty I
[H-mg ABM Setup
= f Secure Desktop Manager

. ..... (._aa:} Setup



Dynamic Access Policy

DAP Configuration on ASDM
ASDM

g Add Dynamic Access Policy

Palicy Mame: |Netw0rkﬁr52008

Descripkion: |POIi-:'f applied ta all Metworkers Attendees

—Selection Criteria

Cefine the Aad and endpaoint attributes used to select this access policy. A policy is used when a user's autharization attributes match the A4 attribute criteria

belaw and every endpoint atkribute has been satisfied. These attributes can be created using the kables belowe andfor by expanding the Advanced option ta
specify the logical expression text.

v arom and the Following endpoint attributes are satisfied.
Liser has AMY of the Following A&A Attributes values. ..

Endpaint ID Marne/COperationalus
Uzer has ALL of the Following aan attributes values, .. g for /

Add
Edit
Delete

Logical Op.

Advanced ¥
—Access Policy Attributes

Configure access policy attributes for this policy. Attributes walues specified here will override those walues obtained from the Aas syskem.
Action

Metwork ACL Filters || Web-Type ACL Filkers || Functions || Port Forwarding Lists || URL Lists || Access Meth0d|

Action: () Cantinue () Terminate

Specify the message that will be displayed when this recard is selected.

Lser Message:




Dynamic Access Policy
DAP Configuration on ASDM
= AAA selection attribute names that are available for DAP use

= The Attribute Name field shows you how to enter each attribute
name in a LUA logical expression, which you might do in the
Advanced section of the Add/Edit Dynamic Access Policy pane

Palicy Mame: INetwnrkersZDDS

Descripkion: IPDIicy For Mektvworkers Attendeses Priority:

—Seleckion Criteria
Define the AAA and endpoink atkribukes used to seleck this access policy . & policy is used vwhen a user's authorizaktion akktribuktes makch the A48 atkribuke criteria
belowve and every endpoink attribuke has been satisfied. These atkributes cam be created using the Eables belove andfor by expanding the adwvanced opkion o
specifFy the logical expression Eexk.

U=ser has ALl of the Following Aan0 oattributes walues. . and the Following endpaoint atkributes are sakisFied.

O00 Akkribukte Cperationfvwalus = add AfA Attribute =S OperationfYalus add

Edit

A0 Akerib|
Delete

[] Slass: Logical O,

< [ 1P Add

Aodw anced [ ] Member-aoF:

—access Policy atkributes [ Tunnel Group:

—onfigure access policy akktributes For Ehis policy . [l Us=rmemmes Ed From Ehe 800 swsktem.

Action | Metwork ACL Filkers || web-Type ACL F hod |

Ackion: =) Conktinue ) Terminakte

Specify the message that will be displayed whi

Lser Message:




Dynamic Access Policy
DAP—AAA Configuration Attribute Names

Attribute Attribute Name | Source Value Max String | Description
Type Length

Cisco aaa.cisco.memberof String Memberof value
aaa.cisco.username AAA String 64 Username value
aaa.cisco.class AAA String 64 Class attribute

value
aaa.cisco.ipaddress AAA Number - Framed-ip
address value
aaa.cisco.tunnelgroup AAA String 64 Tunnel-group
name

LDAP aaa.ldap.<label> LDAP String 128 LDAP attribute

value pair

RADIUS aaa.radius.<number> RADIUS  String 128 Radius attribute

value pair



Dynamic Access Policy

DAP—ENdpoint Assessment

= The security appliance obtains endpoint security attributes by
using posture assessment methods. These include Cisco Secure
Desktop and NAC

= Endpoint Attribute types such as Anti-spyware, Antivirus, Policy,
File, Registry are configured with values for assessment

= Logical Expression can be added along with Endpoint
assessments

E& Add Endpoint Attribute X| = Add Endpoint Attribute x|
Endpoint Attribute Type: |Anki-Yirus j Endpoink Attribute Type: |Anti-virus LI
Anti-Spyware -

Application {*' Exists ™~ Does not exisk

File
Dievice Wendar: AEC, spol, sr.o, LI

o
- I
[ Product Description: MAC vl [~ Product Description: Trend Micro, Inc, =
w I

Vendar:

Cperating Syskem VDM
[~ Wersian: Personal Firgwall = I versian: Verizan

i i WirusBlokada Lkd.
virusBuster Lbd.
wWebrook Software, Inc,
[ Last Update: Ic: j | days [~ Last Update: Wahoo!, Inc. darys
Zone Labs LLC -

Please replace characker "' in Yersion field with the specific
walue you wank,

[ol'4 I Cancel | Help | o4 I Cancel Help




Dynamic Access Policy

DAP—Access Policy Attribute Assignment

= After the End point assessment the action to assign the
user with the attribute is set

= Assignment of Network ACL filters, Webtype-ACL
filters, Functions, Access method, Port Forwarding
Lists and URL Lists is done on the access policy
attribute section

ASDM

Access Policy Attributes
Configure access policy attributes For this palicy, Atkribukes values specified here will override those values obtained From the 8648 syskem,

action | Metwaork ACL Filkers | Web-Type ACL Filkers | Functions | Port Forwarding Lists || URL Lisks | Access Method

(3 AnyConnect Client
() web-Partal
() Both-def ault-wWeb-Partal

() Both-def ault-AnyConnect Client



DAP Posture Assessment
Capability by Connection Protocol

NAC
Appliance

Client Access Method Host Scan Vault

Cisco VPN Client No N/A Yes

Cisco AnyConnect

VPN Client Yes Yes Yes

Clientless SSL Yes Yes No




SSL VPN Case Study



SSL VPN — Case Study

Goal 1:
» Full time employees using a corporate PC should be
allowed to access all internal and DMZ resources through
Anyconnect client.

Goal 2:
» Full time employees NOT using a corporate PC should be
allowed to only access email and main intranet portal using
Clientless SSL VPN with CSD.

Goal 3:
= Allow contractors to only access email and some DMZ
servers via RDP using Clientless SSL VPN with CSD.




Topology

Remote User
Corporate
Managed Machine

ASA

f

P
I 192.168.30.0/24
] ﬂ’

smmm” (inside)

@Employee at Home _
hine

Non-Corporate Mac

(DMZ)

Oooood —

O0oo0oo

O0oo0oo

o RDP§E
Contractors

Extranet Machine 192.168.70.3

.25

|

A4

Corporate
Email

SSH
VNC




Configuration Steps

Configuring tunnel groups and group policies
Configuring local users

Configuring CSD

Configuring DAP




Configuring Tunnel Groups

FEX
alialn
CIsCo

B Cisco ASDM 6.2 for ASA - 172.18.124.224
File: Mow Help
@ HoIe q Manitaring | B Save @Refresh| o Back O | ? Help |

Access YPN (R @ Add SSL VPN Connection Profile

Look For:

0 Configuration

The security
tyaork, (Client) Access requires end Mame: |Emp|0yees |
e | P options, =)-Advanced )
Psec Connection Profiles =neral Aliases: | |
i Group Policies (More client- lisrt: Addressing e
R " Uthentication Authentication
[, AnyConnect Customizatior . o
dary Authent Method: [¥:13 Certificat Both
Bip fiddress Assigrment P econdary Authentical — Metho ® () Certificate () Bol
5 Advancad uthorization | | [
* i A48 Server Group: LAl b Manage. ..
ndpoint Security Bl @ 2 e
Global MAC Paramm e
MAC Policies ouside
= 55L WPN
= Client Settings DME
[ig Bypass Interfacs » insice beq . . . N 4 . . .
Ecyp Manage YPH group policies, & YPM group is a collection of user-oriented authorization attributefvalue pairs that may be stored inkernally on the device or externally on
ACL Manager a RADIUS/LDAR server, The group policy information is referenced by WPM connection profiles and user accounts,
(- [ Clientless S5L VPN Access Access Port:
AndfLocal Users Click here b W orization attributes From an LDAP server you must use an LDAP attribuke map,
ﬁ Add Server Groups B
&‘ LDAP Attribute Map Login Page Setl
¥ Local Users
[ Allow use
= [ Secure Cesktop Manager Type Tunneling Protacal A4 Server Group
Setup

- WA -

Global Settings
Prelagin Palicy
ecire Deskiop Customiza
@r Employes_Access
e

! awckrnba | nonay 2 S

e
&) Device Setup
% Firewall

Remote Access VPN

% Site-to-Sike VPN

Q) Device Management

Def aulbwWEE

Find

Corfiguration changes saved successfully,

(0] 4 H Cancel H Help




Configuring Tunnel Groups (cont)

= Configure Group Policies ['Xl

Manage YPH group policies, & YPR group is a collection of user-oriented authorization attributefvalue pairs that may be stored inkernally on the device or externally on
a RADIUS/LDAR server. The group policy information is referenced by YPH connection profiles and user accounts.

PR thorization attributes From an LDAF server you must use an LDAP attribuke map,
& add |~ 5 Edit| [

— 8% Add Internal Group Policy ri|
DFILGrpPy skem Default)
Mame: |Employee _palicy |
Bannet: Inheric |
| | I
| |
IE Browser Proxy fiddress Poals: [inherit | I || select..
551 YPM Client | |
1Psec Client IPvE Address Pools: Inherit | I | Select. ..
More Options kS
Tunne S = - - - m— = —
& Select Address Pools [x]
IPv4 L
i 4 Add Delete
MAC Y Pool Name Starting Address | Ending Address/Mumber of &ddr... | Subnet MaskfPrefix Len. ..
T — Simuld
Restri
Zonn
Taxing
1dle T Assigned Address Pools
on ol [ assign-= | |ss|p00|
| Find: | [ Ok ] [ Cancel ] [ Help
Q. ancel Help




Configuring Group URLs

8% Edit S5 VPN Connection Profile: Employees

-~Basic Portal Page Cuskomization: | DFIbCustomization w | ’ Manage. .. ]
[=-fdvanced

..... General [] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
----- Client Addressing . .
_____ Authentication [] Enable the display of Securld messages an the lagin screen
----- Secondary Authentica
_____ Authorization Connection Aliases
..... Accounting This 55L WPM access method will present a list of sliases configured For all connection profiles. You must enable the
,,,,, = Login Page Setting in the main panel to complete the configuration.

& add| @ {The table is in-line editable.) &

Alias Enabled

Group URLs
This S5L YPM access method will automatically select the connection profile, without the need for user selection,
& Add| @ {The table is in-line editable.) &
-F Enabled
8% Add Group URL
LIRL: |htt|:|s:,l',l'u:iscu:uli'-.fex-'pn.u:iscu:u.cu:um,l'emplu:u':.fee| |
Enabled
[ K l [ Cancel ] [ Help ]
< | >
| Find: | | =) )
[ [o]4 l [ Cancel ] ’ Help




Configuring Local Users

= o ASDM 6 or ASA i 4 4 Ll

File Wiew Tools ‘Wizards ‘Window Help Look For: |
N

@ Home @ Manitaring | B Save @ Refresh | o Back O | ? Help | CISCO

Remote Access YPN o B X Confiquration > Remote Access YPN = AAA /| ocal Users = Local Users (]

0 Configuration

Introduction ~
Metwork (Client) Access
AnyConneck Connection P
IPsec Connection Profiles
Group Policies i ; ; L T and go ko
Dynamic Access Policies
AryConneck Customizatior
J"\l Address Assignment: r add
=B Advanced ) =-¥PN Policy
=g Endpoirt Security £-Clientless 551 WPM

Global NAC Pararm i
5SLYPN Clignt .
3 M Policies Password:

E‘ @ 35L WRH Confirm Password:

Client Settings
Eyvpass Interface ¢ [[] User authenticated using MICHA

Create entries in the A54 local user database,

Comnand autharization must be enabled in arder for the user account privileges to be enforced. To enable command autharization, go bo Authorization,

Usetnarme: employeel

Check an Inherit checkbox to let the corresponding setting take its value From the group policy.

L Group Policy: |Empl0yeej0|icy W
Access Restriction “Customization
-Single Signon Tunneling Protocals: PH Clienk Il
Select one of the options below ko ) )
: Session Sektings ]
L Moke: All users have network acced =155 ¥PM Client P4 Filker: Manage
(%) Full access{ASDM, S5H, Telnet Login Setting . IPYE Filter: [e—
Privilege level is used with co -Eey:;gen;rattlo:
------ =ad Peer Detecti i 1 . i
Priviiegs Level: |: Connection Profile (Tunnel Group) Lock: Inhetit

Global Settings ) CLI login prompt for 55H, Telng Stare Password on Client Syskem: Inherit Yes Mo

Prelogin Policy _ o _

Secure Deskbop Customiza This setting is effective only G SRS

Emplayes_Access Mo ASDM, 5SH, Telnet or Cons

LS vauckeabe | anmar =00 O P Access Hours: Inherit Manage
< | > This setting is effective only
Simultaneous Lagins: Inherit | |
&) Device Setup
Maximurm Connect Time: Inherit Unilimnited I:I
g Fireall
= Idle Timeout: Inhetit Unilirnited I:I

Remote Access VPT
Find: | @ @ Dedicated IP Address (Optional)

@‘é Site-to-Site PN

% Device Management Cance

Configuration changes saved successfully, Find: | | @ @

[ oK H Cancel ][ Help




Enabling CSD

B Cisco ASDM 6.2 for ASA - 172.18.124.224 =3

File Wiew Tools ‘Wizards ‘Window Help Laok For: i I 1ol I i
L) L) L)
@ Harne {D Canfiguration [a Monitating | B Save @ Refresh | o Back O | ? Help | I CISCO

Remote Access YPN o B X Configuration > Remote Access ¥PN = Secure Desktop Manager > Setup O
: e Global MAT Fararm
: A MAC Palicies — Secure Desktop Image
=~} 5L PN i o

Clierit Settings

Location: |diski:fcsd_3.4.1108.pkg Browse Flash. ..
Bypass Inkerface ¢ | | [ ]
I%: IPsec Enable Secure Desktop Upload...

ACL Manager
= [ Clientless 551 YPN Access Uninstall
Connection Profiles

5 Portal

m Group Policies

Drvnamic Access Palicies
(- Advanced

£ AddfLocal Users

: ﬂ A88 Server Groups

Secure Desktop Customiza
E @8 Employes_Access

Keystroke Logger & Sz—
3 Cache Cleaner

[£3 Secure Desktop (Wault
Secure Deskbop (Vault
(8% Secure Desktop (Yault
i Contrackor_Access v

£ | *
é;’ Device Setup

gﬂ Firewall

Remote Access YPN

9@ Site-to-Site YPM

.

Configuration changes saved successfully. <admin= 15 F_%: E 5/19/09 11:41:26 AM UTC




Configuring CSD Policies

Cisco ASDM 6.2 for ASA - 172.18.124.224 el el
File Wiew Tools ‘izards ‘Window  Help Laak Far: | I 1ol I I
— L] L] L]
@ Haome G Configuration [ﬂ Monitoringl IB Save G Refresh | o Back O | ? Help | l CISCO

Remote Access ¥PN o /o= Configuration > Remote Access ¥PN > Secure Desktop Manager > Prelogin Policy |

P Introduction Prelogin Policy
Metwork (Client) Access
Clientless S5L YPM Access
sadLocal Users Use the decision tree below to create prelogin policies. Click the + symbol bo check For a specific registry key, File, certificate, 05 version, or IP address. Click an

end node to rename a prelogin policy, change it ko a subsequence, or change it to "Login Denied.”

Secure Deskkop Manager
o

H Emplovee_Access

E‘é Host Scan
Certificate Managament
£ Language Localization
2.8 | nad Balanding
{fEs' DHCP Server
DM
= {7 Advanced
fé’ Connection Gateway
B} 551 Settings
f& Certificate to 551 WPH Connect
22 HTTP Redirect
@ Maximum 3501 YPM Sessions

G E-mail Proxy

<

& Device Setup
% Firewall

Remate Access VPN Select the bype of chiick that you would e b insert

g’ﬁ Site-to-Site YRR Check:  |Registry Check |/| [[(add | [fcance ]

<admin ! 5(19/09 11:48:06 AM UTC




Configuring CSD Policies (cont)

&% Cisco ASDM 6.2 for ASA - 172.18.124.224

File Wiew Tools ‘Wizards ‘Window  Help Loak For:
- . = afa]n
Hame | % Configurati @M't' |LBS th|°ak | HI|
@ ome | <35, Configuration onitaring ave @ efres] ac l\) Fr elp CISCO

Remote Access ¥PN o g X Configuration > Remote Access YPN = Secure Desktop Manager > Prelogin Policy O
=
Prozy Bypass

Proxies
Java Code Signer
Content Cache
iontent Rewrite
Application Helper

-- Single Signon Servers

42+ Web ACLs

anaflocal Users _|: Sucoess

Secure Deskiop Manager gistry RloYee
B wes—— < Login Denied]
Global Settings

- Prelogin Policy
Secure Deskbop Customiza

-3 Employee_pccess

% Host Scan
+- Certificate Management
----- Language Localization

2.8 Load Balancing

iﬁ' DHCP Server

= Prelogin Policy

Use the decision tree below to create prelogin policies. Click the + symbal bo check For a specific registry key, file, certificate, O5 version, or IP address. Click an end node to rename
a prelogin policy, change it to a subsequence, or change it to "Login Denied, "

-1, Advanced
--4§+ Connection Gateway
55L Settings
sa Certificate ba SSL WPM Con
HTTP Redirect ) Exists
@ Maximum 551 VPN Session:
L E-mail Prosey
< |

&) Device Setup ©OWoRDvaue = v | |1

N ) string
% Firewall |

Remoate Access WPN Case Sensitive

Key Path: |HKEY_LOCAL_MACHINE + | eiAltiristaltiis AgbntiEn:

() Does Mot Exists

;’ﬁ Site-ta-Site YPN [ update | [ Delete | [ cancel |

R —
El Device Management

’ Apply Al ” Reset all

Device configuration refreshed successfully. <adminz 5/19/09 2:29:36 PM UTC




Configuring CSD Policies (cont)

P .1
Cisco ASDM 6.2 for ASA - 172.18.124.224 =13

Filz  Wiew Tools ‘Wizards ‘window Help Look For!
- ) = M
Hore | @ Configurati @M't' | 5 Ref h|°Bk ) | HI|
@ orme onfiguration lonitoring LB aVE @ efres| | o =lp CISCO

Remote Access ¥YPN o B o= Configuration = Remote Access ¥PMN = Secure Desktop Manager > Prelogin Policy O

e ‘P Introduction Prelogin Policy
- Metwork (Client) Access
Clientless S5L YPM Access
&0} Connection Profiles
Portal

m Group Policies

e Doyniamic Access Policies
-1, Advanced
anaflocal Users

- E
Secure Desktop Manager [Stat >————— —[Renisty Check? =5 —— Ernployee_aAccess
Glabal Settings
&4 Prelogin Policy
Secure Desktop Customization
¥t Employee_fccess
[l
== Host Scan
+-[E Certificate Management
Language Localization
2.8 | oad Balancing
{8 DHCP Server

DM
B advanced

Use the decision tree below to create prelogin policies. Click the + symbal bo check for a specific registry key, file, certificate, OS5 wersion, or IP address. Click an
end node ko rename a prelogin policy, change it ko a subsequence, or change it to "Login Denied. "

S

&D Device Setup

gﬁ Firevaall () Login Denied (&) Palicy () Subsequence

Remate Access YPM Label: |Non_Corp,l'CDntractor_.ﬂ.ccess |

"éﬁ; Sike-ta-Site VPN [ Update | [ cancel |

[ Apply All H Reset All

<admin = ) &/26/09 5:31:03 AM UTC




Configuring CSD Policies (cont)

B Cisco ASDM 6.2 for ASA - 172.18.124.224

File:

Wiesw  Tools  Wizards  window

Help Laak For:
N

@ v

aniie: GE:,:} Carfiguratian La Maritaring | Q Save @ Refresh | o Back \_) | ? Help | l CISCO

Remote Access ¥YPN o B o=

C

nfiguration > Remote Access ¥PN = Secure Desktop Manager = Mon Corp/Contractor Access O

?

-

o

Secure Desktop Customization

Introduction

Mebwork (Client) Access
Clientless 5L YPM Access
onnection Profiles

- Portal

ﬁz Group Policies

Bo Dynamic Access Policies
- Advanced

annfLocal Users

Secure Desktop Manager
Q_:::} Setup

7 Global Settings

& Prelogin Palicy

Privacy Protection

These options protect the remote computer from access to session data after session termination. If you check Secure Deskbop {Yault) and it cannot install on the
remote device buk Cache Cleaner can, Cache Cleaner installs instead. Be sure ko inspect both the Cache Cleaner and Secure Deskkop (Wault) settings in the
subordinate windows if you check Secure Deskbop (Yault),

If ywou uncheck both Secure Desktop (Yault) and Cache Cleaner, the security appliance performs only Host Scan checks.

Install to wipe session data: I I ar [] Cache Cleaner

-
@3
...... E'T

----- #

<

2 | nad Balancing

& Cache Cleaner

@ Secure Deskbop (Mault) Ge

[ Secure Deskkop (Vault) Sek

(8% Secure Deskkop (Vault) Bro
L Host Sean
Certificate Management
Language Localization

DHCP Server

DMS
Advanced

Device Setup

Firesall

\ e

Remate Access YPMN

7

Site-to-Site YPMN

Device Management

Reset All

<adrin= 15 = 6£/26/09 5:47:03 &M UTC
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Configuring CSD Policies (cont)

r ~ — "
B2 Cisco ASDM 6.2 for ASh - 172.18.124.224 (=03
File Wiew Tools ‘Wizards ‘Window Help Lok For:

_ alln

@ Home @ IMonitoring | IB Save @ Refresh | o Back O | ? Help | ClsCO

Remote Access ¥PN o 2 X Confiquration > Remote Access ¥PM = Secure Desktop Manager = Host Scan O

T =T
roxies | Host Scan

0 Configur ation

zva Code Signer
Content Cache
Content Rewrite
Application Helper

Create entries to be scanned on the endpoint system. The scanned information will then be stored in the endpoint attribute. Access policies wsing the endpoint information can be
configured under Dynamic Access Policies

Er_g' Single Signon Servers Basic Host Scan
------ +2+ Wieh ACLs
g AAAfLocal Users Type e Info
:B Secure Desktop Manager

%} Setup

Global Settings

&H Prelogin Policy

Secure Desktop Customiza
@r Employee_Access

& Contractor_fccess

% n

3 Certificate Management

g Language Localization

----- 2.2 Load Balancing

—§f8 DHCP Server

- DS The device does naot have advanced endpoint assessement
Advanced

fé' Connection Gateway
55L Settings Endpaint Assessment wer 2.5.16.1
sa Certificate ko S5L YPN Con

= HTTF Redirect

@ IMaximurn 350 YPM Sessions.
G E-mail Proscy v
< | >

&g Device Setup
gﬂ Firewall
Remote Access VPN

o1 Site-to-site ven

add -

Registry Scan...

Process Scan...

-
&% Edit Registry Scan

Endpoint ID:  |REG] |

Host Scan Extensions

Enitry Path: | HKEY_LOCAL_MACHINE|, v | |E\Altiris\Aliis AgentEnableNatifications |

E) Dievice Managemenkt < >
Apply all ] [ Reset all

Device configuration refreshed successfully. =admin 15 5/19/09 2:35:56 PM UTC




Configuring DAP

& Add Dynamic Access Policy

Palicy Mame: |Emp|oyee_cor|:|

Description: |POIicy For employees connecting with a corporate asset | ACL Priority:

Selection Criteria

Define the AsA and endpoint attributes used ba select this access policy. A policy is used when a user's autharization attributes match the Aas attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andfor by expanding the Advanced option to specify
the lagical expression text,

User has aMY of the following Aas attributes values,,,  w | and the Following endpoint attributes are satisfied,

Afh Attribute Operationyalue Add Endpoint ID MameOperationyalus Add

r

& Add Endpoint Attribute

Advanced

Endpaint Attribute Type: |Registry

Access/authaorization Palicy Atkributes

Configure accessfauthorization attributes For this policy. Attribute values specified here
group-policy hierarchy. The resulting WP authorization policy is an aggregation of DAP 3
that as not specified in DAP). (%) Exists () Does not exist

Action || Mebwork ACL Filkers || Web-Type ACL Filkers || Functions | Port Forwarding Lists

Endpoinit ID; | REG
HKEY_LOCAL_MACHINE\SOFTWAREAltiris| Altiris AgentiEnableNotifications
[+] Yalue: |dwu:urd v||= v||1|

Access Method: () Unchanged

@

() Web-Portal

(") Both-default-Web-Partal I:l Caseless

() Both-default-AnyConnect Client

o] 4 H Cancel H




Configuring DAP (cont)

Edit Dynamic Access Policy

Policy Mame: Employees_no_corp

Descripkion:  |[Employees with no corporate assets | ACL Prioriby:

Selection Crikeria

CDefine the AAA and endpaint attribukes used to seleck this access policy. A policy is used when a user's authorization attribukes match the A88 attribute criteria
below and every endpaint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to specify
the logical expression kexk,

User has amMy of the following Ans Attributes walues., .. and the Fallowing endpaint attributes are satisfied,
Ann attribute Operationi¥alue Endpoint 1D Name,l'Operatan,l"-.l'alue |
Delete Deleke
Advanced ¥

AccessfAutharization Policy Atkributes

Configure accessfautharization attributes Far this policy. Attribute walues specified here will override those walues obtained From the AAA system and the
group-palicy hierarchy . The resulting WPH authorization policy is an aggregation of DAP attributes, AdA attributes, and group-paolicy hierarchy attributes (those
that are not specified in DAP),

Action | Mebwork ACL Filkers | wWeb-Type ACL Filters || Functions | Port Forwarding Lists | Bookmarks | Access Method

| Action: (3) Continue () Terminate 4

Specify the message that will be displayed when this record is selected.,

User Message:

QF ] [ Zancel ] [ Help ]




Configuring DAP (cont)

& Edit Dynamic Access Policy

Policy Mame: Contrackors

Description: | Contracktor Policy

Define the AfA and endpoint atky
below and every endpoint atkribul
specify the logical expression bex

|User has AMY of the Following Ad

AA4 Atkribute J

Advanced

AccessAuthorization Policy Akkribu

Configure accesslauthorization a:
group-policy hierarchy. The resul
that are not specified in DAP).

Action || Metwork ACL Filkers

Access Method: () Unchangs
() AnyConng
() Web-Port
() Both-def S

() Bath-def

@ Edit Dynamic Access Policy

Paolicy Mame: Contractors

Description: | Contractor Policy |

Define the Ads and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the Aa8 attribute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below andjor by expanding the Advanced option to
specify the logical expression text,

Seleckion Criteria

|L|ser has arly of the Following Aaa Attributes walues. .. and the Following endpoint attributes are satisfied.

Aan Attribute CperationYalue Endpaoint ID Mame/Operation/Yalue Add
Delete
Lagical Op.
Advanced ¥
accessfauthorization Policy Attributes

Configure accessfauthorization attributes For this policy, Attribute walues specified here will override those values obtained from the AAA system and the
group-policy hierarchy, The resulting ¥PMN authorization policy is an agaregation of DAP aj i L. i )
that are nat specified in DARY, Configure GUI Customization Objects E|

Ackion | Metwork ACL Filkers | Web-Type &CL Filkers | Functions || Port Forwarding Lists Configure Bookmark Lists that the security appliance displays on the S5L YPH

portal page.

Enable bookmarks This parameter is enforced in either a ¥Ph T8, a group palicy, or & dynamic

access policy configuration.

add= =

|C0ntract0r L |

L P.dd| e Edit|ﬁ Delete| L Importl E Export|

Bookmarks

QK ] [ Cancel ] [ Help ]




Configuring Bookmarks

E: 0 ASDM 6 or AN i L1
File “iew Tools Wizarg Lad (00 RITTE fccess Po G
i
3 n
@ Home | &%, Configurat Policy Mame: |C0ntract0rs Cisco
Remote Access ¥YPM Descripkion: |C0ntract0r Policy
2 Introduction ~Selection Criteria e, LCIL bionima
bwwork {Client) Acc D )
AnyConnect Con [ = Configure 0 ation Obje :ﬁ enforce
IPsec Connectio th Add
E Configure Bookmark Lists that the security appliance displays on the S5
[P RDP DMZ 11192,168,70, '
This paran?eter is x.anforc.ed in either 3 YPH TE, & group policy, or a dy Aadd
Mowe Up Edit ]

Annflocal Users 1
Secure Deskbop Man.

Setup

AL 0K . | Hel
Global Settings c [ ok ] [ Cancel ] [ Help ] [ J [ ance ] [ Lo
. " d

& Prelogin Policy gt S—— P y Aad attributes, and group-policy higrarchy attributes (those

5 Deskh e T
ECUre Leskiop that are not specified in DAR),
& Emplaves_fcces
@ Contractor_ece
% Host Scan
+-[E Certificate Managem Enable bookmarks
----- Language Localizatia
..... 2.8 | pad Balancing |Contractor vl o
elete

| Asction || Metwark ACL Filters | Web-Type ACL Filters | Functions || Port Forwarding Lists | Bookmarks | access Method |

""" 08 oo s [ ]

2
Remote Access YPR

o
..'&:_ﬁ Site-ka-Site YPM

@) Device Management

L Ok J [ Cancel ] [ Help ]

|5;19109 1:01:36 PM UTC

<admin= i |

Configuration changes saved Uccessi [, |




Example 1: Employee Access with Corporate PC
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Employee Access — Corporate PC

#8 Cisco AnyConnect YPN Client E #8 Cisco AnyConnect YPN Client #8 Cisco AnyConnect YPN Client E|E|E|
W@ Connection | € Statistics | &% about | W Connection | € Statistics | &% about | @ Connection | €9 Statistics | &% about |
TmIr TmIr TmIr
CISCO CISCO CISCO
Connect bo: |evpn.ciscu:u.u:u:um,l'emplu:uye- v| Connect bo: |cisculivevpn.ciscn.u:u:um,l'er v| {;}.G|

Passward: | sk ok |

)IF'-::sture Assessment: Initiating. .. Flease enter vour username and passwiord,




Employee Access — Corporate PC

EE)X)

#8 Cisco AnyConnect YPN Client p—=
=2 Cisco AnyConnect YPH Client: Statistics Details

|h Connection | € Statistics I% About |

TmIr
CISCO

Statigtics | Route Details |

vl
CIsCO

Connection Stakte:

Client Address:
Server Address:
Client Address (IPva):

Evtes Sent:
Bytes Received:

Time Connected;

| e |

Connecked

10.10.10.1
172.18.124.224
Disabled

1503
234

00:00:16

WPM session established to ciscoliveypn, cisco.com)employes,

Connection |nformation
State:
Mode:
Dwuration:

Butes
Sent;
Received:

Frames
Sent:
Received:

Control Frames
Sent:
Received:

Connected
All Traffic
00:01:03

5844
534

a3
1

4
3

Addresz Information
Client: 1010101
Server 17218.124.224
Clignt [IPvE]: Dizabled

Tranzport Infarmation
Pratocal; DTLS
Cipher: RSa_AES_128 SHA1
Compression; Maone
Prowy Address: Mo Prosy

Posture Aszeszment

Last Perfarmed: Dizabled

Rezet

J [ Ewport... ] ["v"iechug...




Debugs enabled on ASA

debug webvpn 200

debug webvpn svc 200

debug dap trace

debug dap events




Employee Access — Corporate PC

webvpn_auth.c:http_webvpn_pre_authentication[2327]
WebVPN: calling AAA with ewsContext (-1275712960) and nh (-1300499416)!

webvpn_auth.c:webvpn_add_auth_handle[5118]

WebVPN: started user authentication...

webvpn_auth.c:webvpn_aaa callback[5158]

User Authentication
WebVPN: AAA status = (ACCEPT) <

= Accepted

ewaFormSubmit_webvpn_login: tgCookie = OEmployees
ewaFormSubmit_webvpn_login: cookie = 1
ewaFormSubmit_webvpn_login: tgCookieSet = 0

ewaFormSubmit_webvpn_login: tgroup = Employees

DAP_TRACE: dap_add_to_lua_tree:aaa["cisco"]["grouppolicy"] = "Employee_policy";

DAP_TRACE: dap_add to_lua_tree:aaa["cisco"]["class"] = "Employee_policy";

DAP_TRACE: dap_add_to_lua_tree:aaa["cisco"]['username"] = "employeel";<—-|L:]Ser iEfBXI?)"eCted
throug

DAP_TRACE: dap_add_to lua_tree:aaa["cisco"]["tunnelgroup”] = "Employees";

DAP_TRACE: dap_add_to_lua_tree:endpoint[*application"]["clienttype"] = "AnyConnect";




Employee Access — Corporate PC

endpoint.os.version = "Windows XP";

endpoint.os.servicepack = "3";
endpoint.policy.location = "Employee_Access"; CSD Policy applied
endpoint.device.protection = "cache cleaner"; ST oruser
endpoint.device.hostname = "ggilbert-wxp02.cisco.com"”;
endpoint.device.protection_version = "3.4.1108.0";

endpoint.device.protection_extension ="2.5.16.1";

endpoint.registry['REG"] = {};
endpoint.registry['REG"].exists = "true";
endpoint.registry['REG"].path = "HKEY_LOCAL_MACHINE\SOFTWARE\AItiris\Altiris

ifications": Endpoint Registr
Agent\EnableNotifications", ._'checlzjk gistry

endpoint.registry["REG"].type = "dword";
endpoint.registry['REG"].value = "1";




Employee Access — Corporate PC

endpoint.as['McAfeeAS"].exists = "true";

endpoint.as['McAfeeAS"].description = "McAfee Anti-Spyware Enterprise Module";
endpoint.as["McAfeeAS"].version = "8.0.0.989";
endpoint.as['McAfeeAS"].activescan = "ok";

endpoint.as['McAfeeAS"].lastupdate = "214691";

endpoint.as['McAfeeAS"].timestamp = "1245643200"; <«
endpoint.av["WmiAV"] = {};

endpoint.av["WmiAV"].exists = "true";
endpoint.av["WmiAV"].description = "Cisco unknown product";
endpoint.av["WmiAV"].version = "V6.0.0.220";

endpoint.av["WmiAV"].activescan = "ok";

DAP_TRACE: Username: employeel, Selected DAPs: ,Employee_corp
DAP_TRACE: dap_request: memory usage = 40%

DAP_TRACE: dap_process_selected daps: selected 1 records
DAP_TRACE: Username: employeel, dap_aggregate_attr: rec_count=1
CSTP state = CONNECTED

AV identified through

~'Host Scan process

DAP record selected
for the user




Example 2: Employee Access with Non-corporate PC
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Employee Access — Non-corporate P

2 about:blank - Micrasoft Internet Explorer

File Edit Miew Favorites Tools  Help

v

J @ @ \kh pSEarch {‘:{Favor\tes @ DZ:{' :\‘;\, _{ J '\_‘ '\_‘ ﬂ -ﬁ

Agdrass| hitps: | feiscolivevpn,cisco,comfemnployee]

v| Go | Links

]
File Edit Yew Favorites Tools Help o
Qo - © 5] A @] Pt oo @ @ & - I U@ B
Agdress@https:Hnscnnvevpn.cism.cnm,rcAcHsfsdaskmp,rinstau,rstart.htm V| EJce Links
alialn g
ecure Deskto
CIsSco P

Secure Desktop

Starting, please wait...

@ Done

&] Done

<

2 % Local intranet




Employee Access — Non-corporate PC

My Documents

g’ sc0.com/+CSCOE+/portal. html - Microsoft Internet Explorer
Iy Camputer File Edit ‘Wiew Favorites Tools Help
. o e | 3. R (B4 (BT
: Ou O HRG Lot @ 2- 52 JKKE B
'3- 1 tddress | @] httpss fciscolivevpn.cisco. com+ CSCOE+fportal html
Iy Metwork.

Places

] :
cisco SSL VPN Service

R (=]
ecycle Bin . @ Home Adiress | it v”

H Browse ] Logout
é @y e

[ webm
@ Browse Networks Carporate Email Atcess
&
4 Temninal Senvers

Internet
Explarer

\_Termmal Senvers Bookmarks
ﬁé YNC Connections & RDPDMZ

Microsaft i TelnetS8H Servers | VNG Bookmarks
Office Qutlook

& YNC Servet

ced_rontrar...

| Telnetand $5H hookmarks
1 S5H Linux Box

Launch Login Page

é ‘ﬂ Local intranet i B S

Close Desktop
:4 start

&Ly 5



Employee Access — Non-corporate PC

webvpn_auth.c:webvpn_add_auth_handle[5118]

WebVPN: started user authentication...
WebVPN: AAA status = (ACCEPT)

webvpn_portal.c:ewaFormSubmit_webvpn_login[2162]

ewaFormSubmit_webvpn_login: tgCookie = OEmployees
User Authentication

ewaFormSubmit_webvpn_login: cookie = 1 < - Accepted

ewaFormSubmit_webvpn_login: tgCookieSet = 0
ewaFormSubmit_webvpn_login: tgroup = NULL
webvpn_auth.c:http_webvpn_post_authentication[1506]
WebVPN: user: (employee?) authenticated.
webvpn_auth.c:http_webvpn_auth_accept[2994]

DAP_TRACE: dap_add_to_lua_tree:aaa["cisco"]["grouppolicy"] = "Employee_policy";
DAP_TRACE: dap_add_to_lua_tree:aaa["cisco”|["class"] = "Employee_policy:ssss User info collected
DAP_TRACE: dap_add_to lua_tree:aaa["cisco"]['username"] = "employee2"; through DAP
DAP_TRACE: dap_add_to lua_tree:aaa["cisco"]["tunnelgroup”] = "Employees";

DAP_TRACE: dap_add_to_lua_tree:endpoint[*application"]["clienttype"] = "Clientless";




Employee Access — Non-corporate PC

endpoint.os.version = "Windows XP";

endpoint.os.servicepack = "3";
endpoint.policy.location = "Non_Corp/Contractor_Access";

endpoint.device.protection = "secure desktop";

endpoint.device.hostname = "ggilbert-wxp02.cisco.com"”;
CSD policy applied to
endeint.deVice.protection_verSion = "3411080", —'User P y app

endpoint.device.protection_extension ="2.5.16.1";

endpoint.registry['"REG"] = {};
endpoint.registry['"REG"].exists = "true";
endpoint.registry['REG"].path = "HKEY_LOCAL_MACHINE\SOFTWARE\AItiris\Altiris

Agent\EnableNotifications";

endpoint.registry['"REG"].type = "dword";

endpoint.registry['"REG"].value = "0"; -— E:dplfint registry
chec




Employee Access — Non-corporate PC

endpoint.fw["MSWindowsFW"] = {};
endpoint.fw["MSWindowsFW"].exists = "false";

endpoint.fw["MSWindowsFW"].description = "Microsoft Windows Firewall";
endpoint.fw["MSWindowsFW"].version = "XP SP2+";
endpoint.fw["MSWindowsFW"].enabled = "failed";
endpoint.av["McAfeeAV"] = {}; <

AV/FW information
= collected through host
endpoint.av['McAfeeAV"].exists = "true"; scan

endpoint.av['"McAfeeAV"].description = "McAfee VirusScan Enterprise”;
endpoint.av["McAfeeAV"].version = "8.0.0";
endpoint.av['McAfeeAV"].activescan = "ok";
endpoint.av["McAfeeAV"].lastupdate = "117998";
endpoint.av["McAfeeAV"].timestamp = "1242705600";

DAP_TRACE: Username: employee2, Selected DAPs: ,Employees_no_corp &= DAP record applied to
user

DAP_TRACE: dap_request: memory usage = 42%

DAP_TRACE: dap_process_selected daps: selected 1 records

DAP_TRACE: Username: employee2, dap_aggregate_attr: rec_count=1




Example 3: Contractor Access
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Contractor Access

4 about:blank - Microsoft Internet Explorer =10l =]
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Contractor Access
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Contractor Access

webvpn_auth.c:webvpn_add_auth_handle[5118]

WebVPN: started user authentication...
webvpn_auth.c:webvpn_aaa callback[5158]
WebVPN: AAA status = (ACCEPT)

webvpn_portal.c.ewaFormSubmit_webvpn_login[2162]
User Authentication
= Accepted

ewaFormSubmit_webvpn_login: tgCookie = OContractoss
ewaFormSubmit_webvpn_login: cookie = 1
ewaFormSubmit_webvpn_login: tgCookieSet = 0
webvpn_auth.c:http_webvpn_post_authentication[1506]

WebVPN: user: (contractorl) authenticated.

DAP_TRACE: dap_add_to_lua_tree:aaa["cisco"]["grouppolicy"] = "Contractors";

DAP_TRACE: dap_add to lua_tree:aaa["cisco"]["class"] = "Contractors";

DAP_TRACE: dap_add_to_lua_tree:aaa["cisco"]['username"] = "contractorl" e Lﬁlser iEfBXI?)"eCted
throug

DAP_TRACE: dap_add_to lua_tree:aaa["cisco"]["tunnelgroup”] = "Contractors”;

DAP_TRACE: dap_add_to_lua_tree:endpoint[*application"]["clienttype"] = "Clientless";




Contractor Access

endpoint.os.version = "Windows Vista";
endpoint.os.servicepack = "1";

endpoint.policy.location = "Non_Corp/Contractor_Access";
endpoint.device.protection = "secure desktop";

endpoint.device.hostname = "rtpvpn-vista";

CSD policy applied to

endpoint.device.protection_version = "3.4.1108.0"; <
endpoint.device.protection_extension ="2.5.16.1";

endpoint.os.hotfix['KB960715"] = "true";

user

Endpoint KB hot fixes

endpoint.os.hotfix['"KB960803"] = "true"; <
endpoint.os.hotfix['"KB961501"] = "true";
endpoint.os.hotfix['"KB963027"] = "true";
endpoint.os.hotfix['"KB968537"] = "true";

endpoint.registry['REG"] = {};

= found

endpoint.registry['REG"].exists = "false";

. Endpoint registry
check
|




Contractor Access

endpoint.fw["MSWindowsFW"] = {};
endpoint.fw["MSWindowsFW"].exists = "true";

endpoint.fw["MSWindowsFW"].description = "Microsoft Windows Firewall";
endpoint.fw["MSWindowsFW"].version = "Vista";
endpoint.fw["MSWindowsFW"].enabled = "ok";

AV/FW information
= collected through host
endpoint.as['MicrosoftAS"].exists = "true"; scan

endpoint.as["MicrosoftAS"] = {}; <

endpoint.as['MicrosoftAS"].description = "Windows Defender Vista";
endpoint.as['MicrosoftAS"].version = "1.1.1600.0";
endpoint.as['MicrosoftAS"].activescan = "ok";
endpoint.as['MicrosoftAS"].lastupdate = "107997";
endpoint.as['MicrosoftAS"].timestamp = "1245920100";

DAP_TRACE: Username: contractorl, Selected DAPs: ,Contractors <. DAP record applied to
user

DAP_TRACE: dap_request: memory usage = 40%

DAP_TRACE: dap_process_selected daps: selected 1 records

DAP_TRACE: Username: contractorl, dap_aggregate_attr. rec_count=1
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