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Cisco Security 
Solution for 
Manufacturing
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Changing Manufacturing Environment

Global organizations becoming 
more complex & dispersed

Lead time to Just - in -
Time to Real -Time

Information Visibility, Global Collaboration, 
and Manufacturing Agility, across the 
entire value chain are all critical to success
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Changing Automation Networks

Traditional Ethernet-based

Automation equipment vendors are implementing 
Ethernet-based protocols as an replacement of 

traditional fieldbus networks
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Challenges with Everything Online

ÁSecurity Challenges

Increased risk with COTS technology

Patching issues & device limitations

Priorities

Implications of incidents

ÁOrganizational Issues

Skills & Responsibilities 

Service Expectations

Different Models & Language

ÁNetwork Relevance

Networking skills in MFG Organization

ÁManufacturing Network Requirements

Industrial Protocols

Determinism, Latency, Motion Control, etc.
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Cisco Ethernet to the Factory Solution

ÁUnique architecture 
specifically for the 
factory

ÁEnables secure visibility 
of data and systems

ÁReal-time predictability 
and access

ÁCisco capabilities:

Industrial Ethernet 
Switching

Security services

Wireless  services

UC services
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Ethernet to the Factory Logical Architecture
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Ethernet to the Factory: Network Architecture

Cell Zone

Manufacturing 

Zone

Demilitarized

Zone

(DMZ)

Separation between 
Control & Enterprise 
Networks

Interconnection between 
Cell Zones, Server 
Farms, and DMZ

Network Connection for 
PLCs, HMIs, I/Os, & 
Drives

Enterprise

Network


