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Evolution of Business Communication
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SPAM Trends
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Spam Trends
Targets of Spam — Jan 15, 2008

«Storm targets victims

randomly In roughly the Top Targets of Storm Spam

]
Order you d expeCt Rank Recipient domain % Total 9% Cumulative
1 hotmail.com 13.9% 13.9%
2 yahoo.com 9,3% 23.2%
3 aol.com 4,1% 27.29%
*1/3 spam went to top 3 gmailcom ;30 o e
. 5 msn.com 1.0% 29.5%
10 domains 6  mail.ru 0.7% 30.2%
7 sbeglobal.net 0.7% 30.9%
a8 yahoo.oo.in 0.6% 31.5%
.o o rediffmail.com 0.5% 32.0%
elVlIeSsages were 10 comcast.net 0.5% 32.4%

addressed to 20,340
unique recipient at
8,935 domains



Spam Trends
Source of Spam — Jan 15, 2008

Rank Country % Storm % Global Diffarences

1 " By Cﬂuntry 1 I._IS_ 16.9% 18.5% -1.5%
» Emerging markets dominate 2 India 13.7% 21% 1.5%
= 3 Thailand B4% 1.3% 1%

- Spam originated from 195 4 Turkey B.3% 4.3% 20%
: 5 Russia 5.3% 6.1% -0.8%
CGU“T“EE . [ Peru 4.59% 1.3% 3.6%

- Top 10 Countries made up ; Egﬂnd gg?_}: ggi gli
nearly 2/3 of spam 9 Viemam 27% 0.7% 20%

10 Brazil 200 4 7% -2.7%

Rank Metwork owner #IP's % Total

2. By Network 1 Turk Tekekom 2450 46%
L 2 Telefonica del Peru 2,066 39%

- Spam originated from 5,446 3 NIB(Nafl Intemet Backbone) 1,606 20%
4  Videsh Sanchar Nigam Ltd 762 1.4%

network owners 5 Bharfi Broadband 670 1.3%

. 9 Cl'f Top ‘]|:]| in Emerging & True Intemet Co. 650 1.2%
. . 7  ABTSDELHI 32 1.2%

economies (4 from India 8 Neostads Plus 420 0.8%

9 Manet 395 0.7%

E|C-FIE}I 10 Verizon Internet Senvices 384 0.7%

Top 10 10,048 19.0% | g5




Spam Trends

Sending Behavior

Storm Machines Switch Between Recruit Spam and Pharma Spam

Volume of Spam vs. Recrultment Spam

—— Recruitment Spam
—— Phama Spam

# Messages par hour

i:'lllll IIIII||||||III|||||III|||I|IIIIIIIII

URL's rotated through 4 domains hosted on fast flux networks every 24 hours 67




Spam Trends

Size and Impact

Initial estimates of Storm’s size were high and varied wildly

— lronPort estimated Storm sent over 20% of worldwide spam from 1.4 million IP
addresses per day in July, 2007

—  Other vendors estimated the number of Storm’s infected machines as high as 50
million!
Later estimates were lower

—  Aresearcher at the University of San Diego estimated the size of Storm at
between 30,000 and 40,000 peers

What Changed?

— Researchers are measuring different things
—  Storm shrank

We measure the impact of Storm in several ways
1. Storm spam volume and bots as a % worldwide spam volume
2. The number of Storm nodes seen using P2P over time
3. Storm population based on capture/recapture analysis of peer lists
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CASE: Online Banking
Useful and Harmful
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Bank Reputation
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Bank Reputation
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Bank Reputation
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Bank Reputation
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®
The IronPort SenderBase Network

Global Reach Yields Benchmark Accuracy

30B+ queries daily
150+ Email and Web parameters
30% of the World’s Traffic

Cisco Network Devices

Combines Email & Web Traffic Analysis

View into both Email & Web .

traffic

80% of spam contains URLS PN S
Email is a key distribution ’ IronPort

4-""- IIh‘“"—.
vector for Web-based malware |/ SenderBasen,
Malware is a key distribution . . . . . . . .
vector for Spam zombie
infections IronPort EMAIL IronPort WEB

Security Appliances Security
Appliances



SenderBase IronPort Security Networks

(= SenderBase® The IronPort Security Network - Windows Internet Explorer |:”E”X|

Gggy - |£| htkp: f v senderbase, org) V||£| |2| |G00gle ||E|Z|

File Edit ‘iew Favorites Toaols Help
&y - | Search web... |P |' | ‘|> = - i§] - N - o Favartes - S g Maps v [=9(6) ~ {99 Spaces ~ 8200 - @ @ o
* 4‘&' [ﬂ SenderBase® The IronPort Security Metwark. ] l ﬁ - @ - @ Page - @Tools -

DwoNorr  SENDERBASE

IP address or CIDR range |?|

[RONPORT SECURITY NETWORK [searen |

HOME SENDERBASE QUERIES THREAT OPERATIONS CENTER SPAMCOP ABOUT

HOME

Summary Reports

+ Current Threats
+ Spam Watch
+ Virus Watch

THREAT ACTIVITY SOURCE EMAIL & WEB REPUTATION LOOK UP
i -1
! You are only as credible
' i { ‘as your online reputation.:

Email & Web
Reputation

+ Look Up

Detailed Reports
+ Global Email
Traffic
+ Spam Traffic
+ Virus Traffic
+ Threat Activity

Rcatas Email Traffic , Spam , Viruses ,
CURRENT VIRUS OUTBREAK LEVEL TODAY'S GLOBAL EMAIL TRAFFIC WATCH
|Z| prama IP Address Volume {m) Country
208.118.172.195 16.2 4 us
205.234.223.1598 15.5 4 us

|Z| Wirug Outbreak Threat Lewvel 85.214.32.226 12.5 4 DE

m M Red - Virus Quthreak Tn Pronress 91.147.232.194 8.7 4 HU v




Email Trends: More Spam

Global Spam Volumes
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Stop More Spam

lIronPort Spam Defense

Multi-Layer Spam Defense

Senderbase lronPort Anti-
Reputation

N ==

Data Modeling Reputation

>98% Catch Rate
<1lin 1 mil
False Positives

3




SenderBase
Reputation Filtering vs. Black Lists & White Lists

REPUTATION BLACK LISTS &

FEATURE FILTERING WHITE LISTS

Accuracy O >
Granular Scoring

Tailored Response

Low Administrative
Overhead
Increased Message

O
O
O
Throughput ®

G & & O




l[ronPort Spam Defense

Thompson Machinery Case Study

LronPort & Barracuda Anti=Spam Shoorour Motes r
LronP 2 @*

roni2ort ar'racu.
Average spam received per user per day:- 790 790 ps
Spam Catcn Rate- 99% Y6% :

Missed Spam Per bﬁg:

B
&
LW

THhe /1 ffé@(././././

Brrapuda IReswis 7 % More Spa 70

Thompson

“I simply plugged

Itin, set it up and

walked away. No
more spam

problems! The

ROI on this
productis a
no-brainer.”

— David Jones
IT Administrator

Thompson Machinery

MAILBOXES

PROTECTED




Market Leadership

Gartner
lIronPort Positioned in the “Leaders” Quadrant
In Magic Quadrant Report

.
3

lronPort Is positioned as a leading player in the
messaging security appliance market

THE RADICATI GROUP, INC.

A TECHNOLOGY MARKET RESEARCH FIRM

Named IronPort the market share leader
In the email security appliance market
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