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Authentication

WLAN Security Overview

Agenda

Privacy (Encryption)

Rogue Devices Control and 
Other Mitigation Techniques

Summary with References
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Wireless LAN Mobility Service 
Architecture

WLAN Controller

Lightweight
Access Points

L2/L3 Ethernet Switch

WCS
WLAN MGMT

System
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WCS as WLAN Planning Tool

ÁOptimize WLAN design for 
coverage or performance

ÁAssign RF characteristics to  
building material

ïIntegrated floor plan editor

ÁWCS suggests optimal AP 
placement and graphically 
displays expected coverage area 

ÁPrintable reports 

ÁMinimize the need for manual site 
survey

ÁAnyway, WLAN Boundary is still 
hard to control



© 2008 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 5

Media Attention to Rogue APs
Wardriving

Pringles can Antenna
Å12 Dbi Gain
Å45 minutes to construct
Å$6.45 total cost

http://www.oreillynet.com/cs/weblog/view/wlg/448

Å22,100,000 hits on google for wardriving
ÅMost wardrivers use NetStumbler to find, map (using GPS), and upload    
locations of discovered APs to online database
ÅNetStumbler is a free download for Windows and WinCE

War Driving (wôr dri'vin) v.
1 Driving around looking for unsecured wireless networks. 
-term coined by Pete Shipley 

http://www.wirelesscentral.net/aprod/STUM-ANTW.html?ns
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Hacking into WEP

Wireless LAN Security Concerns:
3 Key Vulnerabilities

Credit:  KNTV San Jose

ñWar Drivingò

Employees
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Prevalence of Rogue APôs

ÁThe majority of Enterprise 
networks are not ñEnterprise 
Wireless Readyò

ïNot able to protect against rogue APôs

ÁInsecure Enterprise rogue APôs 
are a result of:

ïWell intentioned self-install due to 
absence of sanctioned secure WLAN 
deployment

59 APs
Found

Insecure
APs


