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IEEE 802.11 Standard define :

ÁA Physical layer
Radio Frequencies, Data Modulation, é
(802.11, 802.11b, 802.11g, 802.11a, 802.11n, é)

ÁA MAC layer
How to access the medium, how to manage the 
collisions, é

IEEE 802.11 Family
Technology Overview
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IEEE 802.11b

ÁRatified as standard in Sept, 1999

ÁUses 2.4 GHz unlicensed spectrum

ÁDifferent physical access defined (PHY)

Direct sequence at 1, 2, 5.5, and 11 Mbps, 
Can ñdownshiftò to lower data rates for longer range

Frequency hopping at 1 and 2 Mbps for 2.4 Ghz (legacy)

Infrared (obsolete)

Á11 US channels, 13 ETSI channels, 14 Japan channels

ÁGenerally approved for worldwide use in many 
countries
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IEEE 802.11b
Direct Sequence @ 2.4 GHz

ÁUp to (14) 22 MHz wide channels

Á3 non-overlapping channels (1, 6, 11)

ÁUp to 11 Mbps data rate

Á3 access points can occupy the same space for a 
total of 33 Mbps aggregate throughput, but not on 
same radio card

1 2 6 113 4 5 7 8 9 12 13 1410

2.402 GHz 2.483 GHz

Channels
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IEEE 802.11g

ÁRatified as standard in June, 2003

ÁSame frequencies as IEEE 802.11b (2.4 GHz)

ÁBackward compatible with 802.11b 

ÁOrthogonal Frequency Division Multiplexing 
(OFDM)

Data rates supported: 54, 48, 36, 24, 12, and 6 Mbps

ÁDirect sequence
(802.11b backwards compatible)

Data rates: 1, 2, 5.5, and 11 Mbps

11 Mbps

802.11b 802.11g

802.11b

11 Mbps

802.11b

802.11g

54 Mbps

802.11g
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IEEE 802.11a

ÁRatified as standard in Sept, 1999

ÁOrthogonal Frequency Division Multiplexing (OFDM)

Data rates supported: 54, 48, 36, 24, 12, and 6 Mbps

Can ñdownshiftò to lower data rates for longer range

ÁCompliant in some countries

Á5 GHz band has more channels than 2.4 GHz band

19 non-overlapping channels in ETSI Regulation Area

(vs. 3 channels for 2.4 GHz) for greater scalability
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Current State of 5 GHz Bridging 
Spectrum
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*Check regulation for your own country
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IEEE 802.11 Radio Summary
Properties

802.11 802.11b 802.11g 802.11a

Ratified 1999 1999 2003 1999

Data Rates 
(Mbps)

1,2 1,2,5.5,11
1,2,5.5,11 and 
6,9,12,18,24,

36,48,54

6,9,12,18,24,
36,48,54

Number 
of Non-
Overlapping 
Channels

Frequency 
Hopping

3 3
8 Indoors/ 

11 Outdoors

Frequency 
Range (GHz)

2.402ï2.483
5.15ï5.35, 

5.47ï5.725*

Status Obsolete Worldwide Available
Limited 

Worldwide 
Availability
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Introduction to the 
Cisco Unified 
Wireless Network
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Understanding WLAN Controllersð1st/2nd

Generation vs. 3rd Generation Approach

Á1st/2nd generationðAPs 
act as 802.1Q 
translational bridge, 
putting client traffic on 
local VLANs

Á3rd generationð
Controller bridges client 
traffic centrally

1st/2nd Generation

3rd Generation
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Centralized Wireless LAN Architecture
Overview

ÁProcessing split between APs and 
controllers

802.11 functionality shared

ÁCentral managementðAP is 
essentially a remote RF interface

ÁBased on LWAPP protocol

ÁAPs hold no security credentials

ÁAPs unusable without a 
controllerðJust expensive 
paperweights!

ÁData traffic can be bridged locally 
or at controller

Cisco WLAN Controller

LWAPP
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Centralized Wireless LAN Architecture
AP/Controller: Division of Labor

Controller

Á802.11 MAC Mgmt ï(re)association 
requests & action frames

Á802.11 data ïencapsulate and sent to AP

Á802.11e resource reservation ïcontrol 
protocol carried to AP in 802.11 mgmt 
frames ïsignaling done in the controller.

Á802.11i authentication & key exchange 

AP

Á802.11 ïbeacons, probe response, auth 
(if open)

Á802.11 control ïpacket ack & 
retransmission (latency)

Á802.11e ïframe queuing & packet 
prioritization (real-time access)

Á802.11i ïLayer 2 encryption
Lightweight 

Access Points

Cisco WLAN Controller

LWAPP
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LWAPP

Centralized Wireless LAN Architecture
What Is LWAPP?

ÁLWAPPðLight weight access point protocol is used between APs and 
WLAN controller

ÁLWAPP carries control and data traffic between the two

Control plane is AES-CCM encrypted

Data plane is not encrypted

ÁIt facilitates centralized management and automated configuration

ÁOpen, standards-based protocol (submitted to IETF CAPWAP WG)

Access Point Controller

WiFi Client

Business Application

Control Plane

Data Plane
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Difference between LWAPP and CAPWAP

Description LWAPP CAPWAP

Fragmentation/Re-assembly Relies on IpV4 CAPWAP itself does both

Path-MTU Discovery Not supported Has a robust P-MTU 
discovery mechanism, can 
also detect dynamic MTU 

changes

Control Channel Encryption 
between AP and WLC

Yes (using AES) Yes (Using DTLS)

Data Channel Encryption 
between AP and WLC

No Yes (using DTLS)

UDP Ports 12222, 12223 5246 (ctrl) 5247 (data)



15© 2008 Cisco Systems, Inc. All rights reserved. Cisco Public

LWAPP-L2

LWAPP Modes
Layer 2 and Layer 3 LWAPP

ÁLayer 2 LWAPP is in an Ethernet frame

AP and WLC in same L2 domain

ÁLayer 3 LWAPP is in a UDP/IP frame

AP need IP address

Support routing between AP and WLC

Lightweight 

Access Points

Cisco WLAN Controller

LWAPP-L3

Lightweight 

Access Points

Cisco WLAN Controller

LWAPP-L3

LWAPP-L3 Is Now the Preferred Solution
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Architecture Deployment

ÁHunting phase: AP needs to find WLC

ÁJoin phase: AP associates securely with WLC

ÁAuthorization phase: WLC accept or not AP

ÁConfiguration phase: WLC upload firmware (if needed), 
WLC upload AP configuration

Where Is
My WLC?

Lightweight 

Access Points Cisco WLAN Controller

Access Points Need to Be 
Associated with WLAN Controller


