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lIronPort® Gateway Security Products
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Control at the Edge

Mail Server End User Client

. | . | I
Block incoming threats:

*Spam, Phishing/Fraud
*Viruses, Trojans, Worms

*Spyware, Adware
*Unauthorized Access m
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Security Appliance Security Appliance security database)
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1. dfaya Log Atiuinlifiaidindeieiaslviusnnslusw el
aRnnsaiing (SMTP Log)
— waneuuaviiamusyylu Email (Message ID)
— Email address uavyi&y (Sender Email Address)
— Email address uagfisu (Receiver Email Address)
— ganauzlunisasadau (Status Indicator) L1y &9&1157, dnau
, ieadvatidueu

2. daya IP Address uaviasavnaniiitanasyldusn1si
anaaatuuztinunlduanis (Client IP Address)

3. dayaiu uagnainsfiaaauadiaradintitunliusnig
(Date/Time of Client’s connection)
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4., ﬁ’aua IP Address maamsaousmsawmﬂaLaﬂmauﬂé

mamﬁamaaﬂ‘luwmvuu (Sending Machine’s IP
Address)

5. diayadtaglderu (User ID) (&1§1)

6. mauamnumnmsmmamauaamumﬂmanmaunﬁmu
TsunsudanIsannLesasuas&un&n MSBﬂ’]‘SL"H’]ﬂ\‘JLWBL‘Sﬂ
nmauaawmﬂaLanmaunaf“l,ﬂml,maoamﬁn 1a Ay
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Adolaiiulifesaliuznng (POP3 Log or IMAP4 Log)




Day In the Life of an Email
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1. SMTP Log

2. Client's IP Address

3. Date / Time of connection

4. Sending Machine’s IP Address
5. User ID (Optional)

6. POP3/IMAP Log
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lIronPort Text Mail Logs

= Contain details of message receiving, delivery, and bounces

= Use cases
—Track the receipt, processing, and delivery of specific messages
—Track anti-spam and anti-virus checking results
—Analyze system performance

= How event records are identified

—New New connection initiated; ICID created
—ICID Incoming Connection ID

—Start New message started; MID created
—MID Message 1D

—RID Recipient ID

—-DCID Delivery Connection ID

—Done Command Complete

—Read System waiting for next command in SMTP
yoooy J LI/ IRONPORT




lIronPort Text Malil Logs
Example

Mon Jun 16 16:57:21 2008 Info: New SMTP ICID 10 interface datal (10.10.10.10)
address 192.168.10.10 reverse dns host someone.somedomain.net verified yes

Mon Jun 16 16:57:21 2008 Info: ICID 10 RELAY SG None match ALL SBRS not
enabled

Mon Jun 16 16:57:22 2008 Info: Start MID 50 ICID 10

Mon Jun 16 16:57:22 2008 Info: MID 50 ICID 10 From:
<sender@somedomain.net>

Mon Jun 16 16:57:22 2008 Info: MID 50 ICID 10 RID O To:
<reciepient@anotherdomain.com>

Mon Jun 16 16:57:22 2008 Info: MID 50 Message-ID
'<48563828.000022.04736 @SOME-D490A4A453>"

Mon Jun 16 16:57:22 2008 Info: MID 50 Subject ‘An Example'

Mon Jun 16 16:57:22 2008 Info: MID 50 ready 50 bytes from
<sender@somedomain.net>

Mon Jun 16 16:57:22 2008 Info: MID 50 matched all recipients for per-recipient
policy DEFAULT in the inbound table




lIronPort Text Malil Logs

Example

Mon Jun 16 16:57:22 2008 Info:
Mon Jun 16 16:57:23 2008 Info:
Mon Jun 16 16:57:23 2008 Info:
Mon Jun 16 16:57:23 2008 Info:
Mon Jun 16 16:57:23 2008 Info:
Mon Jun 16 16:57:23 2008 Info:
Mon Jun 16 16:57:23 2008 Info:

172.16.0.10 port 25

Mon Jun 16 16:57:23 2008 Info:
Mon Jun 16 16:57:24 2008 Info:
Mon Jun 16 16:57:24 2008 Info:

accepted"

Mon Jun 16 16:57:24 2008 Info:
Mon Jun 16 16:57:24 2008 Info:

ICID 10 close

MID 50 antispam negative

MID 50 interim AV verdict using Sophos CLEAN
MID 50 interim AV verdict using McAfee CLEAN
MID 50 antivirus negative

MID 50 queued for delivery

New SMTP DCID 5 interface 10.10.10.20 address

Delivery start DCID 5 MID 50 to RID [O]
Message done DCID 5 MID 50 to RID [0]
MID 50 RID [0] Response 'ok: Message 34543

Message finished MID 50 done
DCID 5 close

@ IRONPORT
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IronPort Message Tracking
Easiest way to see what happen to your emai

Message Tracking

Mo Tracking Data is currently available.

Data in time range: 58.5% complete

Envelope Sender: (21| [15 =
Envelope Reaipient: (2) [= =
Subject: |Is =1 |

Date and Time Range: | start pate: End Date: Time:

= Advanced

Sender IP Address:

' Search rejected connections only @ Search messages

Message Event:

Message Tracking

e Data: 05 I

p07 I

Selecting muitiple events will expand your search to include messages that match each event
type.

" virus Positive O
™ Spam Positive
I Suspect Spam
r

Delivered

Hard bounced
™ Soft bounced
™ Currently in Outbreak Quarantine

Message ID Header:

—

IronPort MID:

—

Message Details

Select Host -

Envelope and Header Summary

Received Time:

05 Jun 2007 14:00 (GMT -0700)

b Advanced

Search messages using advancad eriteria.

nvelope Sender ar Sender | [Cornaine =] facoma
Envelope Recipie [Contains =] frenpart.com TR R
Subiect:  [Beging with = [
Date and Teme RANDE! | cpaes pate: Time: End Date: Time:
[remvaeivyy [phzmm:ss [renvacivyyy [hzmm:ss

Displaying 1 — 4 of 4 itemns.

1 Thu Jul 22 2005 16:37 (GMT -0700)
neemal_senderd29841 tacama
janedoegirenpare.com
(o subject)

Message successiully delivered

2 Thu Jul 22 2008 16:37 (GMT -0700)
‘ nermal_sender@29801 tacoma
Janedoe@ironpurt.cam
{no subject)
Message successfully delivered

3 Thu Jul 22 2005 16:37 (GMT -0700)
normal_senderg 23001 tacoma
janedeegirenpors.com

(e sulject]

Message successiully delivered

4 Thu Jul 22 2005 16:37 (GMT -0700)
rormal_sandar@ 9801 tacoma
RECIPIE JanedueSirenpurt.oum
(no subject)
Message successfully delivered

Displaymg 1 = 4 of 4 ilerms.

Thems per page FERRE

Show DetailstS

GAEANIASS mailman.damain.com how Detadst®
98EE00E54 mailman.gaman.com Show DetadscF
506005854 mailman. domain.com Snow Detadst

MID:

167660

Message Size :

505 Bytes

Subject: | (no subject)
Sender: | tacozilla@tacomaterritory.com
Recipients: | brightmail@d1.qa41.q3, brightmail@di.qadl.qa

Message 1D Header:

Sbt4b5$5a9f@a020.d2.clayten.qa

Sending Host
Reverse DNS Hostname:

Receiving Host: | ironport.qa
Receiving IP: | 172.22.141.2
SMTP Auth User ID: | N/A

ironport.qa (verified)

IP Address:

172.22.141.2

SBRS Score:

Sep 18,
Sep 18,

2006 12:11:40 -0800
2006 12:11:40 -0800

Sep 18,
Sep 18,
Sep 18,
Sep 18,

2006 12:11:40 -0800
2006 12:11:40 -0800
2006 12:11:40 -0800
2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800
Sep 18, 2006 12:11:40 -0800

Sep 18, 2006 12:11:40 -0800

Sep 18, 2006 12:11:40 -0800

N/A

Processing Details

Message enqueued

MEssagE enqueued

MAIL POLICY "DEFAULT” PRO = brightmail@d1.qs41.0a

Message processed by Anti-sparm. VErdH:t Negative

Message processed by Sophos Anti-Virus. Verdict: Negative

Message queued for delivery

Message successfully delivered to brightmail@d1.qas1.qa’ at '172.21.141.1".
MAIL POLICY "DEFAULT" brightmail@d1.qa41.qa

Message processed by Anti-spam. Verdict: Negative

Message processed by Sophos Anti-Virus. Verdict: Negative

Message queued for delivery

Message successfully deliversd to bnghtma\\@dl qadl.ga’ at '172.21.141.1.
1 " ipas_drop”
Message processed by Anti-Spam. Verdict: Suspected spam
MAIL POLICY " ipas_drop” PROC ¢ ipas_drop@d1.qa41.qa
Message processed by Anti-Spam. Verdict: Suspected spam

Response: "sent”

Response: "sent”
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2. dayaiu uaznainsiasiauadiaadintinunlduanig
(Date/Time of Client’s connection)

3. diaya IP Address aavinsadnaniiinasildiinist
iangaatuastdinunlduanis (Client IP Address)

4. dayasFenislduszuy

fayafivsuandaidunivlunisdangiaya (URL:
Uniform Resource Identifier)




lIronPort Web Access Logs
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lIronPort Systems

Data Loss Prevention

PROTECTING SENSITIVE COMMMUNICATIONS

(1; IRONPORT




Accidental Information Loss is on the rise...
Confidential Information is at risk...

@ NEWS.com searchi

TR T o e

Business Tech | Cutting Edge | Green Tech | Access Security | Media 2.0 Markets Per

On TechRepublic: 4

Verizon gaffe lets customer details slip

port Leaked - Sales of Camera and Music Phones Soar | Digital Media Wire - Mozilla Firefox

By Joris _E VErS Fle Edt View History Bookmerks Tools Help
Staff Writer, CNET News.com ,_ =
Published: e, 511 PM PDT @ - - @J E ‘d http:ffwww.dmwmed\a.camfnews[zoos[m[ilfsanyenrssons113{EporHEakedsalesﬂf{ameraandmusiI'l B \\‘
i § P i B i
alkBack [ E-mail 5] Print «® del.icio.us A Getting Started & Latest Headines .
A
Verizon Wireless this week accidentally distributed a file with . " . . search
limited details on more than 5,000 customers outside the dlq‘tall I IEdIaWIrE
company, potentially giving identity thieves a toehold.
3 5 connecting people & knowledge home events directory newsletter advertise rss about
oft Excel spreadsheet file was e-mailed on Mg ot d - . . . 3 e
b . meand cell phone music games internet video mobile marketing deals jobs
]
models of 5,210 Verizan Wireless customers, going by a copy of the law investing commerce tech metrics classifieds career moves
file obtained by CNET News.cam. All of the customers have Motorola
Razr phones, according to the spreadsheet. The content delivery network for digital medi V="
£ Find out haw s~ £ LIMELIGHT
The spreadsheet was inadvertently sent to about 1,800 people, all Froee Dl A L)
: ; 3 : ; click now!
Verizon Wireless subscribers, according to a follow-up e-mail
apologizing far the gaffe that the mobile carrier sent an Thursday. Sponsor Spotii Home » content pcoming DMW Events
;he;xc:l.ﬁletw?js it:schﬁd:to an adgor ? Bluiﬁoith wireless it I E Sony Ericsson’s Q3 Report Leaked — Sales of FUTURE! W
2adset, Instead o e electronIc order Torm at Was suppose (u] 5 OF |
iy BR ecH & Camera and Music Phones Soar EIR R
: Latest Top St - e h 21,2007 | LA
e.s SR by Jay Baage on ber 11, 2006 - 8:20am www a(fnmcunrermm om
" f\';“;“tg‘c“;c“g“gt:::: P Sony Ericsson surprised the market in two ways on
‘Net Cafes for 2007 : rst, their Q3 2006 report leaked out o The =
» Internet TV Distributor day in advance, " o Millennials
Narrowstep Raises $7.1 better than the market was expecting. Sales of cell April 18, 2007 | LA
S, ’ phones with high-resolution digital cameras and www.millennialsconference.com
" aiﬁ:{;‘:;:ié::e Walkman music players have exploded in the third ot aas
Technology Firm quarter. Net income increased by 187% to $374 million BDunsmzh]'D‘?Ppo_vh_xylt\es
DemonWare year-on-year. Shares in Ericsson rose by 5% on the it X Spesher
. EE\?EFI?;E:;Z;EED\TS Stockholm Stock Exchange, while Sony was up by 4% Around the Web
N s on the NYSE Wednesday afternoon. « Yahoo Slashes Semel's
»_Online Social Network for Stock Bonus (Reuters) b
Done




Evolution of Data Loss
Email Remains A Primary Loss Vector

Errant e-mails compromise hundreds of student IDs ¢

[Student Financial Services sends 632 registration block notifications containing students' Social Security'
humbers to the wrong students

Ereanna Hockenbury, Cavalier Daiy Staff Wriler

Motifications from Student Financial Services intended for students whose registration was blocked were
erroneously sent to the wrong students in emails thatincluded others’ Social Security numbers.

ervices intended to send 1 264 emails to alert students of reqistrati s. Only 632 e-maj
¢l SAIC warns of possible data AP asecisareg,  siuce
breach

[Student Financia
ere g

By Donna Borak, AP Business Writer | July 20, 2007
WASHINGTON --Pentagon contractor SAIC Inc. may have ,

compromised personal information about more than half a million b
military personnel and their relatives because it did not encrypt data g
_twme.
LN £ . —
Verizon gaffe lets customer details S|I%

By Jorls Evers

Staff writer, CNET News.com

Published: August 25, 2006, 5:11 PM PDT

Verizon Wi this week distributed a file with
limited details on more than 5,000 customers outside the
company, potentially giving identity thieves a toehold.

The Microsoft Excel spreadsheet file was e-mailed on Monday and includes
names, e-mail addresses, cell phone numbers and cell phone medels of
5,210 Verizon Wireless customers, going by a copy of the file obtained by
CNET News.com. All of the customers have Motorola Razr phones,
according to the spreadsheet.

The spreadsheet was inadvertently sent to about 1,800 people, all
Verizon Wireless subscribers, according to a follow-up e-mail apologizing
for the gaffe that the mobile carrier sent on Thursday. The Excel file was
attached to an ad for a Bluetooth wireless headset, instead of the

g g A eaoned Qe St g . et el

Record Type Lost

Other 12% Email
Address

13%

Credit Card
Numbers 45%

Social Security
Numbers 30%

Corporate Email | 56%

Lost'stolen laptop |51 %

Web Email or Web posting (message

0

board, blog, etc.) |3? °
Instant mes s aging | 33%
Lost'stolen mobile device (PDA, Smart | 339
n

Phone)

Media devices (USB, iP od) 19%
Other 12%

0% 10%  20%  30%  40%  50%  60%




Data Loss Prevention Foundation
Integrated Remediation

I
CIsCo

Secured Message [(Reply | [ Replyall | [ Forward |
From: kkennedy@ironport.com
Date: October 12, 2007 6:30:50 AM PDT oo Finanaial T, Deterten
Subject: Product Roadmap e
Type: | Notification Template
Attachments: Roadmap.doc -
Text: | [A message containing sensitive financial information was

detected and redirected to the Policy Quarantine.
Product roadmap doc attached, as requested.

Best regards.
- Kevin

(reply ] [(Replyall ] [ Forward ]

© 2000-2007 Cisco Systemns Inc. All rights reserved.

Remediation: Encryption

. Remediation: Notification
— — &
Users |
) .Curltenl Filters P
Outbound Mail ——— =
14 dup 7006 DO:00 &5 13 Sap J006 15:19 (GMT -07e0)

Edit Policy Quarantine

10p Incoming Cantent Filter Matches T thagsing Content Filter Matches

Belete Quarantine

Quarantine Name: | Policy

e [

Space Asacation: | [T53 [ T - | e

2 s [ P s— —

Oafult Action: | Ratain I8 | Davs %] then | Delete 3 et | 2 1 —— i
e — odify Subs o e [ = e e | Tum
en Allocated Space is Excee ify Subject: Y Lo

Messages and: [ I oo, |5 e

] 0 an wa i ® s wee C

AGH K-HESER | ame: l— a -

value: I—
Srip Amachmenta: | © Mo e T coming Conbent Filler Mals hes Dutgoing Content Filler Malshes
Fhe Mezayer

Integrated —
Remediation =2 i

« Remove|

Eases WO rk Remediation: Reporting
F | OW B u rd e n Remediation: Quarantine




lIronPort Email Encryption
Easy-to-Use, Easy-to-Deploy, Easy-to-Manage

. Message pushed
! Gateway encrypts message to Recipient

\

User opens IronPort

E Secure Message in
——— browser

PaM
/ /;
g

g

Decrypted
message
displayed

i .
- 9 User authenticates &
gets message key

e Wessage: PXE Encrypted Hessog
e ft hen oy gomwis Tk b

& - - {2 | apmslecremel.vorpert com emveopecpeneripestees [ eicavaar: 3] <[ b (G-
Getnastrre 6 Lot reodees

@ IRONPORT"

ired Mess

nnnnnnnn

IronPort Hosted Keys . =




Secure Messaging
Email Encryption That's Easy For Receivers

2. Enter password

P ——— Send To Anyone
== No Certificates .
No Plug-Ins \

3. View message

) cisco Registered Envelope Service: Product Roadmap - Mozilla Firefox E”E‘@
Fle Edit View Higtory Bookmarks Tools Help o

P Getting Started ) Latest Headlines

T
Secured Message [(reply ] [ Replyall ] [ Forward |
From: kkennedy@ironport.com
To: Kevin_Kennedy45@yahoo.com
Date: October 12, 2007 6:30:50 AM PDT
Subject: Product Roadmap

Attachments: Roadmap.doc
Product roadmap doc attached, as requested.

Best regards.
- Kevin

[(reply ] [Replyall ) [ Forward |

® 2000-2007 Cisco Systems Inc. All rights reserve: d.




Enhance Visibility and Control
Checking, Locking and Expiring Messages

[ ] ' | ' [ ] ' I l [ ] Welcome Schu\rterll:ll-lmoa:t

Cisco

I SEARCH SENT MESSAGES

| [ Manage Messages Baslic Search Advanced Search

g Compose Message Keyword I Search

Searches To and Subject fields,
5 Edit Profile

[
@? Update Expiration For Messages | Ij Lock/Unlock Message

| | To Subject sent Opened Expires Locked
|— sullman@postx. com Last one OB/ 28/ 2007
03:12:27 PM
|— schuyler@ullman.com More tests DB/ 25/ 2007 05/ 25/2007
03:12:13 PM 03:12:51 PM
|— testi@garbage.com Populating table DB/ 20/ 2007 ﬁ
03:12:01 PM =
[ sullman@cisco.com Hello again 0B/ 25/ 2007 0B/ 25/ 2007
03:11:44 PM 03:12:51 PM
|— sullmanl?@yahoo.com Sample Envelope OB/ 20/ 2007 ﬁ
03:11:08 PM =
|— sullman@|renport.com Sample Envelope DB/ 26/ 2007
03:10:04 PM

Cisco Registered Email Service

Terms of Service Privacy Policy & 2001-2007 Clsco Systems Inc. All rights reserved.

_’D IRONPORT




Cisco Registered Envelope Service
Single Sign-on for key process: Many Senders

Phone
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IronPort Encryption Customer Snapshot
Over 95% of Our Customers Use IronPort to Define
Acceptable Use Policies

Regulated Industries

Retall

All-Comers

Financial Health Care
s
KeyBank < Aurora
Health Care
UnitedHealthcarc
SunTRUST on
O[]
ol
Tospi
GMAC
£\ Dresdner Bank BlueShiewd
Association
™
Children’s.

CapitalOne

P —
HOFRITALY AND CLINICE
of Minneseta

it
am_gon.mm W

TiFrANY & Co. D@L

RayRall

ixan @

S
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AIRWAYS®

ARPLIER  VERITAS
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lIronPort Security Appliances
Integrated Security Appliances For The Network Perimeter

 Integrated DLP Scanning and Remediation For Email

* Encryption Without any Additional Hardware Required

* Industry-leading Anti-Spam and Anti-Virus Scanning IronPort C-Series

EMAIL SECURITY APPLIANCE

» Acceptable Use Policy (AUP) Management
* Industry-leading Malware and Spyware Filtering

 Layer 4 Traffic Monitor Inspects all Traffic IronPort S-Series™

WEB SECURITY APPLIANCE

» Centralized Reporting
» Centralized Tracking

» Centralized Policy Management

IronPort M-Series™
» Centralized Archiving SECURITY MANAGEMENT APPLIANCE




Market Leadership

Gartner
lIronPort Positioned in the “Leaders” Quadrant
In Magic Quadrant Report

= [DC
lIronPort Is positioned as a leading player in the
messaging security appliance market
THE RADICATI GROUP, INC.

A TECHNOLOGY MARKET RESEARCH FIRM

Named IronPort the market share leader
In the email security appliance market

WindowsITPros

SARC L e (T Commusiny

@FciR Simfoword [ F  NeTvorkwopw  DUSIESS urnal
BIfSiiESS Times




95% of companies
who try an IronPort
appliance become
customers.
Contact:

l[ronPort Systems,

tumtmna\ Thailand

apphame Tel: 02-231-8089
network,

@ IRONPORT

@ IRONPORT
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IRONPORT. COMPREHENSIVE EMAIL SECURITY SOLUTIONS.

CIsCO

IronPort is now
part of Cisco.

@ IRONPORT




