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Agenda
� Catalyst 6500 S trate g i c D i re cti on
� Catalyst 6500 H ardw are  U p date
� Catalyst 6500 S of tw are  U p date
� Catalyst 6500 &  Cam p us Com m un i cati on  F ab ri c

– Application Intelligence
– V ir tu aliz ation
– N on-s top C om m u nications
– O per ational M anageab ility
– Integr ated  S ecu r ity
– U nif ied  N etw or k  S er v ices
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C i s c o  C at al y s t  6 5 0 0  – L eadi ng t h e C am p u s  
C o m m u ni c at i o n F ab r i c  E v o l u t i o n

Wiring 
C l o s e t  
A c c e s s

EWA N  Distribution

C ore

c
vc

c

WAN/MAN

ccc

ccc

c
cc

c c
c

•• 400,000 systems deployed400,000 systems deployed
•• C a mpu s B a c k b on e, D a ta c en ter s, W i r i n g  C a mpu s B a c k b on e, D a ta c en ter s, W i r i n g  C losetC loset
•• W A N  E dg e a n d M etr o E th er n et &  S PW A N  E dg e a n d M etr o E th er n et &  S P
•• E n d to en d sof tw a r e &  oper a ti on a l E n d to en d sof tw a r e &  oper a ti on a l c on si sten c yc on si sten c y
•• C ommon  h a r dw a r e spa r i n gC ommon  h a r dw a r e spa r i n g
•• S a f e H a r b or  S a f e H a r b or  

C atal yst 6 5 0 0
D a t a  C e n t e r
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C at al y s t  6 5 0 0  U N I Q U E  V al u e P r o p o s i t i o ns

� V i r t u a l  S w i t c h i n g
� 1 0 G E -T  ( 8 0 2 . 3 a n )
� 1 0 0 0 +  G E  P o r t s /s y s t e m
� R e s o u r c e  Mg m t  ( E E M,  V -F r a m e )
� E n v i r o n m e n t a l s  ( P o w e r ,  c a b l i n g )
� C o n v e r g e d  S e r v i c e s  ( AC E ,  F WS M)

� V i r t u a l  S w i t c h i n g
� 1 0 G E -T  ( 8 0 2 . 3 a n )
� 1 0 0 0 +  G E  P o r t s /s y s t e m
� R e s o u r c e  Mg m t  ( E E M,  V -F r a m e )
� E n v i r o n m e n t a l s  ( P o w e r ,  c a b l i n g )
� C o n v e r g e d  S e r v i c e s  ( AC E ,  F WS M)

D C /H igh  
P e rf o rm a nc e  

A c c e s s

Wiring C l o s e t  
A c c e s s

� 2 T b i t   s y s t e m  r o a d m a p
� 2 6 4  1 0 G E  p o r t s /s y s t e m
� V i r t u a l  S w i t c h i n g
� Ne t w o r k  V i r t u a l i z a t i o n
� S c a l a b l e  Wi r e l e s s  I n t e g r a t i o n
� I n t e g r a t e d  S e c u r i t y  ( F WS M,  I D S M2 )

� 2 T b i t   s y s t e m  r o a d m a p
� 2 6 4  1 0 G E  p o r t s /s y s t e m
� V i r t u a l  S w i t c h i n g
� Ne t w o r k  V i r t u a l i z a t i o n
� S c a l a b l e  Wi r e l e s s  I n t e g r a t i o n
� I n t e g r a t e d  S e c u r i t y  ( F WS M,  I D S M2 )

EWA N  S e rv ic e  
A ggre ga t io n/ 

M e t ro

B a c k b o ne        

32 gigabit to 4 Terabits Capacity32 gigabit to 4 Terabits Capacity

G O L D E E M C a l l  H o m e T D R
S NMP
Ne t f l o w

S m a r t  P o r t
NAM

R o l l b a c k
NB AR

C a p a c i t y
E R S P AN

S o f t w a re  M o d u l a rit y      I S S U     S a f e  H a rb o r

� C o r e /D i s t  F e a t u r e  c o n s i s t e n c y
� I n t e g r a t e d  S e c u r i t y  
� Ap p l i c a t i o n  I n t e l l i g e n c e
� P o E  S c a l a b i l i t y  &  P o r t  D e n s i t y
� I n s t r u m e n t a t i o n  (Netflow,ERSPAN, NAM)

� C o r e /D i s t  F e a t u r e  c o n s i s t e n c y
� I n t e g r a t e d  S e c u r i t y  
� Ap p l i c a t i o n  I n t e l l i g e n c e
� P o E  S c a l a b i l i t y  &  P o r t  D e n s i t y
� I n s t r u m e n t a t i o n  (Netflow,ERSPAN, NAM)
� V i r t u a l i z e d  S e r v i c e s
� Ap p l i c a t i o n  O p t i m i z a t i o n
� 6 5 2 4 -1 0 G E ,  s e l f -m a n a g e d  MAN
� S c a l a b l e  I P S e c  S o l u t i o n s
� R o u t i n g  L e a d e r s h i p  ( MP L S ,  I P v 6 )  
� S c a l a b l e  S e r v i c e  F l e x i b i l i t y

� V i r t u a l i z e d  S e r v i c e s
� Ap p l i c a t i o n  O p t i m i z a t i o n
� 6 5 2 4 -1 0 G E ,  s e l f -m a n a g e d  MAN
� S c a l a b l e  I P S e c  S o l u t i o n s
� R o u t i n g  L e a d e r s h i p  ( MP L S ,  I P v 6 )  
� S c a l a b l e  S e r v i c e  F l e x i b i l i t y
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Catalyst 6500 
H ar d w ar e  U p d ate
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C at al y s t  6 5 0 0  C at al y s t  6 5 0 0  –– S w i t c h  w i t h  a F u t u r e !S w i t c h  w i t h  a F u t u r e !

2 0 0 62 0 0 6 2 0 0 72 0 0 7 2 0 0 8 +2 0 0 8 +

At Least 10 More Years
of  P rod u c t Li f e

P F C 3 B /X LS u p 7 2 0

4 /8  p o rt
1 0 G E

E-se ri e s 
c h assi s

6 5 1 3 -E

6 5 0 9 -V-E

1 6  p o rt  1 0 G E

1 0 G B A S E-TVS -S 7 2 0 -1 0 G -
3 C /X L

P F C 4 /X L  
( N G  F w d  Engine )

S u p  w /P F C 4

P F C 3 C /X L

2 4 +  1 0 G E

P F C 4 / X L  
S u p -2 T

E-se ri e s 
c h assi s
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Catalyst 6500 Family
“E” S eri es C h assi s O p ti on s

Support up to 
1 4 , 5 0 0 W  of  pow e r

Sa m e  P ri c i n g  a s  
e x i s ti n g  c h a s s i s

C a ta l y s t 6 5 0 0  “E” Se ri e s  C h a s s i s  B e n e f i ts
Provides future 
sc a l a b il ity  to 
8 0 G b p s/ sl ot

6 5 0 4 -E6 5 0 3 -E

6 5 0 9 -E
6 5 0 6 -E

6 5 1 3 -E
( Q 3 C Y 0 8 )

6 5 0 9 -V-E
( Q 4 C Y 0 7 )
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D a ta  C en ter W A N  E dg e         C or e          D i str i b u ti on      A c c ess

Hardware Accelerated Services and Forwarding Across Both Supervisors:
I P v4             I P v6             Q oS       M P L S          P ort AC L ' s              N AT               G R E             M ulticast

S u p e r v i s o r  3 2
A c c e s s  &  W A N  E d g e

S u p e r v i s o r  7 2 0                                
C o r e ,  D i s t r i b u t i o n  &  D a t a  C e n t e r  

S e curity
• C a t a l y s t  S e c u r i t y  T o o l k i t
• I d e n t i t y  B a s e d  Ne t w o r k i n g  ( I B NS )
• Ne t w o r k  Ad m i s s i o n  C o n t r o l  ( NAC )
• C o n t r o l  P l a n e  P o l i c i n g
• S v c  Mo d u l e s  ( F W,  I D S ,  AD ,  V P N)
• H W-b a s e d  L 2  MAC  L e a r n i n g

M ul tica st
• B i -D i r e c t i o n a l  P I M
• I G MP  Q u e r i e r
• R G MP ,  MB G P
• P I M S n o o p i n g
• I G MP  v 3  a n d  S S M
• MS D P

H ig h  A va il a bil ity  &  Q ua l ity
• Mo d u l a r  I O S  
• S o f t  H A
• G O L D  
• L 2  / L 3  S u b -S e c o n d  S w i t c h o v e r
• No n -S t o p  F o r w a r d i n g
• S a f e  H a r b o r  a n d  F T L

Catalyst 6500 S u p e r v iso r s
Enab l e  C o nsi ste nt F e atu re s A c ro ss Y o u r Enti re  N e tw o rk
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► N B A R
A p p l i ca t i o n  a w a r e n e s s  a n d  
i n t e l l i g e n t  cl a s s i f i ca t i o n

S u p er v i s o r  E ngi ne 3 2  P I S A 
D el i v er s  I nt el l i genc e At  t h e E dge

S up e rvisor E ng ine  3 2  P I S A
2 x 1 0 G E  U p l ink s +  1 x  1 0 / 1 0 0 / 1 0 0 0

S up e rvisor E ng ine  3 2  P I S A
8 x 1 G E  U p l ink s +  1 x  1 0 / 1 0 0 / 1 0 0 0

► F l e x i b l e  P a c k e t  M a t c h i n g
R a p i d  S e cu r i t y  P r o t e ct i o n

M u l t i g i g a b i t P e r f o r m a n ce

M u l t i g i g a b i t P e r f o r m a n ce

► P r o g r a m m a b l e  a r c h i t e c t u r e
S e a m l e s s  n e w  s e r v i ce  
a d o p t i o n

► F u l l  I n t e g r a t i o n  w i t h
I P v4  &  I P v6  in hardware
Advanced m ulticast &  M P L S
E nhanced M anageab ility
HA with N SF/ SSO  and m ore

011111101010101011111101010101
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V S -S 7 2 0-10G -3 C  
V S -S 7 2 0-10G -3 C X L

Vir tu al S w itc h in g  S u p  7 2 0-1 0G

- 2  x  1 0 G E ports  ( X 2  O pti c s )  – VSS 
C a pa b l e

- 2  X  1 G E ( SF P )
- 1  X  1 G E ( 1 0 / 1 0 0 / 1 0 0 0 )
- A l l  upl i n k s  a c ti v e  e v e n  i n  re d un d a n t 
c on f i g ura ti on

- 1 0 0  M B  P e r port I n g re s s / Eg re s s  
b uf f e ri n g

- VSS c a pa b l e  P F C 3 C  a n d  P F C 3 C X L  
i n c l ud e d

- SP  D R A M  – 1 G ,  R P  D R A M  – 1 G
- SP  B ootf l a s h – 1 G ,  R P  B ootf l a s h - 6 4 M

- 2  x  1 0 G E ports  ( X 2  O pti c s )  – VSS 
C a pa b l e

- 2  X  1 G E ( SF P )
- 1  X  1 G E ( 1 0 / 1 0 0 / 1 0 0 0 )
- A l l  upl i n k s  a c ti v e  e v e n  i n  re d un d a n t 
c on f i g ura ti on

- 1 0 0  M B  P e r port I n g re s s / Eg re s s  
b uf f e ri n g

- VSS c a pa b l e  P F C 3 C  a n d  P F C 3 C X L  
i n c l ud e d

- SP  D R A M  – 1 G ,  R P  D R A M  – 1 G
- SP  B ootf l a s h – 1 G ,  R P  B ootf l a s h - 6 4 M

Virtual Switching – Sup e rv is o r7 2 0 -1 0 G E
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4 8  P o rt  1 0 /1 0 0 /1 0 0 0  ( 2 x 2 0 G  F a b ric  Ena b l e d  C a rd )
S u p p o rt s  TD R ;  O p t io na l  D is t rib u t e d  F o rw a rd ing C a rd  ( D F C ) ;  
Q u e u ing:  TX  - 1 p 3 q 8 t ,  R X  - 1 q 8 t ;  J u m b o  f ra m e  s u p p o rt

2 4  P o rt  G E S F P  ( 1 x 2 0 G  F a b ric  Ena b l e d  C a rd )
S X ,  L X ,  Z X ,  Tx ,  C WD M  S F P s ;  O p t io na l  D F C ;  Q u e u ing:  TX  -
1 p 3 q 8 t ,  R X  - 1 q 8 t  o r 2 q 8 t  ( w /D F C ) ;  J u m b o  f ra m e  s u p p o rt

4 8  P o rt  G E S F P  ( 2 x 2 0 G  F a b ric  Ena b l e d  C a rd )  
S X ,  L X ,  Z X ,  Tx ,  C WD M  S F P s ;  O p t io na l  D F C ;  Q u e u ing:  TX  -
1 p 3 q 8 t ,  R X  - 1 q 8 t  o r 2 q 8 t  ( w /D F C ) ;  J u m b o  f ra m e  s u p p o rt

4  P o rt  1 0 G E X EN P A K  ( 2 x 2 0 G  F a b ric  Ena b l e d  C a rd )
ER ,  L R ,  L X 4 ,  S R ,  C X 4  ,  Z R  o p t ic s ;  O p t io na l  D F C ;  Q u e u ing:  TX  -
1 p 7 q 4 t ,  R X  - 1 q 8 t  o r 8 q 8 t  ( w /D F C ) ;  J u m b o  f ra m e  s u p p o rt

Catalyst 6500 L in e c ar d s
L ates t C or e,  D is tr ib u tion,  and  D ata C enter  P or tf olio

WS-X 6 7 0 4 -1 0 G E

WS-X 6 7 4 8 -SF P

WS-X 6 7 4 8 -G E -T X

WS-X 6 7 2 4 -SF P

8  P o rt  1 0 G E X 2  ( 2 x 2 0 G  F a b ric  Ena b l e d  C a rd )
ER ,  L R ,  L X 4 ,  S R ,  C X 4  o p t ic s ;  D F C  inc l u d e d ;  Q u e u ing:  TX  -
1 p 7 q 4 t ,  R X  - 8 q 8 t ;  J u m b o  f ra m e  s u p p o rt :  2 0 0 M B /p o rt  B u f f e rWS-X 6 7 0 8 -1 0 G E
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4 8  P o rt  1 0 0 F X  C a rd
O p t ic s  s u p p o rt e d  – F X ,  L X ,  B X -U  a nd  B X -D ;  D e e p  p e r p o rt  
b u f f e rs  ( 5 . 2 M b ) ,  4  TX  q u e u e s  ( o ne  w it h  s t ric t  p rio rit y ) ,  WR ED

9 6  p o rt  1 0 /1 0 0  Wiring C l o s e t  C a rd s  w it h  P o E O p t io n
S u p p o rt s  s t ric t  p rio rit y  q u e u e ,  re c e iv e  q u e u e  t y p e  1 p 1 q 0 t ,  
t ra ns m it  q u e u e  t y p e  1 p 3 q 1 t ,  b u f f e rs  – 2 8 K  R x ,  1 0 8 8 K  Tx

4 8  P o rt  1 0 /1 0 0  Wiring C l o s e t  C a rd   w it h  P o E O p t io n
I nt e gra t e d  TD R ,  d e e p e r p e r p o rt  b u f f e rs  ( 5 . 2 M b ) ,  4  TX  q u e u e s  
( o ne  w it h  s t ric t  p rio rit y ) ,  WR ED  

4 8  P o rt  1 0 /1 0 0 /1 0 0 0  Wiring C l o s e t  C a rd  w it h  P o E O p t io n
I nt e gra t e d  TD R ,  d e e p e r p e r p o rt  b u f f e rs  ( 5 . 2 M b ) ,  j u m b o  
f ra m e s ,  Q -in-Q ,  4  TX  q u e u e s  ( o ne  w it h  s t ric t  p rio rit y ) ,  WR ED  

Catalyst 6500 L in e c ar d s
L ates t W ir ing C los et P or tf olio

WS-X 6 1 4 8 A -G E -T X

WS-X 6 1 4 8 A -R J -4 5

WS-X 6 1 9 6 -R J -2 1 ,  WS-X 6 1 4 8 X 2 -R J -4 5

WS-X 6 1 4 8 -F E -SF P
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FPGA Mux FPGA Mux

Po r t  
7

Po r t  
5

Po r t  
4

Po r t  
1

Po r t  
8

Po r t  
6

Po r t  
3

Po r t  
2

Fa b r i c  I / f Fa b r i c  i / f

R e p .  E n g . R e p .  E n g .D FC 3C  /  3C X L

20  Gb p s 20  Gb p s

C at al y s t  6 5 0 0  N ew  P r o du c t s
8  P o r t  1 0 G E  L i nec ar d

- 8  x  1 0 G E ports  ( X 2  O pti c s )
- C EF 7 2 0  l i n e c a rd
- I n te g ra te d  D F C 3 C  or D F C 3 C X L  ( N o C F C  
opti on )

- 2 : 1  ov e rs ub s c ri b e d
- W ork s  w i th  P F C 3 A / 3 B -X L
- A l l  ports  VSL  C a pa b l e
- Eg re s s  Sh a pi n g  ( SR R ,  D W R R )
- 1 1 0 M B  b uf f e r /  port - i n g re s s
- 9 0 M B  b uf f e r /  port – e g re s s
- 1 G B  D R A M
- Supports  <  2 0 0 m s e c  f a s t s w i tc h ov e r 
( W h i tn e y  1 )

- Supporte d  i n  6 5 0 0  a n d  6 5 0 0 -E f a m i l y
- Supports  SR , ER , L R ,  L X 4 ,  C X 4 ,  L R M  X 2  
opti c s

- 8  x  1 0 G E ports  ( X 2  O pti c s )
- C EF 7 2 0  l i n e c a rd
- I n te g ra te d  D F C 3 C  or D F C 3 C X L  ( N o C F C  
opti on )

- 2 : 1  ov e rs ub s c ri b e d
- W ork s  w i th  P F C 3 A / 3 B -X L
- A l l  ports  VSL  C a pa b l e
- Eg re s s  Sh a pi n g  ( SR R ,  D W R R )
- 1 1 0 M B  b uf f e r /  port - i n g re s s
- 9 0 M B  b uf f e r /  port – e g re s s
- 1 G B  D R A M
- Supports  <  2 0 0 m s e c  f a s t s w i tc h ov e r 
( W h i tn e y  1 )

- Supporte d  i n  6 5 0 0  a n d  6 5 0 0 -E f a m i l y
- Supports  SR , ER , L R ,  L X 4 ,  C X 4 ,  L R M  X 2  
opti c s

I O S :  1 2 . 2 ( 1 8 ) S X F 5

6 4  G b p s Loc al  S w i tc h i n gFa b r i c  I / f Fa b r i c  i / f

R e p .  E n g . R e p .  E n g .

FPGA Mux FPGA Mux

D FC 3C  /  3C X L

Po r t  
7

Po r t  
5

Po r t  
4

Po r t  
1

Po r t  
8

Po r t  
6

Po r t  
3

Po r t  
2

20  Gb p s 20  Gb p s4 0 G b p s S w i tc h i n g  Ac ross F ab ri c
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1 6 P o r t 1 0 G ig ab it Eth e r n e t L in e c ar d

N e w  1 6  p o rt 1 0 G E L i ne c ard  F e atu ri ng  :
• U p to 1 3 0 por ts of  1 0G b E  i n  a  si n g le c h a ssi s  f or  C a mpu s 
A g g r eg a ti on

• 4: 1  ov er su b sc r i b ed 
• O per a tes i n  tw o modes – T r a n spa r en t ( n on -b loc k i n g  4 por t)  a n d 
M u x ed ( ov er -su b sc r i b ed 1 6  por ts)

• M i x  mode oper a ti on  su ppor ted f or  ma x i mu m f lex i b i li ty
• V S L  S u ppor t i n  4-por t N on -b loc k i n g  mode
• X 2  opti c s b a sed
• D F C 3 C / D F C 3 C X L  i n c lu ded
• S u ppor t f or  < 2 00ms f a st sw i tc h ov er
• C om p a tibl e  w ith  a l l  ch a ssis ( E - a nd  non-E  se rie s)

2 H C Y 07

I O S  :  1 2 . 2 ( 3 3 ) S X H

W S -X 6 7 16 -10G E 4-por t n on -b loc k i n g  mode

P ort G roup  1 P ort G roup  2 P ort G roup  3 P ort G roup  4
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N ew  Addi t i o ns  T o  C at al y s t  6 5 0 0  C h as s i s  F am i l y
6509 -V-E

•Front to Back Airflow –
O p tim iz e d  for D ata C e nte r
•E-S e rie s  ( 8 0  G b p s / S lot)
• I nte g rate d  Enh ance d  C ab le  
M anag e m e nt
• R e d u nd ant and  e as ily  
re m ov ab le  fan tray
• S u p p orts  u p  to 1 4 5 0 0 W  of 
s y s te m  p owe r
•2 1  R U   ( 2  x  6 5 0 9 -V-E  i n  a  S i n g l e  
R a c k )
•S u p p o r t s  S u p 7 2 0  a n d  b e y o n d
•N T E :  $ 2 0 , 0 0 0
•S o f t w a r e  R e l e a s e :  M i n i m u m  
1 2 . 2 ( 3 3 ) S X H  ( W h i t n e y  1 )
•A v a i l a b i l i t y :  Q 4 C Y 0 7

*  D ual f ab ric trace on all slots not supported on Sup7 2 0 ,  Sup7 2 0 -1 0 G

651 3 -E
• H ig h e s t D e ns ity  for 
C ore / D is trib u tion and  D C  
Acce s s
•E-S e rie s  ( 8 0  G b p s / S lot)  -
2  T e rab it R e ad y
• D u al fab ric trace  for all s lots *
•Fan tray  e as ily  re m ov ab le  
from  th e  b ack of th e  ch as s is
• S u p p orts  u p  to 1 4 5 0 0 W  of 
s y s te m  p owe r
•2 0  R U   ( 2  x  6 5 1 3 -E  i n  a  S i n g l e  
R a c k )
•S u p p o r t s  S u p 3 2 , 7 2 0  a n d  b e y o n d
•N T E :  $ 2 5 , 0 0 0
•S o f t w a r e  R e l e a s e :  1 2 . 2 ( 3 3 ) S X I  
( W h i t n e y  2 )  (Minimum 12.2(18)SXF)
•A v a i l a b i l i t y :  Q 3 C Y 0 8
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P o E an d  Catalyst 6500 A C P o w e r  S u p p ly

110V/220V
20A

1 i n p u t

110V/220V
20A

2 i n p u t

110V/220V
20A

3  i n p u t

220V�3 000W

110V�14 00W

C l a s s  3 �102
C l a s s  2�224

C l a s s  3 � 9
C l a s s  2� 21

220V�6 000W

110V�2900W

C l a s s  3 �28 1
C l a s s  2�6 03

C l a s s  3 � 96
C l a s s  2� 211

220V�8 7 00W

110V�4 200W

C l a s s  3 �4 20
C l a s s  2�94 3

C l a s s  3 � 17 9
C l a s s  2� 3 7 5

3 000W 6 000W 8 7 00W I n du str y L ea di n g  
P oE  D en si ty 
S u ppor t
P r ov i si on  c i r c u i ts 
a s-you -g r ow  w i th  
mu lti ple i n pu t 
pow er  su pply
I n teg r a ted P oE  –
N o a ddi ti on a l r a c k  
spa c e
R ea dy f or  P oE  
P lu s – >  1 2 000 W  
per  c h a ssi s a n d 
1 8 00W  per  modu le
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0
2
4
6
8

1 0
1 2
1 4

65 1 6 67 24 67 48

Po
we

r (W
) p

er 
po

rt 

0

5 0

1 00

1 5 0

Pw
r p

er 
Gb

ps

70
75
8 0
8 5
9 0
9 5

1 0 2 0 3 0 4 0 5 0 6 0 70 8 0 9 0 1 00
L o a d  ( % )

Ef
fic

ien
cy

 (%
)

Catalyst 6500 :  A  G R EEN S W I T CH  !
C 6 K  1 0 G E  P ow e r T re nd s*

C 6 K  1 G E  P ow e r T re nd s*

*Includes DFC in the calculations

A c t u a l  6 0 0 0 W A C  
P o w e r S u p p l y  
Ef f ic ie nc y

H I G H  P ow e r S up p l y  E f f icie ncy  A cross 
V a rious L oa d

C S M A C E

C a ta l y st 6 5 0 0  S L B

0

2 0
4 0

6 0
8 0

1 00

1 2 0
1 4 0

1 6 0

6502 67 04 67 08

Po
we

r(W
) p

er 
po

rt

6 0 % d e c l ine  in 
p o w e r/p o rt  in 5  

y e a rs

5 0 % d e c l ine  in 
p o w e r/p o rt  in 5  

y e a rs
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Catalyst 6500 
S o f tw ar e  U p d ate
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CatO S  to  I O S  M ig r atio n  R e so u r c e s
� NEW REVISED CatOS to IOS configuration tool

F ree D ow n l oad  f rom  C C O  – Av ai l ab l e N ow  !  
–h t t p : / / w w w . c i s c o . c o m / en / U S / p r o d u c t s / h w / s w i t c h es / p s 7 0 8 / p r o d u c t s _ t e
c h _ n o t e0 9 1 8 6 a 0 0 8 0 8 1 6 f b c . s h t m l
– v 2 . 0  &  v 3 . 0  al i g ne d  w i th  1 2 . 2 ( 3 3 ) S X H  &  1 2 . 2 ( 3 3 ) S X I  su p p o rti ng  
ne w  C atO S  transi ti o n c o m m and s

� CatOS &  IOS com p aris on d ocum e nt
h t t p : / / w w w . c i s c o . c o m / a p p l i c a t i o n / p d f / en / u s / g u es t / p r o d u c t s / p s 7 0 8 / c 1 2 4
4 / c c m i g r a t i o n _ 0 9 1 8 6 a 0 0 8 0 0 c 8 4 4 1 . p d f

� CatOS to IOS conv e rs ion d ocum e nt
h ttp : / / w w w . cis co. com / w arp / p ub lic/ 4 7 3 / 8 1 . p d f
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S af e  H ar b o r  an d  FT L  A t-a-G lan c e

� Customer Focused-T esti n g
� E a rl y  Fi el d T ri a l  ( E FT ) —
Customer “Z ero”

� B est p ra cti ces dev el op men t 
� E sca l a ti on  en g i n eeri n g
� Code v a l i da ti on

� Code roa dma p
� Code certi f i ca ti on
� L on g ev i ty  of  rel ea se
� T esti n g  G A P  Cov era g e
� Con si sten cy  of  cov era g e

Safe HarborF i n an c i al  T es t  L ab

P o rt a l

U niv e rs it y G o v t

Ta
ct
ic
al

S ta bil ity

Strategic

Q ua l ity

S e rv ic e  P ro v id e rs

Ent e rp ris e

P e rf o rm a nc e
Q u a l it y

S c a l a b il it y
F o c u s e d  Te s t ingR e l ia b il it y
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Operational
M anag eab ility

I nteg rated
S ec u rity

� �
�

� �
�

� �
� �

� � �
� �

 

!#"%$'&)( ")*,+

-+ (/. ! ! "
. + $.

Catalyst 6500 & Campus Communication Fabric
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A p p lic atio n  I n te llig e n c e :  
M ax imiz e  U se r  Ex p e r ie n c e

• R e cog niz e  A p p l ica tions  &
P rioritiz e

• M onitor &  C ontrol  T ra f f ic
• De l ive r ne w  a p p l ica tions
• C ontrol  L a te ncy

� Challenge: I m p ro v e  th e  ne tw o rk ’s 
ab i l i ty to  ad j u st to  ap p l i c ati o n 
re q u i re m e nts

� P r o v i d e enhanc ed  v i si b i li t y  and  
c o nt r o l

S ta te f ul A p p l ica tion I nte l l ig e nce
De e p  P a ck e t I nsp e ction
A p p l ica tion B a se d  Q oS a nd  S e curity

� S u p p o r t  em er gi ng t r end s
I P v6  f or d y na m ic P oint-to-P oint 
a p p l ica tion e vol ution
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T od ay’s E nte rprise  N e tw ork :
A pplication and  S e curity

Ap p l i c ati on
� I ncre a sing  num be r of  use rs a nd  ba nd w id th -inte nsive  a p p l ica tions
� C onve rg e d  ne tw ork  se rvice s:  Da ta ,  V oice  a nd  V id e o
� R e cre a tiona l  tra f f ic consum ing  m ore  ba nd w id th
� S e rve r consol id a tion &  a p p l ica tion outsourcing :  M ore  a p p l ica tions a cross W A N  or I nte rne t 

Security
� R a p id  p rol if e ra tion of  se curity  th re a ts:  w orm s,  viruse s
� Disa p p e a ring  se curity  bound a rie s
� S e curity  th re a ts orig ina ting  f rom  insid e
� S e curity  th re a t d e e p  in th e  conte nt ca rrie d  insid e  norm a l  a p p l ica tion tra f f ic such  a s H T T P ,  E -m a il  
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P I S A  M anag e me nt M od e l

N B A R  P o l ic y

F W/I P S /VP N  P o l ic y

IPS 4200
Se r i e s

C a t a l y s t  6 5 00 
IPS m o d u l e

R o u t e r  IPS
i n  So f t w a r e

C a t a l y s t  6 5 00
PISA

R o u t e r

A SA  5 5 00 
A IP-SSM

F P M  P o l ic y

Central 
M anag em ent 

D ev i c e
Q o S  
P o l i c y 
M anag e r
Cent r ali z ed  Q o S  
M anagem ent
• N B A R  P rovisioning
• N B A R  M onitoring

C e nt ra l  
M a na ge m e nt  D e v ic e

C i sc o
S e c u ri ty
M anag e r
E nab le M anagem ent  o f  
I nt egr at ed  S ec u r i t y
• F P M  P ol icy  M a na g e m e nt 
w ith  F l e x C onf ig  O p tion

C S -M A R S
Monitoring/Analysis/Mitigation

� P re -d e f i ne d  F P M  f i l te rs o n C C O  
w o rk  i n p ro g re ss

�
� �

� �
� �

�
�

�
� � � �

�
�
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P rint e r

P C s

P C s

• M a rk  B u s ine s s -c rit ic a l
a p p l ic a t io ns  re a l -t im e  a s
G O L D  s e rv ic e

• P o l ic e  no n-p rio rit y  
a p p l ic a t io ns

• B l o c k  w o rm s  l ik e  S l a m m e r
u s ing F l e x ib l e  P a c k e t  M a t c h ing

• D e t e c t  a nd  R a t e -l im it
u nd e s ire d
P e e r t o  P e e r Tra f f ic

S u p  3 2  P I S A  D e p lo yme n t
Campus Access Layer

C itrix 2 5 %
N e tsh ow  1 5 %
O ra cl e 1 0 %
F T P 3 0 %
H T T P 2 0 %

L i nk  U t i li z at i o n
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SP
 N
et
w
or
k

R e m ote /R e gional O f f ic e

I P /MP L S

AT M or 
F ram e  R e lay

L e ase  L ine
ML P P P

I P S e c

Me tro
E th e rne t 
S e rv ic e s

������������������������ � � �� � �� � �� � �
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M y  a p p l i c a t i o n  
i s  t o o  s l o w !

S u p 3 2  P I S A  D e p lo yme n t 
E n t erpri se W AN

► S o l u t i o n s
A pplic ation prioritiz ation w ith  N B A R
W orm  m itig ation w ith  F P M

► e W A N  r o a d m a p
L 2 T P v 3
U R L  f iltering
T C P  optim iz ation
OE R  /  N B A R  c ou pling
A u to-Q oS  enh anc em ents

► C a t a l y s t  6 5 0 0  &  I S R  i n t e g r a t i o n
N B A R  &  F P M  in h ard w are on th e 
c ataly s t 6 5 0 0
N B A R  &  F P M  on th e I S R s
M anag ed  b y  th e s am e applic ations  
( C S M  and  Q P M )
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Vir tu aliz atio n :  
M ax imiz e  A sse t U tiliz atio n

• Dy na m ic R e source  a nd  
S e rvice  U til iz a tion 

• S h a re d  I nf ra structure
• G e og ra p h ic S ca l a bil ity

� C h al l e ng e : P ro v i d e  f l e x i b l e  
c o nf i g u rati o n and  m anag e m e nt o f  al l  
i nf rastru c tu re  re so u rc e s to  re d u c e  
c o sts and  i nc re ase  ag i l i ty

� Virtualization: A  log ic al r at her  t han p hy si c al 
v i ew  o f  d at a,  st o r age,  net w o r k ,  and  o t her  
r eso u r c es p r esent ed  i nd ep end ent ly  o f  
lo c at i o n,  p ac k agi ng,  o r  c ap ac i t y

O ne  N e tw ork  S up p orts m a ny  p h y sica l  
re source s:  sim p l if ie s op e ra tions,  re d uce s 
cost
O ne  N e tw ork  C onsol id a te s a l l  ty p e s of  
re source s f or incre a se d  f l e x ibil ity  ( d a ta ,  
voice ,  vid e o,  stora g e )
O ne  M od ul e  S up p orts m a ny  l og ica l  ne tw ork s 
f or incre a se d  a sse t util iz a tion
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Co r e/ D i st r i b u t i o n D at a Cent er  A c c ess

SiSi SiSi SiSi SiSiSiSi SiSi SiSi SiSi

F eatu res
S y st em  V i r t u ali z at i o n

I nt er -Chassi s S t at ef u l S w i t c h 
O v er  ( S S O )
M u lt i -Chassi s E t her Channel
( M E C)

B en ef i ts of  V S S
I nc r eased  O p er at i o nal E f f i c i enc y  
v i a S i m p li f i ed  N et w o r k
B o o st  N o n-st o p  Co m m u ni c at i o n

S c ale t he A v ai lab le L ay er  2  
B and w i d t h

A rch ite ctural S calability w ith  V S S
V S S 1 4 4 0  B e ne f i ts
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D a t a  C e nt e rWA N I nt e rne t

SiSi

SiSi SiSi SiSi

SiSi

SiSi
SiSi

D a t a  C e nt e rWA N I nt e rne t

SiSi SiSi SiSi SiSi SiSi SiSi

SiSi SiSi

SiSi SiSi
SiSi SiSi

SiSi SiSi

A cce ss

Core

D istribution 

D istribution

A cce ss D a t a  C e nt e rWA N I nt e rne t

SiSi SiSi SiSi SiSi SiSi SiSi

SiSi SiSi

SiSi SiSi
SiSi SiSi

SiSi SiSi

H ig h  A v ailability Campus D e sig n
S i m p l i f i e d  w i th  V S S
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VS S  H ar d w ar e / S o f tw ar e  R e q u ir e me n ts

SiSi SiSi

V i r t u al S w i t c h L i nk  ( V S L ) – 1 0 G E
• S up 7 2 0 -1 0 G -V S S  1 0 G E  up l ink
• W S -X 6 7 0 8 -1 0 G E
• W S -X 6 7 1 6 -1 0 G E  ( on non-bl ock ing  p orts)

V i r t u al S w i t c hi ng S y st em  - F CS
• S up 7 2 0 -1 0 G -V S S  (Av ailab ility Q 4 C Y 0 7 ) *
• 6 7 X X  ca rd s w ith  C F C  or DF C -3 C
• N on-E  a nd  E -S e rie s C h a ssis
S o f t w ar e
• 1 2 . 2 ( 3 3 ) S X H  re buil d  ( Q 4 C Y 0 7 )

*  I n  t h e  i n i t i a l  r e l e a s e ,  o n l y  s i n g l e  S u p 720 -10 G E -V S S  p e r  v i r t u a l  s w i t c h  m e m b e r  c h a s s i s   i s  s u p p o r t e d

I nv est m ent  P r o t ec t i o n
S t and ar d s 1 0 G E  B ased   
Co nnec t i v i t y  
M i ni m al Co nf i gu r at i o n Changes

V S L  M anagem ent  su p p o r t  i n 
Ci sc o w o r k s at  F CS  – Q 4 CY 0 7

E v o lu t i o n o f  T r ad i t i o nal 
M u lt i lay er  S w i t c hi ng 
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V S L  M anag e me nt –
L M S  3 . 01  FCS   Q 4 CY 07
� P r e -D e p l o y m e n t

D ev ic e s elec tion and  read ines s  report to v alid ate h ard w are &  s of tw are req u irem ents  f or m as ter/ s lav e d ev ic e to b e c onv erted  to V S L
� D e p l o y m e n t

C onv ert C ataly s t6 5 0 0  s w itc h es  to V S L ,  repres ent tw o s w itc h es  as  a s ing le d ev ic e w ith  one C onf ig u ration f ile,  and  u pd ate L M S  d ev ic e c red ential s tore w ith  one d ev ic e d etail
� D i s c o v e r y  

D is c ov er pair of  V S L  enab led  d ev ic es  as  one,  w ith  option to d rilld ow n to v iew  tw o ind epend ent d ev ic es
� C o n f i g u r a t i o n

C is c o V iew ,  R M E  ( s of tw are u pg rad e,  inv entory ) ,  C am pu s  m anag em entenh anc ed  to s u pport V S L  and  S of tw are M od u larity
� M o n i t o r i n g

M onitor S y s tem ,  L ink  S tatu s ,  E OB C ,  F ab ric ,  T C A M  u tiliz ation and m ore
� R e p o r t s

E x tend  L M S  reporting  c apab ility  to s u pport V S L  s pec if ic  inf orm ation.   D is c repanc y  report ( C am pu s  M anag er) ,  N et S h ow  ( R M E ) ,  D etailed  d ev ic e report,  S of tw are report



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
C a t a l y s t  6 5 0 0  
I O S  R o a d m a p 32

N o n -S to p  Co mmu n ic atio n s:  
En su r e  B u sin e ss Co n tin u ity

• R e sil ie nt I nf ra structure
• A p p l ica tion A va il a bil ity
• I n S e rvice  M a inte na nce

� T o d ay’s R e q u i re m e nt: P ro v i d e  
c o nti nu o u s ac c e ss to  ap p l i c ati o ns,  
d ata,  and  c o nte nt f ro m  anyw h e re  
and  anyti m e

� N et w o r k  L ev el R esi li enc y
I nte l l ig e nt N e tw ork  P rotocol s
F l e x ibl e  De sig n C a p a bil itie s

� S y st em s L ev el R esi li enc y
H a rd w a re  a nd  S of tw a re  R e d und a ncy
H a rd e ne d  C ontrol  P l a ne
P roa ctive  F a ul t M g m t

� T est ed  R ef er enc e D esi gns
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Ci sco  Cat al yst  6 5 0 0  H i g h  Av ai l ab i l i t y Lead ersh i p
Maximizing Uptime

P hy si c al R ed u nd anc y
• R e d u nd a nt  s u p e rv is o rs ,  p o w e r s u p p l ie s ,  
s w it c h  f a b ric s ,  a nd  c l o c k s

N o n-S t o p  F o r w ar d i ng /  
S t at ef u l S w i t c h O v er  ( N S F / S S O )
• Tra f f ic  c o nt inu e s  f l o w ing a f t e r a          
p rim a ry  s u p e rv is o r f a il u re

• S u b -s e c o nd  re c o v e ry  in
L 2  a nd  L 3   ne t w o rk s

• N o  l ine  c a rd  re s e t G ener i c  O nli ne D i agno st i c s
( G O L D )
• P ro a c t iv e l y  d e t e c t  a nd  a d d re s s  
p o t e nt ia l  h a rd w a re  a nd  s o f t w a re  
f a u l t s  in t h e  s w it c h  b e f o re  t h e y  
a d v e rs e l y  im p a c t  ne t w o rk  t ra f f ic

Cat aly st  
6 5 0 0

Ci sc o  I O S  S o f t w ar e M o d u lar i t y
• S u b s y s t e m  I n-S e rv ic e  S o f t w a re  U p gra d e s  ( I S S U )
• S t a t e f u l  P ro c e s s  R e s t a rt s
• F a u l t  C o nt a inm e nt ,  M e m o ry  P ro t e c t io n

N e w !
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Catalyst 6500 w ith
Cisco I O S  S of tw are  M od ularity

C atal yst 6 5 0 0  S e ri e s w i th  C i sc o  
I O S  S o f tw are  M o d u l ari ty

C atal yst 6 5 0 0  S e ri e s w i th  C i sc o  
I O S  S o f tw are  M o d u l ari ty

B EN EF I T SB EN EF I T S

A u t o m at ed  P o li c y  Co nt r o lA u t o m at ed  P o li c y  Co nt r o l
S i m p li f y  S o f t w ar e ChangesS i m p li f y  S o f t w ar e Changes

M i ni m i z e U np lanned  D o w nt i m eM i ni m i z e U np lanned  D o w nt i m e

I N N O V AT I O NI N N O V AT I O N

C a t a l y s t  6 5 0 0  D a t a  P l a neC a t a l y s t  6 5 0 0  D a t a  P l a ne

N e t w o rk  O p t im iz e d  M ic ro k e rne lN e t w o rk  O p t im iz e d  M ic ro k e rne l

IO
S-
Ba

se
IO

S-
Ba

se
Ro

uti
ng

Ro
uti

ng
TC

P
TC

P
UD

P
UD

P
EE

M
EE

M
FT

P
FT

P
CD

P
CD

P
IN

ET
D

IN
ET

D
etcet
c

H igh  A v a il a b il it y  I nf ra s t ru c t u reH igh  A v a il a b il it y  I nf ra s t ru c t u re

C i sc o  I O S  S o f tw are  M o d u l ari tyC i sc o  I O S  S o f tw are  M o d u l ari ty

• M e m ory  p rote ction
• F a ul t conta inm e nt
• S ta te f ul  p roce ss re sta rts
• S ubsy ste m  I S S U

• M e m ory  p rote ction
• F a ul t conta inm e nt
• S ta te f ul  p roce ss re sta rts
• S ubsy ste m  I S S U
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C atal y s t 6 5 0 0  w ith  C is c o  I O S  S o f tw ar e Mo d u l ar ity

S u p e rv is o r Engine  7 2 0
( P F C 3 A /3 B /3 B X L ) :
P o s t e d  3 /2 7 /0 6  ( S X F 4 )
S u p e rv is o r Engine  3 2 :
P o s t e d  7 /1 0 /0 6  ( S X F 5 )

S u p e rv is o rsS u p e rv is o rs

C a ta l y st 6 5 0 0  
w ith  C isco I O S  

S of tw a re  M od ul a rity

• A l l  6 5 0 0 -E a nd  6 5 0 0  c h a s s is
C h a s s isC h a s s is

• I nit ia l  re l e a s e :
F WS M ,  C S M ,  I D S M ,  N A M ,  WiS M

S e rv ic e  M o d u l e sS e rv ic e  M o d u l e s

• I nc l u d e  t h e  f o l l o w ing a t  F C S :
• R o u t ing P ro c e s s
• I nt e rne t  D a e m o n
• R a w  I P  P ro c e s s ing
• TC P  P ro c e s s
• U D P  P ro c e s s
• C D P  P ro c e s s
• S y s l o g D a e m o n
• A l l  Em b e d d e d  Ev e nt  M a na ge r c o m p o ne nt s
• F il e  S y s t e m s
• M e d ia  D riv e rs
• I ns t a l l  M a na ge r

M o d u l a r P ro c e s s e sM o d u l a r P ro c e s s e s

• A b il it y  t o  p a t c h  ind iv id u a l  C is c o  I O S  p ro c e s s  
• P a t c h e s  f o r p u b l ic l y  a nno u nc e d  s e c u rit y  v u l ne ra b il it ie s  ( P S I R T)
• C C O -b a s e d  t o o l ing t o  s u p p o rt  m a na ge m e nt  o f  p a t c h e s
• S o m e  f e a t u re s  u na v a il a b l e  a t  F C S  b u t  b e ing p l a nne d  f o r ne x t  p h a s e  
( no t a b l e  o ne s  a re  M P L S ,  I P v 6 ,  a nd  B F D )

S u p p o rtS u p p o rt

• F l e x WA N ( S 7 2 0 )  a nd
Enh a nc e d  F l e x WA N ( S 7 2 0 ,  S 3 2 )

• S I P /S P A  s u p p o rt  in P h a s e  I I

WA N  C a rd sWA N  C a rd s
• A l l  L A N  L ine c a rd s  s u p p o rt e d

L A N  C a rd sL A N  C a rd s
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D e ploying  I O S  S of tw are  M od ularity 
H ow  D o Y ou I d e ntif y th e  I mag e s?

L o o k  f o r  th e 
“MO D UL A R ” k ey w o r d  

in th e f eatu r e s et 
d es c r iptio n!
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Co n tr o l P lan e  P r o te c tio n
Control P lane  P olicing  ( CoP P )

CP U
( Co nt r o l P lane)

F o r w ar d i ng P lane
( D at a P lane)

L i nec ar d L i nec ar d

Co nt r o l P lane I nt er f ac e

� C o ntro l  P l ane  P o l i c i ng  ap p l i e s 
C atal yst H ard w are  Q o S  p o l i c i e s 
to  traf f i c  p u nte d  to  th e  C P U  

� N e w L o g i c al  C o ntro l  P l ane  
I nte rf ac e

P rovid e s a bil ity  to R a te  L im it T ota l  
tra f f ic vol um e  d e stine d  to C ontrol  
P l a ne

� C o P P i s su p p o rte d  o n C atal yst 
6 5 0 0  i n H ard w are

� P ro v i d e s c u sto m i z ab l e  traf f i c  
c o ntro l  and  C P U  p ro te c ti o n
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O p e r atio n al M an ag e ab ility:  
Faste r  S e r v ic e ,  L o w e r  O p Ex

• A cce l e ra te  S e rvice  
I m p l e m e nta tion

• E a se  M a na g e m e nt,  
A utom a te  I nf ra structure

• F a cil ita te  C h a ng e s

� Challenge: I n ad d i ti o n to  th e  
ne tw o rk  al w ays b e i ng  av ai l ab l e  
yo u  al w ays ne e d  to  k no w  w h at 
i s h ap p e ni ng  i n th e  ne tw o rk

� I m p r o v ed  F au lt  D et ec t i o n &  f ast er  
r eac t i o n t o  ev ent s

G e ne ric O nl ine  Dia g nostics ( G O L D)
E m be d d e d  E ve nt M a na g e r ( E E M )  &  
E nh a nce d  O bj e ct T ra ck ing  ( E O T )

� M o r e v i si b i li t y  i nt o  ac t u al st at e o f  
ap p li c at i o ns and  t he net w o r k

N e tf l ow
I P  S L A
N B A R
E R S P A N
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E nh a nce d  S y ste m  
S ta bil ity

E nh a nce d  N e tw ork  
S ta bil ity

P r o ac tiv e  Fau lt D e te c tio n  &  R e ac tio n
D istribute d  manag e me nt inte llig e nce

De te ct 
a nd  

I sol a te

C h al l e ng e :  I n to d ay’s h i g h l y av ai l ab l e  ne tw o rk s i m p ro v e d  
p h ysi c al  re d u nd anc y i s no t e no u g h ,  i nte l l i g e nt syste m  f ai l u re  
d e te c ti o n and  re c o v e ry are  k e y

G e ne ric O nl ine  Dia g nostics 
( G O L D)  p rovid e s p roa ctive ,  
sch e d ul e d  a nd  m a nua l  
sy ste m  d ia g nostics

L ink  F a ul ts

M e m ory  C orrup tion
S of tw a re  I nconsiste ncy

S y ste m  F a ul ts

E nh a nce d  O bj e ct T ra ck ing  
( E O T )  a nd  E m be d d e d  E ve nt 
M a na g e r ( E E M )  p rovid e  

inte l l ig e nt re sp onse  to sy ste m  
e ve nts
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G e n e r ic  O n lin e  D iag n o stic s
H ow  d oe s G O L D  w ork ?
� Diagnostic packet switching tests v er if y  that the sy stem  is oper ating cor r ectl y :

–I s  t h e  s u p e r v i s o r  c o n t r o l  p l a n e  a n d  f o r w a r d i n g  p l a n e  f u n c t i o n i n g  p r o p e r l y ?
–I s  t h e  s t a n d b y  s u p e r v i s o r  r e a d y  t o  t a k e  o v e r ?
–A r e  l i n e c a r d s f o r w a r d i n g  p a c k e t s  p r o p e r l y ?
–A r e  a l l  p o r t s  w o r k i n g ?
–I s  t h e  b a c k p l a n e  c o n n e c t i o n  w o r k i n g ?  

� O ther  ty pes of  d iagnostics tests incl u d ing m em or y  and  er r or  cor r el ation tests ar e al so av ail ab l e

C PU
F o r w a r d i n g  
E n g i n e

F a b r i c

F o r w a r d i n g  
E n g i n e

A c t i v e  Su p e r v i s o r

St a n d b y  Su p e r v i s o r

L i n e
c a r d

L i n e
c a r d
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SiSi

B o o t -u p  d ia gno s t ic s

R u nt im e  d ia gno s t ic s

O n-d e m and

H e alth -m onitoring

S c h e d u le d

Co nf i gu r at i o n/ r ep o r t i ng
A c t i o n

Provides generic diagnostics 
f ram ew ork

C onf igu re onl ine diagnostics 
and ch eck  diagnostics resu l ts

A u tom ated action b ased on 
diagnostics resu l ts

D et ec t  and  i d ent i f y  p r o b lem s b ef o r e t hey  r esu lt  i n net w o r k  d o w nt i m e!

G e n e r ic  O n lin e  D iag n o stic s
D iag nostic I nte g ration

V erif y  h ardw are f u nctional ities

•Default corrective action 
S up ervis or res et 
S up ervis or s w itch -over
F ab ric s w itch -over
P ort s h ut d ow n
L ine card  res et 
L ine card  p ow er d ow n
G enerate a call-h om e 
m es s ag e

•T rig g er S y s log
•T rig g er E E M  p olicies
•G enerate S N M P  T rap
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Embedded Event Manager
W h at  i s i t ?
E E M  is a  C isco I O S  e nh a nce m e nt th a t runs on th e  C a ta l y st 6 5 0 0 ’s C P U .  I t is a  
com bina tion of  p roce sse s d e sig ne d  to m onitor k e y  sy ste m  p a ra m e te rs such  
a s C P U  util iz a tion,  inte rf a ce  counte rs,  S N M P  a nd  S Y S L O G  e ve nts.  I t a cts on 
sp e cif ic e ve nts or th re sh ol d s/ counte rs th a t a re  e x ce e d e d …

E E M  on th e  C a ta l y st 6 5 0 0  is 
sup p orte d  a s of :
- 1 2 . 2 ( 1 8 ) S X F 4  w ith  I O S  S w M od
- 1 2 . 2 ( 1 8 ) S X F 5  w ith  sta nd a rd  I O S

E E M  on th e  C a ta l y st 6 5 0 0  is 
sup p orte d  a s of :
- 1 2 . 2 ( 1 8 ) S X F 4  w ith  I O S  S w M od
- 1 2 . 2 ( 1 8 ) S X F 5  w ith  sta nd a rd  I O S

h ttp : / / w w w . c i sc o . c o m / g o / e e m
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Embedded Event Manager
H o w  can  i t  b e used ?

Bring a backup link 
up w h e n a packe t  
d ro p t h re s h o ld  h as  
be e n e x ce e d e d …

S e nd  an e m ail ale rt  
w h e n a co nf igurat io n 
ch ange  is  m ad e  in 
pro d uct io n h o urs …

S e nd  a page  m e s s age  
t o  o pe rat io ns  if  any  

unaut h o riz e d  h ard w are  
is  ins t alle d / re m o v e d  

G e ne rat e  cus t o m  
S Y S L O G  o n s ch e d ule d  
G O L D  d iagno s t ic run 

h igh ligh t ing H / W  is s ue . .

R un s pe cif ic 
co m m and s  at  s e t  t im e  
int e rv als  t o  as s is t  in 
capacit y  planning

G e ne rat e  cus t o m  
lo gin m e s s age  bas e d  
o n us e r-id  t h at  lo gs  in 

T h e s e  are  a f e w  o f  t h e  m any  
us e s ,  E E M  can be  applie d  t o …
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Cisc o  B e yo n d  - A  S c r ip tin g  Co mmu n ity 
f o r  Emb e d d e d  Ev e n t M an ag e r  

� C isco I O S  E E M  
– E x t r e m e l y  f l e x i b l e  a n d  
p o w e r f u l  o n b o a r d ,  e v e n t  
d r i v e n ,  s c r i p t i n g  f a c i l i t y

� C isco B ey ond
– A  p l a c e  t o  s h a r e  s c r i p t s ,  
u p l o a d ,  d o w n l o a d ,  g e t  
e x a m p l e s

More  d e tails:
h ttp : //c isc o. c om /go/e e m
h ttp : //f oru m s. c isc o. c om /e f oru m /se rv le t/E E M? p age = m ain
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N e tf l o w p rovid e s re a l  tim e  
m onitoring  f or a l l  a p p l ica tion tra f f ic 

f l ow s p rovid ing  a nsw e rs to who, what, 
whe n , whe r e ,  a nd  how ne tw ork  tra f f ic 

is f l ow ing

C isco I P  S L A ’s p roa ctive l y  ve rif ie s ne tw ork  
op e ra tion a nd  a ccura te l y  m e a sure s ne tw ork  

p e rf orm a nce

N e tw o r k  an d  A p p lic atio n  Visib ility 
Cisco N e tFlow and  I P  S L A

D e s t i n a t i o n

R e s p o n d e r

N e tf low  C olle c tor

I P  S L A sI P  S L A s IP SL A sIP SL A s

IP SL A  g e n e r a t e d  p a c k e t s  w i t h  d e f i n e d  p a c k e t  
s i z e ,  s p a c i n g ,  C O S/ D SC P a n d  p r o t o c o l

C e ntraliz e d  Monitoring
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I n te g r ate d  S e c u r ity 
T h e N etw o rk  i s  th e F i rs t L i ne o f  D ef ens e

• P e rva sive  se curity  p ol icie s 
• B uil t-in
• P rote cts a cce ss,  id e ntitie s,  
re source s a nd  conte nt

� Challenge: P r o v i d e d i st r i b u t ed  sec u r i t y  
t o o ls and  f eat u r es r eq u i r ed  t o  p r o t ec t  
and  sec u r e new  t r af f i c  f lo w  p at t er ns

� S c alab le S ec u r i t y
I ncre a sing l y  com p l e x  se curity  
re q uire m e nts
S ca l a bl e  se curity  m e ch a nism s a  m ust

� P r o t ec t  Cli ent  R eso u r c es b egi nni ng at  
t he ed ge o f  t he net w o r k

C a ta l y st I nte g ra te d  S e curity  F e a ture s
N e tw ork  A d m ission C ontrol
I d e ntity  B a se d  N e tw ork ing

� A no m aly  D et ec t i o n
F l e x ibl e  P a ck e t M a tch ing
F l ow  A na l y sis 
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A c c e ss L aye r  A u th e n tic atio n  S o lu tio n s 
P u l l ing it al l  to geth er
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D istr ib u te d  S e c u r ity S e r v ic e s
I nte g rate d  S e rv ice s M od ule s
� D i st r i b u t i ng S ec u r i t y  S er v i c es 
t hr o u gho u t  t he S w i t c hi ng F ab r i c

� S ec u r i t y  S er v i c es
� F W S M ,  I D S M -2 ,  A no m aly  D et ec t o r  
&  G u ar d

� N et w o r k  M o ni t o r i ng
� N et w o r k  A naly si s M o d u le

I D S M2 
I d e ntif y and  C ontrol 

O u tb re ak s

Anom aly D e te c tor &  G u ard
D D oS and  Anti-S p oof ing 

Mitigation

F W S M
E nf orc e  S e c u rity P olic ie s

C S -MAR S
U nif ie d  Manage m e nt,  

C orre lation,  and  Analysis

N AM-1 ,  N AM-2
Monitor T raf f ic  F low s
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D istr ib u te d  A n o maly D e te c tio n
S calable  M onitoring  f or N e tw ork  W orms

� N et F lo w ’s ano m aly  d et ec t i o n u si ng st at i st i c al p r o f i li ng,  p i np o i nt s d ay  
z er o  at t ac k s li k e w o r m  o u t b r eak s

� CS -M A R S  d et ec t s ano m ali es c o m p ar i ng t he p r ev i o u s d at a agai nst  
c u r r ent  d at a.  U p o n A no m aly  d et ec t i o n,  CS -M A R S  st ar t s t o  sav e t hat  d at a 
and  c r eat es an i nc i d ent .  

� E x am p le o f  t he S asser -D  b r eak o u t

I nte g rate d  N e tF l o w  S u p p o rt o n C atal yst 6 5 0 0

T r af f i c

T r af f i c

N e tf l ow  E x p ort to 
C S -M A R S

C e ntra l iz e d  A nom a l y  De te ction 
a nd  N otif ica tionDistribute d  T ra f f ic 

M onitoring  via  N e tf l ow
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U n if ie d  N e tw o r k  S e r v ic e s:
I mp r o v e  T e c h n o lo g y I n te g r atio n

• C onne ct to a ny  re source /
p e rson th roug h  a ny  d e vice  

• C onsiste nt se rvice s 
a nd  p e rf orm a nce

• W ire d  a nd  w ire l e ss

� C h al l e ng e : P ro v i d i ng  A ny A p p l i c ati o n 
and  S e rv i c e  to  A ny S c re e n at A ny 
P l ac e  and  A ny T i m e

� W i r eless u ser s need  “w i r ed ” ser v i c es 
i nt egr at i o n

S e cure  a cce ss to d a ta  ( G ue st A cce ss)
H ig h  a va il a bil ity  ne tw ork  se rvice s

� I nt egr at ed  U ni f i ed  Co m m u ni c at i o ns 
S er v i c es

N e tw ork  ba se d  re source s
P oE f or A cce ss P oints,  P h one s,  e tc

� N ew  W i r eless and  U C S er v i c es E m er ge
V oice  ove r w ire l e ss d a ta  ne tw ork
I D a nd  L oca tion S e rvice s
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Catalyst 6500 S e r v ic e s M o d u le s S tr ate g y

P re v e nt  a nd  re s p o nd  t o  ne t w o rk  
a t t a c k s  a nd  t h re a t s  s u c h  a s  w o rm s

P re v e nt  a nd  re s p o nd  t o  ne t w o rk  
a t t a c k s  a nd  t h re a t s  s u c h  a s  w o rm s

S e cure  a nd  sca l a bl e  
ne tw ork  conne ctivity  
S e cure  a nd  sca l a bl e  
ne tw ork  conne ctivity  

V P N ,  DM V P N ,  V 3 P N ,  S e cure  
V oice

V P N ,  DM V P N ,  V 3 P N ,  S e cure  
V oiceS e rvice s C onve rg e nceS e rvice s C onve rg e nce

S ca l a bil ityS ca l a bil ity

E nh a nce d  M a na g e a bil ityE nh a nce d  M a na g e a bil ity

H ig h e st p e rf orm a nce  H ig h e st p e rf orm a nce  

R ol e  ba se d  A cce ss C ontrolR ol e  ba se d  A cce ss C ontrol

M a na g e d  V irtua l iz a tionM a na g e d  V irtua l iz a tion
M ore  g ra nul a r custom iz e d  control  of  
ne tw ork  w ith  l ow e r T C O
M ore  g ra nul a r custom iz e d  control  of  
ne tw ork  w ith  l ow e r T C O
F ire w a l l  a nd  V P N  a s f irst 
virtua l iz e d  se rvice s

S e cure  Da ta  C e nte r

S y ste m  l e ve l  L 2 -7  I nte g ra tion

S e c u re  a nd  s c a l a b l e  ne t w o rk  
c o nne c t iv it y  

S e c u re  a nd  s c a l a b l e  ne t w o rk  
c o nne c t iv it y  

S w itch  I nte g ra te d  S e curityS w itch  I nte g ra te d  S e curity
C a ta l y st I nte g ra te d  S e curity  T ool  k it- M a n-in-th e -M id d l e  A tta ck  P re ve ntion
H a rd w a re  inte g ra te d  se curity - S up  7 2 0  use r ba se d  a nd  C P U  ra te  l im iting
I d e ntity  B a se d  N e tw ork ing  S e rvice - I B N S ,  8 0 2 . 1 x
N e tw ork  A d m ission C ontrol  ( N A C )

C a ta l y st I nte g ra te d  S e curity  T ool  k it- M a n-in-th e -M id d l e  A tta ck  P re ve ntion
H a rd w a re  inte g ra te d  se curity - S up  7 2 0  use r ba se d  a nd  C P U  ra te  l im iting
I d e ntity  B a se d  N e tw ork ing  S e rvice - I B N S ,  8 0 2 . 1 x
N e tw ork  A d m ission C ontrol  ( N A C )

E nte rp rise  S e curity  S e g m e nta tionE nte rp rise  S e curity  S e g m e nta tion

M od ul a r F l e x ibil ity

Dra g  &  Drop  G U I  f or se rvice s 
conf ig ura tion

Dra g  &  Drop  G U I  f or se rvice s 
conf ig ura tion

P rog ra m m a bl e  I nte rf a ceP rog ra m m a bl e  I nte rf a ce
N e w  S e rvice sN e w  S e rvice s

I DS M 2A C EF W S M W iS MN A M  1 &  2
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Catalyst 6500 S e r v ic e s M o d u le s P o r tf o lio

I P  S e c V P N  S P A

• 5 . 5  G b p s  T h r o u g h p u t
• R o u t e d  o r  T r a n s p a r e n t
• A c t i v e / A c t i v e  
• M u l t i c a s t
• 2 5 0  C o n t e x t / M o d u l e
• A p p l i c a t i o n  F i r e w a l l
• I P v 6  P h a s e  1

F ire w a l l

• S i m u l t a n e o u s l y  m o n i t o r  
m u l t i p l e  V L A N s

• U n l i m i t e d  V L A N  s u p p o r t
• T r a n s p a r e n t  v i a  p a s s i v e  
p r o m i s c u o u s  o p e r a t i o n

I ntrusion De te ction

• C o n v e r g e  w i r e l e s s  a n d  w i r e d  i n f r a s t r u c t u r e• S c a l a b i l i t y  t o  3 6 0 0  A P ’s  p e r  c l u s t e r ;  1 5 0 0  A P ’s  p e r  c h a s s i s ;  a n d  3 0 0  A P ’s  p e r  m o d u l e  • L a y e r  3 ,  N + 1  r e d u n d a n c y

W ire l e ss L A N

• S L B
• S S L  O f f l o a d ,  T C P  O f f l o a d
• V i r t u a l i z a t i o n  &  R B A C
• A p p l i c a t i o n  A c c e l e r a t i o n
• A p p l i c a t i o n  S e c u r i t y
• 1 6  G i g

A C E

• L 2 -7  p r o t o c o l  v i s i b i l i t y ,  
a n a l y s i s  a n d  d e c o d e

• R e a l -T i m e  a n d  h i s t o r i c a l  
s t a t i s t i c s

• C a p t u r e  &  R e p o r t s  e x p o r t
• M P L S  t a g  m o n i t o r i n g

N e tw ork  A na l y sis • 2 . 5  G b p s  T h r o u g h p u t
• F e a t u r e  p a r i t y  w i t h  V P N S M
• A E S  ( 1 2 8 ,  1 9 2 ,  2 5 6 -b i t  k e y  
s i z e s )

• J u m b o  F r a m e  s u p p o r t
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Catalyst 6500 – 1 2 . 2 S X  S tate me nt of  D ire ction

R o c k ie s 2
1 2 . 2 ( 1 8 ) S X E

R o c k ie s 3
1 2 . 2 ( 1 8 ) S X F

Wh it ne y 1
1 2 . 2 ( 3 3 ) S X H

R o c k ie s 3 . Va il
1 2 . 2 ( 1 8 ) S X F 5

Wh it ne y 2
1 2 . 2 S X I

1 2 . 2 S X  
Tra in 

d riv e n b y  
I S B U

R ec o m m end ed  P at h f o r  Co nv er ged  E nt er p r i se L A N  /  W A N  /  
M A N  /  D C c u st o m er s &  Car r i er  E t her net

M ax i m i z e  I nv e stm e nt and  F e atu re  V e l o c i ty f o r Ente rp ri se  
and  M e tro  Eth e rne t S e g m e nts

� S W  and  H W  c o nsi st enc y  i n  t h e  E n t e r p r i s e  n e t w o r k  f o r  s i m p l i f i e d  o p e r a t i o n s
� I O S  S o f t w a r e  M o d u l a r i t y  f o r  m ax i m u m  u p t i m e
� L e a d e r s h i p  i n  sec u r ed  W A N  V P N  so lu t i o ns ( I P S e c ,  D M V P N ,  G E T V P N ,  L 2 T P v 3 …)
� M P L S  and  V P L S W A N  s o l u t i o n s  ( E A R L 8  c o m m i t t e d  w i t h  H -V P L S  i n  H W )
� W A N  li nk s o p t i m i z at i o n w i t h  P I S A ,  O E R
� S af e H ar b o r  and  F T L e x t e n d e d  t o  e W A N  f o r  E n d -t o -E n d  s o l u t i o n  v a l i d a t i o n
� A p p li c at i o n I nt elli genc e a n d  F lex i b le P ac k et  M at c hi ng a t  O C 4 8  s p e e d s
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Catalyst 6500 W A N  H ar d w ar e  O v e r v ie w

Engine s
Supervisor 32
Supervisor 7 20

S u p e rv isor 7 20  w ith  1 0 G  U p link s
S u p e rv isor 3 2 P I S A

Enh a nc e d  F l e x WA N
7 5 0 0  P a rit y  a n d  

P A  I n vest m en t  P rot ec t ion

H igh -D e ns it y  Et h e rne t  M o d u l e s
H ig h -D en sit y  G E  a n d  1 0 G E

8-port  1 0 G E
1 6 -p ort 1 0 G E

8 0 2. 1 ah  L ine  C ard

VP N  S P A  M o d u l e
2. 5  G b ps V P N  per SP A

5  G b p s V P N
I P v 6  E nc ryp tion

S e rv ic e s  M o d u l e s
I P SE C ,  F irew a l l ,  I D S,  

N A M ,  W iS M,  A C E ,  C MM

S P A  I nt e rf a c e  P ro c e s s o rs
SI P -20 0 ,  SI P -4 0 0 ,  SI P -6 0 0

D S0  t o O C 1 9 2 C a t a l y s t  6 5 0 0  S e rie s  S w it c h e s

F o rw a rd ing Engine
P F C 3B / X L
P F C 3C / X L
P F C  4

M E 6 5 2 4
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Catalyst 6500 W A N  S o f tw ar e  S u p p o r t
I P S e c V P N
D M VP N

I P v 6  Enc ry p t io n
G ET VP N

H ig h  A va il a bil ity
M e m o ry  P ro t e c t io n
F a u l t  C o nt a inm e nt

R e s t a rt a b l e  P ro c e s s e s
S u b s y s t e m  I S S U

W A N  L ink s O p tim iz a tion
W A A S

P I S A  a n d  O E R
TC P  F l o w  O p t im iz a t io n in P F C

IO S w i t h  So f t w a r e  M o d u l a r i t y

C a t a l y s t  6 5 00 D a t a  Pl a n eC a t a l y s t  6 5 00 D a t a  Pl a n e

N e t w o r k  O p t i m i z e d  M i c r o k e r n e lN e t w o r k  O p t i m i z e d  M i c r o k e r n e l
IO

S-
Ba

se
IO

S-
Ba

se

Ro
uti

ng
Ro

uti
ng

TC
P

TC
P

UD
P

UD
P

EE
M

EE
M

FT
P

FT
P

CD
P

CD
P

IN
ET

D
IN

ET
D

etcet
c

H i g h  A v a i l a b i l i t y  In f r a s t r u c t u r eH i g h  A v a i l a b i l i t y  In f r a s t r u c t u r e

S e curity
N B A R  in h a rd w a re
F P M  in h a rd w a re

I B N S
L a y e r 2  N A C
L a y e r 3  N A C

C TS

L a y e r 2
E t h e r n e t  o v e r  M P L S
Q i n Q  T e r m i n a t i o n
S e l e c t i v e  Q i n Q

V P L S / H -V P L S  w /  M P L S  P E
V P L S  A u t o -r o u t e

E t h e r n e t  M u l t i -P o i n t  B r i d g i n g
8 0 2 . 1 a h

L a y e r 3
R o u t i n g  P r o t o c o l s

M u l t i c a s t
m V P N

M P L S  V P N
M P L S  F R R
M P L S  T E

Q oS
H a r d w a r e  q u e u e s

C l a s s i f i c a t i o n ,  M a r k i n g
P o l i c i n g ,  Q u e u e i n g

C B W F Q ,  L L Q ,  W R E D
H Q o S

T r a f f i c  S h a p i n g
N B A R  a nd  Q o S

M a na g e m e nt
N A M ,  E E M ,  G O L D ,  ER S P A N

P a t c h  M a n a g e m e n t
P a t c h  R o l l b a c k

A u t o  Q o S  w it h  N B A R
M A C  A d d re s s  N o t if ic a t io n

Virt u a l  S w it c h ing
C a l l H o m e /G O L D /EEM

E t h e r n e t  O A M
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O per ational  E x cel l ence

B u siness C ontinu ity

R esponsiv e B u siness

P r od u ctiv ity  and  I nnov ation

H u m an C ol l ab or ation

C om pl iance

Catalyst 6500 
D e liv e ring  th e  CCF B e ne f its

N et w o r k  
E v o lu t i o n
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