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���
���$��


���
��'�����,!-��2eX_2K=UY=U2��,� !�
2

5 ���$�@$2�����
-/�5�����
��-��"1$����!��6$�	����
&����6�!��
2�!��-$5���������
.$%�����������
5�����
��0$�� !��
���8���
8�I22

���@�%���
0"
�'���
��"
���(#��

�.'���������
�����
�

(C) Copyright 2007, ACIS Professional Center Company Limited



Security Intelligence
http://www.acisonline.net

%
6"

5 ��
"E��������2	
��2
����
���
�
������������
������	�
���
�$�@$0&��"1$'$��������
�6������
����"E������	&�� %���
��
�����8�����%����#��

�2

5 ��
��*�2eX_2'
&�2DUVWW;Z2bVTV2�����$���2�r2
�$2��������'$�����%�$���%��'
���6�
�����
.$"
����5��2.$
�$���2{n2%��'���2	��� {��v -/����
��%����I���������
���%R�
���
	��$�%�������$%�
%$���.$"
����5��5"�����@$'$/��

(C) Copyright 2007, ACIS Professional Center Company Limited



Security Intelligence
http://www.acisonline.net

PPT concept 
People, Process/Policy and Technology

TechnologyTechnology Process/Process/
PolicyPolicy

People => Critical FactorPeople => Critical Factor
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Year 2008 : “IT Regulatory Compliance Year”

• Corporate Governance => IT Governance
– CobiT 4.1 (Control Objectives for Information and related 

Technology) from ISACA and ITGI

– BS7799 part1 => ISO/IEC 17799:2005 Second Edition
(June 05 released)

– BS7799 part 2 => ISO/IEC 27001:2005 (October 05 
released)

– ITIL (IT Infrastructure Library) => BS15000 => ISO/IEC 
20000

– ACIS ISMF (Information Security Management Framework) 
version I and II
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COSO, CobiT, ITIL, CMM, ISO/IEC27001 => ACIS ISMF
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Process Perspective

• Customized Information Security Management 
framework based on existing industry best 
practices : ISO/IEC27001, COSO, CobiT, ITIL, 
CMM, NIST, etc..

• ACIS ISMF version 1 : 2004
• ACIS ISMF version 2 : 2006
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ACIS Information Security Management Framework 
(ISMF version 1) – 7 Steps

5. Security Awareness 
/ Technical / Know-
how Transfer 
Training

2. Critical Hardening 
/ Patching / Fixing

1. Risk Assessment / 
Vulnerability 
Assessment / 
Penetration Test

4. Defense In-Depth / 
Best Practices 

Implementation

3. Practical Security 
Policy

6. Internal / External 
Audit

7. Managed Security 
Services (MSS) 
Real-time 
Monitoring

5. Security Awareness 
/ Technical / Know-
how Transfer 
Training

2. Critical Hardening 
/ Patching / Fixing

1. Risk Assessment / 
Vulnerability 
Assessment / 
Penetration Test

4. Defense In-Depth / 
Best Practices 

Implementation

3. Practical Security 
Policy

6. Internal / External 
Audit

7. Managed Security 
Services (MSS) 
Real-time 
Monitoring

ACISACIS’’ss
Information SecurityInformation Security

Management FrameworkManagement Framework

��������	
������
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Final Recommendation from ACIS

Seven Things to do NOW !

1. IT Risk Assessment : Gap Analysis, Vulnerability Assessment 
and Penetration Testing

2. Implement Anti-Malware/Anti-SPAM Solution at Gateway
3. Implement Vulnerability Management/Patch Management
4. Harden your networks, systems and applications
5. Develop and Enforce Information Security Policy in your 

organization
6. Rise up Users and Executives Information Security Awareness 

Training by iSAT program (harden your people !)
7. Implement Centralized Log Management and Real-time 

Security Monitoring Solution from MSSP (Regulatory 
Compliance)
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Security isn’t just an IT issue.
It’s everyone’s business.
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For more information about Information Security Articles and Solution, please 
visit  

ACIS Professional Center Web : http://www.acisonline.net , 
or FM 100.5 MHz. 21:00-22:00 (1st Saturday Night)

Tel. +662-650-5571, contact K. Siriwan

email :


