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Risk Management
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GRC

SOX Corporative Compliance
Privacy Compliance Employment

PClI DSS Corporate Governance
IT Governance Strategic Risk
Financial Risk

IT Risk Basel Il Labor Compliance
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The Current IT Security Management
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Top Driver of IT Security Investment

Source : Ernest and Young, Global Information Security Survey

Meeting business
objectives

Privacy and personal
data protection

Compliance with
regulations [
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GRC Component Definition Table

Recommended Process Executed By

The board of director, corporate secretary and governance professionals
including board management

Governance (G)

Strategy Chief Executive Officer (CEO) or “c-suite”

Risk Management (R) Chief Risk Officer (CRO), business line and other executives

Audit Chief Audit Executive, internal audit, audit committee and external
auditors

Legal The general counsel and legal staff

The general counsel, chief compliance and ethics officer, compliance

CemplEmERE, professionals and other legal staff
Information Technology Chief Information Officer (CIO), privacy officer and/or security officer

Ethics &.C(.)t:porate Social Chief Ethics Officer and Chief Responsibility Officer
Responsibility
Quality Management Quality professionals throughout the organization

Human resource professionals and organizational design and

Human Capital & Culture .
development professionals
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Thailand ICT Related Law Latest Update

Wsrs1AliaualfigsNssuNIvaLtaNNsaiing 2544
Electronic Transaction Law
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Thailand Information Security Standard for
Electronic Transaction
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Old Version Mew version
ISOJIEC 17799: 2000 ISOYIEC 17799: 2005

Security policy Security policy
Sacurity organization Security organization
Asset classification & control Asset classification 8 control

Personnel security Personnel security

FPhysical & environmental Physical & environmental security

SECUITDy
Communication & operation Communication & operation
management management
e
System Development & System Development 8
maintenance maintenance

Information seourity incident
management
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~ | L | e | L

I ACIS Professional Center Co., Lt
Checklist of Policy

Information Security Policy

Management direction and support
for information security must be
clearly established.

i1 Security Policy

| e
1.1

111 Information Security Policy Document

Haz an information security policy
document been approved , publizhed and
started to use?

T Feviewe of Informational Security Policy

21 Internal Crganization

Hasz an information security policy
document heen revievwed continuing
which iz developed by responder?

A management framework must be
established to initiate and control the
implementation of information
security within the organization.

__ Organizational of Infformation Security

4 v ¥ Choerklict of nalire FEnn /£

211 Management committnent to information Haz a responze managemert been done Yes
security clear direction, assignment and agreement
far =ecurity measure?
212 Information Security Coordination Has a process heen establizhed to Yes
coordinate implementation of information
zecUrty meazures from diverze part with
rales and responszibilities?
21.3 Allocation of Information Security Are responzikilties for accomplishment of Yes
Fezponzihilties infarmation security requirements clearly
defined?
214 Authorization Process for Infarmation Hasz a management approval process been Yes
Processzing Facilties defined for any new |T facility within the
arganization’
215 Confidertislty agreements Hasz confidentialty or Mon-Dizclozure Yes
Agreemert (MDA been clearly defined
| ¢
-
http://www.acisonline.net




Summary

1 Security Palicy

¥ S

2 Organizational of Information Security

O =eriest
| Setiess

10 Business Continuity Management

Information Security Incident Management 4 Human Resource Security

Information =ystems Acquizition, Development and

1
M e 5 Physical and Environmental Security

T Access Control B Communications and Operations Management




ISO/IEC17799 Survey Report
(from ACIS& TU MISM class) http://www.cie.th.edu/web2/
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