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Describe How ECNM Provides Integrated
Services over an Enterprise Network

= Explain the purpose and function of WANs

What is a WAN?

Wide Area Network

LAN WAN Accoss

Describe the Key WAN Technology
Concepts

= Describe the key WAN physical layer concepts for
network and Internet communications

Describe the Key WAN Technology

Concepts

= Describe WAN functions in terms of the OSI Reference
Model

0S5l Model

Application

2 3

WAN Services
Frame Relay, ATM, HDLC |

Data Link

—

i

—

Describe the Key WAN Technology
Concepts

= Describe the key WAN data link layer protocols used in
today’s Enterprise WAN networks

Data link Protocols

Dodicated Cisco HOLC, PPP
poind-lo-pord

xas,
Packet
Switchod @1(‘ ;':"Dlﬁ

Cireut
Switched

Link Access Procecues Balanced (LAPE) s

Link Access Proceduss D Channel (LAPD) ISON D channal

Link Access Procedure Frame (LAPF) Frame Reiay
High-Lewel Data Link Control (HOLC) Cisco default

Poind40-Foint Protocal (PPP) Sorial WAN switched conrections
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Select the Appropriate WAN Technology to meet
ECNM Requirements

= List the various options for connecting subscribers to
the WAN

WAN Link Connection Options

POINT-TO-POINT PROTOCOL
(PPP)
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Select the Appropriate WAN Technology to meet
ECNM Requirements

= List factors to consider when selecting a WAN

connection
Choosing a WAN Link Connection
Advantages Disadvantages

Loased ine Print-io-Point Most securn Expensive PPP,HOLC, SOLC, =
CONMHCHON beistwanie HMNAS
bwd Compulers of
Local Area Networks
[LANS).

Circust swiching A dedicalnd circull  Loss axpansen Cail setup PP, ISON
path is created
betwoen
Best pwamp is dalup
CONNBCHions.

[Packet switching Devices transport Shared media across X285, Frame Relay
packats via a shared ik

Describe the Fundamental Concepts of
Point-to-Point Serial Communication

= Explain the terms DTE and DCE with relative to the
location of devices in a network

Savial DCE and DTE WAN Connectons

Smart Sesial Connactor
Serial WAN Connections in the Lab

B SB&

T




Describe the Fundamental Concepts of
Point-to-Point Serial Communication

= Describe how high-level data link control (HDLC) uses
one of three frame types to encapsulate data

WAN Encapsulation Protocols

HODLC, PPP, SLIP
Leased Line

HOLC, PPP, SLIP

o % =) - 6

X.25, Frame Relay, ATM

Service
Packet-Switched Provider
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Describe the Fundamental Concepts of
Point-to-Point Serial Communication

= Describe the procedure to follow when troubleshooting
a serial connection

Seria . e

prolocol is up

Serisl x is down, line  The router is not sensing 8 CO 1. Chack the LEDs on the CSUDSU 1o see whethes the CO
pratocol s down signal, which means the CO is not s active, or insert a breakout bax on the ke 10 check for the
(DTE moda) actve CD signal.

A WAN carrior senice provider 2. Verify that the proper cable and intertace am being used

by locking

means the ine is down orisnot 3. insert a breakout bax and chock all control leads.

cornecied to CSUDSU. 4. Contact the leased-line or ofher carmier service 1o soe

Cabling is fauity o incomect. whether there is & protienm

Hardwaeo fadure has occumed 5. Swap taulty parts.

ICSWDEU). B H faulty router hardware ks suspected, change the seral
line 1o another port. If the connection comes. up, the
proviously connected interace has a probilem.

Serialxis up. Bne A local of remobe rouler 5 1. Put the modem, CSU, or DSU in local loopback mode and

protocol is down misconfigured. e the shew interfaces serial command ko

(DTE mesda) Keopalives are not being sont by delermine whether the kne prolocol comes up. If the lre
the remots routor. peotocol comes up, & WAN carmer service provider problom
A leased-line o cther carmer or  fadbod Fmats router I the kely protksm,
service problem has occumed, 2 H the problem appoars 10 be on the remote end, repeat
which means & noisy e or Step 1 on the remote modem, CSU, or DSU.

sconfigured of thied swilch, 3. Verify all cabling, Make cortain that the cable is attached to
A Biming problem has occurmed on  the comect inlerlace. Bhe comect CSLVDSL, and the cormet
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Describe the Fundamental Concepts of
Point-to-Point Serial Communication

= Explain when and how to configure HDLC
encapsulation on a router

Configuring HLDC Encapsulation

Router{config-if) jencapsulation hdlc

= Enable HOLC encapsulation
= HOLC is the default L Y sosial i

Describe Point-to-Point Concepts
= Describe PPP in terms of its use in WAN links

What is PPP?

HOLC is the default encapsulation mathod betwean Cisco routers.

& - &

Use PPP encapsulation to connect to a non-Cisco routar,

PPP

HDLC LCP | NCPs ‘ |




Describe Point-to-Point Concepts

= Describe the general function of each layer of PPP
architecture

PPP Layered Aschisecturn: Physical Liyer FPP Layered Archiecture: LCP Layor
o Foin Pt Yo
» ipx [layers | Protocos
wer | exce ‘Mary clhers.
wer | wwoe Wary i L | | Motwort Layar
- Metuars L |
Nisbwesek Contrcd Prosocol B P |
Autharscason, othar oot Dot Link Larpee g sty e
Link Control Protocsl

Synchionous or Anhvonoe &

* Syrcteorcs s nesa.
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Describe Point-to-Point Concepts

= Define the three phases of PPP session establishment

Establishing a PPP Sassion

& = &

Phase 1 - Link Establishment: “Let's negotiate.”

& - &

Phase 2 - Determine Link Quality: "Maybe we should discuss some details about
quality. Or, maybe not ..."

Phase 3 - Natwork Protocol Negotiation: “0K, | will leave it 1o the NCPs to discuss

higher level details.”

The LCP doas all the talking.

Describe Point-to-Point Concepts
= Explain the role of the LCP in PPP

The LCP Link Negotiation Process

Ireldor sands R oot ™ Rimponde: sercs |r1|..1lnf recenves
Configure- processes Aewogtond, Yos | Confgudok | Confipure-
reguestmessage | Configure- = acceplabla? Ce——w = THSS308 - AP T
recuestmastag /
o
[ traesson
A | N
N
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Configure PPP on a Serial Interface

= Explain the purpose of the commands used to
configure and verify PPP connections

P ——— Y

20




Configure PPP on a Serial Interface

= Explain the output of the show interfaces serial
command

Practice: Verifying and Debugaing Commands

show interfaces Displays statistics for all interfaces configured on the router or access server
show interfaces sarial Displatys information about a serial interface

dabug ppp Debugs PPP

undebug all Tums off all debugging displays

21

Configuring PPP with Authentication
= Differentiate between PAP and CHAP

PPP Authentication Protocols
PAP
Central-site router 2-Way Ha ia Remote Router

ﬁ st a
Password: cisco123
L —

CHAP
3-Way Handshake

Challenge
-
ﬁ el 3
: Password: ciscol23
—_—
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Configure PPP on a Serial Interface
= Explain the output of the debug ppp command

debug ppp Command Parameters

packat Displays PPP packets baing sent and recaived. (This command displays low-level packet
dumgs.)
Displays PPP packets tansmitted during PPP stariup, whete PPP opiions are negotialed,
Displays protocol and efror i with PPP £
and operation,

authentication Displays aulhentication profocel messages, including Challerge Authentication Protocsl
{CHAP) packet sxchanges and Password Protocol (PAP)

om Displays spacific to the ge of PR using MPPC. This

command is useful for obeaining incorrect packet sequence number information where
MPPC compression is enablod,

chep Displays protocol errors : iated with PPP i sing
MSCE.
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Configuring PPP with Authentication

= Explain how to configure a PPP connection with
authentication

The ppp authentication Command

pPp authentication {chag
ist-name | default] [o

chap Enables CHAP on a serial interiace.

Pap Enables PAP on a senal interiace.

chap pap Enables both CHAP and PAP, and performs CHAP authenbication before PAP.

pap chap Enables. HAP and PAP, PAP bedore CHAP.

£=nasdad (Optional) Used with TACACS and XTACACS, Oy o PAP

the user has already provided authensicaion. This option is available only on
asynchronous interfaces.

11st-name (Optional) Usad with AAATTACACS+. Specifies the name of a list of TACACS+ methods of

name is spocified. the the defau, Lists are croatod with e

483 authentication ppp command.

dafault (Optonal) Used with AAATACACS+, . [

eallin Speches o - ) cails ory.

24




Configuring PPP with Authentication

= Explain the output of the debug ppp authentication
command

T ing & PPP Ci ion with

i1 dabug ppp authestical
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Describe the Fundamental Concepts of Frame
Relay Technology

= Describe how Frame Relay is used to provide WAN
services to the Enterprise

Frama Relay WAN Requirements

27

FRAME RELAY

26

Describe the Fundamental Concepts of Frame
Relay Technology

= Describe how Frame Relay uses virtual circuits to carry
packets from one DTE to another

Virtual Circuits




Describe the Fundamental Concepts of Frame
Relay Technology

= Describe the types of topologies that are used for
implementing Frame Relay in different environments

Star (Hub and Spoke) Topology Full Mesh Topology

[P
Maxicn Oy
‘Star Togoiogy « et wih B phrysicel iy (sskes)

Fullbesn

Configure a Basic Frame Relay PVC

= Configure a basic Frame Relay PVC on a router serial
interface

Coniguing Frama Relay

W v _

+ Contermre Fracms takey b yome

31
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Describe the Fundamental Concepts of Frame
Relay Technology

= Describe how a router attached to a Frame Relay
network uses LMI status messages and inverse ARP
queries to map VCs to layer 3 network IP Addresses

Stages of Inverse ARP and LMI Oparation

DTE bparra whast YCs 1t has ‘

DCU ) ﬁocu n2

101
102
103
104

iig

Configure a Basic Frame Relay PVC

= Configure a static Frame Relay map

Lo0
200.165.200.225 /27

10,1.1.2 /30

‘ConSiguration for R1

30

32




Describe Advanced Concepts of Frame Relay
Technology

= Explain the reachability issues associated with the
Frame Relay NBMA topology

Split Horizon Rule

78N

S0
[LEREY:

Framn Rty %
S000 011,028 SO
1041124 10113724

Problam: Update received on physical interface is not retransmitted out that same
interface - split horizon.
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Configure an Advanced Frame Relay PVC

= Explain the steps to configure point-to-point
subinterfaces on a physical interface

Lntarfece #0/4/0.15) poist-to-poiny ‘
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Describe Advanced Concepts of Frame Relay
Technology

= Describe how to implement bandwidth control in the
Frame Relay technology

Paying for Frame Relay
Ten = "
Fi Relay Bursti
Acens Rt i Pert Sment The capacty of the kocal ocp ER i
by the provider
5000
SRR Y 3
Frame Ay %
5000 1011004 5000
10111724 0113728
17 (Normaly CHIR {senmgie) IS
DL 102 X2 ks 48 kbis. 16 ktvs.
DCu 103 18 kbis 0kbis 48 ks
AN frars arw forwarded Framas an Framos wil y will bo
marked DE cropped

Configure an Advanced Frame Relay PVC

= Describe the commands used for verifying Frame Relay
operation

Verifying Frame Relay Operation: Look at the Interfaces

[itshow interface sarial 0/0/1

36




ENTERPRISE NETWORK SECURITY

37

Describe the General Methods used to Mitigate
Security Threats to Enterprise Networks

= Describe the common mitigation techniques that
enterprises use to protect themselves against threats

Update Antivirus Software

Update in Progress \'j

Tiass vl i =y e
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Describe the General Methods used to Mitigate
Security Threats to Enterprise Networks

= Describe the most common types of network attacks
and how they impact enterprises

Types of Network Attacks

(
/| Reconnaisance

‘t = Worms, Viruses, and Trojan
M Horses

38

Describe the General Methods used to Mitigate
Security Threats to Enterprise Networks

= Explain the concept of the Network Security Wheel

Network Security Wheel

40

10



Configure Basic Router Security

= Explain why the security of routers and their
configuration settings is vital to network operation

Feuters Are Targets
121300 200,045 700.324 3T

o e

!u i 00185200224 77
T
2188100 24 s s st
e 2 ma:
st oo T 7
st Henters g
[ETETTT LIt
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Configure Basic Router Security

= Describe the basic security measures needed to secure
Cisco routers

Passphrase Examples ﬂ E i R
=
2]

"f;‘ SRLicant ) bearvice passwasd-seceyption

Step 2: Encryp! Passwards

At s o1 pasaieith 0 P Lo U
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Configure Basic Router Security

= Describe the recommended approach to applying Cisco
IOS security features on network routers

Applying Cisco 10S Security Features to Routers

feguard a router:

Step 1. Manage router security

Step 2. Secure remote administrative access to routers
Step 3. Logging router activity

Step 4. Secure vulnerable router services and interfaces
Step 5 Secure routing protocols

Step 6. Control and filter network traffic

42

Explain How to Disable Unused Cisco
Router Network Services and Interfaces

= Describe the router services and interfaces that are
vulnerable to network attack

Vulnerable Router Services.

Description

Praprietary Liyer 2 protocol

coey between Ciaco devices.

TCP small servers Standard TCP network services:  >#11.3: dmabled  This is a legacy feature; disable it
echo, chargen, and w0 on. 11.2: enabled explicilly.

0P smal sorvers Standard UDP network services:  >=11.% dsabled  This is a legacy fealure; disable it
echo, dscand. and sa on. 11.2: enablod mxplcitly.

Finger UINIX usar lockup sorvice, aliows  Enabied Unauthceized parsons do not
remote listing of users. oed io know his; disable &

MTTP sarver Some Cisco 105 devices offer  Vanes by devios not in use, axploSy disable;
wet-based confguration. ofherwise, rostrict accoss

BOOTP sarver Service 10 alkrw otfwe fouters o Enabled This is racely needed and may
e frm Shig. o, ©pan & security hole; disabls it

Canfiguration a.sg- Routar will attomed to lad s Desablod This is raroly used; disablo it if & is

loading configuration via TFTP. ot in use.

1P 50urce Fouting 1P faature that aliows packets 1o Enabipd This rarely-used leature can be
Spacity thesr own roubls. Poiptul in altacks; disable it

Prany ARP Fioutnr wil act as a proxy for Enatiod Disabin this senvice ks thy
Layer 2 podress rosoktion Foutir is serving as & LAN bridge.

L got LAN  >=113 enabled  Diecied broadcast can bo used
for broadcasts. o aitacks:; desable it

Classiess routing Rouler wil forward packets with  Enabied Cortain atacks can benedit from

44
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Explain How to Use Cisco SDM

= Provide an overview of Cisco SDM

Cisco SDM Features

45

Explain How to Use Cisco SDM

= Describe the Cisco SDM Interface

Cisco SDM Home Page Overview
) m“
&~ Wow [Juui 2 3 JEib ren
T v 7
K K 1
E i P n O e
i A
| =
o - - - - I
e
pam—
1]
-(hnln_r
.wuu—.nmn-r'!l
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Explain How to Use Cisco SDM

= Explain the steps you follow to start SDM

Starting Cisco SOM

46

Manage Cisco IOS Devices

= Describe how to backup and upgrade a Cisco I0S
image

command source-url: destination-url:

ﬁudm;m.
_ ifp:
One of system:, nvram:, tp:

48
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Manage Cisco IOS Devices

= Explain how to back up and upgrade Cisco I0S
software images using a network server

Saving a Cisco 105 image I Upgrading Cisco 105 Software Images

49

ACCESS CONTROL LISTS

51

Manage Cisco IOS Devices

= Explain how to recover a Cisco I0OS software image

Restoring Cisco 105 Software Images

Using Xmodem 1o Restore a Cisco 105 Image
==

50

Explain How ACLs are Used to Secure a
Medium-Size Enterprise Branch Office Network

= Describe the steps that occur in a complete TCP
conversation

A TCP Conversation
“Let's talk *

TCP SYN packet

“Sure, let's talk *

TCP SYN/ACK paciet
“Groat. we have @ connection
TCP AGK packet
"1 nbed you 10 send e some data.”

TCP data segment

“Thasiks, | recetvid your request.™
TCP ACK packet
“Here is the dati you want”
TCP data segment(s)

“Thanks. | received my data*
TCP ACK paciet

1 3 finkshed and Rave 1o Mo aats i sen~
TCP FINACK packet
1 am firishesd s well Thanks.*

52
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Explain How ACLs are Used to Secure a Explain How ACLs are Used to Secure a
Medium-Size Enterprise Branch Office Network Medium-Size Enterprise Branch Office Network
= Explain how a packet filter allows or blocks traffic = Describe how ACLs control access to networks

What Is an ACL?

53 54

Explain How ACLs are Used to Secure a Explain How ACLs are Used to Secure a
Medium-Size Enterprise Branch Office Network Medium-Size Enterprise Branch Office Network
= Use a flow chart to show how ACLs operate = Describe the types and formats of ACLs

How ACLs Work

Types of Cisco ACLs

Standard ACLs filter IP packets based on the source address only.

access-list 10 permit 192.168.30.0 0.0.0.25%

55 56




Explain How ACLs are Used to Secure a
Medium-Size Enterprise Branch Office Network

= Explain how Cisco ACLs can be identified using
standardized numbering or names

MNumbering and Naming ACLs

You assign a number based on which protocol you want Sitersd:
{14059 and (1300 1o 1898): Standard IP' ACL
(100 12 194) and (2000 to 2699); Extended I° ACL

You assign 8 name by providing the name of the ACL:
= Names can conlain alphanumeric charactans.
* Mis suggested that the name be written in CAPTTAL LETTERS.
*  Names cannol conlain SpAces of punciuation and must begin with a leter.
* You can add or delete entries within the ACL.

57

Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Explain why the order in which criteria statements are
entered into an ACL is important

Entaring Criteria Statemants

192168181034 192ABE AN
ACL 101
[wocess-3iat 101 parmit ip 193.168.19.0 0.0.0,355 153.168,30.0 9.9.9,358
ACL W

access-1let 103 parmit ip 192.168.30.0 0.0,0.355 192.168.30.0 5.6.0.358
scosss-list 102 deny ip any any

59

Explain How ACLs are Used to Secure a
Medium-Size Enterprise Branch Office Network

= Describe where ACLs should be placed in a network

Where ls Place ACLs.

192.163.10.0¢2 =

58

Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Explain how to configure a standard ACL

0000358 55 35555

60
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Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Describe how to use wildcard masks with ACLs

Widcard Mask Examplo

Tha any and hos t Keywords

P ks 0 b o) 12.960.520 00000, 53791000 H0001098 00000000
odcard munk o 0ODO000E DOEC00 11111211, 1111111
P 1P srena. 102 18800 1100000, 531911000 OOX0006 0000E000

£l :.-m-ru-t‘ 1 parmit 0.0.0.0 255 235 338 388
Wikieard Mask Caleulation - 1 Wildcard Mask Caloulation - 2 F10) faccane-list 1 parmit any

£l ieccass-1int 1 parmit 192.168.10.10 0.9.0.0
Pl daccams-iiat 1 parmit host 192.168.10.26

255.255.255.255 265.255.265.255
- 255,255 255.000 - 266.255,265 240
000.000.000.255 000.000.000.015

61

Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Explain the process for editing numbered ACLs

Editing Numbered ACLs

| El#show running-config | include access-list

Stenit | access-list 20 permit 102.168.10.100
| access-list 20 deny 192.168.10.0 0.0.0.255
Step2 [a list 20 parmit 192.168.10.11
| access-list 20 deny 192.168.10.0 0.0.0.255
Step 3 B

guration commands, one per line. End wi

no access-list 20
access-list 20 permit 152.168.10.100
onfig) faccess-list 20 deny 192.168.10.0 0.0.0.255

63

Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Describe how to apply a standard ACL to an interface

Presadure for Configuring Standand ACLs
oo oy

+ acosss-list | parmit 193.164.10.0 9.0.6.238

t intarface FastEtharsat 0/

avies o satan] Bk ACL 190 e it cntned e

62

Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Explain how to create a named ACL

MNamed ACL Example

Router {config)d ip ss-1ist [ | ] name

= Alphanumeric namea string must be Lnigue and cannol begin with a numbor

Router (config-atd-nacl) # [permit | dany | remark] {source [source-
wildcard]}) [log)

Router (config=-if) #ip acceas-group name [in | eut]

= Activates the named IP ACL on an inlerface

64




Configure Standard ACLs in a Medium-
Size Enterprise Branch Office Network

= Explain the process for editing named ACLs

E Adding a Line to a Named ACL

62, 168.10.10 24 T U811, 90 24

65

Configure Extended ACLs in a Medium-
Size Enterprise Branch Office Network

= Describe how to apply an extended ACL to an interface

Applying an ACL to an Interface

Led
209.165.200.225 27

—
-

B3

¥ interface 50/0/0

(14 ip aceass-greup 104 in

67

Configure Extended ACLs in a Medium-
Size Enterprise Branch Office Network

= Describe how to configure extended ACLs

Caonfiguring Extended ACLs

© {dany | parmit | cemack)
ber or name] destinatios

u) [H-!Ahlm\ ] T

Description

Access-lsf-number Kdentifies the access list using & numbsr in the range 100 to 199 (for an exdended | *
¥ ACL) and 2000 to 2699 (expanded IP ACLS)

dony Denies access if the conditions are maiched.

peemit Pormits access If the conditions are malched

remark Inisicates whethe this entry allows or blocks the specfed address. Could also be
used to enter 8 remark.

protocol Nama or number of an Intemat protocel. Common keywands include lomp, ip, top,
or udp. To maich any Internet protocol (including ICMP, TCP, and UDP) use the
ip keyward.

Sourcs Mumbser of the: network of host rom which the packed is being senl

Source-widcard Welicard bits to be apphed o source

cestinaton Numbser of the network of host 1o which the packet is being sent.

destinaton-wildcand ‘Wildcard bits o be applied 1o the destnation.

66

Configure Extended ACLs in a Medium-
Size Enterprise Branch Office Network

= Describe how to create named extended ACLs

Configuring Mamed Extended ACLS

10.0 0.0.0.733 sstablished

68

17



PROVIDING TELEWORKER SERVICES

69

Describe the Enterprise Requirements for
Providing Teleworker Services

= Describe the key differences between private and
public network infrastructures

71

Describe the Enterprise Requirements for
Providing Teleworker Services

= List remote connection technologies and describe
scenarios in which each would be implemented.

70

Describe How VPN Technology Provides Secure
Teleworker Services in an Enterprise Setting

= Explain the importance and benefits of VPN technology

712

18



Describe How VPN Technology Provides Secure
Teleworker Services in an Enterprise Setting

= Compare site-to-site VPNs to remote-access VPNs

Rmate Access VPNS

73

Describe How VPN Technology Provides Secure
Teleworker Services in an Enterprise Setting

= Describe the concept of VPN tunneling

VPN Security

Tunneling Protocols

Carmier protocol:
- The protocel over which the information is traveling (Frame Relay, ATM,
MPLS).
E protocol:
= The protocol that is wrapped around the oniginal data (GRE, IPSec, L2F, PPTP,
L2TP).
Fassenger protocol:
= The protocol over which the original data was being carried (IPX, ApplaTalk,
1Pvd, IPV).

75

Describe How VPN Technology Provides Secure
Teleworker Services in an Enterprise Setting

= Describe the characteristics of secure VPNs

Characteristics of Secure VPNs

Characteristic Purpose

Data Confidentiality Protects data from eavesdroppers (spoofing).
Data Integrity Guarantees that no tampering or alterations occur.
Authentication that only i and devices enter

the network.

74

Describe How VPN Technology Provides Secure
Teleworker Services in an Enterprise Setting

= Describe the concept of VPN encryption

VPN Encryption

Encryption
Algorthm
)

Hacker

76
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Describe How VPN Technology Provides Secure
Teleworker Services in an Enterprise Setting

= Describe the concept of IPsec Protocols

IPsec Security Protocols
Authentication Header
3 All data in plain text 3

= Authentication
= Integrity

Encapsulating Security Payload

% Data payload is encrypled @

77

Configure DHCP in an Enterprise Branch
Network

= Describe the function of DHCP in a network

Introducing DHCP

Manual Configuration Dynamic Configuration

=

&

MNetwork devices that remain in the same Network devices that are added, moved or
place {logically and physically) are assigned changed (physical and logical) need new
static P acdresses. addresses. Manual configuration is urwseldy,

79

IMPLEMENTING IP ADDRESSING SERVICES

78

Configure DHCP in an Enterprise Branch
Network

= Describe how DHCP dynamically assigns an IP
address to a client

DHCP Operation

DHCP Sarver l r—="1 ! I Client
DHCPDISCOVER Broadcast .

& Unicast DHCPOFFER

DHCPREQUEST Broadcast

1 have locked your ofer over and | like iL* w

Unicast DHCPACK

=r “We are good o gol Mere Is your configuration.”

80
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Configure DHCP in an Enterprise Branch
Network

= Describe how to configure a DHCP server

Ei(config)# ip dhcp excluded-address 192.168.10.1 192.168.10.9
Rl (contig)# ip dhop excluded-address 192.168.10.254

Bl jconfig)# ip dhcp pool LAN-POOL-1

Rl (dhop-config) # network 192.168.10.0 255.255.255.0
| B1 (dhep-config) § default-router 192 .168.10.1

Bl (dhop-config) f domain-name span.com

Rl (dhcp-config) § end

81

Configure NAT on a Cisco Router

= Describe the operation and benefits of using private
and public IP addressing

Public and Private Intemnet Addresses
SN P -
; —
3 [ v suguated by
y Rng-a—:;.ﬂhl
Afrieh : - ARIN
A - .

Privatn inserrst addresses are defred in RFC 1018

RFC 1918 intemal Adcress Range

A 10.0.0.0 - 10.255 255.255 100008

B 1721800 - 17231 255355 1T218.00/12

c 102.188.0.0 - 102.168.255.255 102 188.0.0416
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Configure DHCP in an Enterprise Branch
Network

= Explain how DHCP Relay can be used to configure a
router to relay DHCP messages when the server and
the client are not on the same segment

DHCP Problems DHER fedy

Hii cenfig t
§ interface Fad/0
L010 ip halpar-sddress 102.168.11.%

Sary, | can't forward any broadeasts.
cutside of your network subnal

Loaking for a DHCP sarver ...

1SR HER 01024 TEZIGE1A0 P4 1B 181162 192968001024  102.168.1110/24 192 9BB.N15/24
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Configure NAT on a Cisco Router
= Explain the key features of NAT and NAT overload

How NAT Works

s [
HAT Tranuistes Private Addresses o Pusic Addresses

21



Configure NAT on a Cisco Router

= Explain the advantages and disadvantages of NAT

NAT Benefits and Drawbacks

NAT Benefits
Conserves the legally registered addressing scheme
*  Increases the flexibiity of connections 1o the public network

*  Provides for intemal network g schemes.
*  Provides network security
NAT Dm

Performance |s degraded
*  End-to-end functionality is degraded
+  End-o-end IP traceabiity is lost
*  Tunneling is more complicated
= Initiating TCP connections can be disrupted
* Architectures need 10 be rebuilt 1o accommaodate changes
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= Describe how to configure dynamic NAT to conserve IP
address space in a network

Configuring Dynamic NAT

1 mammmmmumum Enter the global command no ip nat

Routar fconfi. uup nat pool mame 1 nane o femove the pool of
| natmask otmank|prefiz-langth pre o

i Ghabal agdresses.
2 Maammmmmmmmmmw Enlquboalwmmmum
ba translated, fita ( L) baeeama-line accasas access-list acces -
-wildcard) £ 1o remaove the access list
3 Enler the global dne ip nat

inaide source ioremove the
dynamic source transiation

type  Enltef the interface command. The
cummncw from

3) 90 [eonfig=1£) 8
5 Mark the interiace as connecled 1o the inside. fout s (conf Lg-

Lf)#ip nat inside
B Spocify e outsida intorface. Foutes [contly) fintezface

T
T Mark the intertace as connectod 10 he outside. Routar (contfig=

Lf)#Ep nat cutside
B F_mnlsﬂmmnmwmme

g=ifj b exit
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= Describe how to configure static NAT to conserve IP
address space in a network

Configuring Static NAT
Step Action Notes
1 Establish static translation batween an inside local  Enter the global command no ip nat inside
address and an inside global address. source static toremove the stabic source
Foutar{conilg) #ip nat inside source translation.
static local-ip global-ip
2 suoay the inside interface. Enfer the interface command. The CLI prompt
rlconfig) tintexface type number will change from {config) # ID{config-if)#.
3 Mark the interface as connected 10 the inside.
Router (config=if) iip nat inside
4 Exit interface configuration mode.
Router (config-if) ¢ axit
5 Specify the outside interface.
Router (config) #interface type number
6 Mark the interface as connected 1o the outside.
Houter (config=Lf) #ip nat outsida

Configure NAT on a Cisco Router

= Describe how to configure NAT Overload to conserve
IP address space in a network
NAT Overioad Configuention Exsenpie

" smenen-dine
B

ip nat dnside
e T e T e e Dt
T Dvaeicend e et PAT

vt ¥m At face rommrd P G0 roemid w8
Changa fumm e g1 § 18 femakig-if1 8

NAT Ovaricad Configuration Lising a Pool of Putilc Addresses

3 Ty
accmsalint et W) o e S0esh L
[
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Configure New Generation RIP (RIPng) to
use IPv6

= Describe the format of the IPv6 addresses and the
appropriate methods for abbreviating them

IPvE Address Representation

=, where x is & 16-bit hexadecimal fiekd
= G.uamms‘wnhtmudm). B.C.D.E.andF
- Loading zercs in a fiekd an optional

Successive fields of zeros can be represented o : : only once per address
Exampies:
=2031:0000:130F:0000:0000:09C0;:B76A: 1308

+  Can ba represontod a5 2031:0:130£: :9c0: 876a:130b

- Cammlbemmlenas:o!l :130£: :9c0:876a:130b
-FFO1:0: 01 FFOL::1

89

Configure New Generation RIP (RIPng) to
use IPv6

= Describe the transition strategies for implementing IPv6

IPvE Transition Strategies
W
Rwlu /
IPU-!
Nmrt Nm-nﬂc Nemh
1Pt Traftic ]
Hw \-._____./

+ Teress sl

machanisss:
- Proxying and translaion (NAT-PT)
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use IPv6

= Explain the various methods of assigning IPv6
addresses to a device

Assigning IPvE Addresses

+ Manual interface 10 assignment Staleless autoconhgueation
+  EUN-84 interface 1D assignment +  DHCPVE (stateful)

|
Configure New Generation RIP (RIPng) to

Configure New Generation RIP (RIPng) to
use IPv6

= Describe how Cisco I0S dual stack enables IPv6 to run
concurrently with IPv4 in a network

Cisco 105 Dual Stack

Application

1Pvd

1m|m

L
=

&

Dual stack is an integration method in which & node has implementation and connectivity 10 both an B4 and P
nestwork
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Configure New Generation RIP (RIPng) to
use IPv6

= Describe the concept of IPv6 tunneling
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Configure New Generation RIP (RIPng) to
use IPv6

= Explain how to configure a router to use IPv6

Enabling IPvE on Cisco Routers

RaaterX (config) i
ipvé unicast-routing

Enabiles IPvE trafic forwarding

RouterX (config-if)#

Configures the intertace IPvG addresses.
ipvE address ipvéprefix/prefix-length eui-64 -
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Configure New Generation RIP (RIPng) to
use IPv6

= Describe how IPv6 affects common routing protocols,
and how these protocols are modified to support IPv6

RIPng Routing Protocol

Simillar IPv4 features:
+  Distance vector, radis of 15 hops, splt horizon, and paison reverse
= Based on RIPv2

Updated features for IPvE:
= IPvE prefic, next-hop IPvG address.
*  Uses the multicast group FFO2:9, the all-ip-routers multicast group, as the destination
address for RIP updates
*  Uses IPvE for transport
= Named RIPng
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Configure New Generation RIP (RIPng) to
use IPv6

= Explain how to configure and verify RIPng for IPv6

Canfiguring RIPng for IPv

T13) 4ipvE outar Fip na Craates and ontars RIP rouler contgurton
mode.

1<L1) 4ipve Tip name ansble Configures RIF oo an intertace.
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Configure New Generation RIP (RIPng) to
use IPv6

= Explain how to verify and troubleshoot IPv6

Commands
show ipvé interface Displays the status of interfaces configuned for IPVE. A
show ipvE intarface beisf Displays & summarized status of interfaces configured for [PvE.
show ipvé neighbors Displays. IPvE nexghbar discovery cache information.
ahow ipvE Diisplays th d stade of the active IPvE routing
protocol processes.
ahow ipvE sip Displays information about the curment
ahow ipvE route Displays the current [P routing table.
show ipvé route summary Displays a summarized form of the cument 1P routing tabie.
show ipvé routers Displays IPvE router advartisement infarmation received from other
rauters.
ahow ipvE atatic Displays only stalic [PV roules insialied in the reuting labla.
ahow ipvé static Displays. static about @i,
2001 :db8: 3555:0/16 oo
show ipvé static interface Displays only static with the specifi eface as
sarial 0/0 the outgoing interlace
show ipvé static detail Displays a more detailed entry for IPvE stalic roules.
show ipwé traffic Displays statistics about 1PvE traffic. o

o7
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