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Describe how a Hierarchical Network Supports
the Needs of a Small & Medium-Sized Business

= Explain the benefits of the hierarchical network model

Bonafits of & Hierarchical Netwaork
The Hisrarchical Hstwork Model
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Match the Appropriate Cisco Switch to each
Layer in the Hierarchical Network Design Model

= |dentify the key features of switches that are used in
hierarchical networks

Switch Form Factors

Medular Canfiguration Switches
Foaturos and aptons are kmited 10
rose that originally Come Wi e swilch
Stackable Configuration Switches bl

Stackabie swiiches, connecied by a special cabie,
effecively oparate 4 one large switch.

Match the Appropriate Cisco Switch to each
Layer in the Hierarchical Network Design Model

= |dentify the considerations used to select a switch for a
hierarchical network

Port density is the number of ports available on a single switch,

24-port switch 48-port swilch

P

PoE and Layer 3 Functionality
Modular switch with up 1o 1000+ parts
1P Prians masves power a Wirsiesa Access Point
Erough B Eremel cabie — Tecers power Tt the
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Match the Appropriate Cisco Switch to each
Layer in the Hierarchical Network Design Model

= |dentify the switch features found in each level in a
hierarchical network
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Match the Appropriate Cisco Switch to each
Layer in the Hierarchical Network Design Model

= |dentify the Cisco switches used in SMB applications

Features of Cisco Catalyst Switches

Scalability, Lonaevity
i
B

Catatyst 0500

Small Medium-Sized Large
Organization Size/Density

gummarlze E”e operaflon O| Emernef as

defined for 100/1000 Mbps LANs in the IEEE
802.3 standard

= Describe the key elements of Ethernet/802.3 networks

One sender and one fer:::ar F g 9 g
One sender to all other addresses ? F F F
One sender 1o a group of addresses ? g % %

Client Group
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CONFIGURE A SWITCH

Explain the Functions that Enable a Switch to
Forward Ethernet Frames in a LAN

= Describe the switch forwarding methods

Switch Packet Forwarding Methods

Store-and-forward Cut-through
Complete frame is received The frame is forwarded
before forwarding. through the switch before the

entire frame is received.




Explain the Functions that Enable a Switch to Explain the Functions that Enable a Switch to
Forward Ethernet Frames in a LAN Forward Ethernet Frames in a LAN
= Explain symmetric and asymmetric Switching = Describe how memory buffering works

Symmetric and Asymmetric Switching

Port-Based and Shared Memory Buffering

Asymmatric

Moro bandvwidt is O —
o, e
in qui
paiky & are linked to specific incoming
ports.
Shared memorny Shared memary buffering depaosits

all frames into & commaon memory
Symmatric

Each port on the switch is
assigned the same bandwidth,

buffer, which all the ports on the
swilch share.
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Explain the Functions that Enable a Switch to

Configure a Switch for Operation in a Network
Forward Ethernet Frames in a LAN

= Describe the Cisco I0S help facilities
= Compare Layer 2 with Layer 3 switching

Layer 3 Switch and Router Comparison

Configuring Port Security on a Cisca Catalyst Switch

m Layer 3 Switch Router

Layer 3 Routing Supported Supported
Traffic Management  Supported Supported
WIC Support Supported
Advanced Routing Supported
Frotocols

P routing

15




Configure a Switch for Operation in a Network

= Describe the boot sequence of a Cisco switch

Describe the Boot Sequence

The boot sequence of a Cisco swilch:
-The switch loads the boot loader software from NVRAM.
-The boot loader:
= Performs low-leved CPU inftialization.
+ Parforms POST for the CPU subsystem.
= Initializes the flash file system on the system board,
« Loads a default operating system software image inlo memery and boots the switch,
-The operating system runs using the config.text file, stored in the switch flash storage.

The boot loader can help you recover from an operating system crash:

-Provides access into the switch if the operating system has problems serious enough that it cannot be
used.

-Provides access to the files stored on flash before the operating system is loaded.

-Use the boot loader command line to perform recovery operations.

17

Configure a Switch for Operation in a Network

= Describe how to perform a basic switch configuration

Configure IP Connectivity

PC1: 81
+ IP address - 172.17.99.12 - VLAN S99
= Connecled to Consaole port = the management VLAN
» Connected to port FOMB on 51 * IP address -172.17.99.11

= Port FO/18 assigned lo VLAN 99

= For TCP/P management a Layer 3 address must be assigned 1o the switch.
= VLAN 1 is the default management interface for all switches

* Thera are security risks associated with using VLAN 1

= Create ancther VLAN, for example VLAN 89 or VLAN 150

+ Assign that VLAN o an appropriate port. for example FO/18

19

Configure a Switch for Operation in a Network

= Describe how to prepare the switch to be configured

Configure a Switch for Operation in a Network

= Describe how to verify the Cisco IOS configuration
using the Show command

Using the Show Commands

Cisco 108 CLI Command Synitax
Displays mtertace slatus and configuration for a single or a interfaces show intecfaces [intezface-id]

available on the switch,

Displays contents of startup configuration. show startup-config

Displays curment operating configuration. show running-config

Displays information about flash: file system, show flash:

Displays system hardware and softwane status. show version

Display the session command history. show history

Displays IP information. show ip {interface | http | arp}

The interface opton displays IF interface status and configuration.

Tha hilp option desplays HTTP information about device manager running

on the switch.

The arp option displays the IP ARP table.

Dispiays the MAC forwarding table. show mac-address-table
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Configure a Switch for Operation in a Network Configure Basic Security on a Switch
= Describe how to manage the Cisco I0S configuration = Describe the Cisco I0S commands used to configure
files password options

Backup and Restore Switch Configurations

Configure EXEC Mode Passwords

Claco 105 CLI Command Syntax
Switch from privileged EXEC mode to global

Sltcopy running-comfig startup-comfig
Aacnpons ses ihet e funning-conig s DTStination filenase | startup-contig)?

w

liconfigure terminal

running on the system and that the startup- configuration 1a.
config file that will bo stored in flash -

NVRAM. Press the Enter key 10 accept and Configures the enable d 1o enter g 51{config) fenable password password
tuse the Crif+C key combination o cancel, EXEC mode.

;anmwm“uml o m:'lﬂ'mm‘ m.:' ke ities Tera Configures the enable secret passwordtoenter 91 (config) fenable secret password

name, Press the Enter key to accept and privileged EXEC mode.
s th CrifeC sy combination 1o cancel. Exit from line configuration mode and return to
privileged EXEC mode.

51{config) fend

e e
Configure Basic Security on a Switch Configure Basic Security on a Switch
= Describe the Cisco I0S commands used to configure a = Describe the how to configure Telnet and SSH on a
login banner switch
Configuring Telnat
Configure a Login Banner Configure a MOTD Banner Telnet and SSH

Telnet
-Most common access method Configuring SSH
-Sends clear lext message streams
-ls not secure
Configure a kagn Bannar. Sljgord)foanses login Corfigurs & MOTD login banner.  S1jconfigifbanner motd
“Authorized Personmel “Davice maistenance will
onlyt® ba cccurring on Friday!® ssH

-Should be the common access method
-Sends encrypted message stream
-Is secure

23 24




Configure Basic Security on a Switch

Configure Basic Security on a Switch
= Describe the key switch security attacks. The = Describe the Cisco I0S commands used to disable
description should include, MAC address flooding, unused ports
spoofing attacks, CDP attacks, and Telnet attacks

Port Security Defaults

Default Satting

Port security Disabled on a port.

Maximum number of secure MAC 1
addresses
Violation mode Shutdown. The port shuts down
when the maximum number of
securs MAC addresses is
axceaded, and an SNMP trap
notification is sent.

Disabled

Sticky address leaming

25
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Explain the Role of VLANs in a
Converged Network

= Describe the different types VLANSs

Types of VLANs

Switches 51, 52, 53:

Bt FO/1 and FO3 are 802,101 runk interfaces with
| native VLAN 99 - 172.17.99.0/24

VLANS

27
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Explain the Role of VLANs in a
Converged Network

= Describe the VLAN port membership modes

VLAN Port Membership Modes

Static VLAN Dynamic VLAN Voice VLAN

3024
Foe FO/18 VMPS
11111111111 = VLAN 10
VLAN 10
MAC = 111111111111
VLAN 20
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Explain the Role of Trunking VLANSs in a
Converged Network

= Explain the role of a trunk when using multiple VLANs
in a converged network

Faculty - 172.17.10.0/24

Students - 172.17.20.0/24

Guest - 172.17.30.0/24

Management and Mative - 172.17.90.0/24

S o0y :/I P Switch
172.17.10.21 Cﬁ?’:’i}’ Pects, s for
r oo each
Student subnatwork
17247.20.22

B
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Explain the Role of VLANs in a
Converged Network

= Describe how to manage broadcast domains with

VLANs
Layer 3 Forwarding
Stop 1

Faculty Faculty
VLAN 10 - VLAN 10-
172471021 172.17.10.24
Student Student
VLAN 20 - WVLAN 20 -
TzAT022 AT217.2025
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Explain the Role of Trunking VLANs in a
Converged Network

= Describe how a trunk works

Trunking Operation

PC1 sends out a broadcast on VLAN 10
PC3 sends out a broadcast on VLAN 30 ﬁ

Faculty Faculty
1T2AT.00 1T217.10.24
/
’ Foi )
Student FOI8  Student
Ar2ar022 172472025
.
IR BES —
Guest configured o e
2102 woport 211025

32




Explain the Role of Trunking VLANSsS in a
Converged Network

= Describe the switch port trunking modes

DTP Switchport Mode Interactions

Port FOV1 is configured with J Port FO/3 is configured with
awitehport mode trunk switchport mode dymamic aute

Y-
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Configure VLANs on the Switches in a
Converged Network Topology

= Describe the Cisco IOS commands used to create a
VLAN on a Cisco Catalyst switch

Add a VLAN
Switch S1:
51fconfigure terminal VLAN 20 o
51 (config) #vlan 20 “student”
51 (config-vlan) iname student
51 (config-vlan) fend Student PC
172172022

35

Configure VLANSs on the Switches in a
Converged Network Topology

= Describe the steps to configure trunks and VLANs

Configuring VLANS and Trunks Overview

Use the following steps lo configure and verily VLANS and trunks on a switched network:
1. Create the VLANs.

2. Assign switch ports to VILANS statically

3. Verify VLAN configuration

4, Enable trunking on the inler-switch connections.

5. Verify trunk configuration.

34

Configure VLANs on the Switches in a
Converged Network Topology

= Describe the Cisco I0S commands used to manage
VLANS on a Cisco Catalyst switch

Verify VLANs and Port Memberships
Show VLAN Command

Cisco 05 CLI Command Syntax
show vlan [brief | id vlan-id | name vlan-name | summary].

Display ane line for each VLAN with the VLAN name, status, and its ports. brisf

Display information about a single VLAN identified by VLAN ID numbser. id wlan-id

For vian-id, the range is 1 to 4004,

Display information about a single VLAN identified by VLAN name. The VLAN name  name vlan-nase
s an ASCII sfring from 1 1o 32 characters,

Display VLAN summary information. BURMATY

Show Interfaces Command

Cisco 105 CLI Command Syntax

show interfaces [interface-id | vlan vlan-id] | switchport

Valid interfaces include physical ports (inchuding type, module, and port number] and  {nterface-id
port channels. The port-channel range is 1 to 6.

VLAN identification. The range is 1 to 4004, vlan vlan-id
Display the administrative and operational status of a switching port, inchuding port switchport
blocking and port protection settings.

36




Configure VLANs on the Switches in a
Converged Network Topology

= Describe the Cisco IOS commands used to create a
trunk on a Cisco Catalyst switch

Configure an 802.1Q Trunk

Cisco 105 CLI Command Syntax

Enter global configuration mode. #configure tarminal

Enters the interface configuration mode for the defined interface.  (config)@interiaca inenice it

Forea the link connecting the switehes o be a trunk tink, {onlig-l#switehpon mede tunk

Specify anather VLAN as the nathve VLAN for untagged for IEEE  (configjdewiichpor trunk native vian wian-f
BOZ 1) trunks

Add the VLANS allowed on this trunk.

{config-ifj#swichport trunk sllowed vian sdd
wiarn-ist

Raturn to privileged EXEC mode. {config-if#end

37

Troubleshoot Common Software or Hardware
Misconfigurations Associated with VLANs

= Describe the common problems with VLANs and trunks

Native VLAN Mismatches

o WEBITFTP Server
17217991 VLAN 10 - 172.17.10.30

Fali2
ﬁ\ Fors ' Faculty
W VLAN 10 - 172.17.10.24
‘

L FOi1
ro °I can't connect to the
VLANS9 Web server”

VLAN Trunks 17217.99.3
Allowed - 10,99
Native VLAN - 98

Troubleshoot Common Software or Hardware
Misconfigurations Associated with VLANs

= Describe how to use the troubleshooting procedure to
fix a common problem with VLAN configurations

Incorrect VLAN List

it
VLAN 20 - 172.17.20.10 WLAN 10 - 172.17.10.30
FaQid4 Fa0r2
Fon .ms ' Faculty |
. VLAN 10-172.47.10.24
[N :

’ \ .
R\ / N, Rt

& \ | ~ax,. =

VLAN 20 - 172.17.20.29
VLAN Trunks
Allowed - 10.20,99 "l cant connect to the
_Naﬂ]va VLAN -89 student e-mail server”
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IMPLEMENT VTP

40
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Explain the Role of VTP in a Converged

Switched Network
= Explain the role of VTP in a multi-switch network

What is VTP?

VTP Server

VLAN3D /

FOi , JFOI3
’

\

/ \
I’Fun Foi3',

VTP Enabled
Switches

VLANID

VLANZO

41

Describe the Operation of VTP

= Explain the role of domains in VTP

=) B
\

® &
& & &
- |~
& S O o

tus
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Describe the Operation of VTP

= Describe the importance of the default VTP
configuration

Switch E Default VTP Configuration
Output Sy
A

VTP Version = 1
VTP Domain Name = null
VTP Mode = Sarver 3

‘Config Revision = 0

VLANS = 1 £
’ F

42

Describe the Operation of VTP

= Describe how VTP exchanges domain and VLAN
information between switches in the same VTP domain

VTP Advertisements

Summary advertisements:
= Are sent every 5 minutes by a VTP Server

= Inform VTP enabiled swilches of the current VTP
configuration revision number
= Are sent immediately after a configuration change

Client

44
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Describe the Operation of VTP

= Describe the role VTP modes play in enabling VTP to
distribute and synchronize domain and VLAN
configuration information in a network

Transparant Moda in Acicn

Bt 58 g e 200 T P et

VI VTP Dot e =
emest
P S - S
Rvnon = 1 Conti evaion = 1
w122 ool e [Awsiaaaan
[ (et
VTF bt « et VTP Mo = Gt
Prrce =3 =
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Configure VTP on the Switches in a
Converged Network

= |dentify and troubleshoot common VTP configuration
problems

+ Incompatible VTP Versions

+ VTP Password Issues

+ Incorrect VTP Mode Name

+  All Switches set to VTP Client Mode

Configure VTP on the Switches in a
Converged Network

= Manage VLANs on a VTP enabled network

tarface FastEthornat 0711
switchport access viam 10

47

IMPLEMENT SPANNING TREE PROTOCOLS
(STP)

12



Explain the Role of Redundancy in a
Converged Switched Network

= Describe how redundancy can disable a hierarchical
network

Loops in the Wiring Closet

i "D f .,.‘L’LI Distribution

172471021

49

Summarize How STP works to Eliminate
Layer 2 Loops in a Converged Network

= Describe the STP algorithm

STP Algorithm

TZATLN 172170022 172471023

51

Explain the Role of Redundancy in a
Converged Switched Network

= Explain how Layer 2 loops occur in well managed
networks

AT 17T AT2AT.10.23

50

Summarize How STP works to Eliminate
Layer 2 Loops in a Converged Network

= Explain the role of the BID in STP

- Bricige 101 - & Bytes
Bridge 10 Without the
Estiredont Systarn 10 Buiiga Priority MAC Addrass
3 -
2By ytm
e -
Bricige 10 With the
Bridge Prionty  Extend System 10 WAL Agdress

Estnded Sysiem 1D

Sysiom 10 = VLAN 2y  ytme

52
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Summarize How STP works to Eliminate
Layer 2 Loops in a Converged Network

= Describe the how port roles support the operation of
STP

Port Roles

172471021 172471022 172471023
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Summarize How STP works to Eliminate
Layer 2 Loops in a Converged Network

= Describe the role of STP port states and BPDU timers
in the operation of STP

Port States

Recsives and process BPOUS

in e oranrding Htaable

v v v v x

Forward data rames received on interface x *® 4 v x
Forward data frames switched Eom anoihe interfac x ® x v x
Leam MAC addresses * ® ' v x

“Roturr ko blocking if not lowsst cost path 10 foot Eridge

BPDL Timers

Explain How the STP Algorithm Uses Three
Steps to Converge on a Loop-Free Topology

= Define convergence for a switched network and

summarize the 3 step process STP uses to create a
loop free topology

STP Convergence Steps

——————————————————————
Three Steps

Step 1: Elect a Root Bridge
Step 2: Elect the Root Ports
Step 3: Elect the Designated and Non-Designated ports

55

54

Explain How the STP Algorithm Uses Three

Steps to Converge on a Loop-Free Topology

= Explain the STP decision sequence is used to elect a
root bridge for a network

Step 1. Electing A Root Bridge

Fo8¢0U o o

Root ID = 32760.000A00222222

Root ID = 24577 000A00333333
Bridge ID = 32769.000AD0222222 | SE i = = = = = = = = | Bridge 1D = 24577 000A00333333
Path Cost = 19 Fort Foz Path Cost = 19
FOi2 'y + FON
. s
~ I

Trumk2 \\ o7 [Trunk
Foz Y, Fo

F{1 BPDU
- Root ID = 32760.000A00111111

Switch S2 forwards oul BPOU Bridge ID = 32769.000A00111111

frames out all switch ports. The Path Cost = 19

BPDL frame contains switch 52 T

beidge 1D and root 1D populated,

indicating that switch S2 is the oot Rool ID = 32760.000A00111111

bridge. Bridge |0 = 32769, 000400111111
Path Cost = 18

56
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Explain How the STP Algorithm Uses Three
Steps to Converge on a Loop-Free Topology

= Describe the process of electing a root port on a switch

Step 2. Elect Root Ports

Fon 8Py Tunks (B o eeo

Root ID = 24577 000ADO3IZ3I3 Root 10 = 24577 000AD0333333

Bridge 1D = 32760 000A00222222 @ Bl = = = = = = = = || Bridge 1D = 24577 000ADOI3I3I33
Pa Cost = 19 Fon Foz Path Cost = 18
FOZ # Foi
’
Foz BPOU : b ,; Ei2 BPOU
Root ID = 24577.000A00333333 Trunkz| /" |Trunkl| | Root D = 24577.000A00333333
s

Bradge 0 = 32769 000AD0222222 Bridge ID = 24577 000AD0333333

Pasn Cost = 38 & Pt Cost = 19

E1 BPDU

Root ID = 24577.000AD0333333
Bridga D = 32760.000A00111111
Path Cost = 19

02 BPOU
Swilch 52 compares e path Roat 1D = 24577 0O0AD03X3333

costs for sach of ks swilch ports. m'};&?ﬁgwﬂmﬂﬂ“

Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Summarize the features of the PVST+, RSTP and rapid
PVST+ variants of STP

Cisco and STP Variants

Cinco Proprietary  PVST

= Each VLAN has an instance of spanning tree
+ Abilty io load balanos trafic at layer-2
. Bat, UpeikFat,

PYETe
* Supports ISL and IEEE B02.10 ueking
*  Suppons Cisco pregristary STF axtensions
+  Adds BPOU guand and Aot guard enharcements
+  Based on EEESOZ fw standand
Has faster convesgoncs than 802,10
IEEE Sandard RSTP
* nroduced in 1582 provides Saslor converpence Ban 802,10
brgioments.

« MEEEMN o BO2.1D, MEEE 802 1D
el

MSTP
+ Mol VLAMS can ba
*  imspirnd bry the Gisco Multiple instances Spanning Tree Protocol (MISTF),
+ [EEE 802 10-2003 now includes MSTP

Explain How the STP Algorithm Uses Three
Steps to Converge on a Loop-Free Topology

= Describe the process of electing designated ports and
non-designated ports on a switch

Step 3. o Desi Ports and N Ports

—_— e

Moot 10 = 24577 DEOACEITNAIY

ke 9+ 32740 00OADOTIE2 55 ...... !’5
Patn Cont = 3 Fon o
#03 s, R

02 EPDY

oot 1) » 2457 DOOADEIIITY
Becige 10 = TTH0.000AD0T 11111
Path Cont » 30

St 51 congures o of da

Tt s e e s st e
e £ P ot bk
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Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Describe the features of PVST+

PVET+
ey PVST+ Bridga ID
T - irdge 10 = 8 Bytes -
/ Fhoot for VLAN 10 Brije 1D w0t e i MAG Address

esterced sysiem 10 i

N/ e A

[ Externt
Forwarding Pust for VLAN 20 ke e Forwartiog Port for VLAK 10 | W ayte s Syaiem D MAACH iy
Biociing Por for VLAN 10— J& S ocking Pon o VLAN 20
v 12 s ™
Syt 10 = VAN 2y B byes
A
Vg —=====

60




Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Describe the features of RSTP

What is RSTP?

Characteristics of RSTP:
+ s the prefarred protocol for preventing Layer 2 loops in a switched natwark
. i N

+ Performs befter than the Cisco-propristary enhancements
« Not with Cis ¥
« Defines different port states and port roles

+ s backward compatible with 802,10

= Has kept most confi jon p

* Has the same BPDU format as the |IEEE 802.1D BPDU
* Does not need B02.1D timers

61

Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Describe the RSTP port states and port roles

RSTP Port States.
RSTP Port States

y— Acton
[— Thiss st & 5e0n in Both 5 stable scthn lopeiogy wd

MAS Tatie
— changes. g data frames, thus “breaking” the
— continuity of a lyer 2 00p.
Learning — Loamnieg Tris statn is 500 in both & stable acthen lopalogy and during opology synchronization snd

tabie in an effort 1o

changes.
it Nlcxoesing of wrknown uncast fames.

S This state is togiogies. The the
Forwarding seplogy. Following a kgoiogy changs, of during synchranason, the orwanding of data
framess oocurs onky after a proposal and agnsement process.
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Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Describe the RSTP link types

Link Types

o jw» L

62

Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Describe how to configure rapid PVST+

Configure rapid-PVET+

[Enter global configuration maode. configure terminal

Configure ragid PYSTe apanning-lree mode.  Spanning-tres mode rapid-pvst
Speciy an interface 1o configure, and enter  interface

interface configuration mode. The VLAN ID

range is 1 1o 4084, The port-channed range is

16

Specify that the link type for this port is point- lv:ﬂnlmi-tm link-typs point-to-
point

Ao-paint
Retun 1o privileged EXEC mode. and
Clear all detected STP. clear spanning-tres detectad-

protocals
64
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Implement Rapid per VLAN Spanning
Tree (rapid PVST+) in a LAN

= Describe how to design STP to avoid problems

Final Points

Keep STP Even If It Is Unnecessary
« Do not disable STP.
* STP s nol very processor-inténsive
= the few BPDUs sent on each knk do not reduce bandwidth,
+ But a bridge network without STP can go down in a fraction of a second

Keop Traffic off the Administrative VLAN
A high rate of broadcast or multicast traffic on the administrative VLAN

adversely efiects the CPLI's abilty to process vital BPDUSs.
= Keep user traffic off the administrative VLAN,

Do Not Have a Single VLAN Span the Entire Network
* VLAN 1 serves as an administrative VLAN, whera all switches are accessible

in the same |P subnet.
= A bridging loop on VLAN 1 affects all trunks and can bring down the netwark

* Segment the beidging domains using high-speed Layer 3 switches.

65

Explain How Network Traffic is Routed
Between VLANs in a Converged Network

= Describe the routing options between VLANs

Traditicnal Inter-VLAN Routing

AT2ATI0.924
ok rae / Suitch $1 Ports
FEH ______ Fi ﬂ_ﬂ Fos Fn'ﬁ 'VLAN‘G
et FOI5 = VLAN30
L3 FO/-FO/ = Trunk
Trusk S
ey Switch 52 Ports
PO oy o FOVT1 = VLANTO
s N FO/B = VLAN 20
FO/E = VLAN3O
POE FO/-FO/4 = Trunk
RLFATAL N ATIAT 022 1T2AT N2

IMPLEMENT INTER-VLAN ROUTING

66
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Explain How Network Traffic is Routed
Between VLANs in a Converged Network

= Describe the role of interfaces and subinterfaces in
supporting inter-VLAN routing

‘Router-on-a-Stick’ Inter-VLAN Routing

F0/0.10 R1 Subinterfaces

5 oo FO/D.10: 172.17.10.1

R FOVD.20: 172.17.20.1
FOVD.30: 172.17.30.1

Switch S1 Ports
Font ‘Tx“?ﬂ e, FO/M-FO/4 = Trunk
g FOVS = Trunk

Switch 52 Ports
FO/M1 = VLAN1D
FO/18 = VLAN20
FO/E = VLAN3OD
FO/M-FO/4 = Trunk

TRATAL T2ATR0E 1T2AT.30.23
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Configure Inter-VLAN Routing

= Describe the steps to configure inter-VLAN routing

£0/1
| #ip address 172.17.30.1 385.255.255.0
ahutdown

AT
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Troubleshoot Common Inter-VLAN
Connectivity Issues

= Describe the common switch configuration Issues

Switch Configuration Issues

1T2AT.30.1124

REFATRT N 1T2.17.30.23
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Configure Inter-VLAN Routing

= Describe the steps to configure inter-VLAN routing

E Canfiguring Router-an-a-Stick Inter-VLAN Routing
Subiniartacas

ﬁ FONL10: 172.17.10,1128
b FOOS0: 172.17.30.124
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Troubleshoot Common Inter-VLAN
Connectivity Issues

= Describe the common router configuration issues

Verify Router Configuration

712

18



CONFIGURE A WIRELESS ROUTER
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Channel

Curvature indicates highest RF snergy is at the
cenler point of each channel and that it
dissipates towards the edges of the channel

5bHz separation between cenler
frequencies of successive channels

Mo overlap between
channels 1, & and 11

5-MHZ]

CH.1 Ch.6 Ch.11 |

ik

| T T I I I T 1 I T I T |

2400 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2483

— 22 —]

Charnine! width

2.4-GHz RF Band
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|
Explain the Components and Operations
of Basic Wireless LAN Topologies

= Describe the 802.11 wireless standards

Wireless LAN Standards
Data Rate

200+ Mbps Draft 802.11n

5.5~ 11 Mbps™ B0Z11b /m.n

1-2Mbps |
T Range
100 #730m 200 f/80m
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Explain the Components and Operations
of Basic Wireless LAN Topologies

= Describe the components of a 802.11-based wireless
infrastructure

Wieninas NICS

Wiraless Routers

76
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Explain the Components and Operations
of Basic Wireless LAN Topologies

= Ad hoc
802.11 Topologies
APs Naone
Topology IBSS |
Connection Peerio-Pear
Mode Ad hoc
Coverage Basic Service
Area (BSA)
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Explain the Components and Operations
of Basic Wireless LAN Topologies

= Extended Service Set (ESS)

802.11 Topologies

I

APg More than one

Topology ESS

Connection  Cliant i AP

Mode Infrastructure:

Caverage Exlanded
Service Ares
(ESA}
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Explain the Components and Operations
of Basic Wireless LAN Topologies

= Basic Service Set (BSS)

802.11 Topologies

N

APs Ohe

Topoiogy BSS

Caonnection Client lo AP

Mode Infrastructure

Coverage Basic Sarvica
Area (BSA)
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Wireless Operation

= Client and Access Point Association
«Stepl- 802.11 Probing
*Step2- 802.11 Authenticate .\ @ @ recodation
«Step3- 802.11 Associate

E | Access Point |

Access Point emits periodic heacan:
- ssiD
* Supported Rates
+ Security Implementation (e.g. WPAZ2)

Clients with radio NICs “hear” the beacon

=y
—

80
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Explain the Components and Operations
of Basic Wireless LAN Security

= Describe the threats to wireless LAN security

Maryin Th Mtcicas Attacks
Denial of Service

St e
y=) ti__h__ C9
- f
Unauthorized Access Commaon mm?;- can '

Fird “Oproe” rostwork g
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|
Explain the Components and Operations
of Basic Wireless LAN Security

= Describe how to secure a wireless LAN from the key
security threats

Controlling Access 1o the Wireless LAN

r Merts o meegarpments.

av .
J o @ﬂ -
T 5/ % =

Aethors for conoing wrness LAN acoess
1. S50 treaccasts bom access pens ate 0

83

Explain the Components and Operations
of Basic Wireless LAN Security

= Describe the wireless protocols. The description will
include a description of 802.1x, a comparison of WPA
and WPAZ2 as well as comparison of TKIP and AES
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Configure and Verify Basic Wireless LAN
Access

= Configure a wireless access point

Overview of Configuring the Wireless Access Point

«  Step 1: Verify local wired operation—DHCP and Internet access.
* Step 2: Install tha access point

=  Step 3: Configure the access poinl—SSID, (no security yel)

= Step 4 Install one wireless client (no security yet)

= Step 5: Varify wiraless network operation

+ Step 6 Configure wireless security—WPAZ with PSK

= Step T: Verify wireless network operation

84
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Configure and Troubleshoot Wireless
Client Access

= Describe how to solve incorrect channel settings

Resolve Issues of Incormect Channel Sattings
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Configure and Troubleshoot Wireless
Client Access

= Describe how to correct antenna misplacement

Identify Problems with Access Point Misplacement

! -
' ® @
s g e
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Configure and Troubleshoot Wireless
Client Access

= Describe how to solve common RF interference issues

Correct RF Interference Issues

Microwave ovan and cordless
phone are not in ESS. They “hog™

the 2.4GHz channels rather than
contand for tham.
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Configure and Troubleshoot Wireless
Client Access

= Describe how to solve the common problems
associated with wireless LAN encryption types

Identify Problems with Access Point Misplacement

1 =
& &

Overlap
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Configure and Troubleshoot Wireless
Client Access

= Describe how to solve authentication problems
associated with wireless LANs

Resolve Problems with Wireless LAN Encryption and Authentication l I ' ' l '
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