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DAY 3

Agenda

LAN Design

Configure a Switch

VLANs

Implement VTP

Implement Spanning Tree Protocols

I l t I t VLAN R ti
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Implement Inter-VLAN Routing

Configure a Wireless Router
LAN DESIGN
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LAN DESIGN
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Describe how a Hierarchical Network Supports 
the Needs of a Small & Medium-Sized Business

Explain the benefits of the hierarchical network model 
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Match the Appropriate Cisco Switch to each 
Layer in the Hierarchical Network Design Model

Identify the considerations used to select a switch for a 
hierarchical network 
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Match the Appropriate Cisco Switch to each 
Layer in the Hierarchical Network Design Model

Identify the key features of switches that are used in 
hierarchical networks 
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Match the Appropriate Cisco Switch to each 
Layer in the Hierarchical Network Design Model

Identify the switch features found in each level in a 
hierarchical network 
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Match the Appropriate Cisco Switch to each 
Layer in the Hierarchical Network Design Model

Identify the Cisco switches used in SMB applications 

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 9

CONFIGURE A SWITCH

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 10

CONFIGURE A SWITCH

Summarize the operation of Ethernet as 
defined for 100/1000 Mbps LANs in the IEEE 
802.3 standard

Describe the key elements of Ethernet/802.3 networks
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Describe the switch forwarding methods

Explain the Functions that Enable a Switch to 
Forward Ethernet Frames in a LAN
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Explain the Functions that Enable a Switch to 
Forward Ethernet Frames in a LAN

Explain symmetric and asymmetric Switching
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Explain the Functions that Enable a Switch to 
Forward Ethernet Frames in a LAN

Describe how memory buffering works
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Explain the Functions that Enable a Switch to 
Forward Ethernet Frames in a LAN

Compare Layer 2 with Layer 3 switching
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Configure a Switch for Operation in a Network
Describe the Cisco IOS help facilities
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Configure a Switch for Operation in a Network
Describe the boot sequence of a Cisco switch
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Configure a Switch for Operation in a Network
Describe how to prepare the switch to be configured
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Configure a Switch for Operation in a Network
Describe how to perform a basic switch configuration
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Configure a Switch for Operation in a Network
Describe how to verify the Cisco IOS configuration 
using the Show command
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Configure a Switch for Operation in a Network
Describe how to manage the Cisco IOS configuration 
files
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Configure Basic Security on a Switch
Describe the Cisco IOS commands used to configure 
password options
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Describe the Cisco IOS commands used to configure a 
login banner

Configure Basic Security on a Switch
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Describe the how to configure Telnet and SSH on a 
switch

Configure Basic Security on a Switch
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Describe the key switch security attacks. The 
description should include, MAC address flooding, 
spoofing attacks CDP attacks and Telnet attacks

Configure Basic Security on a Switch

spoofing attacks, CDP attacks, and Telnet attacks
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Describe the Cisco IOS commands used to disable 
unused ports

Configure Basic Security on a Switch
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VLANS
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VLANS

Explain the Role of VLANs in a 
Converged Network

Describe the different types VLANs
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Explain the Role of VLANs in a 
Converged Network

Describe the VLAN port membership modes 
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Explain the Role of VLANs in a 
Converged Network

Describe how to manage broadcast domains with 
VLANs
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Explain the Role of Trunking VLANs in a 
Converged Network

Explain the role of a trunk when using multiple VLANs 
in a converged network
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Explain the Role of Trunking VLANs in a 
Converged Network

Describe how a trunk works
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Explain the Role of Trunking VLANs in a 
Converged Network

Describe the switch port trunking modes
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Configure VLANs on the Switches in a 
Converged Network Topology

Describe the steps to configure trunks and VLANs
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Configure VLANs on the Switches in a 
Converged Network Topology

Describe the Cisco IOS commands used to create a 
VLAN on a Cisco Catalyst switch
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Configure VLANs on the Switches in a 
Converged Network Topology

Describe the Cisco IOS commands used to manage 
VLANs on a Cisco Catalyst switch
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Configure VLANs on the Switches in a 
Converged Network Topology

Describe the Cisco IOS commands used to create a 
trunk on a Cisco Catalyst switch
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Describe the common problems with VLANs and trunks

Troubleshoot Common Software or Hardware 
Misconfigurations Associated with VLANs
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Describe how to use the troubleshooting procedure to 
fix a common problem with VLAN configurations

Troubleshoot Common Software or Hardware 
Misconfigurations Associated with VLANs
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IMPLEMENT VTP
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IMPLEMENT VTP
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Explain the Role of VTP in a Converged 
Switched Network

Explain the role of VTP in a multi-switch network

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 41

Describe the Operation of VTP
Describe the importance of the default VTP 
configuration
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Describe the Operation of VTP
Explain the role of domains in VTP
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Describe the Operation of VTP
Describe how VTP exchanges domain and VLAN 
information between switches in the same VTP domain
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Describe the Operation of VTP
Describe the role VTP modes play in enabling VTP to 
distribute and synchronize domain and VLAN 
configuration information in a networkconfiguration information in a network
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Configure VTP on the Switches in a 
Converged Network

Identify and troubleshoot common VTP configuration 
problems
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Configure VTP on the Switches in a 
Converged Network

Manage VLANs on a VTP enabled network
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IMPLEMENT SPANNING TREE PROTOCOLS
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IMPLEMENT SPANNING TREE PROTOCOLS
(STP)
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Explain the Role of Redundancy in a 
Converged Switched Network

Describe how redundancy can disable a hierarchical 
network 
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Explain the Role of Redundancy in a 
Converged Switched Network

Explain how Layer 2 loops occur in well managed 
networks 
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Summarize How STP works to Eliminate 
Layer 2 Loops in a Converged Network 

Describe the STP algorithm 
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Summarize How STP works to Eliminate 
Layer 2 Loops in a Converged Network 

Explain the role of the BID in STP 

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 52



14

Summarize How STP works to Eliminate 
Layer 2 Loops in a Converged Network 

Describe the how port roles support the operation of 
STP 
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Summarize How STP works to Eliminate 
Layer 2 Loops in a Converged Network 

Describe the role of STP port states and BPDU timers 
in the operation of STP 
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Explain How the STP Algorithm Uses Three 
Steps to Converge on a Loop-Free Topology

Define convergence for a switched network and 
summarize the 3 step process STP uses to create a 
loop free topologyloop free topology
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Explain How the STP Algorithm Uses Three 
Steps to Converge on a Loop-Free Topology

Explain the STP decision sequence is used to elect a 
root bridge for a network  

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 56



15

Explain How the STP Algorithm Uses Three 
Steps to Converge on a Loop-Free Topology

Describe the process of electing a root port on a switch 
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Explain How the STP Algorithm Uses Three 
Steps to Converge on a Loop-Free Topology

Describe the process of electing designated ports and 
non-designated ports on a switch 
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Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Summarize the features of the PVST+, RSTP and rapid 
PVST+ variants of STP 
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Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Describe the features of PVST+ 
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Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Describe the features of RSTP 
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Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Describe the RSTP link types 

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 62

Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Describe the RSTP port states and port roles 
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Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Describe how to configure rapid PVST+ 
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Implement Rapid per VLAN Spanning 
Tree (rapid PVST+) in a LAN

Describe how to design STP to avoid problems 
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IMPLEMENT INTER VLAN ROUTING
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IMPLEMENT INTER-VLAN ROUTING

Explain How Network Traffic is Routed 
Between VLANs in a Converged Network 

Describe the routing options between VLANs 
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Explain How Network Traffic is Routed 
Between VLANs in a Converged Network 

Describe the role of interfaces and subinterfaces in 
supporting inter-VLAN routing 
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Configure Inter-VLAN Routing
Describe the steps to configure inter-VLAN routing 
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Configure Inter-VLAN Routing
Describe the steps to configure inter-VLAN routing 
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Troubleshoot Common Inter-VLAN 
Connectivity Issues 

Describe the common switch configuration Issues
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Troubleshoot Common Inter-VLAN 
Connectivity Issues 

Describe the common router configuration issues
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CONFIGURE A WIRELESS ROUTER

© 2006 Cisco Systems, Inc. All rights reserved. Cisco PublicITE 1 Chapter 6 73

CONFIGURE A WIRELESS ROUTER

Explain the Components and Operations 
of Basic Wireless LAN Topologies

Describe the 802.11 wireless standards
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Channel
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Explain the Components and Operations 
of Basic Wireless LAN Topologies

Describe the components of a 802.11-based wireless 
infrastructure
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Explain the Components and Operations 
of Basic Wireless LAN Topologies

Ad hoc
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Explain the Components and Operations 
of Basic Wireless LAN Topologies

Basic Service Set (BSS)
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Explain the Components and Operations 
of Basic Wireless LAN Topologies

Extended Service Set (ESS)
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Wireless Operation
Client and Access Point Association

•Step1- 802.11 Probingp g
•Step2- 802.11 Authenticate
•Step3- 802.11 Associate 
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Explain the Components and Operations 
of Basic Wireless LAN Security

Describe the threats to wireless LAN security
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Explain the Components and Operations 
of Basic Wireless LAN Security

Describe the wireless protocols. The description will 
include a description of 802.1x, a comparison of WPA 
and WPA2 as well as comparison of TKIP and AES
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Explain the Components and Operations 
of Basic Wireless LAN Security

Describe how to secure a wireless LAN from the key 
security threats
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Configure and Verify Basic Wireless LAN 
Access

Configure a wireless access point
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Configure and Troubleshoot Wireless 
Client Access

Describe how to solve incorrect channel settings
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Configure and Troubleshoot Wireless 
Client Access

Describe how to solve common RF interference issues
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Configure and Troubleshoot Wireless 
Client Access

Describe how to correct antenna misplacement
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Configure and Troubleshoot Wireless 
Client Access

Describe how to solve the common problems 
associated with wireless LAN encryption types
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Configure and Troubleshoot Wireless 
Client Access

Describe how to solve authentication problems 
associated with wireless LANs
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