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Router as a Computer
= Describe the basic purpose of a router

-Computers that specialize in sending packets over the data
network. They are responsible for interconnecting networks by
selecting the best path for a packet to travel and forwarding
packets to their destination
= Routers are the network center

-Routers generally have 2 connections:

-WAN connection (Connection to ISP)

-LAN connection
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Router as a Computer
= Router components and their functions”
=*CPU - Executes operating system instructions

*Random access memory (RAM) - Contains the running copy of

configuration file. Stores routing table. RAM contents lost when power
is off

=Read-only memory (ROM) - Holds diagnostic software used when
router is powered up. Stores the router’s bootstrap program.

=*Non-volatile RAM (NVRAM) - Stores startup configuration. This may
include IP addresses (Routing protocol, Hostname of router)

*Flash memory - Contains the operating system (Cisco 10S)

=Interfaces - There exist multiple physical interfaces that are used to
connect network. Examples of interface types:

-Ethernet / fast Ethernet interfaces
-Serial interfaces
-Management interfaces
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CISCco

Router as a Computer

= Routers examine a packet’s destination IP address and
determine the best path by enlisting the aid of a routing

table
;‘ What Is a Router? ‘:
& ;
b | 1s2i8e 20024 a
wn & AN
£ i <
192.165.1.0/24 192.168.3.0/24

e

Routers use the routing table
~——  like a map to discaver the best
path for a given address.

s
CISCO

3 |_'_':|.--.|::¢5 Net\.ua'i{ingﬂadem)’

Router as a Computer
= Router components

Hardware components of a router

Aux l Console
User Interface L CPU ol Slot 0
Dual UART MB60 HWICWICIVWIC
Processor
CompactFlash System
Moty Cord CPU Bus l Bus
Flash System Slot 0
32,64 or 128 MB Control — HWIC/WIC/VWIC
default is 32 MB ASIC
Boot ROM
m‘“ FastEthernet 0/0
NVRAM 2
_ 128 MB
{exandable to
ZOna M 248 MB) —| FastEthemaet 04
Flash Memaory
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Router as a Computer
= Major phases to the
router boot-up process

1 ROM POS Pacfarm POST
=Test router hardware T b
Power-On Self Test 2 ROM Boostrap Load Bootstrap
(POST) "
3 Flash
Execute bootstrap loader Locate and load
Operating system

=|ocate & load Cisco 10S 4 [EEIESevAr

software
NVRAM
-Locate I0S = =l Locate and load
-Load IOS G ;’;v‘l: :mﬁm;ﬂo« fito
=Locate & load startup e kst sty o
configuration file or enter
setup mode

-Bootstrap program looks
for configuration file
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Router as a Computer

How a Router Boots up

Routerfahow version
Cisca Inbaemateork Oparsing Systam Sotwars
< 7

Losh L L e e L i T e A S TWARE

Bootsirap version
Copyright () 2000 b Sysems e

2600-4M], Viersion 12 2(29), RELEASE SOFTWARE %5
System A by rodoad
Systor image file s " 2600ume.
Model and CPU ——LI5T P
Amount of RAM

IR TR TE TR
MEE) processor part numbar 0, mas
Bndgeg software.

% 25 sofware Version 300

Humber and type of interfaces

) notork interfacels) I

Amount of NVRAM e Of non volats conbpeaton
Amount of Flash TR T of pioeiant o Socitern g i ]
Conbguraton regisiat (s (2102
Ficatern
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Router as a Computer
= Verify the router boot-up process:

-The show version command is used to view information about
the router during the bootup process. Information includes:

=Platform model number

=Image name & |OS version

=Bootstrap version stored in ROM

=Image file name & where it was loaded from
=Number & type of interfaces

=Amount of NVRAM

=Amount of flash

=Configuration register

]
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Router as a Computer

= Router Interface is a physical connector that enables a
router to send or receive packets

= Each interface connects to a separate network
= Consist of socket or jack found on the outside of a router

= Types of router interfaces:

-Ethernet

-Fastethernet s et e e " s s an P sk
-Serial

-DSL

-ISDN

-Cable
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Router as a Computer
= Two major groups of Router Interfaces

LAN Interfaces:

=Are used to connect router to LAN
network

*Has a layer 2 MAC address
=Can be assigned a Layer 3 IP

address
=Usually consist of an RJ-45 jack

= WAN Interfaces

=Are used to connect routers to external networks that
interconnect LANSs.

=Depending on the WAN technology, a layer 2 address
may be used.

=Uses a layer 3 IP address

CISCco
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Router as a Computer

= Routers Operate at Layers 1,2 & 3
=Router receives a stream of encoded bits
=Bits are decoded and passed to layer 2
=Router de-encapsulates the frame
=Remaining packet passed up to layer 3

-Routing decision made at this layer by examining
destination IP address

=Packet is then re-encapsulated & sent out outbound interface

Wontes Gparites @ Loy L1 §

=1 =
=1 =
E% " R2 L E_':..'_]
C=="lr== = H"""" I |
o | s Lo o |
I s Pt = |
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Router as a Computer
= Routers and the Network Layer
Routers use destination IP address to forward packets

=The path a packet takes is determined after a router
consults information in the routing table.

=After router determines the best path
=Packet is encapsulated into a frame
=Frame is then placed on network medium in form of Bits

Fachat Fotmuding
Ta: 19L1SE L {CETTEET)

Destination IF | Seurce 17
Asess Aaien

Oter © [ Data Desteation (P | Seave 17 | Cthes 1 | Datn
P Anwess Address

Bach rouber wxamines the Destination ¥ address
10 comeatly forward ihe packet
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Configure Devices and Apply Addresses

= Implementing Basic Addressing Schemes

= When designing a new network or mapping an existing
network you must provide the following information in
the form of a document:

-Topology drawing that lllustrates physical connectivity
—Address table that provides the following information:
=Device name Dscirering m ke Schmee

S B8 a0 02980 3 034

=|nterfaces used

*IP addresses O T O
Falv0

15218811 255255 2550 NiA
=Default gateway — S0 15218821 MEEIBO WA
i Fala 252152450 ik
5000 295852450 L
Pes Nk AT A0 1ERAls
PC2 A 25252580
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Configure Devices and Apply Addresses
= Basic Router Configuration
= A basic router configuration should contain the following:

-Router name - Host name should be unique

-Banner - At a minimum, banner should warn against
unauthorized use

-Passwords - Use strong passwords

-Interface configurations - Specify interface type, IP address
and subnet mask. Describe purpose of interface. Issue no
shutdown command. If DCE serial interface issue clock rate
command.

= After entering in the basic configuration the following tasks should
be completed

-Verify basic configuration and router operations.
-Save the changes on a router

cisco % Cistd Netwa'i{ingﬂadem)’

Configure Devices and Apply Addresses
= Verify Basic Router Configuration
-Issue the show running-config command

-Save the basic router configuration by Issuing the copy
running-config startup-config command

-Additional commands that will enable you to further verify
router configuration are:

=Show running-config - Displays configuration currently in
RAM

=Show startup-config - Displays configuration file NVRAM
=Show IP route - Displays routing table
=Show interfaces - Displays all interface configurations

=Show IP int brief - Displays abbreviated interface
configuration information

CISCco

Configure Devices and Apply Addresses

#2161 192.168.1.024 192.4602024  192.1683.024 192169310

1216821

192468440

PCl 2 P2
Basic router confiquration command syntax

Maring Bos router Router(Contig)f hastoams nane

Seting Passweeds Rouber(confiny ensbin cecret password
Router(contig}f ine conscle 0
Fouter(confiy e password password
Router(contiy.ine)# logn
Rougenicontighd ine vty 0.4
Router(contiy.ine)# password password
Router(coniy i) logn

Configaing on ntertace Router(contig}f rtertace typs merber

Router(Configif}# i acdress address mask

Feuter(contiy o8 tsscrpten dezcrpton

Router(confi )8 ro shutsown

Configunng 8 mes5gs-ol-the day banres Fouer(onfiy}f banver mald 4 message £

‘Saving changes on 8 router Rouders copy rureing.contyy steeh.p-conlly

Fuutars
Rousars sraw & e
Rousers © rertoce et
Roaterd rtertaces

s
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Routing Table Structure

= Routing Table is stored in ram and contains information
about:

=Directly connected networks - this occurs when a device is
connected to another router interface

=Remotely connected networks - this is a network that is not
directly connected to a particular router

=Detailed information about the networks include source of
information, network address & subnet mask, and Ip address of
next-hop router

= Show ip route command is used to view a routing table

20
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Routing Table Structure ,
= Adding a connected network to the routing table

-Router interfaces
=Each router interface is a member of a different network
=Activated using the no shutdown command

=In order for static and dynamic routes to exist in routing
tabhle vou must have directlv connected networks
Connected and Static Routes

WLABA0 HABL02 182168.2.008
Fas L Fan g
...... csnuﬁ-......-
g’ 1 T s il

B AWieRaLnia (i) wie a2 ea
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Routing Table Structure
= Static routes in the routing table

-Includes: network address and subnet mask and IP address of
next hop router or exit interface

-Denoted with the code S in the routing table
-Routing tables must contain directly connected networks used
to connect remote networks before static or dynamic routing
can be used
= When to use static routes
-When network only consists of a few routers
-Network is connected to internet only through one ISP
-Hub & spoke topology is used on a large network

22
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Routing Table Structure
= Connected and Static routes

Connected and Static Routes

192.168.1.0124 192.168.2.0124 192.168.3.024
Fani SO0 oo, Faio
ocE 2 gl
] o ) ;

Statlc routes.

23

cisco e | 3\ Cistl Netwa'i{ingﬁadem)’

Routing Table Structure

= Dynamic routing protocols
-Used to add remote networks to a routing table
-Are used to discover networks
-Are used to update and maintain routing tables

= Automatic network discovery

-Routers are able discover new networks by sharing routing
table information

24
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Routing Table Structure
= Maintaining routing tables

-Dynamic routing protocols are used to share routing information with
other router & to maintain and up date their own routing table.

= |P routing protocols. Example of routing protocols include:

RIP ot i ks
—IGRP RLPALRE ) LIS 2004 TP 1004
ElaRp = R Y
P
-OSPF mannasas ]
R ¢

W ORELLONA B 150/T) wia TR TAAIET, 0E00N30, Seclale/ofs

25
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Router Paths and Packet Switching

= As a packet travels from one networking device to another
-The Source and Destination IP addresses NEVER change

-The Source & Destination MAC addresses CHANGE as packet
is forwarded from one router to the next.

-TTL field decrement by one until a value of zero is reached at
which point router discards packet (prevents packets from
endlessly traversing the network)

Switehing the packen

AT et i gy MRWLAR
el '

T)
"2, 168.1.90

Pei P
(o) e
o) —=
Sewion_|] Sewion |
(= ) Toamger
[ e | Weorwert ) ([ anet__|
[ 1 i || T (| T
| Ppical Physical Physical Piosicat JI[] owmicat ]
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Router Paths and Packet Switching

= Path determination is a process used by a router to pick the best
path to a destination

= One of 3 path determinations results from searching for the best
path

Directly connected network
Remote network
No route determined

Finding ihe Best Path

Routers determine tha bast paih ba the destination
26
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Router Paths and Packet Switching
= Path determination and switching function details. PC1
Wants to send something to PC 2 here is part of what

happens
A Day in the Lite of a Packet: Step 1
102.168.1.0024 1921682024 192.188.3.024 1021684024
A A 2 Al 2 A
Fabio Fatit Falil o SO0 S0 Fa
wamarig 0010 s SR 0622 92 168.4,10024
0a-10 o820

PC1's AR® Cache for BT

1P Addrass AL Addmen
- 19218810 10
L Paskers Layer 3 data -
Deat Mae | Sourse Maz | Type 800 Deal® [ ScomelP [IPFekh  Dab T | Truder
los-t0 ||M-'n | TR T8.4 00 142180110 |

28
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Router Paths and Packet Switching

A day in a life of a packet: Step 2

102.168.1.0724 192.168.2.0024 192.168.3.024 192.168.4.024
1 ﬁA 2 j‘ﬁ 2 3.1
Fadid Falit FaDi0 = SO0/ SO0 Fall
192.188.1,10/24  00-10 00-20 08-31 192.163.4.10/24
0A-10 0B-20
Layer 2 Data Link Frame Packet's Layer 3 data
[ =
|Dest Mac Type 800 Em P Source IP IP Fields | Data Trailer
toe-31 I 92.168.4.10 | 162 188.1.10 1
R1's ARP Cache R1's Routing Table
IP Address MAC Address ac
192.168.2.2  0B-31
x

]

29

b |

cisco A4 [  Cisel Netwiorking Agademy

General Role of the Router
= Functions of a Router

Best Path Selections

Forwarding packets to destination

= Introducing the Topology
31800 series routers connected via WAN links
Each router connected to a LAN represented by a switch and a PC

21004

Fadt

]
soma,  WPCE

ATZAB2 O I / \I\ 192.188.1.024
7
'/SOOﬂ S0 A
1TZAB.2 024 1921682024

31
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STATIC ROUTING

30
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General Role of the Router

= Connections of a Router for WAN
-A router has a DB-60 port that can support 5 different cabling
standards

= Connections of a Router for Ethernet

-2 types of connectors can be used: Straight through and Cross-
over

=Straight through used to connect:

-Switch-to-Router, Switch-to-PC, Router-to-Server, Hub-to-
PC, Hub-to-Server

=Cross-over used to connect:

-Switch-to-Switch, PC-to-PC, Switch-to-Hub, Hub-to-Hub,
Router-to-Router

32
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Interfaces
= Examining Router Interfaces
-Show IP router command — used to view routing table

-Show Interfaces command — used to show status of an
interface

-Show IP Interface brief command — used to show a portion of
the interface information

-Show running-config command — used to show configuration
file in RAM

s,
LTy

fon z00n
! a ‘“ﬁ‘

LT

33
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Interfaces
= Verifying Ethernet interface

-Show interfaces for fastEthernet 0/0 — command used to show

T

-Show ip interface brief

} e o

= Ethernet interfaces participate in ARP Ol &g —gges “gge g O

e 300

Verifying MAC Addresses on Ethernet Interfaces

-Show running-config

o,
LU

1 is up
ddress ls 000g,3010.%260 (bia 000c.3010.9260)

172.16.3.1/24

35
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Interfaces

= Configuring an Ethernet interface
-By default all serial and Ethernet interfaces are down
-To enable an interface use the No Shutdown command

T

LTt LT

Lishow ip reute

34
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Interfaces @
= Configuring a Serial interface g SR
-Enter interface configuration mode el =

-Enter in the ip address and subnet mask
-Enter in the no shutdown command
= Example:
-R1(config)#interface serial 0/0
-R1(config-if)#ip address 172.16.2.1 255.255.255.0
-R1(config-if)#no shutdown

Serial interface with down and down

Fiiuhow ntesfaces ssrial 0/0/0
Serial0/0/0 is admin ively down, line protocol fm down

36
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Interfaces
= Examining Router Interfaces
-Physically connecting a WAN Interface.
-A WAN Physical Layer connection has sides:

=Data Circuit-terminating Equipment (DCE) — This is the
service provider. CSU/DSU is a DCE device.

=Data Terminal Equipment (DTE) — Typically the router is the
DTE device.

37
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Interfaces
= Configuring serial links in a lab environment
=One side of a serial connection must be considered a DCE

=This requires placing a clocking signal — use the clock rate
command.

=Example:
-R1(config)#interface serial 0/0
-R1(config-if)#clockrate 64000

=Serial Interfaces require a clock signal to control the timing of
the communcations.

38
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Routing Table and CDP Protocol
= Purpose of the debug ip routing command

=Allows you to view changes that the router performs when
adding or removing routes

=Example:
-R2#debug ip routing
-1P routing debugging is on

39
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Routing Table and CDP Protocol
= To configure an Ethernet interface
=Example:
-R2(config)#interface fastethernet 0/0
-R2(config-if)#ip address 172.16.1.1 255.255.255.0
-R2(config-if)#no shutdown

40
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Routing Table and CDP Protocol

= When a router only has its interfaces configured & no
other routing protocols are configured then:

-The routing table contains only the directly connected networks
-Only devices on the directly connected networks are reachable

17216.1.024

N\ pcE
12462024 47 N 1924681024
/
1 /S0 SO0
Fali0, DCE [Fali
. 5 5

1 .

192.168.2.0/24
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Routing Table and CDP Protocol

Sarmmary of intarisce siahun with st L Sntarface Brisf

CISCco

wlialn : .. ; @ =

Tk g SeaEey

Riruting table has o routes

L
was 152.108.1.3 388,235 258.0

sdiress 182.168.2.1 353,735 7338

ahztacen

nerface sarial 0/0/1

address 1%2.140.1.1 355 §95. 3888
-

wlialn ‘:. \ q"f S E —

CISCO ! i/ _
Routing Table and CDP Prot

3 Cisco Nem.'a'kingﬂ;ﬂdem\f

ocol

Witping 172.18.3.1
Type ancape
narsilng 5, 1

= Checking each
route in turn

ucosss ata {n § gercens (0751 2161004

The ping i )
) i)

command is T~ R,
USEd to ChECk mlu.:qmt?,o/ Qc";mmml
end to end /

A Fal) Jon L Fatl)
connectivity R BRES<Te w

172183004

17202

Fifubaw ip route
o

c
G0

Destnalion P Address 172,16.3,

fi.1 0101100, 20010060, 00909011 , 1000001
Frstreuda i entrlatle 172.16.1

(¥

6.l

10101100, 0001000  aaosoan. poaeacs | 1M
Covinaan P AR 173,16,

A 1101160,00010600, B3K00853 10040001
Zecondrede i endimlabl 1721

1
"
1
1.0 30io1en.anoreseo,sososont wcacacy | 10
1
i

Destraton @ Asress 172,16.1.1  10100100. 00010000 . 09000011, 00040061
Thedrcado i rdiglatls 172,16.1,0 10101100, 00010000. 0000000 0ronoaeg | "M
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Routing Table and CDP Protocol
= Purpose of CDP

A layer 2 cisco proprietary tool used to gather information about
other directly connected Cisco devices.

= Concept of neighbors
-2 types of neighbors

=Layer 3 neighbors

=Layer 2 neighbors

T2 0

Fana| 1
W=oon
sa0m o NECE
i
e IS!MG'}/’ T 2681004
/ hY
L5000 Frevp
. T >, -

ATLAB024 1029BE 204

44
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Routing Table and CDP Protocol
= CDP show commands
=Show cdp neighbors command
-Displays the following information:
=Neighbor device ID
=Local interface
=Holdtime value, in seconds
=Neighbor device capability code
=Neighbor hardware platform
=Neighbor remote port ID
=Show cdp neighbors detail command
-Useful in determining if an IP address configuration error

BT E9—Y
CISCO N 3 " %) Cistl Networking Agademy’
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Routing Table and CDP Protocol
= Disabling CDP
To disable CDP globally use the following command
Router(config)#no cdp run

46
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Static Routes with Exit Interfaces
= Purpose of a static route

A manually configured route used when routing from a network
to a stub network

" 4

MNetwork

Stub network s0000
Default Route o

172.16.2.0024

172.16.3.024 Static Route

Stub router

47
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Static Routes with Exit Interfaces
= |P route command
=To configure a static route use the following command: ip route
=Example:

-Router(config)# ip route network-address subnet-mask {ip-
address | exit-interface }

Router (config)# ip route
{ip-address | exit-inter

Parameter Description

network-address  Destnation network address of the remale network (o be added to the routing table.

subnet-mask Subnet mask of the remote network to be added to the routing table. The subnet mask
can be modfied to summanze & group of networks.

ip (= as the newd-hop rouler's IP address.

axit-interface Cutgoing interface that is used to forward packets to the destination network:

48
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Static Routes with Exit Interfaces

= Dissecting static route syntax
=ip route - Static route command
=172.16.1.0 — Destination network address
=255.255.255.0 - Subnet mask of destination network
=172.16.2.2 - Serial 0/0/0 interface IP address on R2, which is
the "next-hop" to this network

R1 static route to R2's LAN

17296.1,024
Faon| s

Wont
501077 3WDEE
s w02

- 1
) .
B0 o1
Fa0m, o Faon
1 K]
LB 192.168.2.024
49
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Static Routes with Exit Interfaces
= Configuring routes to 2 or more remote networks

Use the following commands for R1
-R1(config)#ip route 192.168.1.0 255.255.255.0 172.16.2.2
-R1(config)#ip route 192.168.2.0 255.255.255.0 172.16.2.2

R1 static route to R2's LAN

1TZA6.1.0024
Fadl| 4
WP S0
50003 2DCE
72162024 4 1921681024
,
L/ 5000 so0n 25
Fal, DCE e Faln
1 L 1
AT2AB3024 192.168.2.0024

50
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Static Routes with Exit Interfaces
= Configuring a Static route with an Exit Interface
-Static routes configured with an exit interface are more efficient
because the routing
—The routing table can resolve the exit interface in a single
search instead of 2 searches
-Example of syntax require to configure a static route with an

exit interface
R1 routes depend on exit interface

Thang ip Tosting
Licsmtig t
=t ig)iine aB/0/8
£1g- 11 dnbtem

famt

La_cpr 0 statar & b atater
BE7 iaterface Serialii0fe seseved I
112.36.3, o

51
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Static Routes with Exit Interfaces
= Modifying Static routes
=Existing static routes cannot be modified. The old static route
must be deleted by placing no in front of the ip route
=Example:
-no ip route 192.168.2.0 255.255.255.0 172.16.2.2
=A new static route must be rewritten in the configuration

[5i#ma ip route 173.14.1.0 348 395 388.0 193.16.2.3
te 172.04.1.0 255,398.255.0 ewcial 0/0/0

soute L. 168.1.0 234.255.288.0 172.16.2.2
31 #4p Toute 192.160.1,0 255.335.238.0 ssrial 0/0/8

ip route 173,16.3.0 333.333,353.8 172,16.3.1
P routs 177.16.3.0 353.293,335.0 serial 0/0/0
Ap route 1%2.168.2.6 195,385 285, 192.168.1.1
2)ip Touts 193.168.2.0 785.285.285.0 secial 0/0/1

ip route £72,18.1,0 385,355 258.8 192.188.1.3
Touta 1TI.16.1.0 I55.395.355.0 werial 0/0/1

™ 172,16,3.0 293,395.258.0 192,188
)0 0ip Eouta 172.16.3.0 355.395.355.0 sarial 0/0/1

52
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Static Routes with Exit Interfaces
= Verifying the Static Route Configuration
-Use the following commands
=Step 1 show running-config
=Step 2 verify static route has been entered correctly
=Step 3 show ip route
=Step 4 verify route was configured in routing table

=Step 5 issue ping command to verify packets can reach
destination and that Return path is working

e RCTETrE
el
rainaeas ACTEE

53
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Summary and Default Route
= Configuring a summary route
Step 1: Delete the current static route
Step 2: Configure the summary static route
Step 3: Verify the new static route

ipieg TTE1G 1T

tpisg 171621

tade L Fite

rpieg 1120001

55
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Summary and Default Route

= Summarizing routes reduces the size of the routing
table.

= Route summarization is the process of combining a
number of static routes into a single static route.

54
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Summary and Default Route
= Default Static Route

=This is a route that will match all packets. Stub routers that
have a number of static routes all exiting the same interface are
good candidates for a default route.

-Like route summarization this will help reduce the size of the
routing table
= Configuring a default static route

=Similar to configuring a static route. Except that destination IP
address and subnet mask are all zeros

=Example:

-Router(config)#ip route 0.0.0.0 0.0.0.0 [exit-interface | ip-
address ]

56
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Static Rotes ad acket Forwarding

Static routes and packet forwarding

atfuan]ns

= Packet forwarding
with static routes.

= Router 1
Packet arrives on R1's ., =
Fastethernet 0/0 820

interface B <9 '“"ﬁ‘/%m son ﬁ. g p =l

R1 does not have a

route to the TR TRLIERZ 04
destination
network’ kl{show ip route
192.168.2.0/24 <output "JfliLLEdJ
R1 uses the default 172.16.0.0/24 is subnetted, 2 subnets
. 172.16.2.0 is directly con Seriald/0
static route. o 172

£.3.0 is directly c FastEthernet0/0

, Serial0/0

0.0.0.0/0 is directly conne

57
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Static Routes and Packet Forwarding
= Packet forwarding with static routes.
= Router 3

The packet arrives on the Serial0/0/1 interface on R3.
R3 has a connected route to 192.168.2.0/24 out Fastethernet

Static routes and packet forwarding
172160028
Fitshow ip route
Faon 4 /b
W sonn e
00,2 .:\,255
2182024 ¥ Jrzma e
2 goun o1 Lt
Fals, BCE Fal
T 5 ]
172163034 182.168.2.024 59
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Static Routes and Packet Forwarding
= Packet forwarding with static routes.

= Router 2
The packet arrives on the Serial 0/0/0 interface on R2.
R2 has a static route to 192.168.2.0/24 out Serial0/0/1.

Static routes and packet forwarding

“Itshew ip route

1T2.96.1.024

=
"
el SO0
s000,75 2%0CE
2z | Spezieatom
% \
X 5000 001 e
I ﬁ F:\O\iﬁml ﬁnou ﬁ [ I
T b g
m2Is A weisR2 0

58
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DYNAMIC ROUTING
PROTOCOL

60
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Dynamic Routing Protocols

= Function(s) of Dynamic Routing Protocols:
-Dynamically share information between routers.
-Automatically update routing table when topology changes.
-Determine best path to a destination.

B Dy ically Pass Upd

bl l ; % —
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Classifying Routing Protocols

= Dynamic routing protocols are grouped according to
characteristics. Examples include:

RIP rag ct Drog Aty et

-IGRP

-EIGRP [ —— I [EErr——r— |

| =

-OSPF : —

-I1S-IS | | : | Wikt

-BGP f ¥ f t T
' ' sor

EicR
gt e e prvto b e e Epbry RiPv2

= Autonomous System is a group of routers under the control of
a single authority.

63
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Dynamic Routing Protocols
= The purpose of a dynamic routing protocol is to:
-Discover remote networks
-Maintaining up-to-date routing information
-Choosing the best path to destination networks
-Ability to find a new best path if the current path is no longer

available
Routing Protocol Operation
Routing protocols are used to excl ing inf ion L 1 the routers.
172.16.1.0/24
172.16.3.0/24
Fa0i0 ﬁ S0/0 172.16.2.0124
| = S0 Fa0/0

62
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Classifying Routing Protocols

Clazaful vs. Classless Routing

= Classful routing "’-‘“-‘-W)_f“
protocols Pl
Do NOT send subnet mask muzon 7 Y imsneon
in routing updates — |_ﬁ§/ " 4 —
= Classless routing a0 &
protocols Classful: Subnet mask is the same throughout the topology
Do send subnet mask in B
routing updates. 7 "
2
o / \j“"“’”m
172.16.4.3227 g _\ 17216186027
182.168.1.8130

Classless: Subnet mask can vary in the topology

64
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= The Metric Field in the
Routing Table

= Metric used for each
routing protocol

-RIP - hop count

-IGRP & EIGRP -
Bandwidth (used by
default), Delay (used by
default), Load, Reliability

-IS-IS & OSPF — Cost,
Bandwidth (Cisco’s
implementation)

Wi 4 L
Routing Protocols Metrics

£0 Networkifig Agademy’

Metric in the Routing Table

LI

T T \, tERtEmLam
n k2

A
(CIrerey

IR

ishow ip routs
AL RILLHE

Wh 21t 0 R2 (0 1021620024

65
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Routing Protocols Metrics
= Load balancing

This is the ability of a router to distribute packets among
multiple same cost paths

Load Balancing Across Equal Cost Paths

Teis iy veas

66
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Administrative Distance of a Route
= Dynamic Routing Protocols

Default Administr ative Distances

Route source Default AD
Connected interface o
Static 1

EIGRP summary route 5

¢BGP 20
EIGRP (internal) 50

IGRP 100

OSPF 110

1515 15

& VLSM AND CIDR
EIGRP (External) 170

iBGP 200
Unknown 255

67 68
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Classful and Classless IP Addressmg
= Classes of IP addresses are identified by the decimal number of
the 1st octet

Class A address begin with a 0 bit

Range of class A addresses = 0.0.0.0 to 127.255.255.255
Class B address begin with a 1 bit and a 0 bit

Range of class B addresses = 128.0.0.0 to 191.255.255.255
Class C addresses begin with two 1 bits & a 0 bit

Range of class C addresses = 192.0.0.0 to 223.255.255.255.

High Order Bits

Class A 0.0.0.0 127.2585.255.255
Class B 10 1268.0.0.0 191.255.255.255
Class C 110 192.00.0 223.255.286.255
Multicast 1110 224.0.0.0 230,255 255 255
Experimental 1111 240.0.0.0 255.255.285.255

69
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Classful and Classless IP Addressing

Subnet Mask based on Class

1st Octet 2st Octet 3st Octet 4st Octet Subnet Mask

Class A Metwork Host Host Host | 25500001 /8
Class B Metwork Metwork Host Host | 255.285.0.0 or 116
Class C MNetwork MNetwork MNetwork Host | 2552552550 or f24

Number of Networks and Hosts per Network for Each Class

Address First Octet Number of Possible Number of Host

class Range Networks ner Netwaorks
Class A Oto 127 128 (2 are reserved) 16,777 214
Class B 128 to 191 16,348 B5 534
Class C 192 to 223 2,097 152 254

71
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Classful and Classless IP Addressing

= The IPv4 Classful Addressing Structure (RFC 790)
An IP address has 2 parts:
-The network portion
Found on the left side of an IP address
-The host portion

Found on the right side of an IP address

70
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Classful and Classless IP Addressing
= Classful Routing Updates

-Recall that classful routing protocols (i.e. RIPv1)
do not send subnet masks in their routing updates
The reason is that the Subnet mask is
directly related to the network address

Classful routing updates

172.16.3.0:24

R2 applies it's serial 0/0/0 /24 mask to the

R3 applies the classful/16 mask to the
172.16.1.0 routing update from R1

172.16.0.0 routing update from R2
172.16.2.0/24 192.168.1.0:24

S0/0/0
172,16.1.024  peg

C A
. :
& Z
1 \S00/1 10.1.0.016
Fa 0/0
K £l

Fa0/0

712
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Classful and Classless IP Addressing
= Classless Inter-domain Routing (CIDR — RFC 1517)

=Advantage of CIDR :

-More efficient use of IPv4 address
space

-Route summarization

=Requires subnet mask to be included in routing update
because address class is meaningless

Recall purpose of a subnet mask:

-To determine the network and host portion
of an IP address

73

N
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Classful and Clasess IP Add'ressing

= Classless IP Addressing
= CIDR & Route Summarization
-Variable Length Subnet Masking (VLSM)

-Allows a subnet to be further sub-netted
according to individual needs

-Prefix Aggregation a.k.a. Route Summarization

-CIDR allows for routes to be summarized as a

single route s o
m..mcﬁ____:\\
gy ot it

At O ./
-1

ConsmarD

74
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Classful and Classless IP Addressing

= Classless Routing Protocol

= Characteristics of classless routing protocols:
-Routing updates include the subnet mask
-Supports VLSM
Supports Route Summarization

Clasestuses Foaling

7260016

ARALBOG

75

Waisml
VLSM
= Classful routing
-only allows for one PR Vi e nans

1026021

subnet mask for all il
networks mw
= VLSM & classless routing w : an g
10101009

-This is the process - i
Of SUbnettIng a SUbnet - 00018

-More than one s
subnet mask can be N

used miomm __ maa

_More eff|c|ent use of |P lmmm::::hi;a‘tzjllo:ah.nl::nlmlumnlim::.ng;h‘z:‘mmm-i
addresses as compared

to classful IP

addressing

LERT ALY

101020410
10,132 030

04,16,

10.L880F0 1460070

T

76
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VLSM

= VLSM - the process of N
sub-netting a subnetto fit .. [ice] |
your needs “ i
-Example: [ | m"—mg_
Subnet 10.1.0.0/16, 8 —
more bits are borrowed s T
again, to create 256 Son ot Sbast

subnets with a /24 mask.

| Suhnats of the Svbee

-Mask allows for 254 host J
addresses per subnet =

-Subnets range from:

10.1.0.0/ 24 to _m

10.1.255.0/ 24

756 Subnens

77
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RIPV2

79

atfuan]ns g ; X m—
cisco . Cistl NOTK)
{7 3, Cisto Networking Agademy’

Classless Inter-Domain Routing (CIDR)
= Route summarization done by CIDR

-Routes are summarized with masks that are less
than that of the default classful mask

-Example:

172.16.0.0/ 13 is the summarized
route for the 172.16.0.0/ 16 to
172.23.0.0/ 16 classful networks

Houti: summariz ation

1290016 172160016

172470016
1ZANINE

ip route 172.16.0.8 235.240.0.0 5 87000

1722100416 17280016

78
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Introduction

= Chapter focus
-Difference between RIPv1 & RIPv2

=RIPv1
-A classful distance vector routing protocol
-Does not support discontiguous subnets
-Does not support VLSM
-Does not send subnet mask in routing update
-Routing updates are broadcast

=RIPv2

-A classless distance vector routing protocol that is an
enhancement of RIPv1'’s features.

-Next hop address is included in updates
-Routing updates are multicast
-The use of authentication is an option

80
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= Lab Topology

= Scenario:
=3 router set up
=Topology is discontiguous

18216600724
=There exists a static summary = [ et
ummary Static /' 492165 2024
route Route to
. ) . 192.163.0.0116
=Static route information can be /
injected into routing table updates souo g
USIng redIStrIbUtlon 208165 200 226130 209165200 232030
=Routers 1 & 3 contain VLSM _
networks 172301024 17230.100.0/24
Falmn

172.30.200.3228

Lod
17230110024
1723020016728

172.30.2.0124

81
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Configuring RIPv2

= Configuring RIPv2 on a Wit

Cisco router i

-Requires using the
version 2 command

-RIPv2 ignores RIPv1
updates

Toverify RIPv2is ~ Foiide.
configured use the

show ip protocols
command

82
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Configuring RIPv2

Sty
e foane
18 ARG

= Auto-Summary & RIPv2

= RIPv2 will automatically
summarize routes at
major network
boundaries and can

172301 004
[

also summarize routes [T ==
with a subnet mask that : S = e
is smaller than the
classful subnet mask

83
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Configuring RIPv2

o Autematic Summarization

oo e
= Disabling Auto- (e
Summary in RIPv2 o
= To disable automatic
summarization issue S N
the no auto-summary :
command — 3

Tiroutar Tip
T —
kar) laed

sumaariaakion Ls meb in offeok
& bravltyr

84
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VLSM & CIDR '

= RIPv2 and VLSM P

= Networks using a VLSM IP
addressing scheme

17238 10800
un-‘-.:::fi—b

w10 11004

720 300 virze

M R Debug Owput

Use classless
routing protocols (i.e.
RIPv2) to
disseminate

network addresses
and their subnet
masks

85
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VLSM & CIDR

= To verify that
supernets are
being sent and
received use the ——
following commands 100

Y201 0
o

RIPZ and CIDR

01 Do

2 M

-Show ip route

11230 200 ¥ WM

Let
17230 200 1808

-Debug ip rip

soaber] bamit
I#ip rowte 192.168.0.0 255.255.0.0 aulll

AITACLRBTG bs 4 Suapasrist.

FOFD 309,165, 200,229

Supernet is sent by BE.

87
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VLSM & CIDR

= CIDR uses Supernetting

Supernetting is a bunch of contiguous classful
networks that is addressed as a single
network.

86
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Compare RIPv1 and RIPv2

Routing Distance | Classless Uses Use of Max Auto Support | Supports Uses
Protocol Vector Routing Hold- Split Hop Summary CIDR VLSM Authen-
Protocol Down Horizon | count tication
Timers or =15

Split

Horizon

w/

Poison

Reverse
RIPv1 Yes No Yes Yes Yes Yes No No No
RIPv2 Yes Yes Yes Yes Yes Yes Yes Yes Yes
88
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Introduction

In this chapter, you will learn to:

Describe the hackground and history of EIGRP.
= Describe the features and operation of EIGRP.

Examine the basic EIGRP configuration commands and identify their purposes.
= Calculate the composite metric used by EIGRP

Desctibe the concepts and operation of DUAL

Desctibe the uses of additional configuration commands in EIGRP.

Interior Gateway

Exterior Gateway
Protocols Protocols
Distance Vector Routing Link State Routing Protocols Path Vector
Protocols
Classful RIP IGRP EGP |
|
Classless | RIPv2 osPRv2 l IS5 BGPv4 '
RIPng EIGRP for IPvi OSPR3 IS-1S for IPvG _

| Cisel Netwiorking Agademy

90
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Protocol Dependent Reliable Transport Protocol (RTP)
Modules (PDM) FIGRP Protocol Dapndant Ml (PDM) = Purpose of RTP EIGHF Roplachs TCF wih RTP
NeleeCr TR Apple —Used by EIGRP to transmit and receive -m;;;‘;:;‘;‘;;
" EIGRP uses PDM to route EIGRP packets
several different protocols i.e. . OBFFUSING UPDATE ALGORITTHM
= Characteristics of RTP
IP, IPX & AppleTalk ik o a A . .
—Involves both reliable & unreliable delivery of ~ eGHBOR iscovERVRECOVERY
= PDMs are responsible for the EIGRP packet
. . T 3 Tapligy Tables ) ) ) RELIABLE TRANSFORT PROTOCOL
specific routing task for each =Reliable delivery requires
network layer protocol Onfisiond e St acknowledgment from destination
pie Ttk =Unreliable delivery does not require an
Rauting Table-IFX sy i acknowledgement from destination i
~Packets can be sent
=Unicast
=Multicast
—~Using address 224.0.0.10
91 92
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EIGRP
EIGRP’s 5 Packet Types

= Hello packets

—Used to discover & form adjacencies with neighbors
EIGRP Packet Types

Hello packet
= Use ta discaver neighbars & form adjacencies
= Unreliable so no response reguired from recipient

93
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EIGRP

= Query & Reply packets

=Used by DUAL for searching
for networks

=Query packets
-Can use adeaiiiy
=Unicast
=Multicast
=Reply packet
-Use only
=unicast

Chbedy packet
= Lisesd by DLAL WHen SRattisg 53¢ Newarks f Sines Esks Feply packal

a welin
» Aummancally sent Back whan rellasle RTF (s used

95
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EIGRP

= Update packets

—Used to propagate routir
information

EIGRP Packet Types

= Acknowledgement
packets

—Used to acknowledge
receipt of update, query &
reply packets

Update packet
= Usedto propagate routing information after a change Acknowledgernent (ACK)
packet
= Automatically sent back when reliahle RTP is used

94
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EIGRP
= Purpose of Hello Protocol
—To discover & establish adjacencies with neighbor routers

= Characteristics of hello protocol
—Time interval for sending hello packet
=Most networks it is every 5 seconds
=Multipoint non broadcast multi-access networks
—Unicast every 60 seconds ——
-Holdtime
=This is the maximum time
router should wait before
declaring a neighbor down
=Default holdtime

-3 times hello interval

Ieayes
e 0 ety 190 sacony
SO IR % tecons Ko
(T )

96
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EIGRP EIGRP
EIGRP Bounded Updates
= EIGRP only sends update when there is a change in e .
route statu)s/ P g Diffusing Update Algorithm (DUAL)
; —P
= Partial update u;gssp, . thod f i tina |
—A partial update includes only the route information that has S pnmgry method for preventing routing loops
changed — the whole routing table is NOT sent —Advantage of using DUAL
= Bounded update *Provides for fast convergence time by keeping a list of loop-

free backup route-

DuAL

—When a route changes, only those devices that are impacted
will be notified of the change

= EIGRP’s use of partial bounded updates minimizes use

Of bandwi dth EIGRP l|||<|.|l.l

Partigl because the update only includes information about route
chanqos

Bounded because only those routers aflected by the change will receive
the update,

o7

98
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EIGRP EIGRP N e

= Administrative Distance (AD) = EIGRP will automatically

—Defined as the trustworthiness of the source route summarize rOUte_S at e S
classful boundaries

st 13
192 tBEI04m T

= EIGRP default administrative distances

ey o—n [Fiahew startop-contig
_ Delault Administiative Distances | ; It
—Summary routes =5 JeTm— b i
Route Source Administrative Distance | ; - I+
_Internal routes = 90 F— o TR | ['1mst
L] 121811 pLIML T
—Imported routes = 170 static 1 " 0 i WS I ;
EIGRP sumenary route 5 o ALY
Exiamal BGF 0 ol 11w
L 0 1124013
Inemal EIGRP L i) e ks
1GRF 100 Lt 0 magy  [MIPeRow startup-contiy
OSPF 10 o 116811 HApA80 :
518 18 n it AT WA [restnane &
(=] 1031 1818 FLCF CELLELE I
RIP 120
Edémal RIGRF 170
Iremal BOP 200

99
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Basic EIGRP Configuration

= Autonomous System (AS) & Process IDs

—This is a collection of networks under the control of a single
authority (reference RFC 1930)

—AS Numbers are assigned by IANA
—Entities needing AS numbers

=ISP

=Internet Backbone prodiers

=|nstitutions connecting to other institutions using AS
numbers St S

Py s

101
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Basic EIGRP Configuration

The router eigrp command

= The global command that enables eigrp is
router eigrp autonomous-system

-All routers in the EIGRP routing domain must use
the same process ID number (autonomous-system
number) Enabes ©XGRF Rausns

PO 102

=
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Basic EIGRP Confiuration

The Network Command

= Functions of the network command
—Enables interfaces to transmit & receive EIGRP
updates
—Includes network or subnet in EIGRP updates

Enabling BIGRF Rowting
= Example
—Router(config-router)#network

=

) Rl _’i 3 |.'_':|.-..c5Net\.n:;:x'i{ingyadem)’
Basic EIGRP Configuration
= The network Command with a Wildcard Mask

-This option is used when you want to configure EIGRP
to advertise specific subnets

CISCco

-Example
Router(config-router)#network network-address [wildcard-mask]

i1 (config) frouter eigrp 1
Rl(cenfig-router)#network 172.16.0.0
El{config-router) fnetwork 192 168.10.0

RZ{config) #router eigrp 1

RZ{config=rou r)#network 172.16.0.0

: IP-EIGRP 1: Neighbor 172.18.3.1 {Serial0/0/0) is up: new adjacency
r)#network 192.168.10.8 0.0.0.3

k3{conflg) érouter eigrp 1
E3{config-router] fnetwork 192.168.10.0
0 ~HBRCH IP-EIGRP 1: Heighbor 132.168.10.5 (Serial0/0/0) is up: new adjacency

IP-EIGRP 1: Neighbor 182.168.10.9 (Serial0/0/1) is up: new adjacency
)#network 192.168.1.0

104
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Basic EIGRP Coniuration |
Verifying EIGRP

= EIGRP routers must establish adjacencies with their
neighbors before any updates can be sent or received

= Command used to view neighbor table and verify that
EIGRP has established adjacencies with neighbors is

show ip eigrp neighbors

The Neighbor Tahle

R2ishow ip eigrp neighbors
1P-EIGRP neighbors for process 1

H  Addrass Interface Hold Uptime

tsec)

1 192.168.10.10 Sal/0/1 10 00:01:41

0 172.16.3.1 520/0/0 10 00:09:48

Address of Interface connected Amount of time
neighbors to neighbor since adiacency was

Amount of time left “=1Pished

before neighbor is
considered "down” 105
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Basic EIGRP Configuration

= R3’s routing table shows P

that the 172.16.0.0/16 \
network is automatically €3 —=z"

summarized by R1 & R3 o

1721620130

192.160.10.090

&4 by 1024 khips
500
1P2AB1002 b AL RN

Tdd K

£ <
187 168104130

) Rautlng Tahla

i
23, SaELal0fo/o

[90/2172616] via 192,168.10.9, 00403123, Swekal0fO/)
193,168, 1,0/24 1a directly connected; Tastfthernetiid

Exqual cosi rauies to 172.16.0.0/16
107
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Examining the Routing i
Table \I??I&?ﬂ?‘

= The show ip route == = =
command is also used to gy vt “

Verify EIGRP 112163050 182 16810 0
= EIGRP routes are denoted Warka a0 4 i sereatage

in a routing table by the . F ; -

letter “D” e e

By default , EIGRP
automatically summarizes
routes at major network
boundary

106
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EIGRP Metric Calculation
EIGRP Composite Metric & the K Values

= EIGRP uses the following values in its composite
metric

-Bandwidth, delay, reliability, and load

= The composite metric used by EIGRP
— formula used has values K1 >K5
K1 & K3 =1
all other K values =0

EIGRP Compasite Menic

Detaull Compose Formula
mene = (K1 Bandwidth » K3 delay]

Complity Composite Formuly
metne = [K1*bandwidth » (K2 bamdwidih} (256 . leadp + K3"delay] * K5 {reliability + K}
Mot wsad # K vaboas are O

Defaulvalues: )
Kol fEandwidlB = 1 | e glien cam ba changtd with the mebedo welghba Cortand

»
VA felistiligy =D | lvnu(er(eogu.u Ecuter] Smetric welghts tes k1 KT W3 Wi kS
K5 irelistili) = 0

108
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EIGRP Metric Calculation

= Use the sh ip protocols command to verify the K
values

cisco e | % Cistd Netwa'i{ingﬂadem)’

EIGRP Metric Calculation
EIGRP Metrics

= Delay is the defined as the measure of time it takes for
a packet to traverse a route

-it is a static value based on link type to which

interface is connected Delay Values in Microseconds
100k AT 100 p=
Fast Ethernet 100 ps
FODI 100 s
1HSS! 20,000 ps
16M Token Ring 630 p=
Ethernet 1,000 pu=
T1 (Serial Default) 20,000 p=
S12H 20,000 ps
DE0 20,000 p=
SEH 20,000 p=

111
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EIGRP Metric Calculation

EIGRP Metrics Lot

e

1216208
1011000

= Use the show
interfaces command to

view metrics
= EIGRP Metrics _ ' n et

Bandwidth — EIGRP I — T
uses a static bandwidth 3
to calculate metric

Most serial interfaces use
a default bandwidth value
of 1.544Mbos (T1)

wee = microwecond or 1 millionth of 0 secomi

110
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EIGRP Metric Calculation

= Reliability (not a default EIGRP metric)
-A measure of the likelihood that a link will fail
-Measure dynamically & expressed as a fraction of 255
the higher the fraction the better the reliability

= Load (not a default EIGRP metric)
— A number that reflects how much traffic is using a link

— Number is determined dynamically and is expressed as a
fraction of 255

=The lower the fraction the less the load on the link

Reliability and Load Values

NTU LS00 bytes, BU 1544 Kbit, DLY 20000 usec,

relighility 255/255, txload 1/255, rxlead 1/255
Reliability Value Load Value

112
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EIGRP Metric Calculation

Using the Bandwidth Command
= Modifying the interface bandwidth

-Use the bandwidth command
-Example
Router(config-ify#bandwidth kilobits
= Verifying bandwidth
—Use the show interface command
= Note — bandwidth command
does not change the
link’'s physical
bandwidth

113
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DUAL Concepts

= The Diffusing Update Algorithm (DUAL) is used to
prevent looping

DUAL Concepts

DUAL provides:

»  Loop-free paths

= Loop-free backup paths which can be used immediately
+ Fast convergence

= Minirmurn bandwidth usage with bounded updates

115
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EIGRP Metric Calculation

= The EIGRP metric can be determined by examining the
bandwidth delay

Calculating the EIGRP Default Metric

Default metric = [K1*bandwidth + K3*delay]

Since K1 and K3 both equal 1, the formula simplifies to: bandwidth + delay

bandwidth = speed of slowest link in route to the destination
delay = sum of the delays of each link in route to the destination

Slowest bandwidth: {10,000,000/bandwidth kbps) * 256

Plus the sum of the delays + {(sum of delay/10) * 256

= EIGRP metric

R2i#show ip route
<gutput omitted>
192.168.1.0/2¢ [90/3014400] via 152.188.10.10, 00:02:14, Serial0/0/1

114
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DUAL Coepts

= Successor

The best least cost
route to a destination
found in the routing
table

Feasible Distance and Suctessor

= Feasible distance

The lowest . L
calculated metric A

1 |
along a path tO a feasible distance e

deStI natlon network R3 2t 192.168.10.10 ic the succescor for network 192.168.1.0/24. This route has
afeasible distance of 3014400,

116
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DUAL Concepts

Feasible Successors, Feasibility Condition & Reported

Distance
= Feasible e R
Successor "

-This is a loop
free backup
route to same

destination as e 7 o
successor route

D IRE.AEE.L, /24 [R0A014400] vas BRELUEEEIE. 09:00:13, BerialtOr1

117
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DUAL Concepts

Feasible Successors, Feasibility Condition & Reported
Distance

= Reported distance

(RD) R natisfies the feanibility condition.
-The metric that a e e
router reports to a S
neighbor about its L i
own cost to that 11218100 11881004
network g — =

S0/ BONAADE] via 1%2.188.1C.10, CO:C0:15, Carialf/C/1

ot FNTIALE

s ."I . . - —
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DUAL Concepts

= Feasibility D 1 sty I sy condaion?
Condition (FC) Loopbadkt 172 1520
-Met when a &
neighbor’'s RD SR g sann -
is less than o il —
the local
router's FDto ¢
the same | P
destination '
network

| B oot o B ihat s fessibbe distance o 19206160 0in 2T200E

119
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DUAL Co cepts

= Topology Table: Successor
& Feasible Successor

= EIGRP Topology table

—Viewed using the show ip
eigrp topology command

=Contents of table include:

EIGRF Topalogy Table
{redeizd

— all successor routes

— all feasible successor
routes

¥ 193.168.1.0/24, 1 wuccessors. ¥D is 30

. FD i 30L4EDY

via 187 164.10.10 [314440/20160), Serialdj0/i
via 1723 ALIEALTIIN . sarialosasd

L BT R . SRITEAE

Poufen for 1HLHELA2S

120
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DUAL Concepts h More EIGRP Confiurations
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L EIGRP ?giggo:ign:ifzgtgngzg?nr AS(1)/ID(10.1.1,1} i . i . X
Topology Codes: P - Passive, & - Active, U - Update, @ - Query, R - D|Sabl|ng Automatic Summarization
Reply,
Table e = The auto-summary command permits EIGRP to
dissected B L A automatically summarize at major network boundaries
wia 172.16.3.1 (41026560/2172416), Serial0d/0/0

= The no auto-summary command is used to disable
automatic summarization

Taisbe Erary Ton 1920681 874

i e | e — —This causes all EIGRP neighbors to send updates
} . Pesi s that will not be automatically summarized
e —— =this will cause changes to appear in both

B P OABZLAGN. 10024, 1 successors, r!b is 3014400 .

T TEANRE  416tcedo/RAATE | dectatbar -routing tables

| R f— -topology tables
st P bl e
m« 122
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More EIGRP Configurations

Rl _’i 3 |.'_':|.-..cs Net\.n:;:x';ingﬁadem)’
More EIGRP Configurations

= Configuring a summary route in EIGRP

3}, Ciscd Networking Agademy|

Manual Summarization RIS

172.18.2.0124

10.1.1.0/30

= Manual summarization can include supernets

Reason: EIGRP is a classless routing protocol & include subnet Fhis router does ot S0t P
mask in update physically exist ‘ o eanezbze
172.16.3.0/30 192.168.10.8/30 Loopbackd
. . ) 192.168.3.0/24
= Command used to configure manual summarization o0 »//
. . . . 172.16.1.0124 DCE /1 ., i 10 192.168.1.0/24
—Router(config-if)#ip summary-address eigrp as-number T = < LU Faan

network-address subnet-mask

R3(config) #interface serial 0/0/0

R3(config-if) ¢ip summary-address eigrp 1 192.168.0.0 255.255.252.0
R3(config-if) #interface serial 0/0/1

R3(config-if) ¢ip summary-address eigrp 1 192.168.0.0 255.255.252.0

Configure the route on all interfaces that send EIGRP packets.
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OSPF
(OPEN SHORT-TEST PATH FIRST)

125
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Introduction to OSPF
OSPF Message Encapsulation
= OSPF packet type
There exist 5 types

Encapmulatod 05PF Memage

= OSPF packet header il e
Contains - Router ID and -
area ID and Type code for Plra b Mtk
OSPF packet type Pttt 0

D Pkt lisadet

= |P packet header e
Contains - Source IP pupstnd
address, Destination IP %E&f@”‘
address, & Protocol field 1 i
set to 89

127
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Introduction

Interior Gateway Exterior Gateway
Protocols Protocols
Distance Veclor Link State
Routing Protocols Routing Protocols Path Viector
Classful RIP IGRP EGP
|
Classiess | RIPvZ  EIGRP | osPFv2 | 1sds BGPv

P RIPng  EIGRP for IPv6 OSPFv3 1S4 for IPv6

In this chapter, you will learn to:

+ Describe the background and basic features of OSPF
= [dentify and apply the basic OSPF configuration commands.
+ Describe, modify and calculate the metric used by OSPF.

» Describe the Desi dR ip Desi d Router (DR/BDR) election
proess in multiaccess networks.
« Employ the default-1 ion originate to configure and

propagate a default route in OSPF.

126
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Introductio to OSP

= Hello Packets continued
Contents of a Hello Packet
router ID of transmitting router
= OSPF Hello Intervals
—Usually multicast (224.0.0.5)
—Sent every 30 seconds for NBMA segments

= OSPF Dead Intervals N
—This is the time that must transpire L ggﬂ; oA Lo
before the neighbor is considered .
down ke Lon

—Default time is 4 times
the hello interval

Matching intertace values for tao
resters bo foim an sdjacency

Hella tntervsl Hella interval
Onat interval p=4 Dwad Interval
Mtwork Type Bartwark Type

32
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OSPF Algorithm

= OSPF routers build &
maintain link-state
database containing LSA
received from other routers
—Information found in
database is utilized upon

execution of Dijkstra SPF -3
algorithm

—SPF algorithm used to e 1
create SPF tree e __,_.

—SPF tree used to populate . W_ @ e

routing table

129
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Basic OSPF Configuration
Lab Topology
= Topology used for this chapter

Discontiguous IP addressing scheme

Since OSPF is a classless routing protocol the subnet mask is
configured in

10.10.10.0/24

192.168.10.4/30
172.16.1.16/28 oce 172.16.1.3229

131

s
CISCO

Introduction to OSF

Administrative Distance
= Default Administrative Distance for OSPF is 110

Default Administrative Distances

Route Source Administrative Distance
Connected 0
Static 1
EIGRP summary route 5
External BGP 20
Internal EIGRP a0
IGRP 100
OSPF 10
1515 115
RIP 120
External EIGRP 170
Internal BGP 200

Cistd Networking Agademy!

N
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Basic OSPF Configration

The router ospf command

= To enable OSPF on a router use the following
command

R1(config)#router ospf process-id
Process id
= A locally significant number between 1 and 65535

-this means it does not have to match other OSPF
routers

Rl {config) #router ospf 1
Rl (config-router)#

RZ (config) frouter ospf 1
R2 (config-router) §

R3{config) frouter ospf 1
R3i{config-router)#

Cistd Networking Agademy!

k|

132

33



s J ii I X - 3
cisco 4 " co Netwa'i{ingﬂadem)’

Basic OSPF Configuration
= OSPF network command
-Requires entering: network address

wildcard mask - the inverse of the subnet
mask

area-id - area-id refers to the OSPF area.
OSPF area is a group of routers that
share link state information

-Example: Router(config-router)#network network-address
wildcard-ask area area-id

Rliconfig) #router ospf 1

Rliconfig-router) fnetwork 172.16.1.16 0.0.0.15 area 0
Rl {config-router) #fnetwork 192.168.10.0 0.0.0.3 area 0
Rl (config-router) fnetwork 152.168.10.4 0.0.0.3 area 0

RZ(config) irouter ospf 1

RZ (config-router) inetwork 10.10.10.0 0.0.0.255 area 0
RZ(config-router) #network 192.168.10.0 0.0.0.3 area 0
B2 (config-router) inetwork 192.168.10.8 0.0.0.3 area 0

133
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Basic OSPF Confiration
OSPF Router ID

= Commands used to verify current router ID
—Show ip protocols
—Show ip ospf
—Show ip ospf interface

10.10.00.0024
Fiishow ip protoceis

#iishow ip protoools

192,168,

ip protosols

Sa00
1ZIERIBLM  peg

1721601828

Water 167 1%L 160 10,18

i 3}, Ciscd Networking Agademy|

1721613029
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Basic OSPF Configuration

= Router ID
—This is an IP address used to identify a router
—3 criteria for deriving the router ID
=Use IP address configured with OSPF router-id command

-Takes precedence over loopback and physical interface
addresses

=|f router-id command not used then router chooses highest
IP address of any loopback interfaces

=|f no loopback interfaces are configured then the highest IP
address on any active interface is used

. 3|, Ciscd Networking Agademy!
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Basic OSPF Confiration
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Fl{config) #interface loopback 0

OSPF Router ID

= Router ID & Loopback addresses

-Highest loopback address will be used as router ID if router-id
command isn’t used

-Advantage of using loopback address
the loopback interface cannot fail > OSPF stability

= The OSPF router-id command
—Introduced in 10S 12.0
—~Command syntax
=Router(config)#router ospfprocess-id
=Router(config-router)#router-idip-address

= Modifying the Router ID
—Use the command Router#clear ip ospf process

Rl {config-if)#ip add 10.1.1.1 255.255.255.255

136
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Basic OSPF Configuration
Verifying OSPF
= Use the show ip ospf command to verify & trouble
shoot OSPF networks
Command will display the following:
= Neighbor adjacency
-No adjacency indicated by -
=Neighboring router’s Router ID is not displayed
=A state of full is not displayed
-Consequence of no adjacency-
=No link state information exchanged
=Inaccurate SPF trees & routing tables

Rlishow ip ospf neighbor

Dead Time
o 30

s 7 —

CISCO A
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Basic OSPF Configuration
Verifying OSPF - Additional Commands

Command Description

Displays OSPF process ID,
router ID, networks router is
advertising & administrative
distance

Displays OSPF process ID,
router ID, OSPF area information

Show ip protocols

Show ip ospf & the last time SPF algorithm
calculated
. . Displays hello interval and dead
Show ip ospf interface interr)va};

3 |_'_':|.--.|::¢5 Net\.ua'i{ingﬂadem)’

138

137

s o m—
cisco N

i

Basic OSP Configuration

Examining the routing table

= Use the show ip route command to display the routing
table
-An “O’ at the beginning of a route indicates that the router
source is OSPF
-Note OSPF does not automatically summarize at major
network boundaries

Hlishow ip route

3 |_'_':|.--.|::¢5 Net\.ua'i{ingﬂadem)’
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OSPF Metric

= OSPF uses cost as the metric for determining the
best route
-The best route will have the lowest cost

-Cost is based on bandwidth of an interface
=Cost is calculated using the formula

Intarface Type WP hps = Cost

108 / bandwidth — -
-Reference bandwidth I wismam
=defaults to 100Mbps v il oy
=can be modified using s Wk

=auto-cost reference-bandwidth command

140
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OSPF Metric
= COST of an OSPF route
Is the accumulated value from one router to the next

OSPF Accumulates Cost

10.10.10.0/24
Cost= ] ————

192.168.10.430
1726118028 Ll 1721813229
Led 10.1.1.932 Lo0 10.3.3.332

[21Vshow ip route

, EX -
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Basic OSPF Configuration
Modifying the Cost of a link

= Both sides of a serial link should be configured with the
same bandwidth

—~Commands used to modify bandwidth value
=Bandwidth command
—Example: Router(config-if)#bandwidthbandwidth-kbps

=ip ospf cost command — allows you to directly specify
interface cost

-Example:R1(config)#interface serial 0/0/0
R1(config-if)#ip ospf cost 1562

C L) Fintar serial 8/6/8
wan } sapt ot 1
LAt Mo G akudaton Wesded
. eI

143
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OSPF Metric |
= Usually the actual speed of a link is different than the
default bandwidth

—This makes it imperative that the bandwidth value reflects
link’s actual speed

=Reason: so routing table has best path information
= The show interface command will display interface’s
bandwidth
-Most serial link default to 1.544Mbps

Diffmrwrncen Betwsan Defaull and Actust Bandwedih

iz,
.

e
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Basic OSPF Configuration
Modifying the Cost of the link
= Difference between bandwidth command & the ip ospf
cost command

—lp ospf cost command

=Sets cost to a specific value
—Bandwidth command Equivalent Commands

=Link cost is calculated e eimalirm

w
o

Anbarface sarisl 0/0/8
14ip uepd eean 1943

intastace ssrial B/0/%
£103p oepf cor 258

Sintarface serial 8/0/0
LT} Abandwidth 356

219) Tintartace sarial 073/

K tintarface sarial /078
I fesnt iy 1) st dan 128

P10 4ip aepd ceat THI

144
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OSPF and Multiaccess Networks
Challenges in Multiaccess Networks

= OSPF defines five network types:
—Point-to-point
—Broadcast Multiaccess
—Nonbroadcast Multiaccess (NBMA)
—Point-to-multipoint CRPF Nk Typia Used bt Tepilogy
—Virtual links e

Broadeast Network

LL-RTRRTTY I e AT2AR1. 2000

Lo0 1044132 Lo0 10,3332
Brasdcant Network Broadcast Hetwork

145
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OSPF in Multiaccess Networks
DR/BDR Election Process
= DR/BDR elections DO NOT occur in point to point

networks Point-10-Point Three Router Topolagy

10.10.10.0/24

192.168.10.4130
17216116028 DCE 172.16.1.32129

Lo010.1.1.4/32 Lo0 10.3.3.3/32

147
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= Solution to LSA flooding issue
is the use of ers ate my L
—Designated router (DR)
—Backup designated router (BDR)

= DR & BDR selection
—Routers are elected to send &
receive LSA

= Sending & Receiving LSA

—DRothers send LSAs via
multicast 224.0.0.6 to DR & BDR

—DR forward LSA via multicast
address 224.0.0.5 to all other Here are 10.4.4.1%
routers Ler

OSPF in Multiaccess Networks

Adjacencios are formed with DR and BOR anly.

OR BOR

DR sends out any LSAS 1 all ather routers.

oR

N

| Cisel Netwiorking Agademy

LS are sent to the DR. BOR listens.

CISCco
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OSPF in Multiaccess Networks

= Criteria for getting elected DR/BDR
1. DR: Router with the highest OSPF

DROther

2. BDR: Router with the second highest
OSPF interface priority.

3. If OSPF interface priorities are equal, the
highest router ID is used to break the tie.

“asiiahow ip capf maighbor
R e
r
&
«chiahow ip oapt seighbar
o

N =1
: B

’ ey

b |

interface priority. s

e LI e VR 4

148
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OSPF in Multiaccess Networks
OSPF Interface Priority

= Manipulating the DR/BDR election process continued
—Use the ip ospf priority interface command.
—Example:Router(config-if)#ip ospf priority {0 - 255}
=Priority number range 0 to 255
—0 means the router cannot become the DR or BDR
-1 is the default priority value

Lob 192.168.31.22002

oR

N
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fastatharnat 0/0

OO0 1923601, 2724

Lo0 192 168 1.11732 Lo 182 168 14.3092

DR Otfer or

FIOVD 1921681724 PO 1B 1680374
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More OSPF Configuration
Redistributing an OSPF Default Route‘:3 i

= Topology includes a link to ISP
—Router connected to ISP e

92 1R
VLTS st

=Called an autonomous system border router
=Used to propagate a default route
—Example of static default route
R1(config)#ip route 0.0.0.0 0.0.0.0 loopback 1

—Requires the use of the default-information originate
command

—Example of default-information originate command
R1(config-router)#default-information originate

8690
= '
[ETELELH

et 3|
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