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What is Cisco ServiceMesh?

A manageable end-to-end architecture that securely and
dynamically provisions subscriber access and value-added
services profitably across wireless mesh networks

For Service Providers (SPs) partnering with municipalities in an effort to:

= Provide ubiquitous regional wireless broadband

= Provision value-added services to varying classes of users

Consumers Businesses Governments
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Wireless Mesh Benefits to Local Government
Wireless networking: contributions to Muni objectives
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State of the Municipal Wireless Market

S EEE—— 2004 vs. 2009
Public safety

Public works
Asset tracking

Education

Parking/traffic

2004-2009 U.S. Spending for Municipal Wireless Networks

2004 2005 2006 2007 2008 2009
Spending ($millions) $47.4 $116.9 $235.5 $458.6 $941,0 $1,757.5
YTY Growth Rate N/A 147% 102% 95% 105% 87%

Source: 2006 Municipal Wireless State of the Market Report



But Who Takes the Lead?

Primary goals Primary goals
» Safer communi igher revenues

Primary goals

» Support core
business (event,
resorts, hotels,
university, corporate
campus, etc)

* Attract more
customers

Enablers
* Existing customers
to grow from

Challen
* Network expe Ing customers
* Cost outside own

needs

Challenges
» Cost of solution vs
increase in revenue
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Revenue Opportunities for Service Providers

Hospitality

Educational and
healthcare
institutions

Government Citizens
departments




Incremental Revenue, Common Infrastructure
Multiple applications per customer group

Increase Foster Improve Enhance public
government economic service delivery access
employee development to constituents
Convention
| - Guest Access
Real-Time Mobile Govt. SMB Guest Access Location Search
Land Management / Location Ads
Managed SMB Hospitality
Public Safety | o |
Remote Sensing - MDU/Residential
5 5 Hot Zone
Disaster Management / SMB Access §
| - Hot Spots
Revenue

Public Sector Enterprise/SMB Consumer




OTT Revenue Generation
Revenue Sharing with Service Providers

N T w T Location-based Ads
YAFROON!

GO Ogle Location-based Search
i Local Content
AOL.

Personalized Portal
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Location-Based Services
Web Portal Advertising Insertion
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Overview of Cisco
ServiceMesh




Layers of Convergence
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Application
Convergence

Subscriber Content Service Control

Management

-.Jﬁ“ j Convergence

Network
Convergence

Increases Revenue

Drives Customer
loyalty and stickiness

Reduces OPEX/
CAPEX




Cisco IP Next-Generation Network (NGN)
Architecture

Presence- IP
Data Based Contact

Gaming Center Telephony Web Serviceg Mobile Apps Center

Application
Convergence

Framework
i Sy for User and
Service =TSN : Application-
= «—,  Based Control

(Data, Voice, Video,
Mobility)

tional L%yer

Convergence
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Customer Access/ Intelligent Multiservice
Element Aggregation Edge Core

Network
Convergence
____Operational L

Transport

Intelligent Information Network



Cisco IP NGN Architecture and ServiceMesh Design
Enabling Network Convergence
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Cisco ServiceMesh Design

1500

" Cisco Aironet

Aggregation

Ethernet

~ Intelligent Edge

Walled Garden

Internet

Off-Net Apps

Internet

On-Net Apps




Cisco ServiceMesh — Robust Access

= Cisco Compatible Extensions (CCX)

—Reside in virtually every WiFi client worldwide
Access A eganon e L e WD G
—Improved performance
e ‘= Radio Resource Management i '
Wmsx ,  —Detectand adapt to changes in air space in real time
o - —Optimal topology for wireless networking
naoor
e = Zero-Touch Configuration P =
= | —Access points automatically detect and configure
; themselves with the controller . '
Cisco
Aironet 7}

: . IntéAIAIAi_g_eArélfkouting Algorithm _ ‘

: —Establishes the best path through a mesh of wireless
o ‘nodes to a wired gateway

—Based on the Lightweight Access Point Protocol |

—Based on the Adaptive Wireless Path Protocol (AWPP)
_ _ - = Unified Indoor/Outdoor Architecture
?'sc?s%go"ei —Manages both indoor and outdoor access points

—Provides system-wide monitoring of all access points
—Transparent roaming from indoor to outdoor.

!..ﬁiillv\




Cisco ServiceMesh — Carrier-Grade Aggregation

(Access " Aggregation * Network Convergence
| —Cisco 7600 Series Router
o ek — —Aggregates traffic from multiple access networks

» Cable | Ela Ci
« ETTx : S : . :
WIMAX = g —Deliver consumer and business data, voice and
g video services over one converged network
naoor o . o
e = Seamless Roaming for QE =
~ | ; —Cisco 7600 Wireless Services Module
Cisco : Cisco —Scale and manage wireless networks as easily as
Aironet v WiSM » s aired s bR b
T\ T

4 A
Nnﬂ s UV AR o L .
/ Supports indoor and outdoor access points
’ﬁ;ﬁ C;isco
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| Ethernet
gCisco Aironetg
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Integrated 7600 Wireless Service Module (WiSM)

ETTx
Mobile r
Internet
Cable } —Clsco 7600
,,,,,,,,,,,,,,,,,,,,,,,, - Metro
DSL B Cisco 7600
T : WISM
WiFi

Optimize CapEX and OpEXx in the Metro:

* Network Convergence: WiFi, IP RAN, PDSN/GGSN and Carrier
Ethernet in a single platform

« Supports indoor and outdoor access points, including mesh
+ Seamless roaming across all service modules (mobile IP)
- Extensive integrated security capabilities (WPA2, EAP...)

Customers
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Cisco ServiceMesh — Intelligent Edge

= Manage access to the network
—Force user-logon and identification
—Control blacklisting and other security

Aggregation | Intelligent Edge
= Differentiated services and user groups

—Serve Government, SMB and
Residential

—Prepaid, Pi;éfpaid, Corporate, Free
access

——— SME

= Provision services

iS00 ; Y  —=Portal interface
Cisco Cisco .
ISG SCE - —Payment infrastructure

_.~<_.% . Ensure good end-user experience

| —Ease of use / flexible service options

—Priority for Voice>>P2P, Paid>>Free

= |Interconnect to other access networks
e ] —Leverage installed base for backhaul

On-Net Apps
....................................................................... _Extended serv'ces to ex'stlng
subscribers




Service Selection for Network Access
Intercept Customers and Force Them to Log On

2 Yahoo! - Microsoft Internet Explorer

, -loix
Fle Edt Vew Favortes Iook Help ‘
Gk > 5 - D [ A | Qoeach [rowries Greda F | D-FH-HS ¥

Address [€] httpi/juwn.yahoo.comf -] P
Links /8| Customize Links & Free Hotmal ] Windows. & |windows Media

Registration
iy

. |

most popular

Hew! A

dd voice to your free Vahoo! Personals ad

Shop

Auctions, Autos, Classifieds, Real Estate, Shopping, Trav
Find

Caraers, Maps, Peogls Search, Personals, Yellow Pages
Connect Chat, GeoCities, Grestings, Groups, Mail, Messenger, Mobile

0%%* Intro APR

Get the Yahoo! Visa’ Card

o -

Organize Addresses, Briefcace, Calendar, My Yahoo!, PayDirect, Photos Ll o AAA Se rve r

Fun  Games, Hooscopes, Kids, Movies, Music, TV e

Info  Finance, Heallh, News, Sports, Weather  More Yahgol. 1L
e Billing System

z . ; + French doctor: Saddam trea

Nowin Theaters:  Coming Soon:

" Guy Thing T + Venezuelan troops seize Co

 Kangarso Jack Final Desiination 2 + Bush Os Medicaid emerge

- Nalional Securiy - The Recruit

+ Baby formula makers said b

-Lodofthe Rings2 - Shanghai Krights + Bobhy Brown arrested, gets
AlsoinTheaters...  More Comina Soon

P 3 1% | + Fox renews The Simpsans' =
Ll | b
&

|1 [ otemet 4
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See oll T-Mobile International si

- - T - -Mobile- HotSpst

Get more from life
Customer Gonnection Center

About he Service

T Welcome to T-Mobile You're now connected.
Locstions. it i
accountto an affordabie marihl subseriion ian
\What You Need From small bundles of minutes for occasional use to unlimited minutes,
r Tiabi has & lan t meet i needs of any mobie s
Uit scoses starts & v 56 $320.98 narthy.
ccaunt Management
55 Ses more s our marthly service plans.
Suprt g
Cartact Us

T-Hobie keeps youup-o-dte it importart accourt | Helpful Hints
information. Also, check back here for account
upstes. Logging 01t

Remenmber o log off when youire frishert

Setyour SSID

To ensure access n al ocations, be sureto st
it L ke

Security

T-Mobie strongly recommends tht s customers
take measures to ensurethe securty of their
Internet connectians.

» Capture web sessions on start up

 Guide user to appropriate portal (new user/
e personal/roaming)

* Download and enforce user service profile
« Customize content to location or subscriber




ISG for ServiceMesh User Authentication

Homeland
Security

Municipal
Applications

User Directory

Roaming
Partners

Internet

Fire Dept
VLAN

Roaming Client

Ir;spéction
VLAN

Parking
VLAN




Leverage SME For Subscriber
Management Across Multiple Networks

Usage & Billing

Service Selection Portal £ o

Service & Policy Management

Dynamic Session Management

Subscriber Service Profile
Management

Identification, Authentication &
Authorization

-~ < Multi Access Network

~ ( CarrierClass =

BroadtHop:: >

- Back Office Integration



Residential Portal and Self Care

Example of Service definition and enforcement

File Edit W¥iew Favorites Tools Help Links *> | Norton Antvirus figd = L
acdress |8 http:/flocalhost:s 110/broadhopindex Lhtm [»] co
| Abcut MegaCom | Troubleshooting Guide | Logout (3|

VWelcome to MIEGACOV

Hello, JOHN CHAMBERS. (if this is not you glick hare.)

Information Center

You are currently subscribed to the Business Plan.

MESSAGE CENTER - You have (0) unread messages.

Upgrade yvour account today John Chambers

Welcome to MegaCom!

CUSTOMER CONTROL CENTER

Friday, December 17, 2004

i [ mEmsER PLAN (Pl_m LU PEAN\‘\
ST : FAMILY PLAN:
ol : Dur most popular plan lets any family get connected easily. RS e T

S _OPEG ootk

MEGACOM BUSINESS PLAN INCLUDES:
= Unlimited Access % Email

Sarvice Plans  Gaming
» Internet Security

» Parental Controls

UPGRADE NOW :>

* 1 IP Address # P2P Capping
%= 4MB Down = Woice ovar IP
=512 Uplink » 4 Phone Numbers

THIS 15 THE POWER #F mnag-rm [
W

SIGN UP NOW = THIS IS CISCO

ON THE MOVE. °

» Learn More

= Pop Up Blockar

THE YEAR'S HOTTEST GAMES AT YOUR FINGERTIPS!

THE MEGCACOM CAMING PACKAGE - Sat access to
b hundreds of the best games for Xbox, P52 and
other systams. LEARN MORE =

> poverad by
Sepwices Management Flatform
¥ more inforrmation

@ Done ‘§ Local intranst




-
Residential Portal and Self Care

Example of Service definition and enforcement

r = —
"&1 | --MEGACOM--| Broadband Services | - Microsoft Internet Explorer ™= =<
o ol = ot e S e R e M o S Y I e e [ .y
| --MEGACOM-- | Broadband Services | - Microsoft Internet Explorer = w
[ | Fle Edit wiew Faverites Tools Help Links ** | Morton Antvirus E - ,-_"a"
| Address Eél http: fflocalhost:8 1 10/broadhopfselect_service pc.do?service =service. 18Submit=Add %% 2FRemove {i‘ Go
| About MegaCom | Troubleshooting Guide | Logout (i)

e T e

Configure Account Settings

JUNIOR'S ACCOUNT:
Restrict URLs, limit time, use preset content filkers and add prepaid funds to the account
using Internet Allowance™.

BROADBAND ACCESS PARENTAL CONTROLS:
MegaCom provides you with the following preset filters to help guickly restrict

CUSTOMER CONTROL CENTER access.

Friday, December 17, 2004

2 Full Internet Access

2 MegaCom Walled Garden
2 Pre-Teen Restricted

& Teen Restricted

TIME RESTRICTIOM:
Restrict Acces for specific time of the day or limit access to a set amount of
time.

start: [10[s] : [00[>][PM[w]  End: [07 [»] : [00 [x] [ am ]

Max Time per day: |_Dii}i] Hours |_Dg_'\_'. Minutes

INTERNET ALLOWANCE :
Add funds for gaming, music and more, Funds can be added on a one-time or
recurring basis. L

%[ 20 | © one-Time @& Monthly & Annualky

[

|  Save Changes ] [ Cancel ]

@ Q Local intranet
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Residential Portal and Self Care

Example of Service definition and enforcement

@] | --MEGACOM--| Broadband Services | - Microsoft Internet Explorer

Ry

Tl

Filg =i Eousmriboe
ad @H “MEX OM-- |: Broadband Services “|. . Microsoft Internet E;:plorer
| Fi &7 |--MEGACOM--| Broadband Services | - Microsoft Internet Explorer
| Ad| P __Ed
Ad '@“i—-—ME'GA(:ibM--— |: BraadbandSer\m:es| - Microsoft Internet E;:plorer
| | & ——
| a a@fToolbar - Microsoft Internet Explorer

Ezumribes  Tanls iy

o

Welcome to MIEGACONM

LOGOUT & QUT

STORE | HELP

1:54:27 remaining in your current session

» KidZone Portal » FAQs and Help » Add More Time

» TNTERNET ALLOWANCE: $20.00 Remaining

<k-it-all. prank-it- E
all world Destructon E
Tour. This Hw t's not
just about skating, it's
about mayhen. Do you
have what it takes?

Log In Register

Welcome to KidZone!
Your source for online fun.

Wideos, music, games and more are all here for your
enjoyment, Play the year’s best games online with friends ar
sit back and watch the latest video, It's all here,..

I Waktch Your Favorite Yideos

THE 0O.C.
WATCH THE YWHOLE
FIRST SEASORN!

BUY NOW

TOP 10 VIDEO
BROUGHT TO ¥OU BY

Colgate”
fMlax Freslr

lIéy

T
il

A

SICBONE

ALL MUSIC - ALL THE TIME!

Download Songs, Watch
Music Wideos and read all
about vour favorite artists

[

DOCM 3™ -

Shark Tale™ -

PLAY NOWY!

OUR TOP DOWNLOADS:

Spider Man™ - =-Men Legends

".Y‘fﬁl]‘

Tickle waour
brain with our
games

N = T
5

Move Faster
aim higher,
score bigger

T nowNLoAaD
N GAMES

OFFERZ

Flay your
Favorite game
B cwen it!

H T E

E ml
Exercize wour
wacabulary
every day

PLAY FOR
CASH

GASH GAMES

Flay against
athers For real

casl

T, mowies
and rnore!

‘:j Local intranst




Residential Portal and Self Care
Example of Service definition and enforcement

&1 | --MEGACOM--| Broadband Services | - Microsoft Internet Explorer

Filg =i Al == i T e P

. @J ~-MEGACOM-- | Broadband Services | - Microsoft Internet Explorer

Fi @ | --MEGACOM-- | Broadband Services | - Microsoft Internet Explorer

| Fi|= it Slisar FEawrmribae Tanle Halm

&7 | --MEGACOM-- | Broadband Services | - Microsoft Internet Explorer
| Fi -
il aa a @ Toolbar - Microsoft Internet Explorer
imh
: @ Untitled Document - Micr €1 Unt

File Edit Wiew Favorites

3

5 {48} http:/flocalhost: 8110,

Start Playing Mow

PLEASE

Put your skillz to the test and connect with players across the world by
enjoving the online multiplayer features that Halo has to offer.

To begin playing, choose the multi-player option from the Halo main menu
and then select an available server. You will then be ready to g

ifical update H
ibfe and enjoyable by ov

Broadband Toolbar LOGOUT & QUIT

1:49:9 remaining in your current session

» KidZone Portal » FAQs and Help » Add Maore Time

» INTERMNET ALLOWANCE: $17.01 Remaining

:%j Done #&] Done %J Local intranet




Policy
Definition

Service Control In a ServiceMesh Network

Identity
]
=1

Application Layer Visibility & Control

Monitoring Billing
—=1 — =1 — =1
] J | J ]

Internet

Portal

Internet
Service Creation

S

i

af

¢
A

Bandwidth
Management
- Market tuned service-

=—= G
plans (power-users,
gamers, family-friendly)

Improve customer

experience
- Manage network

-Enable better network
management and capacity
planning
-Uncover service and OPEX/CAPEX
revenue opportunities



Refined Level of Service Offerings
SCE: differentiate service plans based on applications

Free Surf Subscriber acquisition with light ‘preview’ service

* Web/Email—3mpbs, One GB [Iil allowance (64kbps back off)

» Application Filter—User can disallow use of certain apps from accounts

Premium Gaming Increased Stickiness & Loyalty for Power Users

. Highgst speed !oandwic;lth

s el 220000

And much more—voice, video, etc.



ServiceMesh Security Technology

Application and User Security

= Secure web login for portal and network access




Applications &
Deployments




Cisco ServiceMesh Applications

f_f_-\_ _.._i—
Pl N Pt oY
VAV . WS Pase S T\
Al B g e
I W F \ [ pere
{ e — | Municipal 'lEIT-_— a4 RESidential
X == = Public safety (video&voice) S e /7 = Data connectivity
N TS Y g
T — T

= Land management = Choice of payment method

= RFID tracking applications = Turbo-button
= Surveillance = Family member additions
= Meter reading (utility/parking) = Parental Control
= Traffic management = Location-based applications
— N L~
/AR \ &e
i i -\ 8 S
=-=:E'F_:..=j Businesses §.{-},E_'____.E Tourism
b I ST L wr
K==/ = Data connectivity = /= Convention directions
— W T -
= Guest access = City events and sightseeing

= Hospitality offerings = Emergency help



Public Safety

Cisco IP-based Video Surveillance

Any-to-Any-for-Any IP Video
Surveillance Solution

Multi-Protocol IP Gateways and
virtual matrix switching software

Centralized management of video
streams, recording, and retrieval

Lower operational costs via a single
secure multi-service IP network

Open IP-based platform capable of
supporting third party analytics
software and appliances

Efficient use of network bandwidth
via |IP multicasting




Field Mobility Land Management

Accela




Remote Sensing: RFID

= |s the water safe?
= What just happened around the corner?

= Where are my people, vehicles, assets?

AeroScout: 600 foot range, long battery life



Cisco Technology Developer Program
Trusted Application Partners

<ACCEL/’> ) Redline

Government Software & communications
‘p PARKEON que
3 RUCl(US
BadgerMeter, Inc. W RELESS
.-!.-"'a'.-"’.--ag_-'-'-.-_-'-'-a! = ¢
ARIT=IL))D

cellnet



Closing Thoughts




Wireless Mesh Networking
Customer Summary Check List

= End-to-end, wireless/network
management

= Scalable Network Architecture
Robust RF wireless routing
Robust fixed line network

= Flexible back-end system
User self provisioning
Authentication and Billing
Per user profiles
Roaming

= Flexible client options
Mobile
Residential
Disaster recovery

= Network security

Integrated wireless IDS
Rogue AP protection




How Does Cisco ServiceMesh Benefit
Service Providers?
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