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AT A GLANGE Extranet network security � BGP versus IGP � BGP security benefits
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CHALK  TALK BEST  PRACT ICES
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cisco.com/packet/183_5a1 
�&
 ����������2���
$&�� BigShoes �/�
AS65000 -�# MediumSocks �/� AS65001

BGP Router Peering with BigShoes

router bgp 65001

 neighbor <bigshoes> remote-as 65000

 neighbor <bigshoes> route-map filter-partner-in in

 /* inbound route filter, described below in the

route-map

 /* filter-partner-in configuration

 neighbor <bigshoes> route-map filter-partner-out out

 /* outbound route filter, described below in the

route-

 /* map filter-partner-out configuration

....

route-map filter-partner-in permit 10

 match ip address prefix-list partner-routes-in

 /* any routes permitted by the prefix list partner-

 /* routes-in

 match as-path 1

 /* any routes permitted by the as path access-list 1

will

 /* be accepted

....

route-map filter-partner-out permit 10

 set community no-export

 /* prevents BigShoes from readvertising routes learned

 /* from MediumSocks, and from transiting traffic to

 /* MediumSocks

....

ip prefix-list partner-routes-in seq 10 deny

192.168.0.0/16 ge 15

 /* denies bogon routes in the range 192.168.0.0/16

ip prefix-list partner-routes-in seq 20 deny x.x.x.x/

xx

 /* deny other bogon routes here

ip prefix-list partner-routes-in seq 10 permit

0.0.0.0/0 le 18

 /* permit any routes with a prefix length less than

/17

 /* prevents longer prefix routes from causing local

 /* routing problems

!

ip as-path access-list 1 permit ^65000$

 /* denies any routes originated outside the peering

AS

 /* including BigShoes’ partners and routes BigShoes

is

 /* learning from an ISP

BGP Router Peering with the Internet Service Provider

router bgp 65001

 neighbor <ISP> remote-as <ISP AS>

 neighbor <ISP> prefix-list isp-routes-in in

 neighbor <ISP> route-map filter-isp-out out

....

ip prefix-list isp-routes-in seq 10 permit x.x.x.x/xx

 /* deny bogon routes here

....

route-map filter-isp-out permit 10

 match as-path 2

....

as-path access-list 2 permit ^$

 /* permits only routes originating within

MediumSocks, so

 /* MediumSocks doesn’t transit to BigShoes
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Route Flap Dampening Parameters ��*�)!%���
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router bgp 65000

....

bgp dampening

bgp dampening 1000 2 2000 750 60

�/���
��%)����� Flap ��(	 Prefix "�����������(	�����"������������ -�	
�.� Route-map 	���(�	����.�� +���������%�� 10.1.1.0/24 ��*��,��>
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��%�.��,���� show ip bgp dampened-paths
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router bgp 65000

neighbor <bigshoes>

neighbor <big shoes> maximum-prefix 100 restart 30

����,+���.����*.�(	�+� BGP ",����
��������#���������
2�
���(��
100 ���*� $�!	�
�+����.��������3"���+���)��+	/������
6��(�� 30
(���"�
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��������(	 BGP ����	���+����������������*� Advertising Routes
�����
�
� AS Number ����������"����������(	�
��+�
��#�(� Peering
Router 	���(�	����.�� +��
����"����
��%����%����������	 BigShoes
'	�	�
"��)!��� Advertising Routes +
�	��� 10.1.1.0/24 -�	�.�
Originating AS �(� BGP ��� MediumSocks ��
��%
H���0���
2�"��
$)��
����*��� ������)���
�
� AS number ��� BigShoes �/��
#���"��(��
��*��� Enforce the First Autonomous System Path ����
��+��.������
��I�3$(�3 IOS ��/��+
�5 ������-��

�/��
#�����*��*.�(	�+������
��%�(#�/
),�(�����"��"�����)!��#��
Peering Session ��� BGP ��
��%��#�����������"��"���'��
��*���(	
�������,�����(�� �������3�,�����#���
�������
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��4
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�������3"���.� BGP )!�����#���
�
�����(	����+��	��(��� BGP
��(�	����.�� Generic Time-to-live Security Mechanism (GTSM) ����

��,�0�#�	�	�2�� RFC 3682 at cisco.com/packet/183_5a2
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router bgp 65000

neighbor <bigshoes> incoming-++1

<minimum ++1 to accept>

��/
���(�� ����
��(��.� IGP �������#+���������
2�����"���!+(���
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��- .+�,�� Cisco Networking
Professionals: forum: cisco.com/discuss/infrastructure
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