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AGENDA

= Data Centre Ethernet Switching
= Catalyst 6500 Data Centre and Campus Switching

= Catalyst 4500 Campus and Branch office switching

= Catalyst 3750 and 3560 Campus & Branch office
= Catalyst 2960 Branch office connectivity

= Cisco Unified Wireless Network




Catalyst Switching Portfolio

Catalyst 6500

Blade
Switches
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Wiring C : by il Catalyst 6500
y E Catalyst 4500

Catalyst 3750
Catalyst 3560

Medium-sized
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Cisco Enterprise Architecture
APAC ROADSHOW 06/07
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Data center evolution

Reduces operating
expenses

Aligns human
resources to the
compute/storage
environment

Enabler of
consolidation

Better utilization on

Simplifies virtualized
environments

Enabler of “service
velocity”

Reduces risk of
operator error

Consistent and




Cisco delivers the most comprehensive
data center switching portfolio in the industry

Server
Ethernet
Switching

=

Server Storage Application
Infiniband Switch?n Network
Switching J Services

Management and Provisioning



Trends driving data center switching

O
Mmanagea

Comprehensive
resilience




Cisco Delivers the Most Value Behind Each Switch Port
All switch ports are NOT created equal

Operational manageability
Comprehensive resilience

itectural scalabily

Market Response: Cisco 10GbE and 1 GbE Market Shares = 70%+




Automation

Enabling self-healing: Embedded Event Manager (EEM)

Benefits:
Automates time-consuming tasks
Simplifies and accelerates resolution of network issues

Provides deeper control than SNMP

matically
ure ports to
m settings

Cisco Beyond, an online scripting community, helps
customers and partners share best-practice EEM Scripts
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Architectural scalability
Far more than ports and throughput

Scaling Challenges Solutions

Flexible network designs

Higher loads on network _ _
Performance: Services, protocols & bandwidth

Higher physical port density with

Limited rack space :
congestion management

Complete range of form-factors:

Cabli lexit
abling complexity End-of-Row, Top-of-Rack, Blade Switches

Power / Cooling costs Virtualization and power efficiency

Virtual machine scaling Hardware MAC address learning

Private VLANs and IPv6

_
-
_—
—
_

IP Address limitations

Only Cisco offers complete architectural scalability
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» Oversubscription is
typical in data
centers

e But it requires more
engineering
prowess than just
adding more PHYs
per interface module

’m
=
) —

!

Catalyst 6500 8-port 10GbE module

NEW

Data center-optimized
10GbE module

I « 60% more performance:
o e Superior congestion
- management:

S o Attractive 10GbE pricing:




Server power consumption is more than 50x access
switch power consumption per port

Cisco is lowering power consumption while
Increasing services per port

l 8-port 10GbE module: 40% power/port reduction

ks I Cisco services virtualization (ACE module)
minimizes power consumption as apps grow

I I Switch: consumes per port

= = Server (1 RU or blade): consumes




Scaling services
Virtualization rapidly scales service requirements

Cisco Catalyst 6500 with
Application Control Engine (ACE)

ewer Ports Use

Lower Maintenance
Costs
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Number of Applications




Reducing cabling complexity
Complete range of switching form factors

i
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Cisco data center switching leadership
Innovations with investment protection

Switches for HP
and Dell

Wi App-Oriented Application

(IBM OEM) Networking Control Engine
: (AON) Module
linecards
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Continued
Innovations
Operational manageability

Comprehensive resilience

Architectural scalability




Increasing Comprehensive Resilience
Cisco Data Center Infrastructure Design Guide 2.0

Chplir?  Dids Cardsr Wali-Tier Wadel Desl§u

& Corisd WATE-TIT Deakn Uve iy ke

Data Center Multi-Tier Design Overview

Cisco-Tested Data Center =

primaity of web, application. and datahass server tiers running on various platforms including biade
serwers. ane rack unit (1R servers. and mainframes.

- - - Figure 2-1 shows the data center multi-tier model topedogy. Familiarize vourself with this diagram
WI tC I n g e S I g n S tefure reading the subsequent sections, which provide details on each layer of this recommended

architscture.

Data Conter i uiti-Tier Med'el Topolegy

Scalability and High Availability Gl

Best Practices

Reference Configurations

150+ pages

S —
)
]

Blde Chassizwith  Mainlmma  Blads Chassis Layer 3 Aocess wih o
piezs hru medukes wih 05 wilhinh-g'nh-d emal broadeast domains B
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Cisco Enterprise Architecture
APAC ROADSHOW O06/07T

Cisco Enterprise Architecture
APAC ROADSHOW 06/07

Security

Modular Switch
Catajgest giinii
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Catalyst 6500: Switch with a Future
Another 7+ Years of Investment & Innovation

The right infrastructure gear can be a key ally in your quest to avoid a forklift
upgrade. A switch such as Cisco’s Catalyst 6509, as shown here in data center
and wiring closet configurations, protects investments by

keeping several important options open.

10G Ethernet is a must for the data
center. Avoid future bottlenecks by
putting 10G in the wiring closet to
accommodate new PCs that come

VPNs
scale well and
ensure great
security. A switch
with space for an
add-in SSL VPN
module should
prove a cost-
effective choice.

Power over
Ethernet will
simplify the work
when you need to
deploy more access
points or VoIP
phones. Look for
support for the
802.3af standard.

pgradeable policy
feature card delivers
innovative hardware-based
services such as IPv6,
MPLS or generic route
encapsulation VPNs.

Stay as modular as possible to add
capacity as needed. These chassis have
nine slots.
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CY06
NAC
IOS Modularity
10GbE Density
HW NBAR




Catalyst 6500 Series
CY06-CY07 Hardware Roadmap

8port 10GE

\__swoowps __/
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Catalyst 6500
8 Port 10 Gigabit Ethernet Linecard

WS- X6708 1OG 3C | WS- X6708 1OG 3CXL

Up to 64 ports of 10GbE in 100% compatible with XENPAK
AL eling)e Cnessie LX4: 300m over MMF

21 Oversubscrlbgd SR: 26m over FDDI grade MMF,
DFC3C/DFC3CXL included (1G DRAM) 300m over 50um 2000MHz*km

Support for VSL MMF

128MB Buffer on Ingress/Egress LR: 10km over SMF

Supports DWRR and SRR ER: 40km over SMF

Support for <200ms fast switchover CX4: 15m over Infiniband copper

Interoperable w/ Sup720-3A/3B/3BXL,
Sup720-10G

Supported in both E and non-E chassis
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Cat OS: 8.6
IOS : Rockies.Vall

» Highest Density PoE support in the industry - Support 400+ Class 3 PoE with

full redundancy P E
Optimize rack space - No need for external power shelf

High Power

Independent circuits for increased availability of the power supplies

Ability to remotely power cycle the Switch via CLI or Terminal Server
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Catalyst 6500 — Key Innovations
Today’s Focus Areas

Presentation_ID

Software Modularity

GOLD
NSF/SSO
GLBP

Multicast HA

ISSU

Virtual Switching

PISA with
HW NBAR at 2G
HW FPM at 2G
Automatic Signature
Generation (Phase?2)
IPS (Phase 2)

© 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential

SmartPorts
AutoQoS
EEM
Config Rollback
CLI Views
HTTPS
IP SLAS
Call Home




Catalyst 6500 Innovations —
Highest Resiliency with Software Modularity

A 444 4 4444

-

Routing
TCP
UDFP

IPPING in

g AvVallanility Intrastructure

e
AY

NeWwork Optimized Microkerne -

Catalyst 6500 Data Plane

nned remaining
es and WAN cards

fip nwnloads!
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Catalyst 6500 Software Modularity —
Further Modularization for 2007-2008 (pre-CC)

Roadmap Shipping Today!
AL

N—

PEC Drivers
Multicast
ROULIRNGE

SIgPAVaN NIty Rirastiticture
Network Optimized Microkernel

Sataly/Sies00NDataNIanE




Moving Beyond Packet Forwarding:
Deep Packet Inspection

Simple Forwarding 016016016011101660110160101 HCRRAVEGBLOMLED 16C01601110101011600160111010101016011011606601601¢
" . \ \ y A N

Paradigm with — — N —— pa— —

Optlmlzed Praamble Sourcz |P @  Destination IP @ OLIETS Paylozd

Performance...

. T S T o O U R G G N T
. ) (S /_/\ I\ N N )\_'_, ;
Intelligent Forwarding A Y Y Y —

‘ Przamble  Soukce Dest. ToS/DSCP Protocol Others Payload
Paradigm, P @ P@ ie.QoS ie. VolP

Optimized for Service
Creation

A 4

e.g., HTTP/NBAR

o1commm@n@mmmmh@mmmmmmhm@n@m@mm@mmh@m@mmm
U /_/\ I\ N )\ N )N A
‘ Y L4 Y ¥ \_/ Y
Preamble  Soukce Dest. ToS/DSCP Protocol Others Payload
P @ P @ i.e. QoS i.e. VoIP

Deep Payload
Inspection R

Applying Policies Elexible Packet Matching
and Security

SLAMMER

4B string pattern
0x04041010 @
224B offset from IP
header




Catalyst 6500 Innovations — PISA Q1CY07

Programmable Intelligent Services Accelerator

PISA is a Daughter card replacement
for the MSFC2A on the Sup32...

Application Awareness
Deep & Stateful Packet Inspection
Performance @ 2Gbps

PISA incorporates FULL MSFC functionality with the addition of a
Network Processor which provides support for NBAR, FPM, etc...



PISA Positioning —
Integrated Security
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* DS-3 line rate

* Up to 185 Mbps IPsec
* Up to 425 Mbps IPS**
* NBAR @ 180Mbps

* OC48 Speeds

* OC-3 line rate

* Up to 280 Mbps IPsec
*Up to ? Mbps IPS

* NBAR @ 400Mbps

w—

o
r,,,_i'

* Up to 2 Gbps IPsec
* Up to 2 Gbps IPS
* HW NBAR, FPM @




Programmable Intelligent Services Accelerator
(PISA) —Phase 1

WP ~ : A
SKU's Support Modules

*WS-S32-GE-PISA NTE $35,000  All SUP 32 supported Line Cards
*WS-S32-10GE-PISA NTE $40,000 * WAN - Enhanced FlexWAN, SIP-200, SIP-400

*Both SKU'’s ship with free Advanced IP » Service Module — FWSM, IDSM, IPSec, NAM
Services License

Software

12.2SZF (Rockies3 based) (1HCY07) - Network Based Application
ION Support (2HCY07) Recognition

* Flexible Packet Matching

 Full L3 Functionality




Generic Online Diagnostics
Diagnostic Integration

Boot-up diagnostics

Runtime diagnostics

Configure online diagnostics
and check diagnostics results

Provides generic diagnostics
framework

Verify hardware functionalities

Default corrective action
Supervisor reset
Supervisor switch-over
Fabric switch-over
Port shut down
Line card reset
Line card power down
Generate a call-home
message

*Trigger Syslog

*Trigger EEM policies

*Generate SNMP Trap

Automated action based on
diagnostics results
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CATALYST 4500
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Cisco Enterprise Architecture MetroE

APAC ROADSHOW 06/07
Security

Modular Switch
Fixed Catalyst 4500

Port Switch

Cisco Enterprise Architecture Catalyst 4500
APAC ROADSHOW 06/07

Service Modules

10/1004/1000
(Lines-Connections)




Award-Winning Cisco Catalyst 4500
Series

InfoWorld InfoWorld
Technology Of The Year

“Best Enterprise Switch”

s A |I-IIIII -
‘ e = ‘Jﬂ

“"The 4506 performed with aplomb,
successfully keeping up with the traffic
ow at the highest levels that | could push

it.”

“Try as | might, | couldn't get the
Supervisor Engine lI-Plus-10GE in the
4506 to stumble, even when presented

with oversubscribed workloads and heavy
QoS overhead."

InfoWorld

SUP II-PLUS-10GE
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Upgrade Hint Number 1:
High Availability

Circuit Failures
Are the Main Cause
of Outages

Power Circuit
Redundancy

Power Supplies(1+1) with S50 & NSF(now)

Simple Line Card
Design
MTBR up to 6X HIGHER
than Supervisors, Fans
and Power Supplies

Phone calls do not drop
Videos do not freeze
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Helpful Hint :

Catalyst 4500
128,000
Forwarding
Entries

Dedicated H
e Dedicated I

Catalyst 4500
64,000
QoS/Security
Entries

« Ample Heac

EF=————==

Competitive modular Stackable switches
Up to 10,000 entries 1,000 - entries
Forwarding/QoS/Security ~ Q0S/Security

ardware Capacity for Forwarding
ardware Capacity for Features
room for Future Requirements

* Line Rate Performance for Security & QoS




Helpful Hint Number Four:
IP Convergence

The Catalyst 4500 Power Supply
Which Supports a Standard 110V, 15 Amp Outlet

PWR-C45-4200-ACV: 4200 Watt AC Power Supply
- Upto 3700 Watts of PoE in Redundant Mode

- Up to 5500 Watts of Power & support for 281 Class 3 PD’s

- Up to 1400 Watts of Data

- Operates on 110V or 220

- Add circuits when needed

Business opportunity to upgrade older
power supplies to new, more powerful
units for better voice and wireless support

© 2006 Cisco Systems , Inc. All ri ghts reserved . Cisco Confi dential 35




Key Catalyst 4500 Compelling Upgrade
Features

Catalyst =77

Secondary supervisor active within 50-150ms if primary
Supervisor fails

Accelerates L3 reconvergence time after Sup failover
IP Calls don’t drop!!!

Entry-level, GUI-Based
network management ‘
Port Based vs Chassis ‘

4 Queues per Port vs. 2 Queues Integrated 1+1 redundancy vs. 2+1
L2/L3/L4 Classification

Ingress/Egress Policers
DBL for Flow Based Cong«Avoid.

4003 does not support PoE
4006 limited to 400W/slot
4500 no limits

Monitor traffic flows and Prevent Man-in-the-Middle attacks

Zhs . potential security problems Port Security, Dynamic ARP Inspection, DHCP
| e Snooping, IP Source Guard
Y Wire Speed ACL’s with RACL/PACL/VACL
C 1:aIySt Layer 2/3/4 802.1x ..ID’s and authorizes users
4006/4003 Modular Supervisor Scalability with Network Admission Control ( NAC) to

Sup I/l Optional 10 GE uplinks prevent infected devices on the network

Presei i ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential 36




Cisco Catalyst 4948-10GE Awards
February 27, 2006

NETWORK: .+

“’ s Lesuchar T e -"'uﬁilkh oviecize

& y i e e | e e | e i
Pﬂ{] []U[]TS oyl qot CRPRPRy Y 2 1] abd Ll LA
When stress-tested, the E;atalyal 4E+¢T-E-'FGGE
came up aces in all configurations.

r ~
David Newman, president of Network Test ~_ GLEAR CHOIGE TEST
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“Top of Rack” Server Aggregation

948

= 44 to 48 RUs available in a
standard rack

= High concentration of “rack-
optimized” servers for:

High density network servers
High performance clusters

44 — 48 RU

= Low profile, high performance
48-port switches needed to
perform aggregation function
per rack

One switch — single attached
Two switches — dual attached
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How does ISSU help you?

) ) . New Feature i
Eliminate Planned Downtime! Carlos 2HCYO06
i » —

PSIRT Security Fixes

(via I0S maintenance
rebuild releases)

New Line Card

New Software
Features

Bug-fixes (via IOS
maintenance releases)

= |SSU allows customers to upgrade the full software image, apply bug fixes
and install new features while “eliminating” switch downtime.

= Adds Value to 4507R and 4510R Chassis with Redundant Supervisors
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Summary Highlights

Most Widely Deployed Modular Switch in the Industry
Increased GSBU Staffing for Continued Growth

$2B Install Base is Ready for Upgrade : EOS of Cat OS
Proven Investment Protection

High Availability in Hardware & Software : Ready for IPT

Line Rate 10GbE Provides Additional Future Proofing
Catalyst 4900 for Top of Rack Server Aggregation
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CATALYST 3750
&

CATALYST 3560




Cisco Enterprise Architecture MetroE

APAC ROADSHOW 06/07
Security

Modular Switch
Fixed Catalyst 4500

Port Switch

Cisco Enterprise Architecture Catalyst 4500
APAC ROADSHOW 06/07

Service Modules

10/1004/1000
(Lines-Connections)




Catalyst Switching Portfolio

Catalyst 6500

Catalyst 6500

atalyst 6500

atalyst 3750-E
&

" Catalyst 3560 Catalyst 3750
atalyst 29xx

Medium-sized

Presentation_ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential




The Network Today

Gig to the desktop adoption increasing

Gig uplinks to distribution become
bottleneck

IT purchases face longer time in service

VoIP deployments increasing

Uptime more critical

Devices requiring PoE increasing
Collaboration and real-time communication
application use growing

User experience becomes top priority

Network system emerging as new platform
for applications

Intelligent edge has become a competitive
edge
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Introducing The Catalyst 3750-E

Complements the Catalyst 3750 Series
24 or 48 10/100/1000 ports

All models have 2x10 GE uplinks

PoE and data-only models

Wire-speed performance

StackWise Plus
Supports original StackWise features o
Double the throughput of original StackWise [l ﬁ-ggﬁ:ﬁ;"“"'
Backwards compatible with the Catalyst 3750

T

Power
Modular power supply and fan
Multiple power supply options sizes
48 ports of full IEEE POE in a single rack unit
Supported by new and improved redundant power system
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The 3750-E In Today’s Networks

Bandwidth demands increase
Allows deployment of GE with 10GE uplinks

Security threats continue to grow

Supports the latest Network Admission Control (NAC), Clean Access,
and man-in-the-middle attack prevention

Power over Ethernet (PoE) becomes prevalent
Flexible power options for a wide variety of deployments

Network downtime is more expensive
Innovative power supply technology increases availability

Network deployments are more complex

The 3750-E is backward compatible and interoperates with the 3750,
simplifying deployment and operation

Presentation_ID © 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential




Catalyst 3750-E Models

= PoE and data only options

= Any 3750-E model can be
connected with another through
StackWise Plus

= 3750-E models can be combined
In a stack with existing 3750
models in a mixed stack

Gsies s o
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24 10/100/1000T Ports + 2x 10GE

hhas RASAAS SASGAS BASEE
LY l-- ITTewy N
e —

48 10/100/1000T Ports + 2x 10GE

_“;;:il: e L LI TTITTY

TERyY |!|-_!'!_-

48 10/100/1000T Ports w/POE + 2x 10GE

47




Catalyst 3560-E Models

= The 3560-E Is for standalone
deployments

= Similar features to the 3750-E, but
StackWise Is removed

Same software features
Same PoE options

© 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential

24 10/100/1000T Ports + 2x 10GE

“iia--i[:qn-l-r
wyywny iy

evey
48 10/100/1000T Ports + 2x 10GE

24 10/100/1000T Ports w/POE + 2x 10GE

48 10/100/1000T Ports w/POE + 2x 10GE

48




StackWise Plus

64Gbps Stacking Throughput*
Local switching

Unified Stacking,
Behaving As a Single Unit

Intelligently traffic forwarding

Backward compatible with the
original StackWise

Fault-tolerant, Bi-directional
stack interconnection

{if

Automated Configuration &
Management

Single network instance (IP,
SNMP, CLI, STPProtocol , VLAN)

Master/secondary architecture
with master failover

Cross-Stack EtherChannel®,
cross-stack QoS

ole ois el 6|

* For typical traffic patterns, actual performance ay be higher or lower
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StackWise Plus Architecture

Local Switching

...>

24 or 48 ports wire speed
No packets traverse
StackWise connections

StackWise Plus f = =
coep cochp 5@ckW|se Plus Rlng.‘

Q Ingress Policing

Q Egress queuing and
load balancing

Destination switch
removes packets and
delivers them
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10 Gigabit Ethernet

Two 10GE uplink interfaces
Wire rate forwarding performance

Supported X2 Transceivers
*LX4 (MMF - 300m SMF - 10km)
LR (SMF 10km)
SR (MMF)
*CX4 (Copper)
ER (SMF 40km)

TwinGig Adapter converts an X2 interface
Into dual SFP interfaces

All SFPs supported on 3750 platform are
supported with the TwinGig Adapter

TwinGig Adapters are hot swappable with
X2 modules

* Available in February 2007
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Out of Band Management

= Two management ports
RS-232 serial console port
10/100BASE-TX Ethernet port

= Out-of-band management
supports Telnet, TFTP, and
SSHv2

= One Iinterface can manage the
entire stack of switches

= |f multiple out-of-band ports are
connected to different switches
In a stack, one is selected for
active use




Field Replaceable Power Supplies

= Wide variety of power supply options
48 port POE, 24 port POE, and data only options
DC power available in every model for data only

= With the RPS 2300, a power supply can be replaced
without powering down the switch
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Redundant Power System — RPS 2300

Seamless failover from switch to RPS
when PS falls

Automatic back-off to switch when its
power supply returns

RPS and switches support dual AC
power circuits

Connect up to six switches

Two switches can be actively backed
up

Dual modular power supplies allow
the RPS to match the switches’
supplies

Field replaceable blower module

© 2006 Cisco Systems, Inc. All rights reserved. Cisco Confidential
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Backwards Compatible
Switches: 2950, 2960, 2970, 3550, 3560, and 3750

Routers: 2811, 2821, 2851, and 3825




Power Over Ethernet

Presentation_ID

Prepare the network for IP Telephony and Wireless access

Eliminate the need for separate electrical wiring

Protect your investment and avoid a costly upgrade

Cisco pre-standard POE and 802.3af are fully supported

Cisco I0S provides intelligent power management with granular control

Modular power supplies let you grow your POE capacity as requirements
increase, up to 48 ports of full power

Wide selection of standards-based IEEE 802.3af powered devices

IP Phones

Wireless Access Points
Surveillance cameras
Access Card Readers
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