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Physical Security Is Changing

TN T

Proprietary legacy systems Open standards-based

Siloed organizations and “point products” Solutions focus and converging organizations

Drive automation and efficiencies through

Manual processes: Increases TCO
new technology

Geographically dispersed facilities and

Centralized security management via IP
personnel

Separate network and physical security Converged network and physical security

Legacy technology: Analog, DVRs, standard IP, high definition, network video surveillance

definition
Dedicated architecture for hardware, Virtualized architecture for security,
applications, and storage applications, and storage
| &
Local storage Local, data center, and cloud storage
. . . .




Cisco’s Differentiated Strategy

Differentiated Connected Physical Security Product Suite

« Video surveillance
« Access control
« Incident response/natification

Transition from Products to Solutions

Highest Quality Products, Easiest to
Deploy, Use, and Maintain

Tight Cisco IP Network Integration
(medianet)

Lowest TCO for Customers




Cisco Connected Physical Security Solution

Video Access Control Notification

IP Cameras

Surveillance

and Response

€ MEp

Standard Definition Video Surveillance Physical Access IPICS

and High Definition Manager Manager

IP Cameras

+ Box, dome, PTZ + Forensic search « Biometrics « Dispatch console
« Wi-Fi « Bulk camera UPG « Mapping « Mobile client

+ Indoor and outdoor + Health dashboard « Web services API « Rich media

« Onboard analytics « Open standards « High availability  High availability

« Medianet  Integrated video « PTT to IP phone

Open API Open API Open API

VTG- PMBU— Logical/ . . Digital VTG—Access
elelF oo ORA  Physical Access Cisco Integratlon =G Media Control via IP Phone

Media Trace Auto Discovery Medianet Auto Configuration Media Monitoring

Security Health Monitoring Quality of Service  |P Network Auto Updates Authentication




Cisco Physical Security: Video Survelllance,
Access Control, Incident Response

Threat Detection Threat Monitoring Threat Response

Cisco IP Cameras Safety and

Security By
E. Physical Access Manager
Multiservices Platform Desktop

Third-Party
Sensors BN N e
Cisco Access 7 s - =) |
Control -
- Cisco IPICS
— Multiservices Radios, Mobile
Cisco Video Platform Phones, IP Phones

Surveillance
Cisco Integrated Services Router Digital
Video Media Management and Storage Signage

Third-Party Analog
and IP Cameras

Network as the Platform




Cisco’s Integrated Approach
to Physical Security

60+ Ecosystem Technology Partners
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http://www.sightlogix.com/index.html

Customer and Partner Success
a
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Integration with Over

60 Security Technology (BN OAKLAND UNIFIED ELON
Partners and 500 \& e

Security Devices

UNIVERSITY  ppoes point bigh Schoot

Enables Security
Systems to Be
Used for Much
More Than Threat
Mitigation Unparalleled 24x7
Service and Support Iban(or;;‘
from Cisco and Over
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Cisco Video Surveillance Manager

Video Surveillance Video Surveillance Video Surveillance
Media Server Operations Manager Virtual Matrix*

I Ty

Collect, Archive Manage and Control

. o Control and Display
Software Route Video \l;ise?,\rls\’/i\égoeo’ and Devices; Video on Any Video Walls

Hardware ‘

=

IP Cameras 2 =

g 1RU, 2RU, 4RU Server Platforms —

Analog o Scalable Storage, 4-24 TB Flexible Storage
Cameras s B Video Encoding
IP and Analog Physw_al Security
_ Multiservices Platform

*QOptional Cameras
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Optimized IP Physical Security Solution
Cisco End-to-End Platforms

4 RU MSP
24 TB

2 RU MSP
12 TB

1 RU MSP

4TB

Functionality

3900 Series

: ISR G2
2900 Series 1TB

ISR G2 B " 1RU and 2RU 8/16 Port
1TB : 4 Video Encoding Modules

Video Management and Storage
System on SRE 900

Cost




Cisco Video Surveillance Encoder Card

- High density video encoding
Options for 8- and 16-ports cards
Up to 16 ports on 1RU, 48 ports on 2RU

- Flexible encoding options

H.264, dual streams, 30 fps and 15 fps,
D1 and CIF

Motion JPEG, dual streams, 15fps and
10fps, D1 and CIF

- Other features Storage

Hardware-based DSP encoding on cards
with lower TCO

Remote Camera Control with MSP RS- o o
232 daisy chain for serial pan-tilt-zoom Video IP
(PTZ) control for up to 32 cameras Management  Cameras

Embedded motion detection

Analog
Cameras




Cisco Video Surveillance IP Cameras

- High definition, standard definition,
wired, wireless, box, dome, and PTZ
IP cameras

- Access to video at any time from
any place

- Embedded security and networking
- Motion detection and event notification
- Edge video analytics

- Easy to deploy with power over Ethernet




Cisco Video Surveillance IP Cameras

o
-

2o
v A

Model

5000 Series

4000 Series

2900 Series

2600 Series

2500 Wireless

Encoder Card

Description

1080p HD Dome
I[P Cameras

1080p HD Box
I[P Cameras

SD PTZ Dome
IP Cameras

SD Dome and
Box IP Cameras

SD Wireless
IP Camera

8- and 16-Port
Video Encoder
Card

Features

Auto back focus
Super low light

Medianet support
Edge-based video analytics

Indoor and outdoor models
360° continuous pan and 256 presets

Motorized focus and zoom lens
Indoor and outdoor mounting options

Better data throughput and higher
link range

Supports various network protocols
for 802.1x authentication

Hardware-based DSP encoding
Remote camera control



Effectively Deploy All Forms of
Business Video with Medianet

Video Is > 50% of Traffic on IP Networks, Growing to 90% by 2013

Digital
Signage

Prosumer Unified Desktop Video Physical
Video Communications Show and Share Security

Medianet




Cisco End-to-End Advantage with Medianet

Phase 1 Phase 2 Phase 3
Auto Switchport | VSM Auto Camera | End-to-End Video

Configuration Discovery Monitoring

Plug and Play '

End-to-End
Network

Simplify Network IP Video Surveillance s
Improved End-to-End Video Management




IP Survelillance Deployment Simplified
Reduce Cost of Deployment and Ongoing Moves, Adds, Changes

System Integrator Customer Advantages
Camera with MSI: - Simplify and speed deployment
- Reduce costs
- Reduce configuration errors
Assign to VLAN 10 - Reduce troubleshooting
and Apply QoS - Improve IP video experience
Policy x « Increase network security

Send ‘device type’ =
‘Camera’ via CDP

&S = =

Cisco Video
Plug and Play Surveillance
Auto-Configuration Manager

Automated Network Configuration"with*RPitc
Using Auto SmartPorts and Q0S




Cisco Video Analytics

(Cisco Video Analytics 2\ ( Cisco Video Analytics A
Base Package Optional “Plus” Package
- Security - Security
Tripwire Multi-tripwire
Camera tampering Object left behind
Loitering . Counting
- Counting Entry/exit
Multiline tripwire Dwell time
N Object classification J U Occupancy Yy
: Events
Cisco 4500
IP Camera Cisco Video

Surveillance Manager

Advantages

- Base software at no charge
with every camera

- Scalable, edge-based
architecture: No need for
external video analytics server

« New security and business
applications







Cisco Physical Access Control

CPAM: Badge CPAM: Access Control CPAM: Video
Enrollment Map Interfaces Surveillance Integration

mmsemunmwm

Cisco Physical Access
Manager Software

Secure IP Network

Hardware ‘ ‘

s
—

1RU Server Platform
Scalable Storage,
Video Encoding

4-24TB
Flexible Storage

Physical Security

Physical Access Multiservices Platform

Gateway
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Access Control Architectures Today

]

_ Controllers/
Serial Access Panels Badging

RS485
Cables Hho

//

Foe

S Up to 64 =
. —

fo

Mgmt

g : .. m

Server

*Proprietary Interfaces, Complex installation, test and turn-up
*Not capable of incremental deployment

*Upfront design cycle required



Cisco Access Control Architecture

Alarms,
Sensor Inputs

...Up to 1000
gateways per
server



Cisco Physical Access Gateways

- Connects door locks and readers G Res
to the IP network l—f— ey S

- Controls up to thousands of doors

]

- Directly configurable through a
built-in Web server

- Supports offline operations if
network connectivity is lost

- 250,000 credentials can be
cached and encrypted

- 150,000 events can be buffered
by the door



Cisco Physical Access Manager

Management application for
configuring hardware, monitor
activity, and enroll users

Supports a comprehensive list
of access control policies

Easy integration with other IT
systems

Flexible reporting capability

Easy access to video through
Integration with Cisco Video
Surveillance Manager

Quick Launch Bar, Integrated Video







Cisco IPICS

IP Dispatch IPICS Server Mobile IP Phone LMR Gateway
Console Software Client App PTT App Software

Cisco IPICS
Software

Secure IP Network

Hardware ‘
1

1RU, 2RU Server Platforms

| : Scalable Storage, 4-24 TB Flexible Storage
e Video Encoding
l VHF/UFH Physical Security

PTT Radios Multiservices Platform



Cisco IPICS Dispatch Console

« Communicate with onsite
personnel using all media

- Push video images and data
to first responders

- Collaborate with first
responders and other
organizations

- Use with any radio network for
smooth evolution to new radio
protocols (P25, Tetra)




Cisco IPICS Mobile Client

- App for Apple iPhone

Integrated PTT with radio
Interoperability

Rich-media incident management
Increased situational awareness
Increased collaboration: Citizens/others
View incidents, status, media
Receive/send video, images

3G and Wi-Fi support

Secure access






Cisco Physical Security
Operations Manager

- Scalable command and control interface
that unifies Cisco Video Surveillance
Manager, Physical Access Manager,
and IPICS

- Improved security operations with
unified command and control
Interactive maps
Control sensors and devices
Video matrix and guard tour

- Powerful incident management with

policy-based event correlation sssmmmg) |+ Video
Correlates security events and alarms 1% ST surveillance
4 meyliod - Access control
Event-based video recording . ",‘.:5.';.; :3 . Incident
Predefine operator tasks for events é:&:‘,” "’ response

. _ . o
- Advanced trend and incident reporting ——* OhET SYStEMS






Education Application
Identify and Help Reduce Loitering

Cisco 4000 Series IP Camera _ _ _
with Cisco Video Analytics Cisco Video Surveillance and “Student in

Cisco IPICS restricted area.”

- Effective campus safety
Enables safe learning

Provides unified security - Door annunciator
Efficient use of IT network - Email to employee
Ease to use and operate - Text to security
Lower costs + Voice call

- Paging

- Radio alert




Hospital Security Application

Secure Hospital Operations, Entrances/EXxits, Visitor Areas

- Cisco PSOM

Cisco 4000 Series IP Camera « Cisco Video Surveillance
with Cisco Video Analytics

“Unauthorized entry
into emergency

+ Cisco Physical Access Control

« Cisco IPICS room area.”
Automated
Workflow
Live/ .
Recorded
Video
Collaboration
Asset RFID - IP speaker/intercom
Newborn - Email to employee
Protection - Text to security
+ Voice call
Response - Paging
- Radio alert
- Digital signs




Retail Application

Improve Retail Store Operations

Cisco 4500 Series IP Camera
with Cisco Video Analytics Cisco Video Surveillance and
Cisco IPICS

+ Improve customer experience
- Boost profits/grow revenues

+ Reduce shrink

+ Point of sale video auditing

- PCI compliance

« Energy savings in buildings

« Improve marketing programs

“Customerin
electronics aisle
needs assistance.”

Text

- iPhone PTT call

Voice call
Paging call

- Radio call



Enterprise Application

Identify Occupancy of Buildings, Rooms, Lobbies (Virtual Lobbies)

Cisco 4000 Series IP Camera
with Cisco Video Analytics Cisco Video Surveillance and

Cisco IPICS

- Virtual Lobby Ambassador
- Energy savings in buildings

 Accurate occupancy counts/
usagel/traffic for buildings
and rooms

“Three people in
lobby of building 10
need help.”

Cisco TelePresence
Virtual Lobby
Ambassador Solution



Manufacturing Application

Ensure Secure Manufacturing Operations

Cisco 4000 Series IP Camera

with Cisco Video Analytics Cisco Video Surveillance and Malfunction:

Cisco IPICS Line stop in
sub-assembly area.”

- Worker safety
- Ensure secure operations

+ Reduce liability - |P speaker/intercom
+ Improve response - Email to employee
- Text to security
+ Voice call
- Paging
- Radio alert
- Digital signs

Manufacturing Operations

Line Problem



Why Cisco Physical Security Solutions?

Cisco Provides End-to-End Solution

Leverage Your Existing Network Investment

Investment Protection as You Migrate

=

Open Standards to Build
Best-of-Breed Solutions

Operational Flexibility Lower Cost

Improved Detection,

Monitoring, Response Centralized Management



NIy
CISCO




