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Don’t Let Good Technology be Hampered by 
B ad I mplementati on
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Agenda
� IP C o n v e r g e n c e  D r i v e r s
� C i s c o  Ph y s i c a l  S e c u r i t y

� Video Surveillance
� Acces s  C ont rol
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� Acces s  C ont rol
� I P I C S

� M a k i n g  i t  a l l  w o r k  t o g e t h e r



IP Convergence 
D ri vers
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D ri vers



T r adi t i o nal  S af et y  and 
C o m m u ni c at i o n S y s t em s

Access—
B u i l d i n g s

M o n i t o r i n g Al a r m s

© 2006 Cisco Systems, Inc. All rights reserved.P resenta tion_ ID 5Cisco P u b l ic

R a d i oP a g i n g V i d eo V o i ce



“�the physical security environment has been 
d ominated  by analog ,  stand  alone control systems 
w ith limited  interconnectivity,  d ig ital communications,  
or integ rated  manag ement capability. ”
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or integ rated  manag ement capability. ”

T r en d s 2 0 0 7 :  P h y si ca l  a n d  L o g i ca l  S ecu r i t y  C o n v er g en ce
F o r r est er  R esea r ch
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T r adi t i o nal  S y s t em s  R es p o ns e
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Actions are 
l inear C om m u nication 

and  d ecision 
su p p ort sy stem s 
are ind ep end ent

R el ies h eav il y  
on h u m an 
interv ention



“Convergence is not about the unification of 
security  into one environm ent,  but about 
col l aboration betw een environm ents. ”
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T r en d s 2 0 0 7 :  P h y si ca l  a n d  L o g i ca l  S ecu r i t y  C o n v er g en ce
F o r r est er  R esea r ch
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C o nv er genc e D r i v er s

I P -b as ed p h y s ical s ecurit y  
t ech nolog y  takes advantage of 
ex i sti ng netw or k i nfr astr u c tu r e
L ever age netw or k sec u r i ty  
featu r es t h at  aut h ent icat e us ers
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featu r es t h at  aut h ent icat e us ers
M oni tor  r ogu e b eh avi or
I m p lem ent  p ol i c y -b ased 
r esp onses
I ndus t ry  g roup s  are es t ab lis h ing  
t ech nical i nter op er ab i l i ty  
standar ds b et w een p h y s ical 
s ecurit y  s y s t em s  and I T



C o nv er ged S y s t em s  R es p o ns e
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Actions occur 
in p a ra l l e l

C om m unica tion 
a nd  d e cision 
sup p ort sy ste m s 
a re  conne cte d  a nd  
trig g e r p ol icy -
re l a te d  re sp onse s

L e ss d e p e nd e nt 
on h um a n 
inte rv e ntion



Ci s co Ph y s i ca l  
S ecu ri t y  Port f ol i o
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S ecu ri t y  Port f ol i o




