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Networking Challenges to
Scaling VM Deployments

Applied at physical
server—poor
granularity

Security and policy
doesn’t follow VM

Lack of VM
connection
visibility

Inability to
troubleshoot and
audit

Blurs boundaries
between roles

Creates loss of
productivity &
compliance
challenges




Typical “Physical” Data Center Security

Storage  Storage Storage

= Security defined by

—web, application and Data base tiers
—Top secret, Classified, Unrestricted

h o enables policy
enforcement between groups,
—Web - Application: Permit
. . —Web - Database: Deny

Physical
Server

VLAN
= How does VM change the

picture?

Virtual
Context o

Virtual
Context




Mapping Physical to Virtual
Data Center Security

Storage  Storage Storage

As workloads migrate to Virtual

§| : =4 Machines,
VSAN Same Application & OS executes
VMK within a VM
M l . _
. = Hypervisor
Psheyfv"éﬁ' from hardware
Schedules and controls access to all

"4

VLAN - . system resources

VMoti
"N a Enables

Virtual
Context ©

Virtual -
Context

on the same physical

server
Provides resource



Virtual Machine LAN Security

DMZ Application Database
Web ! Server | Server
Server :

Be aware of

Would you place all your applications on
the same VLAN?

Challenging
environment

ESX vSwitch lacks
functions

No SNMP and Netflow instrumentation
to monitor flows between VMs

No ACLs and PVLAN to limit inter-VM
traffic

No SPAN to enable forensic analysis of
inter-VM traffic

: Do not consolidate
servers with unlike security affinities
onto a single VLAN




Virtual Machine LAN Security

DMZ Application Database

Web !
Server

Server | Server

vNIC — |

vSwitch — |

Port Group:

Web: Blue VLAN
Appl'n: Red VLAN
DB: Green VLAN

802.1Q Trunk

' Trunkfast Enabled

VMware recommendation:

Use to segment
vSwitch & VMs (port groups are
not VLANS!)

Assign based
upon , le Web =
Blue VLAN

Map existing

, le Web - Blue VLAN - HR
Port-Group

that are applied to a VM, ie Web =
VLAN101 (Blue)

Use
to simplify troubleshooting




Virtual Machine considerations

No VM network security Minimal visibility to Inconsistent policy
Inter-VM traffic enforcement

Server 2

Seft-Switch Seft-Switch Seft-Switch Seft-Switch Seft-Switch Seft-Switch

“Hypervisor” “Hypervisor” “Hypervisor”

Blurry
Organizational
Boundary

g

VM MGMT




Introducing Cisco Virtual Network Link

Virtualizing the Network Domain

Palley Bl V)Y Mability of Network & Non-Bisrugilye
CONNECHVILY, Security Properties Qoeraiiarial Maoclel

Nexus 5000 with VN-Link

(Hardware Based)
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Two Complimentary Models to Address Evolving Customer Requirements

Cisco Nexus 1000V
(Software Based)
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Cisco Nexus 1000V
Industry First 3" Party Distributed Virtual Switch

= Nexus 1000V provides
enhanced VM switching
for VMware ESX

= Features Cisco VN-Link:
» Policy Based VM Connectivity

= Mobility of Network & Security
Properties

» Non-Disruptive Operational
Model

= Ensures proper visibility
& connectivity during
VMotion

Enabling Acceleration of Server Virtualization Benefits



Cisco Nexus 1000V Architecture

VMW ESX VMW ESX VMW ESX

Virtual Supervisor Module (VSM)

Virtual Ethernet Module (VEM)

Cisco Nexus 1000V Enables:
= Policy Based VM Connectivity

= Mobility of Network & Security
Properties

= Non-Disruptive Operational Model

(&) vmware
Virtual Center
Neet)s 1OQOV



Cisco Nexus 1000V
Faster VM Deployment

VN-Link: Virtualizing the Network Domain

Polley Beseac V)Y
CONNECHNVITLY,

Mooility of Networic &

Non-Disrugilye

Security Progeriies

Qoeratioral Maoclel

ans
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Defined Policies

WEB Apps
HR
DB

Compliance

%?9?

(5) vmware:
Virtual Center

VM Connection Policy
Defined in the network

Applied in Virtual Center
Linked to VM UUID




Cisco Nexus 1000V

Richer Network Services
VN-Link: Virtualizing the Network Domain

Policy Based VM Mability of Network &
Conneciivity Security Properties

VMs Need To Move
» VMotion

* DRS

« SW Upgrade/Patch

« Hardware Failure

SErver

Iseo Naydls Leee)V/

vmware

Virtual Center

Non-Disrugilye
Qoeratioral Maoclel

VN-Link Property Mobility
VMoaotion for the network
Ensures VM security
Maintains connection state




Cisco Nexus 1000V

Increase Operational Efficiency
VN-Link: Virtualizing the Network Domain

Pollie Be ‘ o1ty of Networik & Neor-=Disrugilye
I}
Corifigciivii Urity Progeriies Qgerationel Wacel

rver.
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Server Benefits
= Maintains existing VM mgmt

Network Benefits
= Unifies network mgmt & ops

* Reduces deployment time = Improves operational security

= Improves scalability = Enhances VM network features

= Reduces operational workload = Ensures policy persistence

= Enables VM-level visibility = Enables VM-level visibility
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How Does It Work?

Deploying the Nexus 1000V



Deploying the Cisco Nexus 1000V
Collaborative Deployment Model

1. VMW Virtual Center &
Cisco Nexus 1000V
relationship established

2. Network Admin configures
Nexus 1000V to support
new ESX hosts

3. Server Admin plugs new
ESX host into network &
adds host to Cisco DVS in
Virtual Center

Virtual Center

2
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Deploying the Cisco Nexus 1000V
Collaborative Deployment Model

1. VMW Virtual Center &
Cisco Nexus 1000V
relationship established

2. Network Admin configures
Nexus 1000V to support
new ESX hosts

3. Server Admin plugs new
ESX host into network &
adds host to Cisco DVS
with Virtual Center

4. Repeat step 3 to add
another host & extend
DVS configuration

|
(5) vmware
Virtual Center



Policy Based VM Connectivity
Enabling Policy

1. Nexus 1000V automatically enables
port groups in Virtual Center

2. Server Admin uses Virtual Center to
assign vnic policy from available port
groups

f NEUSII000 =V EM

3.  Nexus 1000V automatically enables
VM connectivity at VM power-on

WEB Apps: 1 .
*PVLAN 108, Isolated

*Security Policy = Port 80 & 443
*Rate Limit = 100 Mbps

*Q0S Priority = Medium
*Remote Port Mirror = Yes

Available Port Groups Neavetls 0)0)6)\/

Bl E
: WEB Apps
(E) vmware: B

Virtual Center DB Compliance




Policy Based VM Connectivity

What can a policy do?

Policy definition supports:
* VLAN, PVLAN settings

ACL, Port Security, ACL
Redirect

Cisco Trust Sec (SGT)
NetFlow Collection

Rate Limiting
QoS Marking (COS/DSCP)
Remote Port Mirror (ERSPAN)

Virtual Center
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Mobility of Security & Network Properties
Following your VMs around

1. Virtual Center kicks off a
Vmotion (manual/DRS) &
notifies Nexus 1000V

2. During VM replication,
Nexus 1000V copies VM
port state to new host

Server 1

Mobile Properties Include:

Port Policy

* Interface State & Counters
*  Flow Statistics

° Remote Port Mirror Session

V) i\

3 e /| D
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VIVIW ESX

Server 2
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VS
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vmware

Network Persistence
*VM port config, state
*VM monitoring statistics
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Mobility of Security & Network Properties
Following your VMs around

1. Virtual Center kicks off a Server 1 Server 2
Vmotion (manual/DRS) &
notifies Nexus 1000V

2. During VM replication,
Nexus 1000V copies VM
port state to new host

: VMW, ESX MW, ESX
3. Once VMotion completes,

port on new ESX host is -
brought up & VM’s MAC
address is announced to
the network

INEXUSHIOOON
D Network Update ' Al
*ARP for VM1 sent to y
B vmware | network VSN
SVl
Virtual Center *Flows to VM1 MAC
redirected to Server 2




Increase Operational Efficiency
What stays the same? What gets better?

Virtualization or

Network Admin

Server Admin

(assign NIC & go)

vSwitch Config Automated Same as physical network
Port Group Config Automated Policy Based
Port Group Assignment Unchanged -
(Virtual Center based)
Add new ESX host Automated Unchanged

NIC Teaming Config Automated EtherChannel Optimized
VM Creation Unchanged Policy Based
Security Policy Based ACL, PVLAN, IP Redirect,
Port Security, TrustSec
Visibility VM Specific VM Specific
Management Tools Unchanged Cisco CLI, XMP API,
(Virtual Center) SNMP, DCNM




Cisco Nexus 1000V — VM Security

Colore®®t \[oc1)s 10)0)0)Y/

IVVEEESX MNVAESX

Cisco TrustSec
® « Admission control: 802.1X

Security Features * Hop-by-hop crypto:

* Access Control List 802-1AE
Private VLAN «Port Security * Security Group Tag
* Promiscuous port * DHCP Snooping Destination Group
* Isolated port *IP Source Guard [ 0
« Community port * Dynamic ARP Inspection

- +

+ -




Nexus 1000V Deployment Scenarios

Pick your flavor

. Works with all types of
servers (rack optimized,
blade servers, etc)

. Works with any type of
upstream switch (Blade, Top
or Rack, Modular)

. Works at any speed (1G or
10G)

. Nexus 1000V VSM can be
deployed as a VM or a
physical appliance

Rack Optimized
Servers

Blade Servers

I L ) e e

(G yuimycy isjm
ey yuymyay js
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(E) vmware:
Virtual Center



Key Features of the Nexus 1000V

L2 Switching, 802.1Q Tagging, VLAN Segmentation, Rate Limiting (TX)

Switchin J « IGMP Snooping, QoS Marking/Queuing,

S 't * Policy Mobility, PVLAN, ACL(L2-4), Port Security, IP Redirect
eCU rl y * Cisco TrustSec — Authentication, Admission, Access Control

= Automated vSwitch config, Port Profiles, Virtual Center Integration

P rOVI S IO n I n g * Optimized NIC Teaming (LACP to 1 or more upstream device)

Rl ] R » Historical VMotion tracking, ERSPAN, Netflow v.9 w/ NDE, CDP v.2
Vl Sl bl I |ty * VM-Level Interface Statistics, Wireshark

« Virtual Center VM Provisioning, Cisco Network Provisioning
Management » Cisco CLI, XMP API, SNMP (Read/Write)




Cisco Nexus 1000V
3 new features that make a difference

\ RS
Encapsulated
Remote SPAN

(ERSPAN)

maintain

* Follows your VM w/
VMotion or DRS

1'_ 3 -

" Netflow v.9 with

Data Export

for DC-wide VM view

* Follows your VM w/
VMotion or DRS

Private VLANs
(PVLANS)

ports

* Follows your VM w/
VMotion or DRS




NI
CISCO



	Slide Number 1
	Networking Challenges to �Scaling VM Deployments 
	Typical “Physical” Data Center Security
	Mapping Physical to Virtual �Data Center Security
	Virtual Machine LAN Security
	Virtual Machine LAN Security
	Virtual Machine considerations
	Introducing Cisco Virtual Network Link
	Cisco Nexus 1000V 
	Cisco Nexus 1000V Architecture
	Cisco Nexus 1000V
	Cisco Nexus 1000V
	Cisco Nexus 1000V
	How Does It Work?
	Deploying the Cisco Nexus 1000V
	Deploying the Cisco Nexus 1000V
	Policy Based VM Connectivity
	Policy Based VM Connectivity
	Mobility of Security & Network Properties
	Mobility of Security & Network Properties
	Increase Operational Efficiency
	Cisco Nexus 1000V – VM Security
	Nexus 1000V Deployment Scenarios
	Key Features of the Nexus 1000V
	Cisco Nexus 1000V�3 new features that make a difference
	Slide Number 26

