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Networking Challenges to 
Scaling VM Deployments 

Security and Policy 
Enforcement

Operation and 
Management

Organizational 
Structure

Applied at physical 
server—poor 
granularity

Security and policy 
doesn’t follow VM

Lack of VM 
connection 
visibility

Inability to 
troubleshoot and 
audit 

Blurs boundaries 
between roles

Creates loss of 
productivity & 
compliance 
challenges 
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Storage

Typical “Physical” Data Center Security
StorageStorage

VLAN

VSAN

Virtual 
Context

Virtual 
Context

Physical

 
Server

Security defined by affinity
–web, application and Data base tiers
–Top secret, Classified, Unrestricted

Segmentation enables policy 
enforcement between groups,

–Web Application: Permit
–Web Database: Deny

How does VM change the 
picture?
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Storage

Mapping Physical to Virtual 
Data Center Security

StorageStorage

VLAN

VSAN

Virtual 
Context

Virtual 
Context

Physical

 
Server

As workloads migrate to Virtual 
Machines, security policies must be 
maintained

Same Application & OS executes 
within a VM

Hypervisor abstracts Application & 
OS from hardware

Schedules and controls access to all 
system resources

Enables multiple guest OS & 
Applications on the same physical 
server

Provides resource segmentation & 
VM mobility

VMotionOOB

VM

VMKernel
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Virtual Machine LAN Security
Be aware of security affinities

Would you place all your applications on 
the same VLAN?

Challenging troubleshooting & 
monitoring environment
ESX vSwitch lacks “standard” network
functions 

No SNMP and Netflow instrumentation 
to monitor flows between VMs

No ACLs and PVLAN to limit inter-VM 
traffic

No SPAN to enable forensic analysis of 
inter-VM traffic

Recommendation: Do not consolidate 
servers with unlike security affinities 
onto a single VLAN

DMZ 
Web 

Server

Application

 
Server

Database

 
Server

!! !!!!
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Virtual Machine LAN Security

vNIC

pNICPort Group: 
Web: Blue VLAN

vSwitch

VMware recommendation: Virtual 
Switch Tagging (VST)
Use Port Groups to segment 
vSwitch & VMs (port groups are 
not VLANs!)
Assign VLAN to Port-group based 
upon security affinity, ie Web = 
Blue VLAN
Map existing Physical affinities to 
VMs, ie Web Blue VLAN HR 
Port-Group
Port-groups also simplify policies
that are applied to a VM, ie Web = 
VLAN101 (Blue)
Use static MAC addresses per VM
to simplify troubleshooting

Appl’n: Red VLAN
802.1Q Trunk

Trunkfast

 

Enabled

DMZ 
Web 

Server

Application

 
Server

Database

 
Server

DB: Green VLAN
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“Hypervisor”““HypervisorHypervisor””

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

Server 1Server 1

VM 
#2
VM VM 
#2#2

Soft-SwitchSoftSoft--SwitchSwitch Soft-SwitchSoftSoft--SwitchSwitch

“Hypervisor”““HypervisorHypervisor””

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

Server 2Server 2

VM 
#2
VM VM 
#2#2

Soft-SwitchSoftSoft--SwitchSwitch Soft-SwitchSoftSoft--SwitchSwitch

“Hypervisor”““HypervisorHypervisor””

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

Server 3Server 3

VM 
#2
VM VM 
#2#2

Soft-SwitchSoftSoft--SwitchSwitch Soft-SwitchSoftSoft--SwitchSwitch

Virtual Machine considerations

VM MGMTVM MGMT

No VM network security

Blurry 
Organizational 

Boundary

Minimal visibility to 
Inter-VM traffic

Inconsistent policy 
enforcement
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Introducing Cisco Virtual Network Link

Policy Based VM 
Connectivity 

Policy Based VM Policy Based VM 
ConnectivityConnectivity

Non-Disruptive 
Operational Model 

NonNon--Disruptive Disruptive 
Operational ModelOperational Model

Mobility of Network & 
Security Properties 

Mobility of Network & Mobility of Network & 
Security PropertiesSecurity Properties

Virtualizing the Network DomainVirtualizingVirtualizing the Network Domainthe Network Domain

Two Complimentary Models to Address Evolving Customer RequirementsTwo Complimentary Models to Address Evolving Customer Requirements

•• Cisco switch for VMW ESXCisco switch for VMW ESX
•• Compatible with any switching Compatible with any switching 

platformplatform
•• Leverages Virtual Center for server Leverages Virtual Center for server 

admin; Cisco CLI for network admin; Cisco CLI for network 
admin admin 

••Scalable, hardware based, high Scalable, hardware based, high 
performance solutionperformance solution
••Standards driven approach to Standards driven approach to 
delivering hardware based VM delivering hardware based VM 
networkingnetworking
••Combines VM & physical network Combines VM & physical network 
operations into 1 managed nodeoperations into 1 managed node

VMW ESXVMW ESXVMW ESX

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

ServerServer

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

InitiatorInitiatorInitiator

Nexus 5000Nexus 5000

Nexus 5000 with VN-Link
(Hardware Based)

Nexus 5000 with VNNexus 5000 with VN--LinkLink
(Hardware Based)(Hardware Based)

VMW ESXVMW ESXVMW ESX

VM
#1
VMVM
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

ServerServer

VM 
#2
VM VM 
#2#2

Nexus 1000VNexus 1000VNexus 1000V

NICNICNIC NICNICNIC

LAN

Nexus 
1000V
Nexus Nexus 
1000V1000V

Cisco Nexus 1000V
(Software Based)

Cisco Nexus 1000VCisco Nexus 1000V
(Software Based)(Software Based)
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VMW ESXVMW ESXVMW ESX

Server 2Server 2

VMW ESXVMW ESXVMW ESX

Server 1Server 1

Cisco Nexus 1000V 
Industry First 3rd Party Distributed Virtual Switch

VM 
#5
VM VM 
#5#5

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VMware vSwitchVMware VMware vSwitchvSwitch VMware vSwitchVMwareVMware vSwitchvSwitchNexus 1000VNexus 1000VNexus 1000VNexus 1000VNexus 1000VNexus 1000VNexus 1000V DVSNexus 1000V DVSNexus 1000V DVS

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#5
VM VM 
#5#5

Nexus 1000V provides 
enhanced VM switching 
for VMware ESX
Features Cisco VN-Link:

Policy Based VM Connectivity
Mobility of Network & Security 
Properties
Non-Disruptive Operational 
Model

Ensures proper visibility 
& connectivity during 
VMotion

Enabling Acceleration of Server Virtualization Benefits

VM 
#1
VM VM 
#1#1
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Cisco Nexus 1000V Architecture

Virtual CenterVirtual Center

VMW ESXVMW ESXVMW ESX

Server 1Server 1

VMware vSwitchVMwareVMware vSwitchvSwitch
VMW ESXVMW ESXVMW ESX

Server 2Server 2

VMware vSwitchVMwareVMware vSwitchvSwitch
VMW ESXVMW ESXVMW ESX

Server 3Server 3

VMware vSwitchVMwareVMware vSwitchvSwitch

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#5
VM VM 
#5#5

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

VM 
#9
VM VM 
#9#9

VM 
#12
VM VM 
#12#12

VM 
#11
VM VM 
#11#11

VM 
#10
VM VM 
#10#10

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

VEMVEMVEM VEMVEMVEM VEMVEMVEMNexus 1000V DVSNexus 1000V DVSNexus 1000V DVS

Virtual Supervisor Module (VSM)
Virtual or Physical appliance 
running Cisco OS (supports HA)
Performs management, 
monitoring, & configuration
Tight integration with VMware
Virtual Center

Virtual Ethernet Module (VEM)
Enables advanced networking 
capability on the hypervisor

Provides each VM with dedicated 
“switch port”

Collection of VEMs = 1 DVS

Cisco Nexus 1000V Enables:
Policy Based VM Connectivity
Mobility of Network & Security 
Properties
Non-Disruptive Operational Model
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Cisco Nexus 1000V

Policy Based VM 
Connectivity 

Policy Based VM Policy Based VM 
ConnectivityConnectivity

Non-Disruptive 
Operational Model 

NonNon--Disruptive Disruptive 
Operational ModelOperational Model

Mobility of Network & 
Security Properties 

Mobility of Network & Mobility of Network & 
Security PropertiesSecurity Properties

VN-Link: Virtualizing the Network DomainVNVN--Link: Virtualizing the Network DomainLink: Virtualizing the Network Domain

VMW ESXVMW ESXVMW ESX

Server Server 

Virtual CenterVirtual Center

VMW ESX  VMW ESX  VMW ESX  

ServerServer

Cisco Nexus 1000VCisco Nexus 1000VCisco Nexus 1000V

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#5
VM VM 
#5#5

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

VM Connection Policy
Defined in the network

Applied in Virtual Center

Linked to VM UUID

Defined Policies
WEB AppsWEB Apps

HRHR

DBDB

ComplianceCompliance

Faster VM DeploymentFaster VM Deployment
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Policy Based VM 
Connectivity 

Policy Based VM Policy Based VM 
ConnectivityConnectivity

Non-Disruptive 
Operational Model 

NonNon--Disruptive Disruptive 
Operational ModelOperational Model

Mobility of Network & 
Security Properties 

Mobility of Network & Mobility of Network & 
Security PropertiesSecurity Properties

VN-Link: Virtualizing the Network DomainVNVN--Link: Virtualizing the Network DomainLink: Virtualizing the Network Domain

VMW ESXVMW ESXVMW ESX

Server Server 

VMW ESX  VMW ESX  VMW ESX  

ServerServer

Cisco Nexus 1000VCisco Nexus 1000VCisco Nexus 1000V

VM 
#5
VM VM 
#5#5

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VN-Link Property Mobility
•• VMotionVMotion for the networkfor the network
•• Ensures VM securityEnsures VM security
•• Maintains connection stateMaintains connection state

Virtual CenterVirtual Center

VMsVMs Need To MoveNeed To Move
•• VMotionVMotion
•• DRSDRS
•• SW Upgrade/PatchSW Upgrade/Patch
•• Hardware FailureHardware Failure

Cisco Nexus 1000V
Richer Network ServicesRicher Network Services
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Policy Based VM 
Connectivity 

Policy Based VM Policy Based VM 
ConnectivityConnectivity

Non-Disruptive 
Operational Model 

NonNon--Disruptive Disruptive 
Operational ModelOperational Model

Mobility of Network & 
Security Properties 

Mobility of Network & Mobility of Network & 
Security PropertiesSecurity Properties

VN-Link: Virtualizing the Network DomainVNVN--Link: Virtualizing the Network DomainLink: Virtualizing the Network Domain

VMW ESXVMW ESXVMW ESX

Server Server 

Virtual CenterVirtual Center

VMW ESX  VMW ESX  VMW ESX  

ServerServer

Cisco Nexus 1000VCisco Nexus 1000VCisco Nexus 1000V

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

Network Benefits
Unifies network mgmt & ops

Improves operational security

Enhances VM network features

Ensures policy persistence

Enables VM-level visibility

Server Benefits
Maintains existing VM mgmt

Reduces deployment time

Improves scalability

Reduces operational workload

Enables VM-level visibility

Cisco Nexus 1000V
Increase Operational EfficiencyIncrease Operational Efficiency



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 14

How Does It Work?

Deploying the Nexus 1000V



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 15

Deploying the Cisco Nexus 1000V

1. VMW Virtual Center & 
Cisco Nexus 1000V 
relationship established 

2. Network Admin configures 
Nexus 1000V to support 
new ESX hosts

3. Server Admin plugs new 
ESX host into network & 
adds host to Cisco DVS in 
Virtual Center

Collaborative Deployment ModelCollaborative Deployment Model

1. 1. 

2. 2. 

Virtual CenterVirtual Center

VMW ESXVMW ESXVMW ESX

Server 1Server 1

Nexus 1000V -VEMNexus 1000V Nexus 1000V --VEMVEM

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

3. 3. 
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Deploying the Cisco Nexus 1000V

1. VMW Virtual Center & 
Cisco Nexus 1000V 
relationship established 

2. Network Admin configures 
Nexus 1000V to support 
new ESX hosts

3. Server Admin plugs new 
ESX host into network & 
adds host to Cisco DVS 
with Virtual Center

4. Repeat step 3 to add 
another host & extend 
DVS configuration

Collaborative Deployment ModelCollaborative Deployment Model

Virtual CenterVirtual Center

VMW ESXVMW ESXVMW ESX

Server 1Server 1

Nexus 1000V -VEMNexus 1000V Nexus 1000V --VEMVEM

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

VMW ESXVMW ESXVMW ESX

Server NServer N

Nexus 1000V -VEMNexus 1000V Nexus 1000V --VEMVEM

4. 4. 

Nexus 1000V DVSNexus 1000V DVSNexus 1000V DVS
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Policy Based VM Connectivity
Enabling PolicyEnabling Policy

1. Nexus 1000V automatically enables 
port groups in Virtual Center

2. Server Admin uses Virtual Center to 
assign vnic policy from available port 
groups

3. Nexus 1000V automatically enables 
VM connectivity at VM power-on

1. 1. 

Virtual CenterVirtual Center

VMW ESXVMW ESXVMW ESX

Server 1Server 1

Nexus 1000 -VEMNexus 1000 Nexus 1000 --VEMVEM

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

Available Port Groups

WEB AppsWEB Apps HRHR

DBDB ComplianceCompliance

WEB Apps:WEB Apps:
••PVLAN 108, IsolatedPVLAN 108, Isolated
••Security Policy = Port 80 & 443 Security Policy = Port 80 & 443 
••Rate Limit = 100 MbpsRate Limit = 100 Mbps
••QoS Priority = MediumQoS Priority = Medium
••Remote Port Mirror = YesRemote Port Mirror = Yes

2. 2. 

3. 3. 
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VMW ESXVMW ESXVMW ESX

ServerServer

Policy Based VM Connectivity
What can a policy do? What can a policy do? 

Virtual CenterVirtual Center Nexus 1000Nexus 1000

Nexus 1000 DVSNexus 1000 DVSNexus 1000 DVS

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

Policy definition supports:Policy definition supports:
•• VLAN, PVLAN settingsVLAN, PVLAN settings
•• ACL, Port Security, ACL ACL, Port Security, ACL 

RedirectRedirect
•• Cisco Trust Sec (SGT)Cisco Trust Sec (SGT)
•• NetFlowNetFlow CollectionCollection
•• Rate LimitingRate Limiting
•• QoSQoS Marking (COS/DSCP) Marking (COS/DSCP) 
•• Remote Port Mirror (ERSPAN)Remote Port Mirror (ERSPAN)
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Virtual CenterVirtual Center

VMW ESXVMW ESXVMW ESX

Server 2Server 2

Nexus 1000 -VEMNexus 1000 Nexus 1000 --VEMVEM

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

VMW ESXVMW ESXVMW ESX

Server 1Server 1

Nexus 1000V -VEMNexus 1000V Nexus 1000V --VEMVEMNexus 1000V DVSNexus 1000V DVSNexus 1000V DVS

VM 
#5
VM VM 
#5#5

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

Mobility of Security & Network Properties
Following your VMs aroundFollowing your VMs around

1. Virtual Center kicks off a 
Vmotion (manual/DRS) & 
notifies Nexus 1000V

2. During VM replication, 
Nexus 1000V copies VM 
port state to new host

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VMotionVMotion NotificationNotification
••Current: VM1 on Server 1Current: VM1 on Server 1
••New: VM1 on Server 2New: VM1 on Server 2

1. 1. 

Network PersistenceNetwork Persistence
••VM port VM port configconfig, state, state
••VM monitoring statisticsVM monitoring statistics

2. 2. 
Mobile Properties Include:

• Port Policy

• Interface State & Counters

• Flow Statistics

• Remote Port Mirror Session
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Virtual CenterVirtual Center

VMW ESXVMW ESXVMW ESX

Server 2Server 2

Nexus 1000 -VEMNexus 1000 Nexus 1000 --VEMVEM

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

VMW ESXVMW ESXVMW ESX

Server 1Server 1

Nexus 1000V -VEMNexus 1000V Nexus 1000V --VEMVEMNexus 1000V DVSNexus 1000V DVSNexus 1000V DVS

VM 
#5
VM VM 
#5#5

VM 
#8
VM VM 
#8#8

VM 
#7
VM VM 
#7#7

VM 
#6
VM VM 
#6#6

Mobility of Security & Network Properties
Following your VMs aroundFollowing your VMs around

1. Virtual Center kicks off a 
Vmotion (manual/DRS) & 
notifies Nexus 1000V

2. During VM replication, 
Nexus 1000V copies VM 
port state to new host

3. Once VMotion completes, 
port on new ESX host is 
brought up & VM’s MAC 
address is announced to 
the network 

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VM 
#1
VM VM 
#1#1

Network UpdateNetwork Update
••ARP for VM1 sent to ARP for VM1 sent to 
networknetwork
••Flows to VM1 MAC Flows to VM1 MAC 
redirected to Server 2redirected to Server 2

3. 3. 
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Increase Operational Efficiency
What stays the same?  What gets better?What stays the same?  What gets better?
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Cisco Nexus 1000V – VM Security
Server Server 

Private VLANPrivate VLAN
•• Promiscuous portPromiscuous port
•• Isolated portIsolated port
•• Community portCommunity port

ServerServer

I

ServerServer

I
Cisco Nexus 1000VCisco Nexus 1000VCisco Nexus 1000V

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VM 
#4
VM VM 
#4#4

VM 
#3
VM VM 
#3#3

VM 
#2
VM VM 
#2#2

VM 
#1
VM VM 
#1#1

VMW ESXVMW ESX VMW ESXVMW ESX VMW ESXVMW ESX

II II

Security FeaturesSecurity Features
•• Access Control ListAccess Control List
•• Port SecurityPort Security
•• DHCP SnoopingDHCP Snooping
•• IP Source GuardIP Source Guard
•• Dynamic ARP InspectionDynamic ARP Inspection

PP CCCC

Cisco Cisco TrustSecTrustSec
•• Admission control: 802.1XAdmission control: 802.1X
•• HopHop--byby--hop crypto: hop crypto: 
802.1AE802.1AE

•• Security Group TagSecurity Group Tag



© 2006 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 23

Virtual CenterVirtual Center

Nexus 1000V

VSM

Nexus 1000VNexus 1000V

VSMVSM

Nexus 1000V Deployment Scenarios
Pick your flavorPick your flavor

1. Works with all types of 
servers (rack optimized, 
blade servers, etc)

2. Works with any type of 
upstream switch (Blade, Top 
or Rack, Modular)

3. Works at any speed (1G or 
10G)

4. Nexus 1000V VSM can be 
deployed as a VM or a 
physical appliance

Blade Servers

Rack Optimized
Servers
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Key Features of the Nexus 1000V
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Cisco Nexus 1000V 
3 new features that make a difference

• Great for mixed use 
ESX clusters

• Segment VMs w/o 
burning IP addresses

• Supports isolated, 
community and 
promiscuous trunk 
ports

• Follows your VM w/ 
VMotion or DRS

• View flow based stats 
for individual VMs

• Captures multi-tiered 
app traffic inside a 
single ESX host

• Export aggregate stats 
to dedicated collector 
for DC-wide VM view

• Follows your VM w/ 
VMotion or DRS

• Mirror VM interface 
traffic to a remote 
sniffer 

• Identify root cause for 
connectivity issues

• No host based sniffer 
virtual appliance to 
maintain

• Follows your VM w/ 
VMotion or DRS
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