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Unified 
C o m m u nic a t io ns  
s o l u t io ns  u p da t e

Migration to mobility - V e d ran H af ne r,  v e h af ne r@ c is c o. c om
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Agenda
� Step 1: Deploying/enabling Cisco Unified Mobility
� Step 2 : Deploying du al-m ode ph ones (Nokia Call Connect)
� Step 3 : Deploying Cisco Unified Mobile 
Com m u nicator
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D ep l o y i ng and 
E nab l i ng 

U ni f i ed M o b i l i t y
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U ni f i ed M o b i l i t y
Architecture

Unified Mobility provides a 
m ec h anism  for assoc iating  a 
u ser’s enterprise desk  ph one 
( or enterprise D N )  to th eir 
m obile devic e( s) .

W A N

P S T N

Unified Mobility 
Us er

Unified Mobility 
Us er

Unified Mobility 
Us er

HQs

Regional
O f f ic e

Regional
O f f ic e
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U ni f i ed M o b i l i t y
W ha t D o es  I t I n cl ud e?

� Mobile  C onne c t ( als o re f e rre d  to as  S ingle  N u mbe r R e ac h ).
� Mobile  V oic e  A c c e s s  ( MV A ) – I V R  bas e d  2 -s tage  d ialing.
� E nte rp ris e  F e atu re  A c c e s s  ( E F A ) – N on-I V R  bas e d  2 -s tage  
d ialing.

� D e s k  and  R e mote  D e s tination p ic k u p .
� S ingle  E nte rp ris e  V oic e mail B ox .
� Mid -c all f e atu re s  ( v ia D T MF  f e atu re  ac c e s s  c od e s ).
� Mobile  C onne c t on/ of f  toggle  ( v ia MV A ,  E F A ,  C U C M U s e r 
O p tions  p age s ,  and  D e s k  p h one *)

� T ime  of  D ay A c c e s s  L is ts * – A llow  or bloc k  c all e x te ns ion to 
c onf igu re d  R e mote  D e s tinations .

Unified Mobility pr ov ides th e follow ing featu r es and 
fu nctionality:

* New in CUCM 7.0

PSTN
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U ni f i ed M o b i l i t y - W ha t W il l  I t C o s t?

� T w o ( 2 )  D evic e L ic ense Units ( D L Us)  per m obility-
enabled u ser w ith  an assoc iated desk  ph one.

� F ou r ( 4 )  D L Us per m obility-enabled u ser w ith ou t an 
assoc iated desk  ph one ( no desk  ph one or ex tension 
m obility u ser) .

� I nc reased P S T N  u tiliz ation.

Company XYZ will incur the following additional 
cos ts  for enab ling U nified M ob ility:

PSTN

* Does not include desk phone DL Us
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I P  P h o ne

R D P r of ile L ev el C onf ig ur a tion
• Dev ice P ool
• C a lling  S ea r ch S pa ce
• R er outing  C S S  
• User  H old A udio S our ce
• N etw or k H old A udio S our ce

Dev ice L ev el C onf ig ur a tion
• Dev ice P ool
• C om m on Dev ice C onf ig
• C a lling  S ea r ch S pa ce
• M edia  R esour ce G r oup L ist
• User  H old A udio S our ce
• N etw or k H old A udio S our ce

4 0 8  5 5 5 -7 8 9 0 4 0 8  5 5 5 -6 7 8 9
Rem ot e D es t inat ion # 1 Rem ot e D es t inat ion # 2

X X X  X X X -X X X X
Rem ot e D es t inat ion N

…

R em o t e D es t ina t io n P r o f il e

V ir t u al P h one

U nif ied  M ob ility  
U s er

C a ll r outing  a nd 
M edia  R esour ce 
a lloca tion f or  
R em ote 
Destina tions

C a ll r outing  
a nd M edia  
R esour ce 
a lloca tion f or  
I P  P hones

S H A R E D L I N E
L ine L ev el S etting s
DN :  40 8  555-1234

P a r tition
C a lling  S ea r ch S pa ce

U ni f i ed M o b i l i t y
C o n f ig ura tio n  a n d  C a l l  R o utin g  C o n cep t
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U ni f i ed M o b i l i t y
D es ig n  C o n s id era tio n s :  S ca l a b il ity

� Mobility-e nable d  u s e r:  A  u s e r th at h as  a R D P  and  at le as t one  R D  
c onf igu re d .

� C ap ac ity nu mbe rs  are  bas e d  on a S I N G L E R D  p e r u s e r.

1 , 0 0 04 , 0 0 0MC S -7 8 2 5
2 , 5 0 01 0 , 0 0 0MC S -7 8 3 5
3 , 7 5 01 5 , 0 0 0MC S -7 8 4 5

Mobility-e nable d  
U s e rs  p e r N O D E  

Mobility-e nable d  
U s e rs  p e r C L U S T E R

C isc o Unified Mobility su pports th e follow ing  c apac ities:

V er if y  Unif ied  Mo b il it y  a nd  o v er a l l  s y s t em  c a p a c it y  u s ing  
t h e CUCM Ca p a c it y  T o o l :   h t t p : //t o o l s .c is c o .c o m /c u c s t /
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� R e d u nd anc y f or R D  and  R D P  
c onf igu ration p rov id e d  v ia d e v ic e  
p ools / C M grou p s .

� Mobile  C onne c t ( inc lu d ing d e s k / re mote  
p h one  p ic k u p ),  E nte rp ris e  F e atu re  
A c c e s s  ( E F A ),  and  Mid -C all f e atu re  
f u nc tionality are  all nativ e ly re d u nd ant

X X

� G ate w ay and  P S T N  ac c e s s  re d u nd anc y as  u s u al,  h ow e v e r branc h  
in S R S T  mod e  w ill h av e  no or v e ry re s tric te d  U nif ie d  Mobility 
f u nc tionality.

� N o re d u nd anc y f or Mobile  V oic e  A c c e s s
− I f  P u b lis h er  is  d ow n,  M V A  is  not av ailab le
− E nter p r is e F eatu r e A cces s  2 -S tag e D ialing  is  s till p os s ib le.

� I f  P u blis h e r is  d ow n,  c h ange s  to Mobile  C onne c t s tatu s  ( on/ of f ) v ia 
E F A  are  not s av e d  ( and  th e re f ore  d o not tak e  af f e c t).

U ni f i ed M o b i l i t y
D es ig n  C o n s id era tio n s :  R ed un d a n cy
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P S T N

1
D ials : 1  4 0 8  5 5 5 -1 2 3 4

C all r ings  only  one
Rem ot e D es t inat ion 
( 4 0 8  5 5 5 -7 8 9 0 )

6
4 0 8  5 5 5 -7 8 9 0

C isco Unif ied
C M  cluster

5

C all t o only
one Rem ot e 
D es t inat ion 
r ou t ed  v ia 
gat ew ay

D N :  4 0 8  5 5 5 -1 2 3 4

R em ote
Destina tion

P r of ile
D N :  4 0 8  5 5 5 -1 2 3 4

C all ex t end ed  
t o d es k  p h one

2

3
C all ex t end ed  t o 
Rem ot e D es t inat ion 
P r of ile

S H A RE D  L I N E

P S T N  
G a tew a y

P h one A

Rem ot e 
D es t inat ion:
4 0 8  5 5 5 -7 8 9 0

C all p lac ed  t o only
one as s oc iat ed  
Rem ot e 
D es t inat ion 4

P S T N  re s ou rc e  u tiliz ation re d u c tion f or U nif ie d  Mobility
� L imit to one  R e mote  D e s tination p e r u s e r 
� U tiliz e  allow / bloc k  A c c e s s  L is ts  to limit c alls  f orw ard e d  to P S T N  
� U s e  time  of  d ay ( T oD ) A c c e s s  L is ts  to limit c alls  f orw ard e d  to P S T N *
� U s e rs  to d is able  Mobile  C onne c t w h e n not in u s e

L im it to one 
R em ote 

Destina tion

A c c es s  L is t :
B loc k / allow  c alls  
f r om  inc om ing 

nu m b er s

A dd T oD
to A ccess 
L ists

X
X Disa b le M ob ile 

C onnect w hen 
not needed

A ccess lists 
lim its ca lls to 

P S T N

• E a ch R D w ill consum e a  DS 0 .   
• DS 0  w ill b e utiliz ed f or  up to 10  
seconds ev en if  ca ll is not 
a nsw er ed a t R D

• E a ch R D w ill consum e a  DS 0 .   
• DS 0  w ill b e utiliz ed f or  up to 10  
seconds ev en if  ca ll is not 
a nsw er ed a t R D

U ni f i ed M o b i l i t y
Design Considerations: Minimizing PSTN Utilization

+

* T oD A C L s only  w it h  
C U C M  7 . 0  and  lat er
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U ni f i ed M o b i l i t y
Design Consider ations: Call A dm ission Contr ol

T o p re v e nt loc ation-bas e d  c all ad mis s ion c ontrol ( C A C ) is s u e s ,   
mobility ou tbou nd  c alls s h ou ld  be  rou te d  v ia th e  s ame  gate w ay* th at 
rou te d  th e  initial inbou nd  c all:
� M o b i l e  C o n n e c t  o u t b o u n d  c a l l s t o  r e m o t e  d e st i n a t i o n s 
� M V A  o r  E F A  o u t b o u n d  c a l l s t o  d i a l e d  n u m b e r

C is c o U nif ied
C M  c lu s t er

P S T N  
G at ew ay

W A N

P S T N

Central Site

B ranc h  Site

1

2

M V A  or  E F A  D I D

L oc at ion: C ent r al
L oc at ion: B r anc h

P S T N  
G at ew ay

1
2

P otential CA C is s u es :
• I nitial CA C d enial d u e 
to ins u f f icient 
b and w id th

• S u b s eq u ent d es k 
p h one p icku p  r es u lts  
in W A N b and w id th  
ov er s u b s cr ip tion (no 
CA C d enial) 

Com p any  X Y Z  im p lications :
I f  a ny  o f  t h e f o l l o wing  a r e c o nf ig u r ed  o r  wil l  o c c u r ,  o v er p r o v is io ning o f  t h e W A N m a y  b e nec es s a r y :

– S it e-b a s ed  o r  T E H O  c a l l  r o u t ing
– E x t ens io n m o b il it y  b et ween l o c a t io ns
– D ev ic e m o b il it y  b et ween l o c a t io ns * O r  a  g a tew a y  w ithin the sa m e C A C  loca tion
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U ni f i ed M o b i l i t y
Design Consider ations: W or k ing w ith  Ser v ice P r ov ider

� P ST N  Connectiv ity:  Mobile Connect fu nctionality is 
su ppor ted only w ith  P R I for  P ST N  connections ( no T 1-
CA S,  F X O ,  F X S,  or  B R I  connections)

� DT MF  R elay:  Mid-call featu r es and E nter pr ise F eatu r e 
A ccess 2 -Stage Dialing r eq u ir e ou t-of-band DT MF  r elay
betw een enter pr ise P ST N  gatew ay and CUCM
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U ni f i ed M o b i l i t y
D e s ign C ons id e rations :  W ork ing w . /  S e rv ic e  P rov id e r ( c ont. )

C aller I D : F or Unified Mobility deploym ents,  c u stom er sh ou ld 
w ork  w ith  th eir servic e provider to ensu re th e follow ing :

– I nbou nd  C alle r I D   
� I f  E nte rp ris e  F e atu re  A c c e s s  ( mid -c all f e atu re s  or 2 -s tage  

d ialing) is  re q u ire d ,  s e rv ic e  p rov id e r mu s t s e nd  ap p rop riate  
inbou nd  c alle r I D to e nte rp ris e .

– O u tbou nd  C alle r I D  
� I f  original c alle r I D  f or Mobile  C onne c t c alls  is  to be  s e nt to 

mobility u s e r’s  R D ,  s e rv ic e  p rov id e r mu s t not re s tric t c alle r 
I D  on tru nk to only D I D s  as s igne d  to th at tru nk .

� I f  u nable  to p rov id e  u nre s tric te d  c alle r I D ,  th e n e ns u re  
me aningf u l e nte rp ris e  c alle r I D is  s e nt.
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D ep l o y i ng 
D u al -m o de 
P h o nes
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D u al -M o de P h o nes
N o k ia  C a l l  C o n n ect:  Architecture

P S T N

N okia
W L A N
A PW L A N

( 8 0 2 . 1 1 b / g)

G S M /
M ob ile N etw or k

E nter pr ise

� D u al-mod e  p h one s  p rov id e  th e  ability to le v e rage  e nte rp ris e  I P  
te le p h ony inf ras tru c tu re  ( v ia W L A N  c onne c tiv ity) f or mak ing and  
re c e iv ing c alls  ins id e  th e  e nte rp ris e .

� W h e n ou ts id e  th e  e nte rp ris e  th e  d u al-mod e  d e v ic e  f alls  bac k  to 
th e  G S M/ P S T N  ne tw ork
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D u al -M o de P h o nes
W ha t D o es  I t I n cl ud e?

N ok ia Call Connect du al-m ode ph one solu tion pr ov ide th e 
follow ing featu r es and fu nctionality:
� S C C P  c lient reg istration to C UC M
� W iF i: 8 0 2 . 1 1  b/ g c onnec tivity
� W L A N : S u pport for C isc o C om patible eX tensions ( C C X )  v.  3  
or v.  4  ( h andset dependent)

� A c c ess to enterprise h old,  resu m e,  transfer,  c onferenc e,  
park

� Messag ing  w aiting  indic ation ( MW I )  for enterprise voic em ail
� Manu al h andoff to c ellu lar
� Mobile C onnec t/ S N R  ( w h en integ rated w ith  Unified Mobility)
� D evic e Mobility (CU CM  f eatu r e s u p p or ted  w ith  v er s ions  4 . 2 ,  6 . 0  and  later )

PSTN

W L A N
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D u al -M o de P h o nes
W ha t W il l  I t C o s t? PSTN

W L A N

� N ok ia softw ar e u ser  license ( NOK-S C C P -C C M -x x = )
� Six  ( 6 )  Dev ice L icense Units ( DL Us)  per  N ok ia 
ph one ( N ok ia S6 0  dev ice type w ith in CUCM) .

� A dditional fou r  ( 4 )  DL Us per  u ser  for  Unified 
Mobility integr ation ( u nless desk  ph one is also 
deployed)

� N ok ia h andset per  u ser

Company XYZ will incur the following additional 
cos ts  for deploying N ok ia Call Connect dual-mode 
phones :

CUCM
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D u al -M o de P h o nes
H a n d s et S up p o rt

� E 5 1 ,  E 6 6 ,  a n d  E 7 1  o n l y  h a n d se t s t o  
su p p o r t :

– S w itch  to Cellu lar
� E 6 6  a n d  E 7 1  o n l y  h a n d se t s t o  su p p o r t :  

– CCX  v .  4  (inclu d es  8 0 2 . 1 1 i,  CA C,  Q oS )
– E A P -F A S T

Nokia E 6 0 Nokia E 6 1 Nokia E 6 1 i Nokia E 6 5Nokia E 5 1  *

Nokia E 7 1  *Nokia E 6 6  *
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D u al -M o de P h o nes
U n if ied  M o b il ity  I n teg ra tio n

� W L A N  c lie nt on N ok ia d u al-mod e  p h one  re gis te rs  to C U C M as  u s e r’s  
e nte rp ris e  I P  p h one .

� G S M/ P S T N  nu mbe r is  d e f ine d  as  a Mobility I d e ntity as s oc iate d  d ire c tly 
to N ok ia d e v ic e  w ith in C U C M.

P S T N

E nter pr ise

G S M /
M ob ile N etw or k

N okia

W L A N
A PW L A N

( 8 0 2 . 1 1 b / g)

W L A N
A P

Unified Mobility 
Us er
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D u al -M o de P h o nes
U n if ied  M o b il ity  I n teg ra tio n :  C o n f ig ura tio n

Cis co U nified Communicatons M anager
U nified M ob ility

R em ote Destina tion
P r of ile

N okia  E 60 / S 60
( Dua l-m ode dev ice)

M ob ility  I dentityR em ote Destina tion

E nter pr ise
Dir ector y  N um b er

E nter pr ise
Dir ector y  N um b er

S a m e
C onf ig ur a tion

O f f -sy stem  Dev ice
( R ea cha b le v ia  
P S T N / G S M )

Dev ice
C onf ig ur a tion
( S ha r es line 
w . /  user ’s 
desk phone)

A ny  M ob ile
P hone

N okia
E S er ies
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D u al -M o de P h o nes
D es ig n  C o n s id era tio n s :  W L AN

� 8 0 2 . 11b/g
� CCX  v er sion 3  or  4  ( h andset 
dependent)

� N o seam less h andoff 
betw een cellu lar  and W L A N  
netw or k s

� Q oS m ar k ing by client 
( signaling and m edia)

� Sim ilar  V oW L A N  netw or k  
design r eq u ir em ents as 
Cisco Unified W ir eless I P  
P h one 7 9 2 1G  and 7 9 2 5 G

F o r  m o r e  i n f o r m a t i o n  o n  V o W L A N  d e si g n  se e  t h e  Voice over Wireless LAN 4.1 
D esig n  G u id e a t :

h ttp://w w w . cisco. com /go/designz one



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a l 22

D u al -M o de P h o nes
D es ig n  C o n s id era tio n s :  V o ice o v er W L AN

Co nf er enc e 
R o o m

Co nf er enc e 
R o o m

Co nf er enc e 
R o o m

Co nf er enc e 
R o o m
66

1111

11

11
� W L A N  I nfrastru c tu re m u st be 
deployed or already in plac e.

� S ite-su rvey req u ired prior to 
adding  V oW L A N devic es.

� E ven if V oW L A N devic es are 
already deployed,  N ok ia 
devic es sh ou ld be tested prior 
to c om plete rollou t

� B lu etooth  h eadsets are not 
rec om m ended w ith  N ok ia 
h andsets du e to interferenc e 
on th e 2 . 4  G H z  band.
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D u al -M o de P h o nes
Design Consider ations: H andoff ( Sw itch  to Cellu lar )

S A M E
P H O N E

E nt er p r is e
C is c o U nif ied
C M  c lu s t er

M ob ilit y
I d ent it y

P S T N
G S M

G S M

Unif ied M ob ility
User

W L A N

U s er  s elec t s  
“S w it c h  t o c ellu lar ”
f r om  in-c all m enu

2

3

C all b lind  t r ans f er r ed  
au t om at ic ally  t o G S M  
nu m b er  of  d u al-m od e 
p h one and  ans w er ed .

C all c ont inu es  b et w een 
or iginal c aller  and  G S M  
int er f ac e.   C all r em ains  
anc h or ed  in ent er p r is e 
gat ew ay

4
I n-p r ogr es s  c all 
b et w een d u al-m od e 
d ev ic e in W L A N  and  
P S T N  p h one

1
P S T N

G a tew a y

AP

� A llow s u ser to m anu ally transfer ac tive c all from  V oW L A N  to 
pre-defined G S M nu m ber ( H and-ou t)

� L og ic  bu ilt into th e c lient and only available only on th e 
N ok ia E 5 1 ,  E 6 6 ,  and E 7 1  ph one.

� C all rem ains anc h ored in enterprise g atew ay
F o r  o t h er  p h o ne m o d el s ,  c a n 
d o  a  m a nu a l  t r a ns f er  ( j u s t  
l ik e a  r eg u l a r  d es k  p h o ne) ,  
b u t  r eq u ir es  u s er  t o  
m a nu a l l y  ent er  G S M nu m b er  
a nd  a ns wer  t h e c a l l  o n t h e 
G S M int er f a c e

F o r  o t h er  p h o ne m o d el s ,  c a n 
d o  a  m a nu a l  t r a ns f er  ( j u s t  
l ik e a  r eg u l a r  d es k  p h o ne) ,  
b u t  r eq u ir es  u s er  t o  
m a nu a l l y  ent er  G S M nu m b er  
a nd  a ns wer  t h e c a l l  o n t h e 
G S M int er f a c e
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D u al -M o de P h o nes
D es ig n  C o n s id era tio n s :  D ia l  P l a n

E nd-u ser  Dialing B eh av ior : Dialing on th e G SM/P ST N  
is differ ent th an dialing w ith in th e enter pr ise netw or k .

1 . U s e r E f f ort:  U s e rs  c h e c k s  f or C U C M re gis tration ic on.   
– I f  p re s e nt,  u s e r d ials  u s ing e nte rp ris e  d ial p lan 

( abbre v iate d  d ialing,  P S T N  s te e ring d igits ,  e tc . )
– I f  not p re s e nt,  u s e r d ials  u s ing P S T N  d ialing me th od  

( + and / or E . 1 6 4 )
2 . A d min E f f ort:  C U C M d ial p lan c onf igu re d  to 

ac c ommod ate  P S T N / G S M d ialing.
– U s e r alw ays  d ials  all c alls  u s ing ‘+’ or f u ll E . 1 6 4  

nu mbe r ( manu ally or f rom c ontac ts )
– C U C M d ial p lan rou te s  to loc al e x te ns ions  as  

ap p rop riate  and / or p re f ix e s  ap p rop riate  P S T N  
s te e ring d igits .

R ec o m m end ed
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D ep l o y i ng 
U ni f i ed M o b i l e 
C o m m u ni c at o r
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U ni f i ed M o b i l e C o m m u ni c at o r  
W ha t D o es  I t I n cl ud e?

� E nte rp ris e  d ire c tory look u p s
� S e c u re  te x t me s s aging be tw e e n C U MC  c lie nts
� P re s e nc e
� E nte rp ris e  v is u al v oic e mail and  MW I
� C onf e re nc e  notif ic ations  and  c lic k -to-c all
� D e s k  p h one  c all log inte gration
� Mobile  C onne c t/ S N R  ( w h e n inte grate d  w ith  U nif ie d  Mobility)
� D ial v ia of f ic e *
� Mobile  C onne c t c lie nt toggle *

CUMC pr ov ides th e follow ing featu r es and fu nctionality 
fr om  th e u ser ’s m obile dev ice:

* New wit h  CUMC 7.0
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U ni f i ed M o b i l e C o m m u ni c at o r
Architecture

P S T N

DM Z

C isco Unif ied 
M ob ility  A dv a nta g e

M eet ingP lac e/
M eet ingP lac e E x p r es s

U nit y /
U nit y  C onnec t ion

M S  A c t iv e 
D ir ec t or y  
2 0 0 0 / 2 0 0 3

A S A  
T L S  P r ox y

M M P  ov er
S S L

L DA P

M PM P

UU

C isco Unif ied 
M ob ile C om m unica tor

M ob ile V oice 
N etw or k /  G S M

W eb DA V

M S  
E x c h ange 
2 0 0 0 / 2 0 0 3 /

2 0 0 7

C is c o U nif ied  C M

I M A P

I nter net

M ob ile Da ta  
N etw or k /  G P R S
( Da ta  C ha nnel) M M P  ov er  

S S L

S I P
J T A P I

C UM AC UM A

S I P /
S I M P L E

P r es enc e S er v er
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U ni f i ed M o b i l e C o m m u ni c at o r
W ha t W il l  I t C o s t?

� O n e  ( 1 )  D e v i c e  L i c e n se  U n i t s ( D L U s)  p e r  u se r  f o r  C i sc o  U n i f i e d  
M o b i l e  C o m m u n i c a t o r  d e v i c e . *

� T w o  ( 2 )  o r  f o u r  ( 4 )  D L U s p e r  m o b i l i t y -e n a b l e d  u se r  w i t h  o r  w i t h o u t  a n  
a sso c i a t e d  d e sk  p h o n e .

� O n e  ( 1 )  C i sc o  U n i f i e d  M o b i l i t y  A d v a n t a g e  ( C U M A )  se r v e r  c l i e n t  
a c c e ss l i c e n se  p e r  u se r .

� A S A  m o b i l i t y  p r o x y  f u n c t i o n a l i t y .
� M i n i m u m  o f  o n e  ( 1 )  si g n e d  S S L  c e r t i f i c a t e  f r o m  C e r t i f i c a t e  A u t h o r i t y
� Ha r d w a r e :

– M CS -7 8 4 5  H 2 / I 2  or  M CS -7 8 2 5  H 3 / I 3  (CU M A  s er v er )
– Cis co A S A  5 5 x x
– B lackb er r y  E nter p r is e S er v er  (B E S ) if  d ep loy ing  B B  clients
– M icr os of t E x ch ang e and  M icr os of t A ctiv e D ir ector y  s er v er s
– S u p p or ted  m ob ile h and s et p er  u s er .

C om pany X Y Z  w ill inc u r th e follow ing  additional c osts for 
enabling  C UMC :

* New wit h  CUCM 7.0

CUCM
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