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Agenda

= Step 1: Deploying/enabling Cisco Unified Mobility
= Step 2: Deploying dual-mode phones (Nokia Call Connect)

= Step 3: Deploying Cisco Unified Mobile
Communicator



Deploying and
Enabling

Unified Mobility




Unified Mobility
Architecture
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Unified Mobility provides a Umf-egsl\ggbllty g/
mechanism for associating a ‘
user’s enterprise desk phone Untfied Moblty
(or enterprise DN) to their " " User

mobile device(s).



Unified Mobility 5# By 7
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What Does It Include? R L =

Unified Mobility provides the following features and
functionality:

Mobile Connect (also referred to as Single Number Reach).
Mobile Voice Access (MVA) — IVR based 2-stage dialing.

Enterprise Feature Access (EFA) — Non-IVR based 2-stage
dialing.

Desk and Remote Destination pickup.
Single Enterprise Voicemail Box.
Mid-call features (via DTMF feature access codes).

Mobile Connect on/off toggle (via MVA, EFA, CUCM User
Options pages, and Desk phone?®)

Time of Day Access Lists* — Allow or block call extension to

configured Remote Destinations.
* New in CUCM 7.0



Unified Mobility - What Will It Cost?

Company XYZ will incur the following additional
costs for enabling Unified Mobility:

= Two (2) Device License Units (DLUs) per mobility-
enabled user with an associated desk phone.

= Four (4) DLUs per mobility-enabled user without an
associated desk phone (no desk phone or extension
mobility user).

= I[ncreased PSTN utilization.
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* Does not include desk phone DLUs



Unified Mobility
Configuration and Call Routing Concept

Unified Mobility

Remote Destination Profile User IP Phone
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Unified Mobility
Design Considerations: Scalability

Cisco Unified Mobility supports the following capacities:

Mobility-enabled Mobility-enabled
Users per CLUSTER Users per NODE

MCS-7845
MCS-7835
MCS-7825

" Mobility-enabled user: A user that has a RDP and at least one RD
configured.

= Capacity numbers are based on a SINGLE RD per user.

Verify Unified Mobility and overall system capacity using

the CUCM Capacity Tool: http://tools.cisco.com/cucst/



Unified Mobility
Design Considerations: Redundancy

Redundancy for RD and RDP
configuration provided via device " 5/@ —>

pools/CM groups. e e

. . . 'S 'S am )
Mobile Connect (including desk/remote I

phone pickup), Enterprise Feature
Access (EFA), and Mid-Call feature u u

functionality are all natively redundant

Gateway and PSTN access redundancy as usual, however branch
in SRST mode will have no or very restricted Unified Mobility
functionality.

No redundancy for Mobile Voice Access
— If Publisher is down, MVA is not available
— Enterprise Feature Access 2-Stage Dialing is still possible.

If Publisher is down, changes to Mobile Connect status (on/off) via
EFA are not saved (and therefore do not take affect).



Unified Mobility

Design Considerations: Minimizing PSTN Utilization

T Call rings only one
Remote Destination | | Cal! g) °"|¥ -
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Phone A Call extended o I/‘
Each RD will consume a DSO. to desk phone = |P
DSO will be utilized for up to 10 s — 7
seconds even if call is not ~<_ DN: 408 555-1234  DN: 408 555-1234 _.~
answered at RD \\\ \\\\\ SHARED LINE ’/,////

PSTN resource utilization reduction for Unified Mobility

" Limit to one Remote Destination per user

= Utilize allow/block Access Lists to limit calls forwarded to PSTN

= Use time of day (ToD) Access Lists to limit calls forwarded to PSTN*
= Users to disable Mobile Connect when not in use ” ToD ACLs only with

CUCM 7.0 and later



Unified Mobility

Design Considerations: Call Admission Control

To prevent location-based call admission control (CAC) issues,
mobility outbound calls should be routed via the same gateway* that
routed the initial inbound call:

(1) Mobile Connect outbound calls to remote destinations
(2) MVA or EFA outbound calls to dialed number

_ _ Central Site / .................... ; ,\
Poten.tl.al CAC issues: L 4
* Initial CAC denial due [ &M Eldetar \
to insufficient il E,
bandwidth | D " :
« Subsequent desk < i

phone pickup results
in WAN bandwidth
oversubscription (no
CAC denial)

L

Company XYZ implications:
If any of the following are configured or will occur, of the WAN may be necessary:

— Site-based or TEHO call routing

— Extension mobility between locations
— Device mobility between locations



Unified Mobility

Design Considerations: Working with Service Provider

" PSTN Connectivity: Mobile Connect functionality is

supported only with PRI for PSTN connections (no T1-
CAS, FXO, FXS, or BRI connections)

" DTMF Relay: Mid-call features and Enterprise Feature
Access 2-Stage Dialing require out-of-band DTMF relay
between enterprise PSTN gateway and CUCM




Unified Mobility

Design Considerations: Working w./ Service Provider (cont.)

Caller ID: For Unified Mobility deployments, customer should
work with their service provider to ensure the following:

— Inbound Caller ID

v" If Enterprise Feature Access (mid-call features or 2-stage
dialing) is required, service provider must send appropriate
inbound caller ID to enterprise.

— Qutbound Caller ID

v If original caller ID for Mobile Connect calls is to be sent to
mobility user’s RD, service provider must not restrict caller
ID on trunk to only DIDs assigned to that trunk.

v" If unable to provide unrestricted caller ID, then ensure
meaningful enterprise caller ID is sent.



Deploying
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Dual-Mode Phones
Nokia Call Connect: Architecture

Enterprise

GSM/
Mobile Network

.
\ .
- " e
| ‘.‘
s .
5 .
Tt .*
* R
3 Ry
< .
-

(802.11b/g)

= Dual-mode phones provide the ability to leverage enterprise IP
telephony infrastructure (via WLAN connectivity) for making and
receiving calls inside the enterprise.

= When outside the enterprise the dual-mode device falls back to
the GSM/PSTN network



Dual-Mode Phones I
What Does It Include? o A

Nokia Call Connect dual-mode phone solution provide the
following features and functionality:

= SCCP client registration to CUCM
= WiFi: 802.11 b/g connectivity

= WLAN: Support for Cisco Compatible eXtensions (CCX) v. 3
or v. 4 (handset dependent)

= Access to enterprise hold, resume, transfer, conference,
park

= Messaging waiting indication (MWI) for enterprise voicemail
= Manual handoff to cellular
= Mobile Connect/SNR (when integrated with Unified Mobility)

= Device Mobility (CUCM feature supported with versions 4.2, 6.0 and later)



WLAN 2
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Dual-Mode Phones b iy
What Will It Cost? o g

Ny — =
Company XYZ will incur the following additional

costs for deploying Nokia Call Connect dual-mode
phones:

= Nokia software user license (NOK-SCCP-CCM-xx=)

" = Six (6) Device License Units (DLUs) per Nokia
phone (Nokia S60 device type within CUCM).

CucM< = Additional four (4) DLUs per user for Unified
Mobility integration (unless desk phone is also
deployed)

N
= Nokia handset per user



Dual-Mode Phones

Nokia E51 * — Nokia E61 Nokia E61i Nokia E65 —
' = E51, E66, and E71 only handsets to
support:

— Switch to Cellular

= E66 and E71 only handsets to support:

— CCXv. 4 (includes 802.11i, CAC, QoS)
— EAP-FAST

— Nokia E66 * —'— Nokia E71 * —




Dual-Mode Phones
Unified Moblllty Integratlon

Enterprise

WLAN

(802.11b/g)

"= WLAN client on Nokia dual-mode phone registers to CUCM as user’s
enterprise IP phone.

" GSM/PSTN number is defined as a Mobility Identity associated directly
to Nokia device within CUCM.



Dual-Mode Phones
Unified Mobility Integration: Configuration

Enterprise Enterprise
Directory Number Directory Number
Device
Configuration | Remote Destination
(Shares line Profile
w./ user’s

desk phone)

____________________ /\----------------

Same Remote Destination
Configuration

Off-system Device

(Reachable via

Any Mobile Hissel
PSTN/GSM)

Phone

Nokia
ESeries




Dual-Mode Phones
Design Considerations: WLAN

= 802.11b/g T RABIUL, The Sepersticn ot
Should Be: e Should Be:
= CCX version 3 or 4 (handset s7aem  «— 19 dBm
dependent) iy W

-67dBm I I.ﬁﬁdgm

= No seamless handoff '
between cellular and WLAN m
networks

= QoS marking by client
(signaling and media)

= Similar VOWLAN network
design requirements as

Cisco Unified Wireless IP
Phone 7921G and 7925G

For more information on VOWLAN design see the Voice over Wireless LAN 4.1
Design Guide at:




Dual-Mode Phones
Design Considerations: Voice over WLAN

= WLAN Infrastructure must be
deployed or already in place.

= Site-survey required prior to
adding VoOWLAN devices.

= Even if VOWLAN devices are
already deployed, Nokia
devices should be tested prior
to complete rollout

= Bluetooth headsets are not
recommended with Nokia
handsets due to interference

on the 2.4 GHz band.



Dual-Mode Phones
Design Considerations: Handoff (Switch to Cellular)

= Allows user to manually transfer active call from VoWLAN to
pre-defined GSM number (Hand-out)

" Logic built into the client and only available only on the
Nokia E51, E66, and E71 phone.

= Call remains anchored in enterprise gateway

Call continues between

original caller and GSM For other phone models, can
interface. _CaII remains do a manual transfer (jUSt
anchored in enterprise

like a regular desk phone),
but requires user to
manually enter GSM number
and answer the call on the
GSM interface

gateway

Cisco Unified
CM cluster

device in WLAN and
PSTN phone

Call blind transferred
automatically to GSM

number of dual-mode
phone and answered. \®

| User selects
| “Switch to cellular”
from in-call menu

@ 5 R |_ Switch to cellular @6
Mobility/ 7«""1:‘. Automatic transfer
Identity . i “ﬁ A e- Send DTMF
Unified Mobility . Help

r N
Use B Select



Dual-Mode Phones
Design Considerations: Dial Plan

End-user Dialing Behavior: Dialing on the GSM/PSTN
is different than dialing within the enterprise network.

1. User Effort: Users checks for CUCM registration icon.
ﬁ — If present, user dials using enterprise dial plan
(abbreviated dialing, PSTN steering digits, etc.)
— If not present, user dials using PSTN dialing method
(+ and/or E.164)

Recommended > 2, Admin Effort: CUCM dial plan configured to

accommodate PSTN/GSM dialing.

— User always dials all calls using ‘+’ or full E.164
number (manually or from contacts)

— CUCM dial plan routes to local extensions as
appropriate and/or prefixes appropriate PSTN
steering digits.
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Unified Mobile Communicator
What Does It Include?

CUMC provides the following features and functionality
from the user’s mobile device:

= Enterprise directory lookups

= Secure text messaging between CUMC clients

* Presence

= Enterprise visual voicemail and MWI

= Conference notifications and click-to-call

= Desk phone call log integration

= Mobile Connect/SNR (when integrated with Unified Mobility)
= Dial via office*

= Mobile Connect client toggle*

* New with CUMC 7.0



Unified Mobile Communicator
Architecture
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Mobile Voice
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Unified Mobile Communicator
What Will It Cost?

Company XYZ will incur the following additional costs for
enabling CUMC:

CUCM <

(= One (1) Device License Units (DLUs) per user for Cisco Unified
Mobile Communicator device.*

= Two (2) or four (4) DLUs per mobility-enabled user with or without an
associated desk phone.

= One (1) Cisco Unified Mobility Advantage (CUMA) server client
access license per user.

= ASA mobility proxy functionality.

= Minimum of one (1) signed SSL certificate from Certificate Authority

= Hardware:

MCS-7845 H2/12 or MCS-7825 H3/I3 (CUMA server)

Cisco ASA 55xx

Blackberry Enterprise Server (BES) if deploying BB clients
Microsoft Exchange and Microsoft Active Directory servers

Supported mobile handset per user. * New with CUCM 7.0
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