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Agenda

� Information Security Landscape

� Strategies for Securing SMB Networks

� Demo

� Q&A
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Botnet Epidemic 

� Botnets (network of compromised computers) control approximately 25% 
of all personal computers

� Attacks include spam, identity theft, information harvesting and denial-of-
service attacks to attacks on websites for profit

� More than 5 Million hosts infected in US alone

� Normal security mechanisms are only 75% effective against malware that 
are used to recruit bots

BBC Purchases Botnet
Offered For Rent

CBS News Covers Conficker
Worm, Malware Epidemic

Next-gen Botnet Armies Fill 
Spam Void
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The Growing Need for Security Solutions

Regulatory 
Compliance

Malware

An Integrated Approach to Streamline IT Risk 
Management for Security and Compliance

Data Loss
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Integrated Security
n e t w o r k
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Security Services Extensibility

Cisco Intelligent Networking, High Availability, and ScalabilityCisco Intelligent Networking, High Availability, and Scalability ServicesServices

ApplicationApplication
InspectionInspection
& Control& Control

IPS & AntiIPS & Anti--X X 
DefensesDefenses

Access ControlAccess Control
& Authentication& Authentication

Remote Access Remote Access 
VPN VPN 

ConnectivityConnectivity

SiteSite--toto--Site Site 
VPNVPN

ConnectivityConnectivity

Cisco Technology and Service Extensions Partner Technology and Service Extensions

The Cisco ASA 5500 Series Allows Business to Adapt and Extend the Security 
Services Profile Via Cisco-Developed and Partner-Provide Innovations 

Delivering High Current Services Performance and Services Extensibility

Cisco Adaptive Security Appliance (ASA) 
Scalable, Multi-Function, Feature Rich Appliance

SoHoSoHo

Data CenterData Center
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A Seismic Shift

� 2000-2008: IT security
products look deeper

� 2009: Cisco Security
products look around and

respond faster




