SIINIr
CiISCO

Protecting Web
Applications with

Web Application
Firewall

Ong Poh Seng
Data Center Architect

ongps@cisco.com



Agenda

Why Web Application Firewall (WAF)
Cisco Web Application Firewall Overview
Network Deployment Examples

GUI Demo

Q&A



Off the press

Yox plays down the matter by sz¥ng that all he did was exploit some poorly writben HTML
ross-site scripting wulnerability t had been exploited, By allowing wusers to enter chara
JRELs, JavaScript could be injected into p ' Community Blogs seckio

e hefore suggesting that it was
s such as = and " into their blo
e executed by subsequent visitors,

4 youTube clip from zenniet?2 demonstrates the attack, The clip shows a user clicking on the Comrmunity Blogs section of th
3arack Obama site, which subsegquently causes the browser to redirect to hillaryclinton.com, The author speculates the

'‘Conator Chnton’s staffers possibiy Rived sorneone to hack into the Barack Obama website system" Mo evidence is offered to bac
Jp this statement,
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