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Wireless Security Risks

Self Defending Network — Secure Wireless

Unified Wireless Security Features
Adaptive Wireless Intrusion Prevention System (wWIPS)
Integrated Security Solutions
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Evolution of Wireless Security

Challenges

2001. WEP lIs Easily Cracked by

Late 90s. WLAN Researchers at Berkeley. Majorit I
Technologies Were of Businesses and Conaumers 2004. Ratification of IEEE
Proprietary and Provided Leave Security Default “Off”; War 802.111 for Robust WLAN
Minimal Security Driving Expands. Rogue APs Security. WPA and WPA2
Features. Security Emerge as Viable Business Threat Expand in Popularity
Threat Was Low
2007. Unified
2001. Cisco Delivers Wired and Wireless
the LEAP Protocol for Security with
2000. 802.11b Standard Mutual Authentication Integrated Wireless
Ratification Included and Improves upon IPS. Management
WEP for Basic Link WEP Using CKIP. Frame Protection

Encryption Although Many Rely on VPNs
Lacked Method for
Authentication




Why Are Wireless LANs Prone to Attack?

Increasing Wi-Fi Devices

Over 1.1 billion Wi-Fi devices will Physical Security
enter the market by 2011 \

New 802.11 and non-802.11 RF
devices

Wired Security

Enterprise
Network

Confidential Data in “Open Air”
No physical barriers to RF intrusion

802.11 is in Unlicensed Spectrum

Easy access to inexpensive L
technologies 't

Well documented and understood

RF Spectrum is an asset to be managed

Lax security can lead to attacks, loss
of data and regulatory and legal action

Wireless Access Outside of
Physical/Wired Boundaries >







