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Evolution of Wireless Security

Challenges

2001. WEP lIs Easily Cracked by

Late 90s. WLAN Researchers at Berkeley. Majorit I
Technologies Were of Businesses and Conaumers 2004. Ratification of IEEE
Proprietary and Provided Leave Security Default “Off”; War 802.111 for Robust WLAN
Minimal Security Driving Expands. Rogue APs Security. WPA and WPA2
Features. Security Emerge as Viable Business Threat Expand in Popularity
Threat Was Low
2007. Unified
2001. Cisco Delivers Wired and Wireless
the LEAP Protocol for Security with
2000. 802.11b Standard Mutual Authentication Integrated Wireless
Ratification Included and Improves upon IPS. Management
WEP for Basic Link WEP Using CKIP. Frame Protection

Encryption Although Many Rely on VPNs
Lacked Method for
Authentication




Why Are Wireless LANs Prone to Attack?

Increasing Wi-Fi Devices

Over 1.1 billion Wi-Fi devices will Physical Security
enter the market by 2011 \

New 802.11 and non-802.11 RF
devices

Wired Security

Enterprise
Network

Confidential Data in “Open Air”
No physical barriers to RF intrusion

802.11 is in Unlicensed Spectrum

Easy access to inexpensive L
technologies 't

Well documented and understood

RF Spectrum is an asset to be managed

Lax security can lead to attacks, loss
of data and regulatory and legal action

Wireless Access Outside of
Physical/Wired Boundaries >




Wireless WLAN Security Threats

Top Attacks
On-Wire Attacks Over-the-Air Attacks
Ad-hoc Wireless Bridge Evil Twin/Honeypot AP
HACKER HACKER'S HACKER
J\‘Q& \} g\/@m %
Cllent to-client backdoor access Connection to malicious AP Seeking network vulnerabilities

Rogue Access Points Denial of Service Cracking Tools

HACKER HACKER
&: lr DENIALOF 17| -' |
‘ , SERVICE [ig: &;

Backdoor network access Service disruption Sniffing and eavesdropping

Non-802.11 Attacks

é Backdoor access " ] & !&1 Q

BLUETOOTH AP Service disruption \\ ~oowAVE  BLUETOOTH  RF-JAMMERS  RADAR
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Cisco Wireless Threat Control & Containment —
Comprehensive Layer 1-7 Protection

Layers 3-7 Inappropriate Client Activity
Malware Detection/Mitigation

Wireless Intrusion Prevention

Layers 1-2

RF Spectrum Analysis

Layer 1
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Cisco Wireless Security Overview

Integrated Collaborative

Built into the Hardened wireless Wired and
wireless core to prevent wireless network
infrastructure attacks before they security working
happen together

a“b I
! i & & x

O

Access Control e -
Infrastructure MFP

a) N Authentication Malware Posture
. ﬁ i-lz Mitigation Assessment

Auth/Privacy Clean RF

[T

Automated Vulnerability :@

Monitoring Unified Security
Management & Reporting Management

Unified Wireless Network
WLAN Controllers  Access Points WCS RF Intelligence Mobility Services

Self-Defending Network




Untrusted

Secure Wireless Solution Architecture

Cisco  Cisco  (isco VPN
Security Secure Client
Agent ServiesClie

_/
ASA 5500 w/
IPS Module

Manager ’Q

y 2 “
NGS

|
Server §&5=) Appliance ’.\ CS-MARS

Wireless

Endpoint Protection

 Host intrusion prevention
» Endpoint malware mitigation

Traffic and Access Control

» Device posture assessment

« Dynamic, role-based network access
and managed connectivity

* WLAN threat mitigation with IPS/IDS

WLAN Security Fundamentals

 Strong user authentication
+ Strong transport encryption
* RF Monitoring

» Secure Guest Access




Unified Wireless
Security Features
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(JF) Protected Access

What are WPA and WPA2? A
Authentication and Encryption
standards for Wi-Fi clients and APs
802.1X authentication /
WPA uses TKIP encryption Silver A
WPAZ2 uses AES encryption WPA

Which should | use? o )

Go for the Gold!

Silver, if you have legacy clients

Lead

Lead, if you absolutely have no other / dVYEEAPP/(II_eEg:F?y)

choice (i.e. ASDs) — VLANS + ACLs




User and Device Authentication

User and device authentication maps identity to appropriate access to
network services and resources

Only Cisco delivers an end-to-
end authentication framework
for wired and wireless

The Cisco Secure Services
Client is an 802.1X supplicant
for wired & wireless networks

Cisco supports all leading
EAP types — and leads the
iIndustry with EAP-FAST




Protect the Network:
Rogue Detection and Containment
ROGUES and AD-HOCs: Detected via intelligent on & off channel scanning

Integrated 24/7 RF monitoring to identify, locate and contain unauthorized wireless activity

Proactive threat defense to ensure regulatory compliance

On-channel attack detected 802.11a Channel 153

Off channel rogue detected

AP contains rogue client
Off channel ad hoc net detected

. oo,
AP contains ad hoc neéoz 11g Channel 1 v |
“

Ad Hoc client o 7 I.‘

* rF { RF Containment

I

802.11g Q.hannel 1
Ad Hoe client

] 802.11a Channel 153 *
Location-enabled rogue client

| 802.11g Channel 6  802.11g Channel 6  802.11a Channel 152
Valid client Attacker Valid client
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Cisco Integrated Wireless IPS Detection

and Mitigation Overview

Proactive RF Defense Integrated into the Cisco Unified Wireless Network

Detect Attack
(Begin Analysis)

Assess Attack Alert and Contain View Historical Report
(Identity, On/Off-Wire, (Generate Alarm)
Location)

F

Hi'M:

HH &
'-l'

'

i

i

i

il

On-channel attack detected

Off channel attack detected

AP contains rogue AP/client

Off channel ad hoc net detected
AP contains ad hoc net

Attack locatedon map

Automated or manual
mitigation

Multiple rogues contained
simultaneously
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Rogue Wired Switchport Trac
Rogue Detector on wired trunks
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System compares collected BSSID
information versus authorized (i.e.
managed AP) BSSID information
Unauthorized APs are flagged and

and probe responses) and reports
reponed

BSSID information
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Wired-Side Tracing Techniques

How it Works What It Detects Accuracy
1. AP hears rogue over air Secured APs Moderate
Switchport 2. Detecting AP advises of nearby Open APs
Tracing switches NAT APs

3. Trace starts on nearby switches

4. Results reported in order of
probability

5. Administrator may disable port

1. AP hears rogue over air Open APs 100%

2. Detecting AP connects as client to NAT APs
rogue AP

3. Detecting AP sends RLDP packet

4. If RLDP packet seen at WLC, then
on wire

1. Place detector AP on trunk Secured APs High

Rogue 2. Detector receives all rogue MACs Open APs
Detector from WLC NAT APS

3. Detector AP matches rogue MACs
from wired-side ARPs
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Management Frame Protection

*Cisco security leadership and innovation
*Proposed standard—IEEE 802.11w

Solution

Insert a signature (Message Integrity
Code/MIC) into the management frames

Problem

Wireless management frames are not
authenticated, encrypted, or signed

Clients and APs use MIC to validate
authenticity of management frame

APs can instantly identify rogue/exploited
management frames

A common vector for exploits

MFP Protected

/




Automated Wireless Security Vulnerability
Assessment (v5.1)

'h Monitor * Reports * Configure * Mobility *  Administratic

Security Summary

Provides network-wide security Securlty
health Summary naes: ) Top Security Issues | View all | Devices

— 18 MFP Client Protection set to Optional for

Proactively monitors entire WLAN. (42)
wireless network e s Interface set to management for WLAN. (38)
. - [ htpsifii7t,
e WLCs, APs and

cisco
* management interfaces

Mo enabled IDS Sensor configured for a
Controller. (28]

Mo WLAN Key Management methods set{Only
1 settable when Authentication Method is
—0

— 50

e
WPA+WPAZ). (26)

""" Protection Type set to Mone for a Controller.
..... {24)

Rogue APs

Identifies vulnerabilities in:
* Encryption

e User/network auth

* Threat mitigation
 Management

Rogue Adhocs
Rogue Clients

Shunned Clients

Mo WLAN Key Management methods set{Only
settable when Authentication Method is
WPA+WPAZ). (26)

Protection Type set to Mone for a Controller,

(24)

Rogue APs and Adhoc Rogues | view &l

Last 24 Total Last 24 Total
Malicious Rogue APs Hour Hours Active Adhoc Rogues Hour Hours Active
alert 394 306 893 alert 1 4 5 b
Last 24 Total Last 24 Total
alarm Summary a8 Unclassified Rogue APs  Hour Hours Active Friendly Rogue APs Hour Hours Active
alert 167 425 447 alert &} 7 7

Reduces configuration errors by
recommending optimal security
settings

Last 24 Total Last 24 Total
Attacks Detected Hour Hours Active AP Threats/Attacks Hour Hours Active
Increases awareness of potential e e =t E
i . EAPOL flood o 1 1 Last 24 Total
Secu rlty Issues Auth flaod 4 3 B Client Security Events Hour Hours Active
Deauth flood z 5 5 Excluded Client Events ] 1 1
NULL probe resp 2 10 iz 1z
Last 24 Total
Last 24 Total Cisco Wired IPS Events Hour Hours Active
MFP Attacks Hour Hours Active Mo Cisco Wired IPS Events found L
Invalid MIC 14 73

82
85
1

Threats And Attacks | view all

Invalid Sequence Number 36 65

[E3

WA MTC n 1



Detection

Adaptive wiPS Threat Detection and Mitigation

Rogue AP/Clients

Scanning

On/Off Channel

=«

Over-the-Air Attacks

AdHoc Connections

Signatures &
Anomaly Detection

Network Traffic
Analysis

Device Inventory

Analysis

Classification

*Default Tuning
Profiles

Customizable
Event Auto-
Classification

*Wired-Side Tracing
*Physical Location

Notification

Unified WCS

Security Dashboard

*Flexible Staff
Notification

*Device Location

Mitigation

Wired Port
Disable

*QOver-the-Air
Mitigation
*Auto or Manual

*Uses all APs for
superior scale

Management

*Role-based with
Audit Trails

*Customizable
Event Reporting

*PCI Reporting

*Full Event
Forensics
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How Is this different than controller IDS?

WIPS Access Points can detect over 45 different
signatures and tools

—Controller IDS does 17 today
WIPS provides forensics (packet capture) abilities

wIPS on MSE provides centralized database for attack
correlation and alarm archival

WIPS provides an attack encyclopedia









