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Agenda

� Identity-Based Access Control 

� NAC RADIUS Overview

� Demo

� Q&A
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IEEE 802.1X

� Standard set by the IEEE 802.1 working group

� Is a framework designed to address and provide 
port-based access control using authentication

� 802.1X is primarily an encapsulation definition for 
EAP over IEEE 802 media—EAPOL (EAP over LAN) 
is the key protocol

� Layer 2 protocol for transporting authentication messages 
(EAP) between supplicant (user/PC) 
and authenticator (switch or access point) 

� Assumes a secure connection

� Actual enforcement is via MAC-based filtering 
and port-state monitoring
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IEEE 802.1X Default Security Behavior

Offline

No EAPoL / No Access

SWITCHPORT

DHCP

TFTP

EAPoL

IEEE 802.1x Challenges
• Switch port changes from open �
Close
• Potential disruption to existing 
applications such as PXE boot.
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