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NAC Architectures

In-band Out-of-Band NAC RADIUS
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IEEE 802.1X

Standard set by the IEEE 802.1 working group

|s a framework designed to address and provide
port-based access control using authentication

802.1X is primarily an encapsulation definition for
EAP over IEEE 802 media—EAPOL (EAP over LAN)
IS the key protocol

Layer 2 protocol for transporting authentication messages
(EAP) between supplicant (user/PC)
and authenticator (switch or access point)

Assumes a secure connection

Actual enforcement is via MAC-based filtering
and port-state monitoring



|dentity-Based Access Control
Deployment Considerations
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Flexible Roll out

» Ease of deployment with Flexible Auth:
One Configuration Fits All

« Automated device profiling with NAC
Profiler

* Rich Policy enforcement options:
VLAN (PVLAN, Guest, Auth Fail), Per-user
ACL, QoS, ACS 5.0

+ x-Catalyst consistency

Infra Integration

* |IP Telephony

Multi-Domain Auth, MAC
move

* PXE boot:
Open Access

» Shared Media Access
Multi-auth

Wired Guest'
& Contractor
Access

Guest Access

» Central Web
authentication

» Wired Guest Access
Solution (NAC Guest
Server)




IEEE 802.1X Default Security Behavior

IEEE 802.1x Challenges
« Switch port changes from open

Close
» Potential disruption to existing
applications such as PXE boot. S
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