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Agenda

� NAC Design & Deployment

Building Blocks & Deployment Options

Mapping Policy into User Roles and Security Requirements 

Managing Non-PC Devices & Guest Users

� Q&A
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Corporate
Employees

• Need internal network 
access

• User identities are 
usually known

• Device support

• May be further divided 
in separate internal 
groups

• Need restricted 
internal access

Printers

File shares

Specific applications

• Internet access

• Possible Device 
support

Contractors/
Consultants

Guests
Users

• Internet access only

• No need to access 
internal systems

• Segment access 
completely

• Unsupported devices

Full Access
Full Policies

Internet Only
Basic Policies

One solution to control all user types

The Need for Differentiated Network 
Access
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NAC Functions Defined

Ensuring role-based access and endpoint security policy compliance

Complete 

NAC 
Lifecycle

Handle non-PC 

devices, gather 
history/activity data

Remediate 

non-compliant 
devices

Provision 

user/guest 
access

Verify user 

privilege and 
device compliance



© 2008 Cisco Systems, Inc. All rights reserved. Cisco PublicPresentation_ID 5

Cisco NAC Key Components

NAC Manager

Centralized management, configuration, 
reporting, and policy store

Posture, services 
and enforcement

NAC Server

NAC Profiler NAC Guest Server

Profiles unmanaged

devices
Full-featured guest 
provisioning server 

SSC

802.1x Supplicant

CSSC or Vista 
embedded supplicant

NAC Agent 

No-cost client: Persistent, 

dissolvable, or web

ACS Server

Access policy system for 
802.1x termination

Endpoint

Components

(Optional)

NAC Profiler, Guest 
Server and ACS

(Optional)

NAC Manager 
and Server

(Required)

Ruleset Updates

Scheduled automatic 
rulesets for anti-virus, 
Microsoft hot-fixes and 

other applications
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Agent Options:  Web and Persistent


