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Security: The Year In Review

Botnet gains, Web 
2.0 pains

December 31, 2007

Half a million sites hit 
by huge web hack

April 28, 2008

Trojan-Infected MP3s 
Have PC Users Singing 
the Blues

May 9, 2008
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Hacker posts Chilean 
government data on 6 
million

May 13, 2008

How Credit-Card 
Data Went Out 
Wireless Door

May 4, 2007



Factors That Impact Business Security

� TelePresence / Video / IM / Email

� Mobility

� Web 2.0 / Web Services / SOA

Collaboration and Communication

The New Threat Environment
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� The Eroding Perimeter

� Spam / Malware / Profit-Driven Hacking 

� Data Loss and Theft

The Business Impact of Security

� IT Risk Management

� Regulatory Compliance

� Security as Business Enabler



The Evolution of Intent
From Hobbyists to Professionals

Threats becoming increasingly difficult to detect and mitigate
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FINANCIAL:
Theft & Damage
FINANCIAL:
Theft & Damage
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1990 1995 2000 2005 WHAT’S NEXT?

FAME:
Viruses and Malware

TESTING THE WATERS:
Basic Intrusions and Viruses

2008

FAME:
Viruses and Malware 

TESTING THE WATERS:
Basic Intrusions and Viruses



A More Sophisticated Threat Environment 
with a Structured Network for Financial Gain

Writers Middle Men
Second-Stage 

Abusers
First-Stage 

Abusers
End Value

Worms

Malware 
Writers

Machine 
Harvesting

Extortionist 
DDoS for Hire

Compromised 
Host and 

Application

Botnet Creation

Theft

Espionage

Tool Writers
Hacker or 

Direct Attack
Fame
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Spyware

Viruses

Trojans

Worms

Internal Theft 
Abuse of 
Privilege

Information 
Harvesting

Spammer

Phisher

Pharmer/DNS 
Poisoning

Identity Theft

Botnet 
Management

Personal 
Information

Information 
Brokerage

Electronic IP 
Leakage

Extortion

Commercial 
Sales

Fraudulent 
Sales

Click Fraud

Financial Fraud
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The Growing Need for Security Solutions

Data LossRegulatory
Compliance

A Systems Approach to Streamline IT Risk A Systems Approach to Streamline IT Risk 
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Threat 
Management

A Systems Approach to Streamline IT Risk 
Management for Security and Compliance
A Systems Approach to Streamline IT Risk 
Management for Security and Compliance



Cisco Self-Defending 
Network Overview
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Network Overview



Cisco Self-Defending Network
Solutions for Business Security

� Enforce business 
policies and protect 
critical assets

� Decrease IT 
administrative burden 

Content Security

Application Security

Security Management
Policy—Reputation—Identity
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administrative burden 
and reduce TCO

� Reduce security and 
compliance IT risk

Network Security

Endpoint Security

Cisco Self-Defending Network:

Best of Breed Security in a 
Systems Approach



Systems Approach Built from a 
Leadership Product Portfolio
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Network
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Approach 
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Level of Integration
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The Portfolio at a Glance…
Network and Endpoint Security

Product Highlights:

Adaptive Security Appliance

Integrated Services Router

Aggregation Services Router

Network Security

� Integrate security pervasively 
into the network

� Converged services for fewer 
touch points

� Scale performance and services 
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Product Highlights:

CSA Desktop

CSA Server

NAC Appliance

Cisco Switch Security Modulesto meet any deployment needs

Endpoint Security

� Rich NAC and identity services

� Endpoint protection and control—
host-based IPS and AV



Threat Management
Automated Threat 

Mitigation
Data Loss
Prevention

Dynamic DDoS
Mitigation

Application-Layer
Inspection

Endpoint Posture
Control

Integrate
Advanced
Services

Advanced Technologies and Services

Security Point 

Foundation of the Self-Defending Network:
Network Security
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Leverage 
Existing

Infrastructure

Firewall Content SecurityAccess Control

VPNIPS IP Network

Converge Security Services for End-to-end Solutions

Firewall Content SecurityAccess Control

VPNIPS
Security Point 

Products



Cisco ASA 5500 Series
Convergence of Robust, Market-Proven Technologies

App Inspection, Use
Enforcement, Web Control
Application Security + IPS

Malware/Content Defense,

Adaptive Threat Defense,
Secure Connectivity

Firewall Technology
Cisco PIX

IPS Technology
Cisco IPS

Market-Proven
Technologies
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Malware/Content Defense,
Anomaly Detection

Content Security Services

Traffic/Admission Control,
Proactive Response
Access Control, etc.

Secure Connectivity
SSL & IPsec VPN

Content Security
Trend Micro

VPN Technology
Cisco VPN 3000

Network Intelligence
Cisco Network Services

Unified 
Communications
Cisco Voice/Video

ASA 5500 
Series



Cisco Integrated Services Router
Security for the Branch/WAN

Secure Network Solutions

Secure 
Voice

Compliance
Secure 
Mobility

Business 
Continuity
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CCP NetFlow IP SLA
Role-Based 

Access

Management and Instrumentation

Network  
Admission 

Control

Intrusion 
Prevention

Integrated Threat Control

Content 
Filtering
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Network  

Foundation 
Protection

Flexible 
Packet 

Matching
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Secure Connectivity

GET VPN DMVPN Easy VPN SSL VPN

Advanced 
Firewall

Advanced 
Firewall

GET VPN

Content 
Filtering




