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Cisco Security Agent

Single Integrated Client, Simplified Management
Protection against persistent and evolving threats
* Prevent loss of sensitive information
» Enforce appropriate use policies
« Enhance security through network collaboration

» Address corporate and regulatory compliance
mandates

Business
Benefits:




Intercepting Actions on the Endpoint

: : Application
Application calls to the PP
operating system are i |
Intercepted in real-time File Network | Configuration | Execution

Space
Interceptor

Interceptor | Interceptor Interceptor

Dynamic decisions are

made to allow/deny -~

. ules
actions Engine
“ " Rules and
B> (R

architecture —means you

, Correlation
don’t need a new C 1)

signature to stop the next
o 4

attack
Allow Deny




..
Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security
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SINGLE INTEGRATED AGENT AND MANAGEMENT



Complete Endpoint Security
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Zero-Day Attack Prevention

CSA has a proven track record of stopping brand new
exploits, botnets, targeted attacks, worms, and viruses over
past 7 years:

2001 — Code Red, Nimda (all 5 exploits), Pentagone (Gonner)
2002 — Sircam, Debploit, SQL Snake, Bugbear,
2003 — SQL Slammer, So Big, Blaster/Welchia, Fizzer

2004 — MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-
DCOM exploit (MS03-039), Buffer Overflow in Workstation service (MS03-
049)

2005 — Internet Explorer Command Execution Vulnerability, Zotob
2006 — USB Hacksaw, IE VML exploit, WMF, IE Textrange, RDS Dataspace

2007 — Rinbot, Storm Trojan, Big Yellow, Word(MS07-014), MS ANI ODay,
MS DNS ODay

No sighatures, reconfiguration or binary updates required




Integrated Agent

ClamAYV virus scanning engine
packaged with CSA, as single
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CSA Management Center manages
agent policies, signature updates

Provides a true single agent - single
console endpoint security solution
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Integrated Agent

ClamAYV is widely deployed on UNIX/Linux e-malil

SETVEIS vendor |detected] total [percent
Scrubs e-mail traffic for malware Antivir 1204952 (1229200 97 08%
Protects millions of Windows desktops vedra | 1203678 1229800 | 97.85%

VirusBuster | 1203471 [1229800] 97.86%
Database contains over 200,000 unigue signatures F-Secure | 1203244 |1229800 | 97.84%
Marman | 1203274 1229800 97.84%
0% F-Prot6 | 1202403 |1229800 | 57.77%
1% Clamm | 1201805 |1229800) 97 72%
1% . Driveb | 1201442 [1229800 | 97.68%
5% @ Trojan
B Downloadsr avGT | 1200839 [1228800 [ 97.63%
O Bot Avast | 1199011 [1229300 | 97.50%
O Spyware Mcafee | 1185278 (1228800 96.38%
W Virus, worm F-Prot | 11762300 [1229800 | 95.66%
15% 0% B Adwiare Panda | 1138986 |1229800 92.62%
 Diler Kaspersky | 1036869 [1228800 [ 84.31%
169 O keylogger
= Rootkit BitDefender| 1036210 |1229800 | 24.26%
wBA3Z | 994177 [1228800 | B0.84%
Shadowserver Foundation independent research: NOD3Z | 788748 |1728800] B4.80%
ClamAV™ has high degree of malware detection

Source: Shadowserver.org wild testing
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