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Cisco Security Agent 
Comprehensive, “Always Vigilant” Endpoint Security

� Single Integrated Client, Simplified Management

� Protection against persistent and evolving threats

• Prevent loss of sensitive information

• Enforce appropriate use policies

• Enhance security through network collaboration

• Address corporate and regulatory compliance 
mandates

� Empower IT to address Business risks

� Enforce policies and protect business critical assets

� Decrease IT administrative burden 

� Reduce expenses

Business 
Benefits:

CSA
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Intercepting Actions on the Endpoint

� Application calls to the 
operating system are 
intercepted in real-time

� Dynamic decisions are 
made to allow/deny 
actions

� “Zero Update”
architecture –means you 
don’t need a new 
signature to stop the next 
attack
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Cisco Security Agent
Always Vigilant Comprehensive Endpoint Security

“Zero Update”
Protection Stops 
Malicious Mobile 
Code, Worms, 
Rootkits, 
Day-Zero and 
Targeted 
Attacks
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Complete Endpoint Security

Defends endpoints against sophisticated day zero attacks

Enhances the Cisco Self Defending Network

AntivirusAntivirus

AntispywareAntispyware

FirewallFirewall

Intrusion Intrusion 
PreventionPrevention

Threat Threat 
VisibilityVisibility
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Zero-Day Attack Prevention

� CSA has a proven track record of stopping brand new 
exploits, botnets, targeted attacks, worms, and viruses over 
past 7 years:

2001 – Code Red, Nimda (all 5 exploits), Pentagone (Gonner)

2002 – Sircam, Debploit, SQL Snake, Bugbear, 

2003 – SQL Slammer, So Big, Blaster/Welchia, Fizzer

2004 – MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-
DCOM exploit (MS03-039), Buffer Overflow in Workstation service (MS03-
049)

2005 – Internet Explorer Command Execution Vulnerability, Zotob

2006 – USB Hacksaw, IE VML exploit, WMF, IE Textrange, RDS Dataspace

2007 – Rinbot, Storm Trojan, Big Yellow, Word(MS07-014), MS ANI 0Day,  
MS DNS 0Day

No signatures, reconfiguration or binary updates required
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� ClamAV virus scanning engine 
packaged with CSA, as single 
installable agent 

� Protects Windows desktops & 
servers at no additional cost

accurately identifies malware

prevents malware execution

quarantines or deletes malware

� CSA Management Center manages 
agent policies, signature updates

� Provides a true single agent - single 
console endpoint security solution

Integrated Agent
with ClamAV™ Open Source Antivirus 

All other trademarks mentioned in this document are the property of their respective owners.
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Source: Shadowserver.org wild testing

� ClamAV is widely deployed on UNIX/Linux e-mail 
servers

Scrubs e-mail traffic for malware

Protects millions of Windows desktops 

Database contains over 200,000 unique signatures

Integrated Agent
with Clam Antivirus 

Shadowserver Foundation independent research:  
ClamAV™ has high degree of malware detection 
accuracy.

All other trademarks mentioned in this document are the property of their respective owners.




