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The need for Defense In-depth

Security Performance Issues
Unified Testing

Spirent User Quality of Experience Products

Summary
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Improve availability

Deliver 24x7x365 application availability

Meet or exceed user performance requirements

Increase security

Device-level: firewall, IDP, router, server, switch, etc.

End-to-end: user to application

Save money

Buy right: select the right devices for the network and traffic mix

Reduce capital & operating costs: exact-size the network

Availability AND Security AND Savings
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2009 TOP IT PROJECTS

Security VoIP Streaming Network Applications
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Vulnerable code
Hackers - > Exploits
Increased Attack sophistication
Attack automation

Frequency of attacks

Faster rate of vulnerability — O day
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Telecommunication companies ROOTKIT
and service providers are at y3t
greater risk with the addition of “
application services

Network Vulnerability
Application Vulnerability
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Typical Hacker’s
intelligence
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Hacker tools
“ease of use”
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End hosts and Servers are no longer the
only targets!

Network infrastructures being attacked e N

Your e-commerce is disrupted or stopped

Your business flow is disrupted or stopped

Increased attacks on network entities:

Backup software

Router operating systems

DB infrastructure

Financial gain is often the goal!

Switch
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Facts:

* 835% of Fortune 1000 companies annually experience
network attacks

* The net average cost PER attack is $2M

A spate of DDoS attacks against Amazon, Yahoo, eBay, and other major sites in
February 2008 caused an estimated cumulative loss of US$1.2 billion
Source Yankee Group

» Microsoft lost approximately US$500 million over the course of a few days from a
DDoS attack on its site.

* Your customers have a very short acceptance of
network vulnerabilities. They move elsewhere.
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Cjtrix

Corporate
Backbone

WV Proxy

Public facing Web Servers
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Security is merely a specialized application

Often, security is the weak link in application processing
Security devices are now in-line

Nearly every end station runs its own security component

Any security infrastructure change affects application performance
E.g. added policies, IDP pattern matching, virus scanning, etc.

Security processing can be considered a form of impairment
Adds application latency

May cause packet loss

Applications that worked may time out when a configuration changes
Customers may see longer delays if security is not carefully applied

So, security must be deployed with minimum application impact
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End-to-end Security
Is bad traffic stopped during an attack?
Does layering of devices jeopardize overall security?

Avalilability

Is good traffic throughput sustained while under attack?
Adaptability

Is it easy to reconfigure and block new attacks?

Accuracy

Are attacks actually detected and blocked? False positives?
Visibility

Can you isolate device-level faults in an end-to-end network?

Can you manage real-time threat identification, analysis and mitigation?
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What is the cost
of access

mechanism
able to protect
normailzed
access
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Testing is an insurance policy
Shows how applications perform before deployment
Shows how applications, network and security interact
Helps determine capacity and failure scenarios

Testing should be performed before you deploy:

New application software or software upgrade
A new network device or device software upgrade
Any network topology change or new service provider

“Plug and Pray”, Where should you find your issues? Production or
Test??
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Firewall

VPN

SSL
Terminator

Web  Application Database
Server Server Server
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Unified Testing: Testing your Network
applications, security and network Infrastructure
infrastructure together

Unified Testing enables testing the
User Experience

Enables you to correlate user
experience to your own mix of
applications, security and network

infrastructure

Enables device verification in a _

realistic environment Security “ Applications
Infrastructure Infrastructure

Simulates actual users to show
system-level operation

Enables SLA success verification
Interactive testing ensures

% success before deployment
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