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� The need for Defense In-depth

� Security Performance Issues 

� Unified Testing 

� Spirent User Quality of Experience Products
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� Spirent User Quality of Experience Products

� Summary
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� Improve availability

� Deliver 24x7x365 application availability

� Meet or exceed user performance requirements

� Increase security

� Device-level: firewall, IDP, router, server, switch, etc.
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� Device-level: firewall, IDP, router, server, switch, etc.

� End-to-end: user to application

� Save money

� Buy right: select the right devices for the network and traffic mix

� Reduce capital & operating costs: exact-size the network

Availability AND Security AND Savings
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• IDS/IPS 
deployment

• IP PBX 
bake-off

• Online training

• Company 

• MPLS rollout

• Datacenter 

• High usage 
web site

ApplicationsNetworkStreamingVoIPSecurity
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Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

Spirent Global 
Services

deployment

• Firewall 
upgrade

• VPNs

bake-off

• VoIP 
deployment

• Company 
“Town Meeting”

• Datacenter 
consolidation

web site

• Equity Trading 
System

Avalanche &
ThreatEx

Avalanche &
ThreatEx

Abacus &
Avalanche
Abacus &
Avalanche

Avalanche &
SmartBits

Avalanche &
SmartBits
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Avalanche &
SmartBits

Avalanche &
TradeTest

Avalanche &
TradeTest
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� Vulnerable code

� Hackers - > Exploits

� Increased Attack sophistication

� Attack automation

� Frequency of attacks
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� Faster rate of vulnerability – 0 day 

� Telecommunication companies 
and service providers are at 
greater risk with the addition of 
application services

� Network Vulnerability

� Application Vulnerability




