NI
CiISCO

Cisco IPS

Adaptive Intrusion Prevention

Ng Tock Hiong
Director, Systems Engineering
thng@cisco.com




Today’s Discussion

The Self-Defending Network and Cisco® IPS

Cisco Intelligent Detection Architecture and
Technologies

Cisco Security Intelligence Engineering
IPS Application Examples

Summary




The Evolution of Intent
From Hobbyists to Professionals

Threats Becoming Increasingly Difficult to Detect and Mitigate

Financial:
— Theft and Damage

Fame:
Viruses and Malware

Testing the Waters:

Basic Intrusions and Viruses

Threat Severity

1990 1995 2000 2005 What’s Next?



Sophisticated Hacking Tools Are Easily
Accessible

Austin, Texas, January 28th, 2008 -- The Metasploit
Project announced today the , world-wide
availability of version 3.1 of their exploit development
and attack framework. The latest version features a

graphical user interface, full support for the Windows
platform, and over 450 modules, including 265 remote
exploits.

“...provides a wizard-based exploitation system*

“...Includes a bristling arsenal of exploit modules
that are sure to put a smile on the face of every
information warrior"
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Sophisticated Hacking Tools Are
Easy to Use too...

Macrovision InstallShield Update Service Buffer Cwerflow (23

Macrovision InstallShield Update Service Buffer Overflow

This module |
5.0.100.54472).

Choose Your Target and Exploit Type...

M

CURRENT CONFIGURATION - CHANGE TARGET
EXPLOIT windows/browser/macrovision_downloadandexecute

TARGET Windows XP SPOSSPT Pro English
NAME DESCRIPTION
genericshell bind top Listen far & connection and spawn a command shell
generic/shell reverse top Connect back to attacker and spawn a command shell
windows/dllinject/bind tcp Listen for a connection, Inject a custom DLL into the exploited process

Tunnel communication over HTTF using IE B, Inject a custom DLL into

windows/dllinject/reverse hitp 7 analeiied precess

. - Connect back to the attacker, Inject a custom DLL into the exploited
windows/dllinject/reverse ord tcp

process
: - Connect back to the attacker, Inject a custom DLL into the exploited
windows/dllinject/reverse tcp
process
windows/download exec Download an EXE from a HTTP URL and execute it
: . Listen for a connection, Download an EXE from a HTTP URL and
windows/download exec/bind tcp expCute it

Tunnel communication over HTTP using IE 6. Download an EXE from a &
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Reducing the Gray:
Uncertainty Equals Risk and Cost

Good: Allow
Good: Allow

Relevant:
Pass and Log

Relevant: Pass and Log

o Correlation Suspicious: Pass and Alarm
Suspicious:

Pass and Alarm

IPS, :
Anti-X, DDoS, Bad: Block
Bad: Block e

Inefficient;
Highly Manual

Efficient Operations
Effective Security
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