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Today’s Discussion

� The Self-Defending Network and Cisco® IPS

� Cisco Intelligent Detection Architecture and 
Technologies

� The Self-Defending Network and Cisco® IPS

� Cisco Intelligent Detection Architecture and 
Technologies

© 2006 Cisco Systems, Inc. All rights reserved.Presentation_ID 2

� Cisco Security Intelligence Engineering

� IPS Application Examples 

� Summary

� Cisco Security Intelligence Engineering

� IPS Application Examples 

� Summary



The Evolution of Intent
From Hobbyists to Professionals

Threats Becoming Increasingly Difficult to Detect and Mitigate

Financial:
Theft and Damage

© 2006 Cisco Systems, Inc. All rights reserved.Presentation_ID 3

T
h

re
a

t 
S

e
v
e

ri
ty

1990 1995 2000 2005 What’s Next?

Testing the Waters:
Basic Intrusions and Viruses

Fame:
Viruses and Malware



Sophisticated Hacking Tools Are Easily 
Accessible

Austin, Texas, January 28th, 2008 -- The Metasploit 
Project announced today the freefree, world-wide 
availability of version 3.1 of their exploit development 
and attack framework. The latest version features a 
graphical user interface, full support for the Windows 
platform, and over 450 modules, including 265 remote 
exploits.
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availability of version 3.1 of their exploit development 
and attack framework. The latest version features a 
graphical user interface, full support for the Windows 
platform, and over 450 modules, including 265 remote 
exploits.
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“…provides a wizard“…provides a wizard--based exploitation system“based exploitation system“

“…includes a bristling arsenal of exploit modules “…includes a bristling arsenal of exploit modules 
that are sure to put a smile on the face of every that are sure to put a smile on the face of every 
information warrior"information warrior"
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Sophisticated Hacking Tools Are 
Easy to Use too…

Choose Your Target and Exploit Type…Choose Your Target and Exploit Type…Choose Your Target and Exploit Type…Choose Your Target and Exploit Type…
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Reducing the Gray: 
Uncertainty Equals Risk and Cost
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RELEVANT: 
Pass and Log
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Inefficient;
Highly Manual

Efficient Operations
Effective Security

SUSPICIOUS: 
Pass and Alarm

BAD: Block
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Firewall
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� Cisco Security Intelligence Engineering

� IPS Application Examples 

� Summary
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Cisco IPS Intelligent Detection
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