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he Payment Card Industry (PCI)
Data Security Standard

Published January 2005
Theater Level 1 Level 2 Level 3

transmit, or store

cardholder data Us SEP 2007 DEC 2007  DEC 2008
Also applies to 3'-party hosting Western Negotiated =~ MAR-DEC ~ MAR-DEC
companies, information storage Europe individually 2008 2008
companies, etc.

Asia DEC 2009 DEC 2009  DEC 2009

Monthly fines ranging from $5,000

to $100,000 for . I
missed deadlines Canada 2008 TBD 2008 TBD 2008 TBD

Has global reach Latin
American Not Published yet
CEMEA




Compliance Requirements Global Alignment

11 November 2008 | Singapore
Visa Sets Global PCl| DSS Deadlines

Data Security Compliance Requirements Aligned Across Visa Regions

Effective Date Globally Aligned Mandate

February 1, 2009 Effgc:_ti_ue date for globally aligned Service Provider level
definitions

Acquirers must attest that Level 1 and 2 merchants do not
September 30, 2009 | retain prohibited payment card data subsequent to
authorization of a transaction

September 30, 2010 PCI DSS compliance validation deadline for Level 1
merchants

http://www.visa-asia.com/ap/sea/mediacenter/pressrelease/NR_SGP_111108.shtml



VISA PCI Categories

Level/Tier Merchant Criteria Requirement

Over 6 million Visa transactions Annual Report on Compliance
annually (all channels) or (ROC)

Global merchants identified as Quarterly Network Scan
Level 1 by any Visa region Attestation of Compliance

Annual Self-Assessment
Quarterly Network Scan
Attestation of Compliance

1 million to 6 million Visa
transactions annually (all channels)

20.000 to 1 million Visa e- Annual Self-Assessment

Quarterly Network Scan

commerce transactions annually Attestation of Compliance

Less than 20,000 Visa e-commerce Annual Self-Assessment
transactions annually and all Quarterly Network Scan
other merchants processing Compliance validation

up to 1 million Visa transactions requirements set by acquirer

Source: VISA http://www.visa-asia.com/ap/au/merchants/riskmmgmt/ais how.shtml




PCIl Standards Update

New PCI Self-Assessment Questionnaires
(SAQ) release

One SAQ four SAQs to reach more merchants
PCI DSS version 1.2 released October 2008

Two Information Supplements released April 22, 2008

11.3 Penetration testing
6.6 Web Application Firewall

List of (QSA) continuously
updated
List of (ASV) continuously

updated



Addressing the Twelve Requirements
of PCI DSS

PCI Data Security Standard Requirements
1

_ o Install and maintain a firewall configuration to protect data
Build and Maintain a

Secure Network 2. Do not use vendor-supplied defaults for system passwords and

other security requirements

3. Protect stored data

4. Encrypt transmission of cardholder data and sensitive information
across public networks

Protect
Cardholder Data

Maintain a 5. Use and regularly update anti-virus software
Vulnerability 6. Develop and maintain secure systems and applications
Management

Program

7. Restrict access to data by business need-to-know
Implement Strong

Access Control 8. Assign a unique ID to each person with computer access
Measures 9. Restrict physical access to cardholder data

10. Track and monitor all access to network resources and

Regularly Monitor cardholder data

and Test Networks :
11. Regularly test security systems and processes

Maintain an 12. Maintain a policy that addresses information security
Information

Security Policy



PCI Compliance Failure Rates

Percentage
: : of
PCI Data Security Standard Requirements Y
Failures*
Build and Maintain a 1. Install & maintain a firewall configuration to protect data 66%
SEELHE MERars 2. Do not use vendor-supplied defaults for system passwords and other 0
security parameters 62%
Protect Cardholder Data 3. Protect stored data 79%
4. Encrypt transmission of cardholder data and sensitive information across 0
public networks 45%
Maintain a Vulnerability 5. Use and regularly update anti-virus software
MEMEGETEE >R ET 6. Develop and maintain secure systems and applications 56%
Implement Strong Access | 7. Restrict access to data by business need-to-know
Contro| Measures 8. Assign a unique ID to each person with computer access 71%
9. Restrict physical access to cardholder data 59%
Regularly Monitor and 10. Track and monitor all access to network resources and cardholder data
71%
Test Networks
11. Regularly test security systems and processes 74%
Maintain an Information 12. Maintain a policy that addresses information security o
Security Policy .




Applying Cisco

Solutions to PCI




]
Cisco PCI Validated Architectures

Cisco Validated Design includes:

Recommended architectures for networks, payment data at rest and data in-transit

Testing in a simulated retail enterprise which include POS terminals, application
servers, wireless devices, Internet connection and security systems

Configuration, monitoring, and authentication management systems

Architectural design guidance and audit review provided by PCI audit and
remediation partners

Validated Design i s alal _
Small Retail Store [ @ ) f PCI Audit Partner:

G N1IT

cybertrust

Retail Solution PartnerS'

PCI Solution for Retail Design and
Implementation Guide
February, 2007
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