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Agenda

� Security Market Update

� SMB Market Opportunities 

Endpoint Security with Data Leakage Prevention

Spam/Virus Blocker

� Q&A
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Cisco Global Correlation
SensorBase: World’s Largest Traffic Monitoring Network
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Cisco IPS with Global Correlation
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IPS

Internet

� “Reputation” alone stops 10–
15% of  total attacks 

� Benefits

� Stop attacks earlier

� Automation increases security team 
productivity and effectiveness

Download 
Global 

Threat Data

IPS Checks 
Global 

Threat Data
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Cisco ASA Botnet Traffic Filter
Top Botnet Sites, Ports and Infected Endpoints

Live Dashboard

Integrated ReportingMonitoring
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Endpoint Protection with DLP

Protecting Data In-Use
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A Shift in Security Strategy for SMB
Forrester Research

http://www.searchsecurityasia.com/content/forrester-smb-security-spending-increase-2009

IT executives at small and medium-sized businesses (SMBs) will spend 
a full percentage point more of their IT budgets on security in 2009 than 
2008, according to a new study from Forrester Research. The change 
will result from a shift in security strategy from computer security threat 
defense to corporate data protection. 

Forrester: SMB security spending to increase in 2009
By Linda Tucci | Jan 9, 2009 

Nearly 20% of the respondents plan to pilot or adopt a host intrusion
prevention system (HIPS), file-level encryption, full disk/desktop 
encryption, endpoint control and data leak prevention in the next 12 
months. The moves will almost double the use of these security 
technologies at SMBs. 
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Cisco Security Agent 
Comprehensive, “Always Vigilant” Endpoint Security

� Single Integrated Client, Simplified 
Management

Host IPS, Personal FW, Anti Virus, Anti Spyware, Anti 
Botnet

� Protection against persistent and evolving 
threats

Prevent loss of sensitive information

Enforce appropriate use policies

Enhance security through network collaboration

Address corporate and regulatory compliance 
mandates

� Empower IT to address Business risks

� Enforce policies and protect business critical assets

� Decrease IT administrative burden 

� Reduce expenses

Business 
Benefits:

CSA



© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential 9

� ClamAV virus scanning engine 
packaged with CSA, as single 
installable agent 

� Protects Windows desktops & 
servers at no additional cost

accurately identifies malware

prevents malware execution

quarantines or deletes malware

� CSA Management Center manages 
agent policies, signature updates

� Provides a true single agent - single 
console endpoint security solution

Integrated Agent
with ClamAV™ Open Source Antivirus 

All other trademarks mentioned in this document are the property of their respective owners.
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Source: Shadowserver.org wild testing

� ClamAV is widely deployed on UNIX/Linux e-mail 
servers

Scrubs e-mail traffic for malware

Protects millions of Windows desktops 

Database contains over 200,000 unique signatures

Integrated Agent
with Clam Antivirus 

Shadowserver Foundation independent research:  
ClamAV™ has high degree of malware detection 
accuracy.

All other trademarks mentioned in this document are the property of their respective owners.
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Data Loss Prevention Management Process
Visibility and Control for Sensitive Information

� Classification

� Credit card, Social Security #s

� Intellectual property definitions

� Reporting

� Track the location and usage 
of sensitive data

� Enhanced user education

� Query user and audit

� Updated enforcement controls

� Block printing

� Flexible clipboard control

� NAC quarantine

Discover

Educate

Enforce

Monitor
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Spam/Virus Blocker
IronPort SensorBase Technology
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IronPort Gateway Security Solution

Web Security |  Email Security |   Security Management | Encryption

EMAIL
Security Appliance

WEB
Security Appliance

Security 
MANAGEMENT 

Appliance

IronPort
SenderBase

APPLICATION-SPECIFIC
SECURITY GATEWAYS

CLIENTS

BLOCK Incoming Threats

PROTECT Corporate Assets

Data Loss Prevention

CENTRALIZE Administration

Internet

ENCRYPTION
Appliance

Internet
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The Cisco Spam & Virus Blocker is a dedicated email security
appliance for small business with up to 250 email users.

It provides powerful protection against spam, viruses and other email 
threats to secure your network and business data while 
improving productivity.

Reduces operational costs with simple setup in minutes and 
continuous automatic updates there after.

“Set it. Forget it. It just works.”

Cisco Spam and Virus Blocker
Immediate Protection Out of the Box

Email Internet Firewall
Cisco Spam & 
Virus Blocker

Groupware 
(Exchange, Notes, 

Groupware)
Clients
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Customer Testimonial
Mirifex Systems

“The setup 

wizard is 

fantastic! I could 

have given it to 

the receptionist 

and she could 
have set it up.”

IT Administrator
Mirifex

Four easy steps

Up and running 
in less than 30 
minutes
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Product Name Product Description List  (USD)

Point of Sale

BLKR-SVB-50U-1Y Cisco Spam & Virus Blocker - 50 User - 1 year $     2,599 

BLKR-SVB-100U-1Y Cisco Spam & Virus Blocker - 100 User - 1 year $     2,999 

BLKR-SVB-250U-1Y Cisco Spam & Virus Blocker - 250 User - 1 year $     4,399 

BLKR-SVB-50U-3Y Cisco Spam & Virus Blocker - 50 User - 3 year $     3,599 

BLKR-SVB-100U-3Y Cisco Spam & Virus Blocker - 100 User - 3 year $     3,999 

BLKR-SVB-250U-3Y Cisco Spam & Virus Blocker - 250 User - 3 year $     5,399 

Renewal

CON-BLK-BLKR50U SW and Supp Subscr NBD Blocker 50 User (annual) $       499 

CON-BLK-BLKR100U SW and Supp Subscr NBD Blocker 100 User (annual) $       599 

CON-BLK-BLKR250U SW and Supp Subscr NBD Blocker 250 User (annual) $       899 

� Bundles include everything (hardware, software, support) to 
simplify ordering to just one SKU.

� Available only through distribution and competitively priced.

Benefit Highlight
Simplified Single SKU Ordering
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Cisco Software and Support 
Subscription

Results

Proactive Anti-spam and 
Anti-virus Updates

Up-to-the-minute, industry-leading network 
protection virtually eliminates email threats 
from spam, viruses and other threats

Software Upgrades (Bug fixes, minor 
and major releases)

Maximum performance with the latest 
features

Cisco Small Business Support Center Fast phone access, 365 days a year 

Cisco.com Access
Online tools and resources help you solve 
issues, educate staff

Next Business Day 
Hardware Replacement

Resilient, reliable business operations

Build Customer Satisfaction  
Comprehensive Support
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More Information

� Cisco Small Business Web Site: www.cisco.com/smallbusiness

� Cisco Partner Central – Security: www.cisco.com/go/smbpartner/security

� Cisco Spam & Virus Blocker: www.cisco.com/go/blocker

� Cisco Security Agent Web Site: www.cisco.com/go/csa

� Cisco DLP Solution Web Site: www.cisco.com/go/dlp
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