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“ The biggest challenge we have is keeping the door 
open during a [security] event.”

Large Global Financial Customer, NYC

100020_07_2004
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Disruption affects Productivity (The CIO Problem)

1. External source (e.g. DDoS)

2. Internal source (e.g. virus breakout)

3. Accidental source (e.g. configuration mistake)

The Security Challenge:
Disruption, Loss, and Damage

Damage affects Reputation (The CEO Problem)

1. Public visage (e.g. web site defacement)

2. Shareholder confidence (e.g. loss of information)

3. Accidental damage (e.g. a misstep in industry)

Loss affects Value (The CFO Problem)

1. Random theft (e.g. break-in, no coordination)

2. Directed theft (e.g. espionage)

3. Accidental loss (e.g. email inadvertently sent)
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Evolution of Security Challenges

Theft of 
Customer Data

Fraud

Extortion

Information 
Harvesting

Corporate 
Espionage

Mandatory 
Disclosure

Scams

Organized 
Crime

Blackmail

Security Breach May Put 40 Million 
Credit Card Holders at Risk
Saturday, June 18, 2005

A security breach of customer information at a credit card-
processing company has exposed as many as 40 million 
cardholders of all brands to potential fraud, MasterCard 
International Inc. (search) said Friday.

The credit card giant said its security division detected multiple 
instances of fraud that tracked back to CardSystems Solutions 
Inc. (search) of Tucson, Ariz., which processes transactions for 
banks and merchants. About 13.9 million of those credit cards at
risk are MasterCard-branded cards, the company said

http://www.foxnews.com/story/0,2933,159943,00.html

US credit card

firm fights DDoS attack

US credit card processing firm Authorize.Net is fighting 
a sustained distributed denial of service (DDoS) attack 
that has left it struggling to stay online.

Glen Zimmerman, a spokesman for Authorize.Net's
parent company, Lightbridge, told the Boston Globe that 
the attacks followed an extortion letter. Lightbridge said 
it was working with law enforcements officials to track 
down the attackers.

http://www.theregister.co.uk/2004/09/23/authorize_ddos_attack/

Viruses have teamed up, experts warn
By JACK KAPICA

Globe and Mail Update

Friday, June 03, 2005

Three different viruses have been posing an increasing threat 
because they work together in what security experts are 
calling a co-ordinated malware attack.

The attack involves three Trojans — Win32.Glieder, 
Win32.Fantibag and Win32.Mitglieder — which are displaying 
signs of co-ordination as they spread and infect computer 
systems. They combine different components in waves to 

compromise large numbers of PCs.

http://www.theglobeandmail.com/servlet/story/RTGAM.20050
603.gtvirusjun3

New computer scam holds your 
info for ransom

'Trojan' encrypts files, demands $200 for key

(CNN) -- Computer criminals have launched a new 
type of online attack that steals information, 
encrypts it, then demands a ransom from the 
computer owner to get the material back.

http://www.cnn.com/2005/TECH/internet/05/25/ransomware/index.html

http://www.securitypipeline.com/showArticle.jhtml?articleID=60402129

http://abcnews.go.com/Technology/wireStory?id=892609&CMP=OT
C-RSSFeeds0312

http://abcnews.go.com/US/wireStory?id=252318

Trial Shows How 
Spammers Operate

Trial of Prolific Spammer Shows How He 
Sent 10 Million E-Mails a Day, Made 
$750,000 a Month

During the trial, prosecutors focused on three products 
that Jaynes hawked: software that promises to clean 
computers of private information; a service for 
choosing penny stocks to invest in; and a "FedEx 
refund processor" that promised $75-an-hour work but 
did little more than give buyers access to a Web site of 
delinquent FedEx accounts. 

LEESBURG, Va. Nov 14, 2004
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Beyond Worms and Viruses

Theft of 
Customer Data

Fraud

Extortion

Information 
Harvesting

Corporate 
Espionage

Mandatory 
Disclosure

Scams

Organized 
Crime

Blackmail

Business
Partner
Access

Corporate 
Network

Internet

Remote Access 
Systems

Branch 
OfficeData Center

Corporate 
LAN
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Services Embedded in the Fabric

DATA CENTER 
INTERCONNECT NETWORK

SONET/SDH
xWDM

Metro Ethernet
FCIP

SFS 
7000

MDS 9500

AVS WAAS

Firewall ServicesDDOS Guard

Intrusion 
Prevention

EMBEDDED SECURITY SERVICESEMBEDDED SECURITY SERVICES

Secure Virtual 
Fabrics

STORAGE AREA 
NETWORK

High Performance 
Compute (HPC)  Clusters SFS 

3000

Catalyst

ONS 15000

InternetInternet

MPLS VPNMPLS VPN

IPSEC/SSL VPNIPSEC/SSL VPN

Storage & Tape Arrays

Blade Servers  UNIX/NT Servers
Mainframes

EMBEDDED APPLICATION NETWORK  SERVICESEMBEDDED APPLICATION NETWORK  SERVICES

Server
Load Balancing

SSL Off-load
Application
Message Services

Application 
Control Engine

EMBEDDED COMPUTE SERVICESEMBEDDED COMPUTE SERVICES

Low Latency 
RDMA 

Virtual I/O

EMPLOYEE / PARTNER / CUSTOMER 
ACCESS NETWORK

SERVER 
NETWORK

Enterprise Applications

Fibre Channel

FICON

Infiniband

GE / 10GE

Management and Provisioning
Framework

Fabric Assisted
Applications

Data Replication
Services

Storage
Virtualization 

EMBEDDED STORAGE SERVICESEMBEDDED STORAGE SERVICES

Fabric Hosted 
Applications 
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Intrusion Management
What a Typical Hacker Will Do? 

� Perform RECONNAISSANCE

Scan ports and systems to find out your network topology, PCs, servers, 
operating systems, etc.

� Find VULNERABILITIES in your network 

What desktop/servers are running vulnerable services or OS

� Attacker EXPLOITS a known VULNERABILITY to gain access 
to servers, change data, steal information or cause denial
of service 

Known vulnerabilities

CGI-Scripts

Buffer overflows

Trojan horses

Traffic flooding
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Intrusion Management
How do I detect malicious behavior? 

How do I know when something is wrong?

� Network IDS collects and analyzes data from the network

� When activity matches a predefined signature and alert is sent to the management 
system

� Several methods are available for stopping malicious activity once detected: TCP 
reset, shunning, manual intervention 

BENEFITS

� Alerts are given when an attack occurs and manual or automatic action can be 
taken against it

� Resets can be sent to systems trying to spawn a virus or attack

� You know what is going on in your network in real time!

Why Cisco:

Cisco Network IDS provides an easily deployable and manageable
solution for detecting, logging and taking action against malicious
network traffic (Inband or OOB)
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Intrusion Management
Why Network IDS?

� Network IDS goes beyond firewall capabilities by providing network and application 
protection through the use of signatures, anomalies, pattern matching, etc

� Guards against fragmentation, flooding (needle in a hay stack), buffer overflows

� IDS uses shuns and resets to stop an attack once the attack has been detected

Attacker

Ex.

Because Firewalls are no longer enough Because Firewalls are no longer enough Because Firewalls are no longer enough Because Firewalls are no longer enough 

HTTPBad character

HTTP 
is OK

HTTPBad character
HTTPBad characterHTTPBad character

Shun/
Reset

HTTPBad character
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Aggregation Layer: 
Use IDS L3 and L4 

Monitoring 
Capabilities

Predictable Traffic 
Path Allows IDS

to Monitor 
Synchronous 

Flows

Access Layers: Use 
IDS L2 and L7 

Monitoring 
Capabilities

7101—ARP Source Broadcast
7102—ARP Reply-to-Broadcast
7104—ARP MacAddress-Flip-Flop-Response
7105—ARP Imbalance-of-Requests

Ex. Signatures to Stop 
Layer 2 Attacks

Intrusion Management
Network IDS in the Data Center
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Intrusion Management
Why Host IPS?

� Patching isn’t always the easiest solution; sometimes 
requires service pack upgrades etc…

� Patches only work after the virus or worm has been 
discovered

� The behavior-based IPS feature protects the servers 
and  applications without any updating at all

� Only uses a maximum of 3–4% server CPU 
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AttackerAttacker

Intrusion Management
Host IPS for the Server Farm

� Server hardening

File system/OS lockdown and baseline

Controlled registry access

Buffer overflow and network attack protection

� Application security policies

IIS/Apache, SQL Server, Exchange, Sendmail, DHCP, DNS, Microsoft
Office, Instant Messenger, custom applications

� Cisco Security Agent does not require reboot of server post install

HTTPSHTTPSWORMWORM HTTPSHTTPSWORMWORM
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Endpoint Security Must:

� Protect the integrity of desktops 
and servers, on and off the 
corporate network, from worms, 
viruses and spyware

� Identify data from critical or 
important applications, so the 
network can prioritize it

� Cooperate with the network
infrastructure to establish 
required levels of trust and 
auditability, and to react to 
threats in real-time

� CSA default behavioral rules 
protect against Zero-Day virii, 
worms, spyware, etc. ‘sight 
unseen’

� CSA with Trusted QoS control 
ensures that traffic is marked so 
that the network can apply correct 
handling 

� CSA integration into Cisco NAC
establishes endpoint-network trust 
relationship which enhances total 
network security and report on 
health
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Intrusion Management
Why Host IPS?

� Patching isn’t always the easiest solution; sometimes 
requires service pack upgrades etc…

� Patches only work after the virus or worm has been 
discovered

� The behavior-based IPS feature protects the servers 
and  applications without any updating at all

� Only uses a maximum of 3–4% server CPU 
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Zero-Day Protection

� Cisco defines Host-Based Intrusion Prevention as 
the ability to stop Zero-Day malicious code without 
reconfiguration or update.

� CSA has the industry’s best record of stopping Zero Day 
exploits, worms, and viruses over past 4 years:

2001 – Code Red, Nimda (all 5 exploits), Pentagone (Gonner)

2002 – Sircam, Debploit, SQL Snake, Bugbear, 

2003 – SQL Slammer, So Big, Blaster/Welchia, Fizzer

2004 – MyDoom, Bagle, Sasser, JPEG browser exploit (MS04-028), RPC-
DCOM exploit (MS03-039), Buffer Overflow in Workstation service (MS03-
049)

2005 – Internet Explorer Command Execution Vulnerability, Zotob

No signatures, reconfiguration or binary updates required
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Day-Zero Protection

� Traditional issue: vulnerable to day-zero attacks, often 
resource intensive patching effort

Sasser
Randomly scans IP addresses on port 445/tcp. 
Can scan up to 1,024 addresses simultaneously

Creates remote shell on port 9996/tcp. It then 
starts an FTP server listening on port 
5554/tcp

Victim system connects back to attacking 
system on port 5554/tcp to retrieve copy of 
worm

Crashes infected devices
Causes systems to reboot continuously

� SDN Solution: assets protected against new and 
unknown attacks via behavioral-based technology

vs Cisco Security Agent
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• Flexible management solutions lower 
operational costs 

• Flexible management solutions lower 
operational costs 

• Industry-leading virtualized services 
allowing consolidation, granular customized 
control with lower TCO 

• Industry-leading virtualized services 
allowing consolidation, granular customized 
control with lower TCO 

• High performance and scalability firewall 
up to 5 Gbps per module and 20 Gbps per 
chassis

• High performance and scalability firewall 
up to 5 Gbps per module and 20 Gbps per 
chassis

Catalyst 6500 / 7600 Router 
Firewall Services Module

Fabric Enabled

• Integrated security module providing 
superior network infrastructure services and 
ease of management

• Integrated security module providing 
superior network infrastructure services and 
ease of management
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FWSM v3.1 

� Transparent (L2) and Routed (L3) 
firewalls in the same service module
� Resource Manager: Assign Service 
Classes, Resource Limits
� 256 VLANs per context with maximum of 
1000 VLANs
� LAN failover active/standby and 
active/active (both intra/inter chassis)
� Dynamic Routing: OSPF and RIP (2 OSPF 
virtual routers)
� Support multiple blades in the chassis, 
up to 4 for 20Gbps
� 80K access-lists enforced in hardware
� Supported on Native IOS 12.1(13E) and 
CatOS 7.5(1) onwards
� Jumbo-ready (8500 bytes)

� PIX 7.0 base Feature Set
� High Performance Firewall: 5.5Gbps
bandwidth
� 2.8 Million pps throughput
� 1 million concurrent connections
� 100K new connections/sec for HTTP, 
DNS and enhanced SMTP
� 250 Virtual firewalls/contexts

Firewall Services Module 
Cisco’s Highest Performance Firewall

Performance
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Virtual Firewall
Highly Scalable Multi-Context Security Services

Security Contexts (Virtual Firewalls) lower operational costs

• Reduce overall management and support costs by hosting multiple virtual firewalls in 
a single device

• Enables the logical partitioning of a single FWSM into multiple logical firewalls, each 
with their own unique policies and administration (NAT, ACL, Protocol Inspection, 
SNMP, Syslog, DHCP)

• Enables multiple DMZs and service differentiation classes (gold, silver, bronze) per 
context

• Resource Manager limits resource usage on a per context basis, ensuring protection 
between contexts

• Supports 20, 50, 100 and 250 virtual firewall licenses

• Ideal solution for consolidating multiple firewalls into a single FWSM

Dept/Cust 2Dept/Cust 1 Dept/Cust 3 Dept/Cust N

FWSM FWSM FWSM FWSM

Dept/Cust 2Dept/Cust 1 Dept/Cust 3 Dept/Cust N

FWSM
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Transparent Firewall
Delivers “Drop In” L2-L7 Security Services at L2

Transparent Firewall provides rapid deployment security services

• Simplifies and speeds deployment of security services into Enterprise network 
environments

Provides ability to rapidly “drop in” FWSM into existing networks  without requiring any 
addressing changes 

Useful in data center server farm and internal firewall deployments

Delivers high-performance stealth L2-L7 security services within same subnet and provides 
protection against network layer attacks

Leverage L3 features (such as Routing, Multicast, High Availability) supported by IOS and 
switching platform.

FWSM
10.30.1.0/24Router

Transparent Firewall

SAME Subnet

10.30.1.0/24 Router
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BOTNETS – Making DDoS Attacks Easy

CECE

Customer premise:

Server/FW/Switch/router

Zombies

Extortionist

Last Mile
Connection

ISP Edge router

BOTNETs for Rent!

� A BOTNET is comprised of computers that 
have been broken into and planted with 
programs (zombies) that can be directed to 
launch attacks from a central controller 
computer

� BOTNETs allow for all the types of DDOS 
attacks: ICMP Attacks, TCP Attacks, and 
UDP Attacks, http overload 

� Options for deploying BOTNETs are 
extensive and new tools are created to exploit 
the latest system vulnerabilities

� A relatively small BOTNET with only 1000 
zombies can cause a great deal of damage.

� For Example: 1000 home PCs with an 
average upstream bandwidth of 128KBit/s 
can offer more than 100MBit/s

� Size of attacks are ever increasing and 
independent of last mile bandwidth

2 for 1 Special
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BOTNETS GROWING TOO FAST 

CNN: Over 75 Million computers are infected with BOTNET software

http://www.cnn.com/2006/TECH/internet/01/31/furst/

� 10,000+ new bots 
added everyday

� DoS attacks grow 
five-fold in 12 
months: Dec. 1, 
2004-2005

� Large % of DDoS 
attacks are motivated 
by extortion demands

Source: Symantec Threat Report Vol. 9, 
Mar. 2006
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What is Cisco protecting from DDoS
Attacks?

� Revenue stream - 93% of revenue booked online via 
www.cisco.com & related systems.  

If there were a DDoS attack, Cisco would lose an average of average of 
$43,005.05 per minute.$43,005.05 per minute.

� Customer support - 80% of TAC cases opened via 
www.cisco.com

If there were a DDoS attack, Cisco could not receive the TAC 
case

What is the cost of your Data Centre 
downtime?
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Internal Diversion (Integrated Model,Internal Diversion (Integrated Model,
Inline Network Configuration)Inline Network Configuration)

Protected 
Zone 1: Web

Protected Zone 2: 
Name Servers

Protected Zone 3: 
E-Commerce Application

Internet

Anormaly Guard
Service Module

Anormaly Detector
Service Module

Legitimate Traffic

Anormaly Traffic

Targeted Zone

1. Detect Anormaly

2. Activate (Auto/Manual)

Remiote
Host

Injection
（（（（RHI））））

3.Divert to the Guard ModuleTraffic to the Zone

4. Apply filtering

5. Re-Inject traffic as normal rate

6. Traffic for the Other 
Zone are not affected 
performance impact
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Security Operations / Reactions Today

Action Steps:
1. Alert
2. Investigate
3. Mitigate

Network Operations Security Operations

Security 
knowledge 
base

Firewall

IDS/IPS

VPN Vulnerability

Scanners

Authentication

Servers

Router/Switch

Anti-virus

10K Win, 

100s UNIX
Collect Network Diagram

Read and Analyze
TONS of Data…

Repeat
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Infected Host

��

� � �

�
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�

�

�

�

�

��

�

�Log/Alert

Defense-In-Depth = Complexity
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Mitigation, Analysis, and Response System 
(MARS) Next Generation SIM/STM

� Leverage YOUR existing investment to build 
“pervasive security”

� Correlate data from across the Enterprise

NIDS, Firewalls, Routers, Switches, CSA

Syslog, SNMP, RDEP, SDEE, NetFlow, Endpoint 
event logs, Multi-Vendor

� Rapidly locate and mitigate attacks

� Key Features

Determines security incidents based on device 
messages, events, and “sessions”

Incidents are topologically aware for 
visualization and replay

Mitigation on L2 ports and L3 chokepoints

Efficiently scales for real-time use across the 
Enterprise

Onboard Nessus – Verification of Vulnerability



© 2007 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialSTG-Router-Security 34

CS-MARS Device Support

� Networking

Cisco IOS 11.x and 12.x, Catalyst OS 6.x

NetFlow v5/v7

NAC ACS 3.x

Extreme Extremeware 6.x

� Firewall/VPN

Cisco PIX 6.x, 7.x, ASA, IOS Firewall/IPS, 
FWSM 1.x, 2.3, 3.1 VPN Concentrator 4.x

CheckPoint Firewall-1 NG FPx, VPN-1

NetScreen Firewall 4.x, 5.x

Nokia Firewall

� IDS

Cisco NIDS 4.x, 5.x, IDSM 4.x, 5.x

Enterasys Dragon NIDS 6.x

ISS RealSecure Network Sensor 6.5, 7.0

Snort NIDS 2.x

McAfee Intrushield NIDS 1.x

NetScreen IDP 2.x

Symantec ManHunt 3.x

� Vulnerability Assessment

eEye REM 1.x

Foundstone FoundScan 3.x

Qualys Guard

� Host Security

Cisco Security Agent (CSA) 4.x

McAfee Entercept 2.5, 4.x

ISS RealSecure Host Sensor 6.5, 7.0

Symantec AnitVirus 9.x

� Host Log

Windows NT, 2000, 2003 (agent/agent-less)

Solaris

Linux

� Syslog

Universal device support

� Applications

Web servers (IIS, iPlanet, Apache)

Oracle 9i, 10i database audit logs

Network Appliance NetCache
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CS-MARS
“Command and Control”
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CS-MARS
“The Battlefield”

� Network Intelligence

Topology

Traffic Flow

Device Configuration

Enforcement Devices
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CS-MARS
“Connect the Dots”

Accurate attack-path , detailed investigation

Host A Port Scans Target X, 
followed by

Host A Buffer Overflow Attack to 
Target X 

Where X is vulnerable to Attack, 
followed by 

Target X executes password 
attack on Target Y
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CS-MARS in Action:
Sasser-D in a Northeast University
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Incident that Pops Up in the Dashboard
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Graph Says It All
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Example of Compromised Hosts
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Q&A
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