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Evolution of Malicious Intent
Data Centers Targeted
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Goal: Protect All Data Center Resources

Applications

— =

CRM, ERP, PLM, HCM. Protect
the applications that drive your
business

Protect the XML, SOAP,
SQL, DHTML services that SeCU red

connect your Business Data

Center
Environment

Secure Infrastructure and
Protocols for Efficient Operation

Secure, Reliable Transactions and
Communications that Connect All
of the Other Components ‘




Cisco Security Portfolio for Data Center

Edge, Web, Applications, Storage, Management

Data-Center Edge
* Firewall and IPS
» DoS protection
» Application protocol
inspection

Web Access
* Web security
» Application security
» Application isolation
» Content inspection

Applications
and Database

« XML, SOAP, and

AJAX security

Storage
» Data encryption
In motion
At rest
 Stored data

Management

 Tiered access

* Monitoring and
analysis

* Role-based

» DoS prevention

* Application-to-
application security

» Server hardening

access control
* Segmentation

access
« AAA access
control

* Web Services security

¢ VPN termination

* E-mail and Web access
control

» SSL encryption and
offload
» Server hardening
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Securing the Data Center Edges

Data Centers have trusted, semi- and untrusted networks

Isolation of environments allows access policies to be defined & enforced
Access-lists are a first line of defense

QOS limits impact of an attack

# $

O* +,% %




Provides Differentiated Network Access

Corporate Contractors/ Guests
Employees Consultants Users

Need internal network
access

User identities are
usually known

Device support

May be further divided
in separate internal
groups

One solution to control all user types

Full Access Internet Only
Full Policies Basic Policies
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Evolution of Network Access Control
Topology Aware to Role Aware

Cisco Trusted Security (CTS)
Network-wide role-based access control
Network device access control

Consistent policies for wired, wireless
and remote access

Network Admission Control (NAC)

Ident'ty'BaSEd Access Control Posture validation endpoint policy compliance

Flexible authentication options:
802.1x, MAB, WebAuth, FlexAuth
Comprehensive post-admission control options:

Network Address-based Access Control
ACL, VACL, PACL, PBACL etc







