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From Fame to Monetary Gain
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» Hijacked more than 400,000 PCs, used them to build a botnet, then rented out the
system to spyware distributors, hackers, and spammers

« Made $3,000 from renting the botnet to others, who used it to launch denial-of-
service (DoS) attacks and spew spam

» Pocketed an additional $107,000 by seeding the botnet's PCs with adware and
raking in affiliate fees

» Pleaded qguilty to federal charges, sentenced to 57 months




The Growing Need for Security Solutions
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Integrated Security

network




Cisco Adaptive Security Appliance (ASA)

Scalable, Multi-Function, Feature Rich Appliance

Security Services Extensibility
Cisco Technology and Service Extensions Partner Technology and Service Extensions

Application
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Cisco Intelligent Networking, High Availability, and Scalability Services

The Cisco ASA 5500 Series Allows Business to Adapt and Extend the Security
Services Profile Via Cisco-Developed and Partner-Provide Innovations
Delivering High Current Services Performance and Services Extensibility




A Seismic Shift

2000-2008: IT security
products look deeper

2009: Cisco Security
products look around and
respond faster
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Cisco Global Correlation
SensorBase: World’s Largest Traffic Monitoring Network

LARGEST FOOTPRINT | GREATEST BREADTH | FULL CONTEXT ANALYSIS

| 700,000+ sensors deployed globally
| B8ofthetop 10 globalISPs | |  Over500GB of dataperday
500 third party feed " Over 30%ofth§ world's email traffc
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