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Cisco Security Intelligence Operations

Cisco Threat

SensorBase

I—b Security Infrastructure That Dynamically Protect Against the Latest Threats Through: a

Dynamic
Updates

Operations
Center
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Threat Operations

Cisco SensorBase
‘ Center ‘

Dynamic Updates

The Most Comprehensive
Vulnerability and Sender
Reputation Database

A Global Team of Security
Researchers, Analysts,
and Signature Developers

Actionable Intelligence

Dynamic Updates and ‘

Powered by Global Correlation



Cisco Global Correlation
SensorBase: World’s Largest Traffic Monitoring Network

LARGEST FOOTPRINT | GREATEST BREADTH | FULL CONTEXT ANALYSIS

Cisco SensorBase

700,000+ sensors deployed globally
8 of the top 10 global ISPs Over 500GB of data per day

500 third party feeds -+ Over 30% of the world’s email traffic
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Cisco Global Correlation
Unmatched Breadth

GREATEST BREADTH

Email Security

Web Security

|dentifying a global botnet requires complete visibility across all
threat vectors



Global Correlation
Full Context Analysis: Seeing the Whole Picture

LARGEST FOOTPRINT | GREATEST BREADTH | FULL CONTEXT ANALYSIS

Content




Global Correlation
Full Context Analysis: Seeing the Whole Picture

GREATEST BREADTH | FULL CONTEXT ANALYSIS

What? Content

Reputation of Counterparty

Propagation & Mutation Methods

Where? Geographic & Vertical Trends



Defeating SQL Injection
The Challenge of Traditional Signature-Based IPS

What SIGNATURES Find Verdict UNKNOWN

SQL Command Fragments
in Web Traffic

This could be your billing system
talking to your customer database.




Defeating SQL Injection

Collaborate with Confidence

What GLOBAL
CORRELATION Knows: Verdict BLOCK

SQL Command Fragments
iIn Web Traffic from Untrusted Client

-

Dynamic IP Address
Dynamic DNS
History of Web Attacks

How? 4th Packet of HTTP Connection

Clean
Sources

Within Heavily Compromised Only
Network
History of Botnet Activity

Where?

il B




Defeating SQL Injection

Collaborate with Confidence

Traditional Signature only IPS view without Reputation

Risk Rating  Sig. Mame Actions Taken Akkacker IP
85 Generic 0L Injection 30,30,1581.133
99 Generic S0QL Injection droppedPacket, deniedFlow, tcpOneWayResetSent  10.20.5.178

Global Correlation Enabled IPS allows Confident Deny Action



IRC Connections
The Challenge of Traditional Signature-Based IPS

What SIGNATURES Find Verdict UNKNOWN

l ] IRC Join

This looks like a typical IRC
connection request........




IRC Connections
Collaborate with Confidence

What GLOBAL
CORRELATION Knows: Verdict BLOCK

IRC Join to Known Botnet Command
and Control Server

P\
—

Fast Flux DNS

- History of Spam Activities
Standard IRC connection
How?
over known ports
VWIPRRPR) Within Heavily Compromised Clean
Network Only

History of Botnet Activity




IRC Connections
Collaborate with Confidence

Traditional Signature only IPS view without Reputation

/

Risk Rating  Sig. Mame / fckions Taken ftkacker IP
73 IRC Channel Join Server Ackivity 20.20.20,252
96 IRC Channel Join Server Activity droppedPacket, deniedFlow, tcpOneYWayResetSent 10.20.5.59

Global Correlation Enabled IPS allows Confident Deny Action
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Packet Flow Iin IPS v7.0

—)lq Pre-Processing l

= |PS Reputation — —
Filters block access [ |
to IP’s on stolen ——

‘zombie’ networks or I
- Global Decision
3 Corrglaitlion i Ee:;’si::;n

networks controlled
entlrel_y by malicious L,
organizations. G O Oy

Inspection

= Global Correlation Inspection raises the Risk Rating of
events when the attacker has a negative reputation allowing
those events to be blocked more confidently and more often
than an event without negative reputation.



What is Reputation?

or “Is all reputation the same?”

Email Security b | IPS
= :;:Eiiif--f. = = =Y -_____ m
— — —I'_‘- I— _;'____ “_ —
Web Firewall
Security

= Reputation is the history of both actions and gualities of a
specific IP address or network. This is calculated using
some of the hundreds of different types of data found in
Sensorbase.

= For different types of devices, different parameters can
mean more or less for the reputation of a device.

Ex:The fact of sending SPAM is highly relevant to an email
reputation device and less so to an IPS sensor.



IPS Reputation Filters:

Blocking the worst bad apples

58.65.232.0/21

58.83.8.0/22 [ Some networks on the
>8.83.12.0/22 Internet are owned wholly

@
@
2 62.122.32.0/21
@

i by malicious organizations
O or are hijacked ‘zombie’
Preprocessing networks
" S Reputation Filters block
IPS Reputation J access to these networks
\ 2 like an ACL
T 7 /ﬁ\ Individual IP addresses do
| Inspection | not go on this list because
Global Decision of things they do (An IP

Correlation |  [EEEAGINE does not go from -1 to -9
- )
Anomaly Detection ' IS i
y to being put on this list)
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Local Inspection will Always Matter
Example 1: Unknown Attacker

|

REPUTATION

FILTERS

.
T
SIGNATUR
. ] GLOBAL |.| DECISION
G ﬁ CORRELATION ENGINE
\ ANOMAL q JAS )

*

Cisco IPS

%

New Attacker hits the IPS
Attacker without a Reputation

Signatures or Anomaly

Detection identify activity

The attack is handled
according to the security policy
Implemented on the sensor
(Deny if Risk Rating reaches
threshold)

Information on the Attacker is
sent back to CSIO to track his
reputation (if configured)
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Global Correlation Inspection

Example 2: Suspicious Attacker
|dentified through Local Inspection, Denied due to Global Correlation

|

REPUTATION

FILTERS

z

.

!
SIGNATUR

!

z

\

ANOMAL

GLOBAL
CORRELATION

*

|\

\_

DECISION

ENGINE

Suspicious Attacker attacks

Has medium Reputation

Cisco IPS

Signatures identify suspicious
activity and give this a medium
Risk Rating

Global Correlation adds context
of Attacker Reputation to Risk
Rating

Decision Engine blocks

Information on NEW
Reputation is sent back to
CSIO.
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Global Correlation Reputation Updates

demosensorl# show statistics global

IPS Update Server = update-manifests.ironport.com
Update Server Address = 204.15.82.17
Current Versions:

config = 1236210407

drop = 1245425355
=1 ip = 1245424447
rule = 1245348807




Global Correlation Network Participation:
or “My sensor is sending data back to Cisco?”




Global Correlation Network Participation:
or “What is my sensor sending back to Cisco?”

Network Participation

Select the extent ta which the sensor will contribute data to the SensorBase network.

Do not contribute data to the SensorBase network.
() Partial Contribute data to the SensorBase network but withhold some potentially sensitive information.

(O Full  Contribute all alert data to the SensorBase network.

(s) Network Participation Disclaimer

If you agree to participate in the SensorBase Metwork, Cisco will collect aggregated statistics about traffic sent to your IPS,
This includes summary data on the Cisco IPS network traffic properties and how this traffic was handled by the Cisco
appliances. We do not collect the data content of traffic or other confidential business or personal information. All data is
aggregated and sent via secure HTTP to the Cisco SensorBase Network servers in periodic intervals, All data shared with Cisco
will be anonymous and treated as strictly confidential.

The table below describes how the data will be used by Cisco.

Participation Level Type of Data Purpose
Partial Protocol Attributes {e.g. TCP max, Track potential threats and understand
segment size and options string) threat exposure

Attack Type {e.q. Signature Fired Used to understand current attacks and
and Risk Rating) attack severity

Connecting IP Address and port Identifies attack source

Summary IPS performance Tracks product efficacy
(CPU utilization memory usage,
inline vs. promiscuous, etc)

Victim IP address and port Detect threat behavioral patterns

J[ Disagree ]
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Botnet Epidemic

:
: Overview
K DEI'\’A\I(A BIYRE U OF INVESTIGATION

Headline Archives
- Gersess Offices OPERATION: BOT ROAST
- Sutimt & Crime: Tin Botherders' Charged as Part of Initiative Headline Story Index
- Report nternet Crime.
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Botnet Infection Process

Step 1: Step 2: Step 3:
Clients are infected by Infected clients Attacks are launched:
spyware, malware, communicate with a DoS, ID theft, spam,
and targeted attacks command and control and click fraud
propagated by web host on the Internet

and email
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Botnet Filtering Process
Cisco® Security Intelligence Operations .
(SIO) /

f&@/' @ @ Cisco ASA

Botnet Filter

‘@;

Step 1. Step 2: Step 3:
Infected clients try to Cisco SIO updates the Alerts go out to the
communicate with a Cisco ASA botnet filter list; security teams for
command and control the destination is a known prevention, mitigation,

host on the Internet attack site and remediation
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Botnet Traffic Filter
Key components

Ce

BTF Data

Botnet Traffic Filter

DNS

Classification Snooping




e
Botnet Traffic Filter

Database Update Steps
1. Enables BTF update client

2. Waits for 2 minutes before attempting the initial download

3. Contacts updater server at hitps://update-
manifesis.ronport.com, Initial DB is downloaded

4. Sets the new poll-time

1

Attempts to download new updates at 60-minute interval

o

. Update and validate new data and loaded into memory if new
update exists.

C(\L},

~

o i e | Cl—
5 @ A

A2 Botnet Filter
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Botnet Traffic Filter

Traffic Classification
Classify traffic subject to BTF
« Enable specific networks, interfaces or traffic to BTF filtering

* Normally enable on Internet-facing interface

BTF Data Categories

» Blacklist: Known malware sites

» Whitelist: Known allowed addresses

» Greylist: Ambiguous addresses

« Unknown: Unknown and not in any list

BTF Data Types

« Dynamic : Data downloaded from CSIO

 Static. Data Defined by security administrators

Note: BTF database does not contain reputation attributes




Botnet Traffic Filter
Reporting

=Syslogs (id 338xxx) are generated
for dynamic-filter events

*Top 10 infected hosts, sites and
ports can be viewed through CLI
and ASDM

*Top 10 Reports are independent,
not correlated

*Top Reports based on highest hits
per category

ASA-4-338002: Dynamic Filter permitted black
listed TCP traffic from inside:10.1.1.45/6798
(120.160.201.1/7890) to
outside:209.165.202.129/80
(209.165.202.129/80), destination
209.165.202.129 resolved from dynamic list:

bad.example.com

<<<<<<<<<

BB
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Botnet Traffic Filter

DNS Snooping

=Watches UDP DNS replies
through ASA

=Builds a DNS reverse cache
(DNSRCQC)

*DNSRC housekeeping at 20-
minute interval (configurable)

=Life of a DNSRC entry depends on
the TTL value in the snooped DNS
reply.

*DNSRC size depends on platform.




e
Botnet Traffic Filter

Deployment Guidelines and Caveats

» Typically deployed on ASA at Internet Edge

» Supported in all modes: single, multiple-context, transparent
and routed mode.

* There is about 5-10% performance degradation (largely
dependent on DNSRC size)

= Failover:
= Supported in A/S and A/A
» DNSRC entries and dynamic DB are not replicated

= Each ASA in failover pair needs direct connection to update
server ( )

= Only UDP-based DNS is supported with DNS snooping
* Only IPv4 addresses are supported

= Maximum of 1000 static blacklist and whitelist entries each are
supported
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Botnet Traffic Filter

Easy Configuration with Links from the Cisco
Adaptive Security Device Manager (ASDM) Dashboard

Select either a global setting or a
per-interface setting

Zotnet Traffic Filter Statistics Last updated: 11:07:51 AM

ek Sikes | Top Botnet Ports I Top Infected Hosts I

Based on: Connections Display: IF‘ie vI

Enable download of Cisco®
SIO reputation data

Botnet Traffic Filker is not confidured on this Security Appliance. To configure
Baknet Traffic Filker, specify which traffic should be monitored, and enable the
dynamic database and)or define your own black and white lisks,

| ==

Generate the exception lists for —
your site

4




Botnet Traffic Filter
Or Enable Directly from Cisco ASDM Configuration Menus

Cisco® SIO |

o Configuration = Firewall > Botnet Traffic Filter > Botnet Database

[ CACATTAN
s5 Rules

[rynamic Dakabase Update

Enabling the Boktnet updater client will Fetch the latest database from Cisco update server, After the initial Fetch, the 454

[T Enable Botnet Updater Clisnt

______ L ikering Servers Dynamic Database Configuration

""" Detection [~ Use Boktnet daka dynamically downloaded from updater server

Crynamic Dakabase Management

QL DMNS Snooping
10y Traffic Classification

The database can be fetched at anytime, This will not affect the local database maintained in the adminiskrator's lists,

EEI-- Objects Fetch Botret Database |
- Advanced The database can be purged at anvytime, This will nok affect the local database maintained in the administrator's lisks,

Purge Botnet Database |

Search Dynamic Database

The search will return a single exack match or up ko bwa partial matches, iF any.

Search Far: | B, Firid Koy | & Clear |




Botnet Traffic Filter Reports
Top Botnet Sites and Ports

B2 Cisco ASDM 6.2 for ASA - Demo mode

File  Wiew  Tools

Wyizards

Window

Lok Far:

M
l cisco

@ Home: {3' Configurakion R Monitoring | B Save @ Refresh | o Back 1\) | ? Help |
Monitoring = Botnet Traffic Filter = Reports =)
RIS -~ |
| Top Boknet Sites A~ |
........................................................................................................ e i e s
8E8.40.9.250 (data.ale... aka. alexa.com 515
b=t FOF
209.10.2.3 (cd. . 209.10.2.3 cdns bribalfusion. ... 291
209.100.1.100 209,100.1,100 159 Clear Report
. 64.123.21.11 64.123,21.11 4
g 44232211 (cgiale... 44,23.22.11 cgi.alexa,com an
-g 53.11.234.123 (ieplug... 63.11.34.123 ieplugin. com 62
« 208.11.222. 11 (1.ze. .. 205.11.222.11 11.zedo.com 61
200.123.100.3 209,1235,100,3 =9
202.111.123.11 (pay-p... 208.111,123.11 pay-per-search.com 54
85.111.2.3 (contex. .. 66.111.2.3 context3 kanoodl. .. 49
100 200 300 400 S00
Connections
Top Eoktnet Porks
————EEEEREEEEREEEERRREEEREREERRERRRRRRRRERERRRERERERR = S [ F—— ] L
tep 1000 tcp 1000 etv Clear Repart
eat Repor
tep 23 bcp 23 22
£ tep 1001 tcp 1001 19
(=%
S ap 2000 udp 2000 17
.g udp 2001 17
@ udp 2001
tcp S080 9
tcp BOB0 tcp 80 a5
tep B0 tcp =5192 Z
tep >3102
~
|
- @O Lask Updated: 2,!'24,!'09 5:51:45 AN

Data Refreshed SuccessFully.

<admin= 15

3/16/07 11:09:41 AM PDT




Botnet Traffic Filter Reports
Top Infected Hosts

= Cisco ASDM 6.2 fon ASA - Demo mode

File  wieww  Tools  wizards  window  Help

Look Far:

@ Home (‘3} Configuration [g IMonitoring | B Save @ Refresh | 0 Back. l\)

ailven]n
l cisco

Monitoring = Botnet Traffic Filter = Reporks fa)
REIEIFES - .
| | tep 1000 | |tcp 1000 617 5| |
tep 2001 tcp 2001 q72| [ Cl=ar Report
top 23 kcp 235 22
£ tep 1001 kep 1001 19
(=9
% udp 2000 udp 2000 17
£ udp 2001 17
m udp 2001
tcp B0S0 9
tcp 8080 tep 80 3
tep 80 tcp »8192 2
tep =8102
DI 100 200 300 400 S00 G00
Connections
Top Infected Hosts
........................................................................................................ FeoEE e Pa——
o 172,12.10,10 {inside) 1,190 o R "
172.12.10.10 {inside) 192.168.2.2 (outside) 10 ear Repor|
10.10.10.51 {dmz} 5
]
T
T 192.168.2.2 (outside)
£
5
10.10.10.51 (dmz)
o 200 400 00 200 1000 1200
Connections | :
|
- Last Updated: 2/24/09 &:51:45 A
Data Refreshied SuccessFully. =admin= 15 3M16/07 11:10:41 AM PDT




Cisco ASDM Dashboard
Botnet Traffic Filter Integration

@ Cisco ASDM 6.2 for ASA - Demo mode B =10 x
File W¥iew Tools Wizards Window Help Look For: I Go ' | 1ot l '
¥ [ [ '
g § i = o > ~
| @ »Hornel G?:-;} Configuration I Monitoring | Q Save G Refresh | o Back @ Forward l ? Help I ] CISCO
| | Home : |
’ 7 £ Device DashboarE/ ;%
I Traffic Overview Last updated: 11:07:51 AM LS B |
! —Connection Statistic
i ] %%
|
i 5
4
Top 10 Protected Servers under SYN Attack Last update 1AM
2 Monitoring Window Size: 0 mins Display: ITabIe vl Det. I
2 Rankl Server IP:PDrt] Interface] Average | Current ] Total lSuurce IP(Last Attack Time)l
1 —E—aaaaa
'
1]
11:05 11:06 11:07 11:08 11:0¢
: Bl Connections: 1 Ml NAT Xlates: 6
1 ~Dropped Packets Rate
Mo data available to display
i
{ o L]
|
3 Top Botnet Traffic Filter Statistics Last updated: 11:07:51 AM
Top Botnet Sites | Top Botnet Ports I Top Infected Hosts |
11:03 11:04 11:05 11:06 11:07
I ACL Dropped: 0 WM Inspection Dropped: O Based on: Connections Display: IPie b I
~Possible Scan and SYN Attack Rates
M 66.40.9.250 (data.alexa.com) (500) 37%
M 209.10.2.3 (cdnS tribalfusion.com) (200) 15%
209.100.1.100 (159) 12%
64.123.21.11 (94) 7%
I 44.23.22.11 (cgi.alexa.com) (80) 6%
o 63.11.34.123 (ieplugin.com) (62) 4%
208.11.222.11 (I1.zedo.com) (61) 4%
I 209.123.100.3 (59) 4%
M 208.111.123.11 (pay-per-search.com) (54) 4%
M 66.111.2.3 (context3 kanoodle.com) (49) 3%
11:03 11:04 11:05 11:08 11:07
Il Scanning Attacks: 0 [l Syn Attacks: 0 =
' 1 Il 1 1 1 Il 1 1 I}
< SeSsthele s
Data Refreshed Successfully = = = = m = = = = =
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Packet Flow Iin IPS v7.0

—)lq Pre-Processing l

= |PS Reputation — —
Filters block access [ |
to IP’s on stolen ——

‘zombie’ networks or I
- Global Decision
3 Corrglaitlion i Ee:;’si::;n

networks controlled
entlrel_y by malicious L,
organizations. G O Oy

Inspection

= Global Correlation Inspection raises the Risk Rating of
events when the attacker has a negative reputation allowing
those events to be blocked more confidently and more often
than an event without negative reputation.



What is Reputation?

or “Is all reputation the same?”

Email Security b | IPS
= :;:Eiiif--f. = = =Y -_____ m
— — —I'_‘- I— _;'____ “_ —
Web Firewall
Security

= Reputation is the history of both actions and gualities of a
specific IP address or network. This is calculated using
some of the hundreds of different types of data found in
Sensorbase.

= For different types of devices, different parameters can
mean more or less for the reputation of a device.

Ex:The fact of sending SPAM is highly relevant to an email
reputation device and less so to an IPS sensor.



IPS Reputation Filters:

Blocking the worst bad apples

58.65.232.0/21

58.83.8.0/22 [ Some networks on the
>8.83.12.0/22 Internet are owned wholly

@
@
2 62.122.32.0/21
@

i by malicious organizations
O or are hijacked ‘zombie’
Preprocessing networks
" S Reputation Filters block
IPS Reputation J access to these networks
\ 2 like an ACL
T 7 /ﬁ\ Individual IP addresses do
| Inspection | not go on this list because
Global Decision of things they do (An IP

Correlation |  [EEEAGINE does not go from -1 to -9
- )
Anomaly Detection ' IS i
y to being put on this list)
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Local Inspection will Always Matter
Example 1: Unknown Attacker

|

REPUTATION

FILTERS

.
T
SIGNATUR
. ] GLOBAL |.| DECISION
G ﬁ CORRELATION ENGINE
\ ANOMAL q JAS )

*

Cisco IPS

%

New Attacker hits the IPS
Attacker without a Reputation

Signatures or Anomaly

Detection identify activity

The attack is handled
according to the security policy
Implemented on the sensor
(Deny if Risk Rating reaches
threshold)

Information on the Attacker is
sent back to CSIO to track his
reputation (if configured)
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Global Correlation Inspection

Example 2: Suspicious Attacker
|dentified through Local Inspection, Denied due to Global Correlation

|

REPUTATION

FILTERS

z

.

!
SIGNATUR

!

z

\

ANOMAL

GLOBAL
CORRELATION

*

|\

\_

DECISION

ENGINE

Suspicious Attacker attacks

Has medium Reputation

Cisco IPS

Signatures identify suspicious
activity and give this a medium
Risk Rating

Global Correlation adds context
of Attacker Reputation to Risk
Rating

Decision Engine blocks

Information on NEW
Reputation is sent back to
CSIO.
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Global Correlation Reputation Updates

demosensorl# show statistics global

IPS Update Server = update-manifests.ironport.com
Update Server Address = 204.15.82.17
Current Versions:

config = 1236210407

drop = 1245425355
=1 ip = 1245424447
rule = 1245348807




Global Correlation Network Participation:
or “My sensor is sending data back to Cisco?”




Global Correlation Network Participation:
or “What is my sensor sending back to Cisco?”

Network Participation

Select the extent ta which the sensor will contribute data to the SensorBase network.

Do not contribute data to the SensorBase network.
() Partial Contribute data to the SensorBase network but withhold some potentially sensitive information.

(O Full  Contribute all alert data to the SensorBase network.

(s) Network Participation Disclaimer

If you agree to participate in the SensorBase Metwork, Cisco will collect aggregated statistics about traffic sent to your IPS,
This includes summary data on the Cisco IPS network traffic properties and how this traffic was handled by the Cisco
appliances. We do not collect the data content of traffic or other confidential business or personal information. All data is
aggregated and sent via secure HTTP to the Cisco SensorBase Network servers in periodic intervals, All data shared with Cisco
will be anonymous and treated as strictly confidential.

The table below describes how the data will be used by Cisco.

Participation Level Type of Data Purpose
Partial Protocol Attributes {e.g. TCP max, Track potential threats and understand
segment size and options string) threat exposure

Attack Type {e.q. Signature Fired Used to understand current attacks and
and Risk Rating) attack severity

Connecting IP Address and port Identifies attack source

Summary IPS performance Tracks product efficacy
(CPU utilization memory usage,
inline vs. promiscuous, etc)

Victim IP address and port Detect threat behavioral patterns

J[ Disagree ]
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