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Cisco IronPort
Unparalleled Market Leadership

= [ronPort funded In

Gartner 2000, acquired by
IronPort Positioned in the “Leaders” Cisco in 2007

Quadrant in Magic Quadrant Report
= 20,000+ customers

= IDC globally
ronPort e o = 400 million users
ronPort is positioned as a leading
player in the messaging security protected
appliance market = 40% of Fortune 100
companies
THE RADICATI GROUP, INC. = 8 of the 10 largest

service providers
Named IronPort the market share

leader in the email security appliance = 99%+ customer
market renewal rates
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The new landscape
New motivations generate new threats

Maliciousness

Worms & Viruses

Financial
crime

Botnets, Trojans, &
Rootkits

ﬁ \ Fame & Glory

Innovation VISIbI|Ity
Criminal | >

Infections




Phishing is changing

™ Spear_ ® Whallng

Phishing

DNS Cache Social Fortune 500
Poisoning Engineering Phishing

{- Pharming l

Spearphishing Attacks by Date

= 1/3 of phishing sites host malware

= Average on-line time for a phishing
site: 3 days

Source : Anti-Phishing Working Group



What about TypoSquatting?

* Focus on heavy traffic sites

« Hackers register names close to
famous brands or sites

* Invesrion of 1 letter

 Name variant
(micrpsoft)

* Orthografic Mistake

« Creation of a similar site, downloading
malware on computers


http://www.googkle.com/
http://www.googkle.com/
http://www.microsoft.com/
http://www.hotmial.com/
http://www.wikipefia.org/

Zombies are changing
The Storm network

*The world’s most important
botnet

1000 contaminated PCs rented $220 in
Germany

1000 contaminated PC in the USA $110
Rented per hour, with phone support available

=Self-expanding: Recruiting emails
& Spam

=Coordinated: Synchronizes email
spam with web landing pages

=Peer-to-Peer: Uses P2P network
to communicate

2007 : Storm is born

2008 : Storm still active, joined by Kraken/Bobax & Asprox




Spam keeps growing...
And will keep on growing!

X6 in last 3 years!

Source: Cisco TOC
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2005 2010 2011 2012

2008

210 247 294 3449 4149
164 199 238 286 247
Tolal Spam % TE% B0% B31% 32% B30

Worldwide Messagesi/Day (B)
Worldwide Spam TrafficiDay (B)

X2 In next 4 years!

Source: Radicati E-Mail Security Market 2008-2012



Threat vectors are changing

A
1000 E'Mail VeCtOI'
B0
600 Malware
Infections

400
- I I
0

2005 2008 2007 2008

(as of 10/31)
Volume of Malware Successfully
Propagated via Email Attachments

alware pyware are
the hidden enemy ) >




wo trendy techniques to spread threats

Exploited Websites
g s | _— -

"
BusinessWeek st
ESTING  COMPINIES '

| sone T

' = Simply visiting a legitimate site can
- __ . EE=& infect a user

= |Frame attacks convert websites in
malware distribution platforms

Get 4 Free

= Accounts for 87 percent of all web-
based threats today*

= Current content with broad
public interest

= Email sent to users with a
link to a malicious web-site

= Web-site is downloading a
malware on the user’s
computer

* Source: Cisco Threat Operations Center




Legitimate Sites Hacked

=  Qver 87% of all Web-based threats today are using exploited
web sites*

= 9 out of 10 web sites vulnerable to attack**

= A commonly used technique today: iFrame attacks
1. A legitimate site is hacked (iFrame added on a page)
2. The user is re-directed by the iFrame towards an infected website

3. A malware is automatically downloaded on the desktop by
exploiting a vulnerability of the web browser

= Cannot be secured with legacy URL filtering solutions

*Source: Cisco TOC
*Source: White Hat Security, Website Sec Statistics Report 10/2007



Exploited Website Example

= The user simply connects to
the “Business Week”
homepage

= He can look at the page, but
at the same time he is
redirected towards a
malicious website

= A malware is downloaded
from the malicious site

= Not stopped by traditional
URL filtering solutions
(category : news)
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Social Engineering Example
Malware campaign using Obama'’s victory

& Obama win sets stage for showdown @@
I
u

e Edt View Toos Message Heb = Users receive an email inviting
L Boa N e O them to watch President-elect
sl Barack Obama’s victory speech
e e

= Links users to a government
themed botsite

Barack Obama Elected 44th President of United States

Barack Obama, unknown to most Americans just four years ago, will become the 44th
president and the first African-American president of the United States.
Watch His amazing speech at November 5!

= Subject Line Examples:

- Election Results Winner

Proceed to the election results news page>>

2008 American Government Official Website
This site delivers information about current U.S. Foreign fN\licy and about American life and

culture. - The New President’'s Cabinet?

Malicious URLS



Social Engineering Example
Malware campaign using Obama'’s victory

e G e Mooy

c

i
Barack
Uni

Boddmars Tods beb

America.gov

120 {ccrmsnr et cortFicatmpdote. secvietddog Nt coomrepeatid prodxtsmecte Kot 7+ G

BOTSIT

= Users prompted to install an Adobe Flash Player update, which is
actually data-stealing malware

= Steals screen shots, passwords and sends to a web server located in

Kiev, Ukraine

Editions: Espafiol © Frangais | Puon

America.gov

Entire Site  ~| | SEARCH»

| Home | Foreign Policy ~ U.S. Politics ~ American Life - Democracy ~ Science & Health ~ World Regions v Multimedia ~ Publications ~

I IN THE HEADLINES 29,
& 2%
Work Begins for Next President
Barack Obama will not take the oath of office until Sz
- January, but work begins immediately as outgoing

and incoming administrations work together for a
smooth transition.

Y

i

Rice: Sustaining Momentum  view Latest Listing »
for Middle East Peace

Voters Are Younger, More Diverse
The U.S. electorate is younger, better educated
and more diverse than when the nation first
elected President Bush in 2000, and that was
seen in results of the 2008 elections.

3

Secretary Condoleezza Rice amives in Tel Aviv ~ POPULAR TOPICS

2008 Elections,

MY witnessing History
R See how Americans

celebrated Barack Obama's
presidential win.

to meet with Israeli and Palestinian U.S. Elections DEMOCRACY VIDEO CHALLENGE
negotiators. With elections in Israel on President-elect Barack Obama will
February 10, 2009, and a new U.S. not take office until January 2009, I Lt your voice be heard.

administration beginning i
says it is important to mai

1 REAL SITE

«on

Win 2 trip to the United
States.

Enter here.

= Not stopped by traditional URL filtering (Category : government)




Increasing Enterprise Web Traffic
Port 80 & 443 usage has changed

) - -
(Collaboration s ~ Saa$
. Information | |
wabex salesforce com @ ﬁ = Growing business
Ci.com @ || Google web usage
BusinessWeek . y,

= Growing tunneled
apps usage

= How do you check
attached files inside
Webmail? Inside IM?

HTTP is the New TCP



Cisco Security :
Securing the

Borderless
Networks




Cisco Security Intelligence Operations
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Global " Global
Threat > CISC.O Threat Threat —
Telemetry Operations Center Telemetry
Cisco
- Security Services

o |

— Corporate Headquarters

Data Center Branch Office Coffee Shop —

Security in every location

Security in every form factor

. - e O

Appliance Security Module Hybrid Hosted Security Software




Cisco Global Threat Correlation

Cisco Threat
Operations Center

Global Threat Global Threat

Telemetry \&J/// \\\x_// Telemetry
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" Dynamic Updates and
Actionable Intelligence

y A
521, Jolisl u

Intrusion Email Security Web Security System

Prevention Appliances Appliances Administrators
Solution




e
Cisco IronPort SensorBaser

Threat Operations Console

Ermall Truftic Abrt

e Statistics on more than 30% of
the world’s e-mail traffic

* New threats & alerts detection

* More than 150 parameters to build
reputation scores

Threat Operations

Dashboard Security Network Center

Security Updates

« Data Volume ™)

* Message Structure E-Mail Reputation Filters
» Complaints

* Blacklists, whitelists
* Off-line data

Reputation Score

....................................>

J \

* URL blacklists & whitelists
* HTML Content

* Domain Info

* Known “bad” URLs

* Website history... )

Web Reputation Filters _
ceeeeseesseessscssseansecsnsseassesssp REPULALION SCOre




Email Security




Email Security Architecture
Cisco IronPort C-Series

INBOUND
SECURITY

N

MAIL TRANSFER

AGENT

OUTBOUND
CONTROL

a

Spam
Defense

Virus
Defense

CISCO IRONPORT ASYNCOS™

EMAIL PLATFORM

Data Loss
Prevention

Secure
Messaging

Management




Anti-Spam Defense
Multi-layer architecture

Very positive score:
messages are delivered

> >
-
SenderBase IronPort Anti-Spam
Reputation Filtering Q
/'
Suspicious Who? How?

Score

> 99% Catch Rate
<1in 1 million
False Positives

R

Very negative score:
TCP connection is
rejected




SenderBase Reputation Filtering
The Cisco Example

Message Category Messages
Stopped by Reputation Filtering 93.1% 700,876,217
Stopped as Invalid recipients 0.3% 2,280,104
Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312

Total Threat Messages: 96.8% 728,797,126
Clean Messages 3.2% 24,102,874

Total Attempted Messages: 752,900,000




Anti-Virus Defense
Multi-layer architecture

Anti-Virus Engines

Virus Outbhreak Filters

SOPHOS
McAfee

/79 R [T

Zero Hour Virus and
Malware Detection

Complementary
Anti-Virus Engines

Virus Outbreak Filters Advantage (on 1 year)
Average lead time........................l, over 13 hours
Outbreaks blocked ........................... 291 outbreaks
Total incremental protection................ over 157 days



Virus Outbreak Filters
Targeted FedEx Delivery Trojan (August 15, 2008)

= Email subject: “FedEx Postal Service [tracking#]”
= Numerous mutations, similar to UPS attacks in previous month

= Attachment installed Trojan letting remote hackers control infected PC

-

= VOF Protection Starts - First AV
= 08/15 21:28

Signature -
08/17 13:58

Virus Volume

16:00 20:00 0:00 400 800 12:00 16:00 20:00 0:00 400 800 12:00 16:00
Time (GMT)



Data Loss Prevention

Integrated scanning & remediation engine

Scanning Remediation

Dictionnaries

Filters

Quarantine

= Smart Tdantifisrs: (2 Enaple Smart Tdentifiers &i 1 Encryptl on
Credit Card Numbers

Smart ldentifiers

Scanning : pre-defined filters (SOX, HIPAA, etc.), compliance dictionaries, automatic
tracking of credit card numbers, etc.
Multiple remediation actions: quarantine, drop, bounce, BCC, strip content, encrypt



Cisco lIronPort E-Mall Encryption
Easy for the sender...

. Message pushed

& Gateway encrypts message to Recipient User opens IronPort

PXE in browser

\

//MW’

Key PaW //

Stored Decrypted
message

displayed

User authenticates &

9 gets message key LR

Cisco Registered Envelope Service

(Cazphy) [Eepiya] [Forerd ]




Flexible Deployment Options

Same Market-Leading Email Security

Cisco Security
Operations Center

Hosted Email Hybrid IN THE
Security Hosted Email NETWORK

CEES) Security

CUSTOMER Hybrid Managed

PREMISE Hosted Email Email
Security Security

C-Series
Appliances

Common Policy | Centralized Reporting | Consistent Protection



Web Security




Web Business Challenges

Malware

Global Malware Infection Rate (est)
9.0%
8.0%
7.0%
6.0%
5.0%
4.0%
3.0% |

Data Loss o : Acceptable

TD Ameritrade Breach | Use Violations

Affects 6.3M Customers e = o
Brokerage firm uncovers data-sucking malware during 40% Pro d u Ct VI ty L 0 SS*

Systl WEEK &bout Contacts Subscribe Advertise Jobs g due to personal Web use at Work
SEPTEN Horme | News | analysis | Comment

el Legal and Regulatory Risk

BY T 17 week > News > Hacking of offensive content brought into the workplace
mawa Smart malware steals from SSL = =S50

names  streams
millior

% of PCs Infected

I= nothing safe?

lain Thomson, wnune t.com, 22 May 2007




Cisco IronPort S-Series
A Powerful, Secure Web Gateway Solution

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

Data Security




Acceptable Use Enforcement
Visibility and Control for the Web and Web Applications

Management and Reporting

Acceptable Malware Data Security

Use Policy Defense

AsyncOS for Web

= Enterprise-class URL filtering

= Applications and object filtering



lronPort URL Filters

Comprehensive Management and Visibility

Access Policies: URL Categories: Global Policy

= Enterprise-class database
—52 categories

—Over 21 million sites, ~3.5 billion 5 [
webpages o S i -

€ Advertisements & Popups v
€3 Aleohol & Tobace <

9 ar: -

o 5l m URL Categories A
) Business

= 24 x 7 monitoring, regular & — T r—
automated updates

= Flexible policy management 7
—Per user, per group policies B e S T

—Multiple actions, including
block, warn and monitor o oo

—Time-based policies -
—Custom categories and notifications -

—Guest Policies



Web Application Control

Native control for HTTP, HTTP(s), FTP applications

Selective decryption of SSL traffic for security and policy

Policy enforcement for applications tunneled over HTTP—
FTP, IM, video

Web Objects filtering (by size or type)

Cisco

webex E““i'l' 3y

Linkedﬁ
\

@ /(E)I'CG | ftp://ftp.funet.fi/pub/

Google

Apps

A You (D

Work. Onlme




Malware Defense
Multiple layers for Anti-Malware Protection

Management and Reporting

Acceptable Use Malware Data Security

Policy Defense

AsyncOS for Web

= Network layer Traffic Monitor
= Web Reputation Filters
= Signhature-based scanning (DVS Engine)



Multi-Layered Malware Defense
Protection Against Today’s Threats

Dynamic Vectoring

and Streaming
Engine

Layer 4 Traffic Web Reputation
Monitor Filters

! ! !

= Blocks malware
= Detects = Blocks 70 s
. . based on deep ——
malicious percent of content analysis & T
botnet traffic known and signatures
across all ports unknown
malware traffic
at connection

time




Web Reputation Filtering

‘ Known good sites
aren’t scanned

SensorBase
Web Reputation

| Filtering
«<: Suspicious SSL Decryption
: : ’ Score

DVS Engine

Anti-Malware &
Anti-Virus
Scanning

Requested
URLSs

Known bad sites
- are blocked



Cisco IronPort DVS Engine

Dynamic Vectoring and Streaming

= Decrypt and scan SSL
traffic

—Selectively, based on Adware Spyware Trojans Worms
category and reputation

= Multiple integrated
verdict engines

—McAfee and Webroot

= Accelerated signature ~35% additional coverage
scanning

—Parallel scans

—Stream scanning

Viruses

gy,



Stream scanning

F'
Latency Scan 4 . Latency

: Progress

DETERMINE - : DETERMINE .
¥ERDICT . ¥YERDICT

Scan
Progress

INSPECT E BUFFER OBJECT
OBJECT . : TO ENMD USER

WRITE DBIECT ¢ START INSPECTING
TO DISK : OBJECT

RECEIYE

ENTIRE OBIECT START RECEI¥YING

OBJECT

Time Time

« Given the real-time nature of HTTP (...) & HTTPS protocols and their
data streams, more sophisticated real-time scanning capabilities are
needed to ensure that traffic within these Web-based paths remain free
from successful attacks through these vectors » IDC




Complete Data Security
Simplicity and Choice

Management and Reporting

Acceptable Use Malware Data Security

Policy Defense

AsyncOS for Web

= Simple on-box data security

= Advanced off-box data security



-
Data Security

On-box Common Sense Security

= Metadata inspection

—Including file type, size, name.

= Allow, block, log

—Metadata combined with userID, category and reputation of the
destination

= Multi-protocol

—HTTP(s), FTP, HTTP tunneled

www.mypartner.com @

. . . . E . = Allow, Block, Log
NS N . -y
Users

www.malwarrior.com =



Common Sense Policies
Simple Approach for Avoiding Web Data Breaches

John Smith,
Finance

FiscalPlan.xls

Webmail.com

HTTPS
(Encrypted)

Verdict ‘

John Smith,
Finance

FiscalPlan.xls

Taxfirm.com

HTTPS
(Encrypted)

X v X

Jane Doe,
Sales

CustomerList.doc

Personal-site.com,
-9 Reputation score

FTP
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