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Cisco 2851 integrated services routers

Cisco 2800 Series integrated services 
routers bring big-company capabilities 
to small businesses with an award-
winning combination of multiservice 
(data, voice, video, and fax) integration, 
flexible LAN and WAN configurations, 
security options, high-performance 
processors, a router-integrated content 
delivery system (requires optional 
module), and investment protection in 
a compact solution.

The modularity of the Cisco 2800 
Series enables small businesses to 
update their networks as budget and 
business application needs dictate.

Purpose-built for integrated services:

Security

Onboard encryption, Network Admission 
Control (NAC), inline intrusion 
prevention system (IPS), dynamically 
loaded signatures, more VPN tunnels, 
and high-performance firewalls.

Voice

Designed for medium density; 
addresses IP telephony, voicemail, auto 
attendant, and conferencing needs.

Comprehensive Layer 2 and Layer 3 
services

• Fast Ethernet (FE)/Gigabit Ethernet 
(GE) switch ports, VLANs, 
application optimization, and PoE

• Wire-speed, concurrent services and 
headroom to grow
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 reference blueprint provides a network diagram and product table for 
 main office, remote office, and teleworkers. This is only a suggested 
print.

 

re 1: Network Diagram for SMBs with 20-100 User Ports per Site
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Providing numerous configuration and 
upgrade options, the Cisco Aironet 
1200 Series supports a variety of 
clients in mixed frequency and mixed 
throughput environments. Whether 
configured for single 802.11a coverage, 
single 802.11g coverage, 802.11b/g 
coverage, or for trimode 802.11a/b/g 
coverage, the Cisco Aironet 1200 
Series offers the greatest flexibility and 
investment protection, allowing 
network administrators to deploy a 
wireless network optimized for their 
particular needs. 

*New*

• Cisco Aironet 1230AG Series for 
challenging RF environments

• 802.11a radio modules for Cisco 
Aironet 1200 Series access points

• Support for the IEEE 802.11i security 
standard and WPA2

• Wireless IDS partnership with air 
defense

• Cisco Compatible Extensions 
Version 3, including EAP-FAST

• Cisco IOS Software Release 
12.3(2)JA

Wireless management

CiscoWorks WLSE Express is the 
integrated security and management 
solution for managing Cisco Aironet 

ocation and Remote Sites

te) 20-100 Users (SMB Enhanced)
 

*New*

 

Cisco 1800 Series fixed-configuration 
integrated services routers, featuring:

• Integrated 8-port switch
• DSL support
• Optional 802.11a/b/g support
• Optional PoE

 

Modularity and investment protection

 

More slots for advanced services via 
NM, NME, NME-X, and NME-XD 
support with PVDM and AIM modules; 
works with previous Cisco 1700, 2600, 
and 3700 Series interfaces; adds new 
services.

 

Scalability, density, and resiliency

 

Inline IP phone power, online insertion, 
and scalable services and interface 
options for growth.

 

WAN services

 

Yes Yes

 

Integrated switch/

Ethernet module 

ports

 

Yes Yes

 

Integrated 

security

 

Yes

Cisco IOS firewall

Cisco IOS VPN

Cisco IOS Intrusion Detection 
System (IDS)

Yes

Cisco IOS firewall

Hardware VPN accelerator

Cisco IOS and NM IDS

 

Integrated content

 

Yes

Network module

Yes

Network module

 

Access point

(external)

Cisco Aironet 1100 Series access points

 

The Cisco Aironet 1100 Series delivers 
an affordable and upgradable WLAN 
solution, setting the enterprise standard 
for high-performance, secure, 
manageable, and flexible WLANs. 

 

Cisco Aironet 1200 Series access points

 

The Cisco Aironet 1200 Series is the 
flagship of the Cisco Aironet Family, 
setting the enterprise standard for 
high-performance, secure, 
manageable, and flexible WLANs. The 
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multiple locations. CiscoWorks WLSE 
Express can manage up to 50 Cisco 
Aironet access points or, through an 
optional license upgrade, up to 100 
Cisco Aironet access points. 

CiscoWorks WLSE Express provides an 
integrated, embedded AAA server for 
user authentication, making it an ideal 
solution for SMBs. 
The Cisco Aironet 1100 Series supports 
a single radio and is available in an 
IEEE 802.11a/g version or IEEE 802.11b 
version that is field-upgradable to 
802.11g. The access point offers 
flexibility and investment protection 
for wireless networks. 

modular design of the Cisco Aironet 
1200 Series allows single or dual radio 
configuration for up to 54-Mbps 
connectivity in both the 2.4- and 5-GHz 
bands; and provides full compliance 
with IEEE 802.11a/b/g standards. 

located in one or multiple
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 and employee productivity with rapid failover 
lancing, bandwidth aggregation, redundancy, and 
. Features include Cisco Spanning Tree Protocol 
 Trunking Protocol (DTP), voice and VLAN capabilities, 
ent Protocol (IGMP), and embedded Cisco Cluster 
are. For added feature availability, the optional Cisco 

er System provides protection against internal power 

th capabilities that secure network management traffic 
 passwords and configuration information. These 
 for network security based on users, ports, and MAC 
re immediate responses to intruder and hacker 
e 802.1x with enhancements, private VLAN edge, port 
tification, and support for RADIUS and TACACS+
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 run 
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Secure Cisco 870 Series routers 

(teleworkers and small remote offices)

Increased performance to run 
concurrent, integrated services (data, 
QoS for voice and video, security, and 
wireless).

Security

Basic security with integrated firewall 
and VPN or advanced security with 
integrated firewall, VPN, IPSs, and 
VLANs.

Wireless 802.11

Optional integrated IEEE 802.11b/g; 
secure WLAN; multiple options for 
antennas.

ocation and Remote Sites
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External switch Cisco Catalyst 2950 Series switches

 

• Fixed-configuration, stackable, and 
standalone switches for FE/GE 
connectivity 

• For networks that require additional 
security, advanced QoS, and high 
availability, enhanced image 
software delivers intelligent services 
such as rate limiting and security 
filtering

 

Cisco Catalyst 3560 Series switches

 

The Cisco Catalyst 3560 Series is a line 
of fixed-configuration switches that 
includes IEEE 802.3af and PoE in FE/GE 
configurations. 

The Cisco Catalyst 3560 switch is an 
ideal access-layer switch for LAN 
access or branch-office environments, 
combining both 10/100/1000 and PoE 
configurations for maximum 
productivity and investment protection 
while enabling the deployment of new 
applications such as IP telephony, 
wireless access, video surveillance, 
building management systems, and 
remote video kiosks.

The Cisco Catalyst 3560 Series now 
includes models that support 24- and 
48-port 10/100/1000 with optional 
standards-based PoE. These models 
will help enable broader 10/100/1000 
and PoE deployment options with 
integrated security, availability, and QoS.

The Cisco Network Assistant is a 
centralized management application 
that simplifies the administration of 
Cisco switches, routers, and wireless 
access points. Free of charge, the Cisco 
Network Assistant provides 
configuration wizards that greatly 
simplify the implementation of 
converged networks and intelligent 
network services.
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 network 

Customers that need a mixture of 10/100 ports, 10/100/1000 ports, PoE, and 
wiring closet aggregation capabilities can incrementally develop their access 
environments, paying only for what they need.

ligence made Simple, embedded management software helps users perform initial and basic 
setup with ease:

• Cisco Express Setup—Sets up the switch through a Web browser, eliminating 
the need to understand the command-line interface (CLI)

• Cisco Smartports—Can be used on all switches in the Cisco Catalyst Family 
and offers a set of pretested, Cisco-recommended, switch port configuration 
templates to consistently and reliably configure essential security, 
availability, QoS, and manageability features with minimal effort and 
expertise. For more info on Smartports, visit http://www.cisco.com/go/
smartports

• Cisco Cluster Management Suite—A next-generation network management 
tool, integrating touchless software upgrades and installations that can be 
customized, thereby saving tremendous time and resources in deploying 
network intelligence at the edge

http://www.cisco.com/go/smartports
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Cisco 2851 integrated services routers

Cisco 2800 Series integrated services 
routers bring big-company capabilities 
to small businesses with an award-
winning combination of multiservice 
(data, voice, video, and fax) 
integration, flexible LAN and WAN 
configurations, security options, high-
performance processors, a router-
integrated content-delivery system 
(requires optional module), and 
investment protection in a compact 
solution.

The modularity of the Cisco 2800 
Series enables small businesses to 
update their networks as budget and 
business application needs dictate.

Purpose-built for integrated services:

Security

Onboard encryption, NAC, inline IPS, 
dynamically loaded signatures, more 
VPN tunnels, and high-performance 
firewalls.

Voice

Designed for medium density; 
addresses IP telephony, voicemail, 
auto attendant, and conferencing 
needs.

Comprehensive Layer 2 and Layer 3 
services

• FE/GE switch ports, VLANs, 
application optimization, and PoE

• Wire-speed, concurrent services and 
headroom to grow
etworking so
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 reference blueprint provides a network diagram and product table 
our main office, remote office, and teleworkers. This is only a suggested 
print.

 

re 2: Network Diagram for SMBs with 100-250 User Ports per Site
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This product table briefly describes

site. It is intended to be a starting p
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This network blueprint is intended to be an educational resource and a starting point in planning your network solution; it is not a final 
recommendation from Cisco.  To determine the deployment most appropriate for your company we suggest you work with a Cisco 
representative, Cisco channel partner, or a solutions provider.
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*New*

• Cisco Aironet 1230AG Series for 
challenging RF environments

• 802.11a radio modules for Cisco 
Aironet 1200 Series access points

• Support for the IEEE 802.11i security 
standard and WPA2

• Wireless IDS partnership with air defense

• Cisco Compatible Extensions 
Version 3, including EAP-FAST

• Cisco IOS Software Release 12.3(2)JA

Wireless management

CiscoWorks WLSE Express is the 
integrated security and management 
solution for managing Cisco Aironet 
access points located in one or 
multiple locations. CiscoWorks WLSE 
Express can manage up to 50 Cisco 
Aironet access points or, through an 
optional license upgrade, up to 100 
Cisco Aironet access points. 
CiscoWorks WLSE Express provides an 
integrated, embedded AAA server for 
user authentication, making it an ideal 
solution for SMBs.

Switching

100-250 Users

(SMB Enhanced)

s Cisco Catalyst 3750 Series

ocation and Remote Sites

lete; 100-250 Users (SMB Enhanced; External 

Firewall, VPN, and Voice Recommended)
 

Maximum modularity and investment 
protection

 

Cisco 3845 Series integrated services 
routers provide 4 slots for network 
modules; capable of supporting up to 4 
NM, NME, NME-X or 2 NMD, NME-XD; 
4 single-width or 2 double-width HWIC 
slots; 2 AIM slots; 4 PVDM slots; 2 USB 
ports; and optional support of up to 48 
ports of IP phone power output; works 
with Cisco 1700, 2600, and 3700 Series 
NMs, VICs, and WICs.

 

Scalability, density, and resiliency

 

Highest levels of resiliency with 
redundant power supply options, 
optional inline power and hot-
swappable NMs; scalable services and 
interfaces for future requirements.

 

Modularity and investment protection

 

More slots for advanced services via 
NM, NME, NME-X, and NME-XD 
support with PVDM and AIM modules; 
works with previous Cisco 1700, 2600, 
and 3700 Series interfaces; adds new 
services.

Scalability, density, and resiliency

Inline IP phone power, online insertion, 
and scalable services and interface 
options for growth.

 

WAN services

 

Yes Yes

 

Integrated security

 

Yes

Cisco IOS firewall

Hardware VPN accelerator

Cisco IOS and NM IDS

Yes

Cisco IOS and NM IDS 

 

Integrated content

 

Yes

Network module

Yes

Network module

 

Access point 

(external)

Cisco Aironet 1100 Series

 

The Cisco Aironet 1100 Series delivers 
an affordable and upgradable WLAN 
solution, setting the enterprise 

 

Cisco Aironet 1200 Series

 

The Cisco Aironet 1200 Series is the 
flagship of the Cisco Aironet line, setting 
the enterprise standard for high-
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Express can manage up t
Aironet access points or,
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CiscoWorks WLSE Expres
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(SMB Complete)
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ackable, and 
r FE/GE 
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ity filtering

Cisco Catalyst 3560 Series

Cisco Catalyst 4500 Series

Cisco Catalyst 3750 Series

The Cisco Catalyst 3750 Series switch 
is an innovative product for midsize 
organizations and enterprise branch 
offices. Featuring Cisco StackWise™ 
technology, the switches improve LAN 
operating efficiency by combining 
ease of use and the highest resiliency 
available for stackable switches.

Cisco StackWise technology is a 
revolutionary stacking architecture that 
brings high levels of resiliency, 
automation, and performance to 
stackable switches. With Cisco 
StackWise technology, customers can 
create a single, 32-Gbps switching unit 
with up to 9 Cisco Catalyst 3750 Series 
switches. Cisco StackWise technology
standard for high-performance, 
secure, manageable, and flexible 
WLANs. The Cisco Aironet 1100 Series 
supports a single radio and is available 
in an IEEE 802.11a/g version or IEEE 
802.11b version that is field-
upgradable to 802.11g. The access 
point offers flexibility and investment 
protection for wireless networks. With 
the IEEE 802.11g version, users can 
enjoy up to 54-Mbps data rates while 
maintaining full backward 
compatibility with legacy 802.11b 
devices. Administrators can configure 
the access point to support both 
802.11g and legacy 802.11b clients for 
investment protection or, for higher 
performance, it may be configured to 
support only 802.11g clients.

performance, secure, manageable, and 
flexible WLANs. The modular design of 
the Cisco Aironet 1200 Series allows 
single or dual radio configuration for 
up to 54-Mbps connectivity in both the 
2.4- and 5-GHz bands, and provides full 
compliance with IEEE 802.11a/b/g 
standards. Providing numerous 
configuration and upgrade options, the 
Cisco Aironet 1200 Series supports a 
variety of clients in mixed frequency 
and mixed throughput environments. 
Whether configured for single 802.11a 
coverage, single 802.11g coverage, 
802.11b/g coverage or for trimode 
802.11a/b/g coverage, the Cisco Aironet 
1200 Series offers the greatest 
flexibility and investment protection, 
allowing network administrators to 
deploy wireless networks optimized 
for their particular needs. 

Cisco Catalyst 3560 Serie

Cisco Catalyst 2950 Serie

• Fixed-configuration, st
standalone switches fo
connectivity

• For networks that requ
security, advanced Qo
availability, enhanced im
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rate limiting and secur
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ets up the switch through a Web browser, eliminating 
d the CLI

be used on all switches in the Cisco Catalyst Family, 
ested, Cisco-recommended, switch port configuration 
ly and reliably configure essential security, availability, 
ty features with minimal effort and expertise. For more 
orts, visit http://www.cisco.com/go/smartports

ent Suite-A next-generation network management 
less software upgrades and installations that can be 
ving tremendous time and resources in deploying 

t the edge.

 and employee productivity with rapid failover 
lancing, bandwidth aggregation, redundancy, and 
. Features include Cisco Spanning Tree Protocol 
e and VLAN capabilities, IGMP, and embedded Cisco 
te Software. For added feature availability, the optional 
t Power System provides protection against internal 

th capabilities that secure network management traffic 
 passwords and configuration information. These 
 for network security based on users, ports, and MAC 
re immediate responses to intruder and hacker 
e 802.1x with enhancements, private VLAN edge, port 
tification, and support for RADIUS and TACACS+.

s of up to 20 Users

ocation and Remote Sites

lete; 100-250 Users (SMB Enhanced; External 

Firewall, VPN, and Voice Recommended)
 

Cisco Catalyst 3560 Series

 

The Cisco Catalyst 3560 Series is a line 
of fixed-configuration switches that 
includes IEEE 802.3af and PoE in FE/GE 
configurations. The Cisco Catalyst 3560 
switch is an ideal access-layer switch 
for LAN access or branch-office 
environments, combining both 10/100/
1000 and PoE configurations for 
maximum productivity and investment 
protection while enabling the 
deployment of new applications such 
as IP telephony, wireless access, video 
surveillance, building management 
systems, and remote video kiosks.

supports both 10/100/1000 and PoE 
configurations for maximum productivity 
and investment protection while enabling 
the deployment of new applications 
such as IP telephony, wireless access, 
video surveillance, building management 
systems, and remote video kiosks.

 

Cisco Catalyst 3560 

 

The Cisco Catalyst 3560 Series is a line 
of fixed-configuration switches that 
includes IEEE 802.3af and PoE in FE/GE 
configurations. The Cisco Catalyst 3560 
switch is an ideal access-layer switch for 
LAN access or branch-office environments, 
combining both 10/100/1000 and PoE 
configurations for maximum productivity 
and investment protection while enabling 
the deployment of new applications 
such as IP telephony, wireless access, 
video surveillance, building management 
systems, and remote video kiosks.

 

Cisco Catalyst 4500 Series

 

Chassis-based, high-density, high-
performance switches offering wire-
speed, multilayer 10/100/1000-Mbps 
switching, and PoE support.

The Cisco Catalyst 4500 Series 
integrates nonblocking Layer 2-4 
switching with optimal control, helping 
enable business resilience for 
enterprises and SMBs deploying 
business-critical applications.
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Main Location 

100-250 Users (SMB Complete; 

Integrated)

100-250 Users (SMB Enhanced; External 

Firewall, VPN, and Voice Recommended)
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wiring closet aggregation
environments, paying on

 

Intelligence made 
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setup with ease:
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High availability

 

Increase network uptime
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Cluster Management Sui
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Security
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Solution Features for Teleworker or SMB Site
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Integrated)
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mote offices)

un concurrent, 
QoS for voice 

ireless).

ated firewall 
urity with 
s, and VLANs.

.11b/g; single, 

Secure Cisco 870 Series routers 

(teleworkers and small remote offices)

Increased performance to run concurrent, 
integrated services (data, QoS for voice 
and video, security, and wireless).

Security

Basic security with integrated firewall 
and VPN or advanced security with 
integrated firewall, VPN, IPSs, and VLANs.

Wireless 802.11

Secure wireless IEEE 802.11b/g; single, 
fixed antenna.
The Cisco Catalyst 4500 Series extends 
control to the network edge with 
intelligent network services, including 
sophisticated QoS, predictable 
performance, advanced security, and 
comprehensive management, 
delivering advanced control with 
integrated resiliency. Integrated 
resiliency in both hardware and 
software minimizes network 
downtime, helping to ensure 
workforce productivity, profitability, 
and customer success.

The modular architecture, media 
flexibility, and expandability of the 
Cisco Catalyst 4500 Series extend 
deployment life while reducing the 
cost of ownership by minimizing 
recurring operational expenses and 
improving return on investment (ROI).

Broadband router Secure Cisco 850 Series r

(teleworkers and small re

Increased performance to r
integrated services (data, 
and video, security, and w

Security

Basic security with integr
and VPN or advanced sec
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Secure wireless IEEE 802
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Cisco 3845 integrated services routers

The Cisco 3845 Integrated Services 
Router is the flagship of the Cisco 
Integrated Services Router portfolio, 
providing high-performance routing, 
low-density switching, security, voice, 
IP telephony, voicemail, video, and 
content networking in a single, 
integrated solution. This design 
enables SMBs to adapt incrementally 
to evolving business needs. By 
transparently integrating advanced 
technologies, adaptive services, and 
secure communications into a single, 
resilient system, Cisco 3845 integrated 
services routers ease deployment and 
management, lower network cost and 
complexity, and provide unmatched 
investment protection. 

Purpose-built for integrated service:

Security

Onboard encryption, NAC, optional 
inline IPS, dynamically loaded 
signatures, more VPN tunnels, and 
high-performance firewalls.

Voice

Optimized for large-enterprise branch 
IP telephony, voicemail, auto 
attendant, and conferencing needs. 
Featuring highest density levels for 
analog and digital voice, as well as 
legacy and dial aggregation.

Comprehensive Layer 2 and Layer 3 
services

FE/GE switch ports, VLANs, wireless, 
application optimization, PoE, wire 
speed for up to T3/E3 throughput.
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SECURE WIRELESS BLUEPRINT: 250 TO 500 USER PO

 

 reference blueprint provides a network diagram and product table for 
 main office, remote office, and teleworkers. This is only a suggested 
print.

 

re 3: Network Diagram for SMBs with 250-500 User Ports per Site
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Product Table

 

This product table briefly describes

site. It is intended to be a starting p

remote offices, and teleworkers.
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This network blueprint is intended to be an educational resource and a starting point in planning your network solution; it is not a final 
recommendation from Cisco.  To determine the deployment most appropriate for your company we suggest you work with a Cisco 
representative, Cisco channel partner, or a solutions provider.
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numerous configuration and upgrade 
options, the Cisco Aironet 1200 Series 
supports a variety of clients in mixed 
frequency and mixed throughput 
environments. Whether configured for 
single 802.11a coverage, single 802.11g 
coverage, 802.11b/g coverage. or for 
trimode 802.11a/b/g coverage, the Cisco 
Aironet 1200 Series offers the greatest 
flexibility and investment protection, 
allowing network administrators to 
deploy wireless networks optimized 
for their particular needs. 

*New*

• Cisco Aironet 1230AG Series for 
challenging RF environments

• 802.11a radio modules for Cisco 
Aironet 1200 Series access points

• Support for the IEEE 802.11i security 
standard and WPA2

• Wireless IDS partnership with air defense

• Cisco Compatible Extensions 
Version 3, including EAP-FAST

• Cisco IOS Software Release 12.3(2)JA

Wireless management

CiscoWorks WLSE Express is the 
integrated security and management 
solution for managing Cisco Aironet 
access points located in one or 

ocation and Remote Sites

lete; External 

d Voice 

250-500 Users (SMB Enhanced; External 

Hardware Firewall, VPN, and Voice 

Recommended)
 

Comprehensive Layer 2 and Layer 3 
services

 

FE/GE switch ports, VLANs, wireless, 
application optimization, PoE, wire 
speed for up to T3/E3 throughput

 

Maximum modularity and investment 
protection

 

Provides 2 network module slots, 
which support any size network 
module-NM, NME, NME-X, NMD, or 
NME-XD; 4 single-width or 2 double-
width HWIC slots; 2 AIM slots; 4 PVDM 
slots; 2 USB ports; and optional 
support for up to 24 ports of IP phone 
power output. Works with Cisco 1700, 
2600, and 3700 Series NMs, VICs, and 
WICs.

 

Scalability, density, and resiliency

 

Highest levels of resiliency with 
optional inline power; scalable 
services and interfaces for future 
requirements. By transparently 
integrating advanced technologies, 
adaptive services, and secure 
communications into a single, resilient 
system, the Cisco 3825 Integrated 
Services Router eases deployment and 
management, lowers network cost and 
complexity, and provides unmatched 
investment protection. The modularity 
of the Cisco 3800 Series enables small 

 

Maximum modularity and investment 
protection

 

Cisco 3845 routers provide 4 slots for 
network modules, and are capable of 
supporting up to 4 NM, NME, NME-X 
or 2 NMD, NME-XD; 4 single-width or 2 
double-width HWIC slots; 2 AIM slots; 
4 PVDM slots; 2 USB ports; and 
optional support of up to 48 ports of IP 
phone power output; works with Cisco 
1700, 2600, and 3700 Series NMs, VICs, 
and WICs.

 

Scalability, density, and resiliency

 

Highest levels of resiliency with 
redundant power supply options, 
optional inline power, and hot-
swappable NMs; scalable services and 
interfaces for future requirements.
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250-500 Users (SMB Complete; External 

Hardware Firewall, VPN, and Voice 

Recommended)

250-500 Users (SMB Enhanced; External 

Hardware Firewall, VPN, and Voice 
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multiple locations. CiscoWorks WLSE 
Express can manage up to 50 Cisco 
Aironet access points or, through an 
optional license upgrade, up to 100 
Cisco Aironet access points. 
CiscoWorks WLSE Express also 
provides an integrated, embedded 
AAA server for user authentication, 
making it an ideal solution for SMBs.
sinesses to update their networks as 
dgets and business application 
eds dictate.

Yes Yes

Yes

Network module

Yes

Network module

sco Aironet 1100 Series access points

e Cisco Aironet 1100 Series delivers 
 affordable and upgradable WLAN 
lution, setting the enterprise standard for 
gh-performance, secure, manageable, 
d flexible WLANs. The Cisco Aironet 
00 Series supports a single radio and 
available in an IEEE 802.11a/g 
rsion or IEEE 802.11b version that is 
ld-upgradable to 802.11g. The access 
int offers flexibility and investment 
otection for wireless 

Cisco Aironet 1200 Series access 

points

The Cisco Aironet 1200 Series is the 
flagship of the Cisco Aironet line, 
setting the enterprise standard for 
high-performance, secure, 
manageable, and flexible WLANs. The 
modular design of the Cisco Aironet 
1200 Series allows single or dual radio 
configuration for up to 54-Mbps 
connectivity in both the 2.4- and 5-GHz 
bands and is fully compliant with the 
IEEE 802.11a/b/g standards. Providing

CiscoWorks WLSE Expres
integrated, embedded AA
user authentication, mak
solution for SMBs.



      

Cisco Catalyst 4500 Series

 

Chassis-based, high-density, high-
performance switches offering wire-
speed, multilayer 10/100/1000-Mbps 
switching and PoE support.

The Cisco Catalyst 4500 Series 
integrates nonblocking Layer 2-4 
switching with optimal control, helping 
enable business resilience for 
enterprises and SMBs deploying 
business-critical applications.

The Cisco Catalyst 4500 Series extends 
control to the network edge with 
intelligent network services, including 
sophisticated QoS, predictable 
performance, advanced security, and 
comprehensive management, 
delivering advanced control with 
integrated resiliency. Integrated 
resiliency in both hardware and 
software minimizes network 
downtime, helping to ensure 
workforce productivity, profitability, 
and customer success.

The modular architecture, media 
flexibility, and expandability of the 
Cisco Catalyst 4500 Series extend 
deployment life while reducing the 
cost of ownership by minimizing 
recurring operational expenses and 
improving ROI.

     

ocation and Remote Sites

 

lete; External 

d Voice 

250-500 Users (SMB Enhanced; External 

Hardware Firewall, VPN, and Voice 

Recommended)
 

Switching

250-500 Users

(SMB Complete)

Switching

250-500 Users 

(SMB Enhanced)

External switch Cisco Catalyst 2950 Series

Cisco Catalyst 3560 Series

Cisco Catalyst 4500 Series

Cisco Catalyst 2950 Series

 

• Fixed-configuration, stackable, and 
standalone switches for FE/GE 
connectivity

• For networks that require additional 
security, advanced QoS, and high 
availability, enhanced image software 
delivers intelligent services such as 
rate limiting and security filtering

 

Cisco Catalyst 3560 Series

 

The Cisco Catalyst 3560 Series is a line 
of fixed-configuration switches that 
include IEEE 802.3af and PoE in FE/GE 
configurations. The Cisco Catalyst 3560 
switch is an ideal access-layer switch 
for LAN access or branch-office 
environments, combining both 10/100/
1000 and PoE configurations for 
maximum productivity and investment 
protection while enabling the 
deployment of new applications such 
as IP telephony, wireless access, video 
surveillance, building management 
systems, and remote video kiosks.

   

Cisco Catalyst 3750 Series

Cisco Catalyst 3560 Series

Cisco Catalyst 4500 Series

Cisco Catalyst 3750 Series

The Cisco Catalyst 3750 Series switch 
is an innovative product for midsize 
organizations and enterprise branch 
offices. Featuring Cisco StackWise 
technology, the switch improves LAN 
operating efficiency by combining 
ease of use and the highest resiliency 
available for stackable switches.

Cisco StackWise technology is a 
revolutionary stacking architecture that 
brings high levels of resiliency, 
automation, and performance to 
stackable switches. With Cisco 
StackWise technology, customers can 
create a single, 32-Gbps switching unit 
with up to 9 Cisco Catalyst 3750 Series 
switches. Cisco StackWise technology 
supports both 10/100/1000 and PoE 
configurations for maximum 
productivity and investment protection 
while enabling the deployment of new 
applications such as IP telephony, 
wireless access, video surveillance, 
building management systems, and 

Table 3: Solution Features for Main Business Location and Remote Sites

Main Location

250-500 Users (SMB Complete; External 

Hardware Firewall, VPN, and Voice 

Recommended)

250-500 Users (SMB Enhanced; External 

Hardware Firewall, VPN, and Voice 

Recommended)
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 be used on all switches in the Cisco Catalyst Family 
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ent Suite—A next-generation network management 
less software upgrades and installations that can be 
ving tremendous time and resources in deploying 

t the edge
Cisco Catalyst 4500 Series

Chassis-based, high-density, high-
performance switches offering wire-
speed, multilayer 10/100/1000-Mbps 
switching.

Offers integrated resiliency, control, 
and intelligent services, including QoS, 
predictable performance, advanced 
security, and comprehensive 
management for converged network 
deployments.

remote video kiosks.

Cisco Catalyst 3560 Series

The Cisco Catalyst 3560 Series is a line 
of fixed-configuration switches that 
includes IEEE 802.3af and PoE in FE/GE 
configurations. The Cisco Catalyst 3560 
switch is an ideal access-layer switch 
for LAN access or branch-office 
environments, combining both 10/100/
1000 and PoE configurations for 
maximum productivity and investment 
protection while enabling the 
deployment of new applications such 
as IP telephony, wireless access, video 
surveillance, building management 
systems, and remote video kiosks.

Pay as you expand 

your network 

Customers that need a m
wiring closet aggregation
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Intelligence made 
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• Cisco Express Setup—
the need to understan

• Cisco Smartports—Can
and offers a set of pret
templates to consisten
availability, QoS, and m
expertise. For more inf
smartports

• Cisco Cluster Managem
tool, integrating touch
customized, thereby sa
network intelligence a

http://www.cisco.com/go/smartports


 

High

  

Secu

  

Solu

Broa

            

Table

 

Main
 availability Increase network uptime and employee productivity with rapid failover 
recovery, Layer 2 load balancing, bandwidth aggregation, redundancy, and 
simplified administration. Features include Cisco Spanning Tree Protocol 
enhancements, DTP, voice and VLAN capabilities, IGMP, and embedded Cisco 
Cluster Management Suite Software. For added feature availability, the optional 
Cisco RPS 675 Redundant Power System provides protection against internal 
power supply failures.

rity Increase LAN security with capabilities that secure network-management traffic 
through the protection of passwords and configuration information. These 
capabilities offer options for network security based on users, ports, and MAC 
addresses and enable more immediate responses to intruder and hacker 
detection. Features include 802.1x with enhancements, private VLAN edge, port 
security, MAC address notification, and support for RADIUS and TACACS+.

tion Features for Teleworker or SMB Sites of up to 20 Users

dband router Secure Cisco 850 Series routers 

(teleworkers and small remote offices)

Increased performance to run 
concurrent, integrated services (data, 
QoS for voice and video, security, and 
wireless).

Security

Basic security with integrated firewall 
and VPN or advanced security with 
integrated firewall, VPN, IPSs, and 
VLANs.

Wireless 802.11

Secure wireless IEEE 802.11b/g; single, 
fixed antenna.

Secure Cisco 870 Series routers 

(teleworkers and small remote offices)

Increased performance to run 
concurrent, integrated services (data, 
QoS for voice and video, security, and 
wireless).

Security

Basic security with integrated firewall 
and VPN or advanced security with 
integrated firewall, VPN, IPSs, and 
VLANs.

Wireless 802.11

Optional integrated IEEE 802.11b/g; 
secure WLAN; multiple options for 
antennas.

 3: Solution Features for Main Business Location and Remote Sites

 Location

250-500 Users (SMB Complete; External 

Hardware Firewall, VPN, and Voice 

Recommended)

250-500 Users (SMB Enhanced; External 

Hardware Firewall, VPN, and Voice 

Recommended)
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