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Secure Mobility



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 2

Introduction
� Wireless Security v s M o b ility Security
� L WA P P
� K ey M o b ility C h a ra cteristics to  co n sid er in  yo ur o v era ll a rch itecture

Roaming
A u t h e nt ic at ion

� N A C  in teg ra tio n
� F irew a ll I n teg ra tio n
� I P S I n teg ra tio n
� C SA  
� A SA
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W ire l e s s  S e curity
� Wireless Security is fundamentally a discussion about 
h ow  to mak e a WL A N  secure

� C isco’s WL A N  p roducts are industry leading ,  and w orld 
class
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M ob il ity  S e curity
� M obility Security is a discussion about h ow  to p rotect 
your mobile dev ices,  and h ow  to p rotect your netw ork  
from th e imp acts of mobility

� I t is a discussion about integ rating  you w ireless security 
p lans w ith  your ov erall netw ork  security p lans.

� Wireless Security is still p art of th e discussion,  but so is 
C SA ,  N A C ,  I P S,  and F irew alls
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A utonom ous  D e p l oy m e nts  O rig ina l l y  
H a d L ittl e  C oordina tion

� E a ch  A P  h a d  its o w n  v iew  o f  th e n etw o rk  – lik e sta n d a lo n e cell 
to w ers

� N o  h iera rch ica l v iew  o f  th e R F  – o r th e n etw o rk  




