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Secure Mobility
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Introduction
� Wireless Security v s M o b ility Security
� L WA P P
� K ey M o b ility C h a ra cteristics to  co n sid er in  yo ur o v era ll a rch itecture

Roaming
A u t h e nt ic at ion

� N A C  in teg ra tio n
� F irew a ll I n teg ra tio n
� I P S I n teg ra tio n
� C SA  
� A SA
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W ire l e s s  S e curity
� Wireless Security is fundamentally a discussion about 
h ow  to mak e a WL A N  secure

� C isco’s WL A N  p roducts are industry leading ,  and w orld 
class
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M ob il ity  S e curity
� M obility Security is a discussion about h ow  to p rotect 
your mobile dev ices,  and h ow  to p rotect your netw ork  
from th e imp acts of mobility

� I t is a discussion about integ rating  you w ireless security 
p lans w ith  your ov erall netw ork  security p lans.

� Wireless Security is still p art of th e discussion,  but so is 
C SA ,  N A C ,  I P S,  and F irew alls



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 5

A utonom ous  D e p l oy m e nts  O rig ina l l y  
H a d L ittl e  C oordina tion

� E a ch  A P  h a d  its o w n  v iew  o f  th e n etw o rk  – lik e sta n d a lo n e cell 
to w ers

� N o  h iera rch ica l v iew  o f  th e R F  – o r th e n etw o rk  
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E nte r T h e  C ontrol l e r

Control and Management

DHCPDHCP R A DI U SR A DI U SDN SDN S A CSA CS HPO VHPO V
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B a s ic P rincip a l s  of  T h e  C ontrol l e r
� A ll a ccess to  n etw o rk  reso urces g o es th ro ug h  th e co n tro ller

– RA D I U S
– D H C P
– D N S

� C o n tro ller a cts a s security g a tew a y f o r clien ts
� M a n a g es a ll a ccess p o in ts o n  th e n etw o rk
� N o  n eed  to  resub n et th e n etw o rk  f o r d ep lo ym en t
� A  sta n d a rd iz ed  p ro to co l w a s n eed ed ….
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L W A P P  th e  P rotocol  f or C e ntra l iz a tion
� Defines the authentication and contr ol  of w ir el ess access p oints
� P r ov ides standar d inter face b etw een contr ol l er s and l ig htw eig ht access p oints
� E nab l es fl ex ib l e dep l oy m ents
� E ach A P  is effectiv el y  a r em ote inter face on the contr ol l er
� A l l ow s contr ol l er  to:  

Control the AP channel and power 
M anag e encry pti on /  au thenti cati on
D eli v er wi reles s  prev enti on/ protecti on
B etter capaci ty  m anag em ent
Centrali z ed m anag em ent
D y nam i c control

Switch/Routed
N etwor k
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L W A P P  D e l iv e rs  N e tw ork  R e l ia b il ity
C is co  W L A N  C on tr ol l er

C is co A ir on et
A cces s  P oin ts

E ther n et Switch

Cisco Hardware Layer
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C e ntra l iz a tion D e l iv e rs  R F  R e l ia b il ity
C is co  W L A N  C on tr ol l er

E ther n et Switch

Cisco Hardware Layer

C is co A ir on et
A cces s  P oin ts
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Im p rov e d P e rf orm a nce  P e r U s e r
Solving Performance & Capacity problems in high density 
areas ( e. g.  conference rooms,  cafeteria) …
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Im p rov e d R oa m ing
1. security R A D I U S  S erv er1 .  S ec u ri ty  –

�

A c c es s  c ontrol; E nc ry p ti on

3 .  R oami ng – P reemp ti v e h andof f ; P K C

F ou r-w ay  
h ands h ak e

8 0 2 . 1 1 i  
E nc ry p ted L i nk

PMK = X

PMK C a c h e
C l ien t A  X

2 .  Q oS   – W MM &  8 0 2 . 1 1 e

RF   Q os           V oice
B W  C on tr a ct  6 4 K

B andw i dth  
R es erv ati on

Wireless 
S erv ic es M o d u le 
( WiS M )

Wireless L A N  
C o n t ro ller
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A rch ite cture  D e p l oy m e nt

� H unting p h ase:  A P  needs to find WL C
� J oin p h ase:  A P  associates securely w ith WL C
� A uth oriz ation p h ase:  WL C  accep t or not A P
� C onfig uration p h ase:  WL C  up load firmw are ( if needed) ,  
WL C  up load A P  config uration

W here I s
M y W L C?

L i g h t w e i g h t  
A c c e s s  Po i n t s C i s c o  W L A N  C o n t r o l l e r

A ccess P oints N eed to B e 
A ssociated w ith WL A N  C ontroller
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Ser v ices  B l ock
M a n a g em en t B l ock

S e cure  W L A N  S ol ution A rch ite cture

L A P

C or e

I P S

F W

W L A N  C l ien t
T r a f f ic

L A P

W L C

N A C

W L A N  cl ien ts  with N A C  A g en t,  C SA ,  C SSC

N oC

A C S f or  A A A

W C S C SA  M C

N A C  M a n a g er

C S M A RS

A SA

L W A P P  T un n el

F W
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N A C  A p p lia n ce 
in teg ra tion  w ith  th e 

C U W N
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N A C  A p p l ia nce  Inte g ra tion on a  W L A N :  
V P N  S S O

W L C

intranet

N A C
A p p l ianc e

L W A P P

W L A N  c l ient 
w ith  C A  A g ent 

A P

N A C  A p p l ianc e
M anag er ( C A M )A A A

W L C  RA D I U S A ccoun tin g  with V SA s

2

W ir el es s  8 0 2 . 1 x /E A P  A uthen tica tion

1
D N SRem edia tion

Ser v er

3

W ir el es s  us er  a dded to on l in e us er s  l is t in  C A M

4

N A C  A g en t C on n ects  to C A M  v ia  SW I SS f or  com p l ia n ce check
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N A C  A p p l ia nce  Inte g ra tion on a  W L A N :  
A ctiv e  D ire ctory  S S O

W L C

intranet

N A C
A p p l ianc e

A ctiv e D ir ector y
Ser v er

L W A P P

W L A N  c l ient 
w ith  C A  A g ent 

A P

N A C  A p p l ianc e
M anag er ( C A M )

A A A

W ir el es s  8 0 2 . 1 x /E A P  A uthen tica tion

1

N A C  A p p l ia n ce A D  Q uer y

3

M a chin e a n d C l ien t A D  a uthen tica tion

2

D N SRem edia tion
Ser v er

4

N A C  A g en t C on n ects  to C A M  v ia  SW I SS f or  com p l ia n ce check
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N A C  A p p l ia nce  a nd W ire l e s s  R oa m ing  
C ons ide ra tions :  L a y e r 3  R oa m ing
C onnectiv ity B efore L 3  R oam

Untrusted,  
V L A N s 3 1 -3 2

T rusted
V L A N s 1 3 1 -1 3 2

W L A N  T rusted 1

W L A N  T rusted 2

Posture Assessment
Auth enti c a ted  Ac c ess
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N A C  A p p l ia nce  a nd W ire l e s s  R oa m ing  
C ons ide ra tions :  L a y e r 3  R oa m ing
C onnectiv ity A fter L 3  R oam ( Symmetrical T unnel)

Untrusted,  
V L A N s 3 1 -3 2

T rusted
V L A N s 1 3 1 -1 3 2

W L A N  T rusted 1

W L A N  T rusted 2

Posture Assessment
Auth enti c a ted  Ac c ess
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F irew a ll I n teg ra tion  w ith  
th e C U W N
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B a si c

F i re
D ep a rtm ent

P o l i c e 
D ep a rtm ent

U s e r G roup  A cce s s  P ol icy  E nf orce m e nt
F irew all I nteg ration on a WL A N  Samp le Scenario
� T o  sep a ra te users A C L ' s m a y suf f ice,  b ut leg a l o r p o licy rea so n s
m a y req uire a  f irew a ll

� D if f eren t f irew a ll p o licies a re req uired  f o r d if f eren t cla sses o f  
users sh a rin g  th e sa m e WL A N  in f ra structure 

A dm i n
User

P o l i c e
D ep a rtm ent

F i re 
D ep a rtm ent

B a si c  
User
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U s e r G roup  A cce s s  P ol icy  E nf orce m e nt
F irew all I nteg ration on a WL A N  Samp le Scenario
� R estricts user g ro up  a ccess to  p erm itted  
n etw o rk  reso urces o n ly

� 8 0 2 .1 X  a llo w s a  co m m o n  WL A N  b ut 
d if f eren t user g ro up  V L A N  a ssig n m en t 
b a sed  up o n  A A A  p o licy

S ing l e S S I D wi th R AD I U S -as s i g ned V L AN  u pon 
s u cces s f u l 8 0 2 . 1 X / E AP au thenti cati on

� V L A N  m a p p ed  to  d if f eren t f irew a ll V L A N s
a n d  sub j ect to  d if f eren t f irew a ll p o licy

V L A N  m ap p ed to a sp ecific v ir tual  contex t ( user  
g r oup )  in the fir ew al l
F ir ew al l  p ol icy  enfor ced p er  user  g r oup

� D esig n  G uid e E x a m p le uses m ultip le 
co n tex ts,  a n d  tra n sp a ren t m o d e

U ntru s ted V L A N s

T ru s ted V L A N s
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F ire w a l l s  a nd W ire l e s s  R oa m ing :  
S y m m e tric R oa m ing

� C lien t R o a m s
� T ra f f ic to  clien t is tun n eled
� T ra f f ic f ro m  clien t is tun n eled
� Sym m etric ro a m in g  f ea ture 
en sures a ll clien t tra f f ic g o es 
th ro ug h  th e sa m e f irew a ll

� F irew a ll sta te in f o rm a tio n  is 
m a in ta in ed  a n d  clien t tra f f ic 
co n tin ues

E oI P

R oam

�
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I P S a n d  C U W N  
I n teg ra tion
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S erv i c es B l o c k

M a na g em ent B l o c k

F W
N oC

L W A P P  T un n el

C is co IP S  f or G e ne ra l  C l ie nt T ra f f ic 
T h re a ts  a nd A nom a l ie s

L A P

C or e

I P S

W L A N  C l ien t
T r a f f ic

L A P

W L C

N A C

A C S f or  A A A

W C S

C S M A RS

A SA

F W

A n om a l ous  W L A N
C l ien t T r a f f ic

V ir us es ,  wor m s ,  
a p p l ica tion  a b us e,  
etc.

C l i ent tra f f i c  th rea ts
W L AN  th rea t d etec ti on a nd  
mi ti g a ti on el ements

C SA  M C

N A C  M a n a g er
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C or e

A cces s  
N etwor k

C is co W L C  a nd IP S  Inte g ra tion f or 
A utom a te d T h re a t M itig a tion

W L C

L A P

I P S

M a l icious  W L A N
C l ien t T r a f f ic

1 ) Mali c i ou s  c li ent traf f i c  
detec ted b y  Ci s c o I P S

3 ) U p dated s h u n li s t 
rec ei v ed b y  W L C 
w i th  new ly  b loc k ed 
c li ent I P  addres s

5 ) W L C di s c onnec ts  th e 
W L A N  c li ent and b loc k s  
re-c onnec ti on attemp ts  

4 ) W L C c h ec k s  i f  b loc k ed I P  
addres s  matc h es  an 
as s oc i ated W L A N  c li ent.
I f  y es ,  W L C c reates  a c li ent 
ex c lu s i on

X

2 ) H os t b loc k  i ni ti ated 
on Ci s c o I P S  

A u tomated th reat mi ti gati on at th e 
ac c es s  edge
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C SA  a n d  W L A N s
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C S A  f or S im ul ta ne ous  W ire d a nd 
W ire l e s s

� Prevent bridging of u nau thoriz ed devices into corporate netw ork
I f  b oth an E thernet and a wi reles s  connecti on are acti v e,  f i lter all wi reles s  traf f i c
N o i m pact on wi red i nterf ace traf f i c

� I f u sing CSSC su pplicant,  leverage its simu ltaneou s w ired and 
w ireless featu re to disable W L A N  connections w hen a w ired 
connection is active

T C P

U D P

T C P

U D P

E n ter p r is e I f  E th ernet ac ti v e,  drop  traf f i c  
ov er any  w i reles s  i nterf ac e
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C S A  f or W ire l e s s  A d-H oc C onne ctions

� P rev en t un a uth o riz ed  a n d  in secure w ireless a d -h o c co n n ectio n s
F il ter  tr affic ov er  any  w ir el ess ad-hoc connection

� C o m p lem en t w ith  m o n ito rin g  o f  w ireless a d -h o c co n n ectio n s f ro m  
n etw o rk -sid e

W ir el ess I DS / I P S  featur es of the W L C

A c ti v e W i reles s

A d-H oc  Connec ti on

T C P

U D P

T C P

U D P

D rop  traf f i c  ov er any  
w i reles s  ad-h oc  i nterf ac e



© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 31

C S A  f or F orcing C orp ora te  C onne ctiv ity

� F o rce co n n ectiv ity to  co rp o ra te n etw o rk  w h en  o ut o f  o f f ice
I f a netw or k  connection is activ e A N D the C S A  M C  is unr eachab l e, fil ter  al l  

netw or k  tr affic until  the C S A  M C  is r eachab l e
H T T P / H T T P S  al l ow ed for  5  m inutes to al l ow  hotsp ot sig n-up
P op -up  notifies user  to connect their  V P N

T C P

U D P

T C P

U D P

N on -cor p or a te 
n etwor k

C or p or a te 
n etwor k

C SA  M C

X
C SA  M C  

U n r ea cha b l e

I f  CS A  MC u nreac h ab le,  drop  
traf f i c  ov er all ac ti v e i nterf ac es

A ctiv e n etwor k  
con n ection
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C SA

C or p or a te n etwor k

C S A  f or U p s tre a m  8 0 2 . 1 1  Q oS P ol icy  

� E n sure resilien cy o f  b usin ess critica l &  la ten cy-sen sitiv e a p p lica tio n s
E nfor ce Q oS p ol icy  on the 8 0 2 . 1 1  R F  m edium

Prev ent Q oS m ark i ng  ab u s e and m i s u s e b y  8 0 2 . 1 1 e &  W M M  dev i ces
E nab le Q oS m ark i ng  f or leg acy  dev i ces  and appli cati ons

� C SA  T rusted  E n d p o in t Q o S
S ets or  r e-m ar k s up str eam  Q oS m ar k ing s to ensur e tr affic is cl assified and 

p r ior itiz ed accor ding  to p ol icy
A t a m inim um ,  m ar k  al l  tr affic as b est effor t 

Q oS m a r k in g  a b us e
I n cor r ect m a r k in g s
N o Q oS m a r k in g s

Q oS P oli c y
E nf orc ed
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Secure Mobility -
B ra n ch
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T ru s ted

N A C-N ME

W L C 2 1 0 6

W ir ed
A cces s  V L A N

S  0 / 0 / 0

C 3 7 5 0 G

I S RG ig E 0 / 0

I nt-S v c -E ng 2 / 0

E x ternal  G  0
U n-tru s ted

B a s ic B ra nch  T op ol og y

T ru nk
W L A N  V L A N / S u b n e t
W i r e d  V L A N / S u b n e t
N A C  V L A N  M a p  W i r e d  S u b n e t
N A C  V L A N  M a p  W L A N  S u b n e t
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B ra nch  S um m a ry
� B asically it is a same rules ap p ly as in th e camp us
� N eed to remember is th e branch  targ eted p roducts 
h av e limited H A  sup p ort

2 1 X X  – O n e up  lin k
WL C M  – C o n n ected  to  I SR  b a ck p la n e
N A C  a p p lia n ce - N o  sta tef ull f a ilo v er
I O S F irew a ll - N o  sta tef ull f a ilo v er

� N eed to remember th e H -R E A P  doesn’t sup p ort I B N S
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N A C  A p p l ia nce  a nd W L A N  in a  B ra nch
Wireless T raffic F low —U p stream

� I f a W L C M  is used the W L A N  sub nets 
ar e r outer  inter faces and a p ol icy  r oute 
is r eq uir ed to for ce tr affic thr oug h the 
N A C  A p p l iance

� T r affic to l ocal  sub nets cannot b e 
for ced thr oug h the N A C  ap p l iance

� T he N A C  ap p l iance can either  b e a 
netw or k  m odul e or  a standal one 
ap p l iance

T ru s ted

U n-tru s ted

W L C M I S R
P ol icy  Route

N A C-N ME
I n b and  R eal  I P  G W
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S e cure  W ire l e s s  2 . 0  N A C -N M  +  W L C M
Wireless T raffic F low —D ow nstream

� Dow nstr eam  tr affic to a W L C M  
cannot b e for ced thr oug h the 
N A C  ap p l iance

� 2 1 0 0  ser ies W L C s ar e a stand 
al one al ter nativ e to the W L C M  
if tr affic p aths ar e an issue

T ru s ted

U n-tru s ted

W L C M

N A C-N ME
I n b and  R eal  I P  G W

I S R
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Secure Wireless 2.0 - HREAP + NAC NM & Centralized WLC

T ru s ted

U n-tru s ted

N A C-N ME

W ir ed
A cces s  V L A N

S  0 / 0 / 0

C 3 7 5 0 G I S R  3 8 4 5

A I M -I P SH RE A P
with l oca l
s witchin g

G ig E
0 / 0

T ru nk
H R E A P  V L A N / S u b n e t
W i r e d  V L A N / S u b n e t
N A C  V L A N  M a p  W i r e d  S u b n e t
N A C  V L A N  M a p  H R E A P  S u b n e t

W A N

Camp u s

Centrali z ed
W L C W L C  A c c o u nting  U p d ates

L W A P P  C trl  P l ane
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K e y  T a k e a w a y s
� K now  th at M obility Security is different from 
Wireless Security

� K ey desig n considerations in C U WN  
integ ration

� K now  th e K ey comp onents of th e Secure 
Wireless D G

� L ocation of E SE  D esig n G uides
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S e cure  W ire l e s s  D e s ig n G uide
� T he cu rrent G u ide can be fou nd at:

h ttp : / / w w w . cis co. com / en / U S/ d ocs / s olution
s / E n terp ris e/ Mobility/ s ecw la n d g 2 0 / s w 2 d g .
h tm l
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