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“The wonderful thing about the Internet is 
that you’re connected to everyone else. The 
terrible thing about the Internet is that 
you’re connected to everyone else.”

Vint Cerf
Inventor
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The Security Trap

� If you do your Security Job well ….

“What are you doing and why am I spending all the money on 
security?”

� If you do not do you Security Job well …

“Why didn’t you do something to keep this from happening!?!”
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� Botnets for Rent!

� A “Botnet” is a group of 
compromised computers on which 
bot herders have installed special 
programs (zombies) .

� These computers can then be 
used for almost any activity 
without the owner knowing what is 
going on

� Examples are:

DoS & DDoS attacks

Generate SPAM

Phising attacks

Botnets: “The Dawn of the Zombies”
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Botnets: Why do you care? 

� Bots on your PC

Capture your bank details, passwords, etc. 

Clear, right? ;-) 

� Bots on your network

Can consume bandwidth (spam, dos bots)

Can affect the network (collateral damage)

Serious operational cost!!!

� Being blackholed / filtered

Major spammers, dossers, etc, increasingly often blackholed
upstream

Sometimes a host, sometimes the whole ISP, … … oops!
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Why do you care? Part 2

https://nssg.trendmicro.com/nrs/reports/rank.php?page=1; snapshot from 18th Feb 2009
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Why do you care? Part 3

� As an engineer, you want to help making the Internet a 
more secure place ;-)

� Next question: Does your boss care?
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Why are Home PC’s getting infected? 
They have AV don’t they?
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Source: AOL/NCSA Online Safety Study Dec 2005

*Source: Microsoft Jun 2006
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How good are today’s AV tools?
(or who is winning the arms race?)

Virustotal is a service that analyzes suspicious files and facilitates the quick detection of 
viruses, worms, trojans, and all kinds of malware detected by antivirus engines.

Red: Infected files not detected by at 

least one antivirus engine.
Blue: Infected files detected by all 
antivirus engines. 

Source: virustotal.com 18th Februar 2008

Failures in Detection 
(Last 24 Hours)

Infected / Non Infected 
(Last 24 Hours)

Red: Infected files 

Blue: Non Infected files
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Social Engineering - Art

� As long as there are people out there who “click here,”
there will be crime on the Internet.

� The Summer of 2007 saw a polishing of the criminal’s 
use of professional advertising techniques to get people 
to “click here.”

� So the Criminal Economy is here to stay.
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Storm Worm…catch me if you can!




