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“The wonderful thing about the Internet is 
that you’re connected to everyone else. The 
terrible thing about the Internet is that 
you’re connected to everyone else.”

Vint Cerf
Inventor
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The Security Trap

� If you do your Security Job well ….

“What are you doing and why am I spending all the money on 
security?”

� If you do not do you Security Job well …

“Why didn’t you do something to keep this from happening!?!”
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� Botnets for Rent!

� A “Botnet” is a group of 
compromised computers on which 
bot herders have installed special 
programs (zombies) .

� These computers can then be 
used for almost any activity 
without the owner knowing what is 
going on

� Examples are:

DoS & DDoS attacks

Generate SPAM

Phising attacks

Botnets: “The Dawn of the Zombies”
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Botnets: Why do you care? 

� Bots on your PC

Capture your bank details, passwords, etc. 

Clear, right? ;-) 

� Bots on your network

Can consume bandwidth (spam, dos bots)

Can affect the network (collateral damage)

Serious operational cost!!!

� Being blackholed / filtered

Major spammers, dossers, etc, increasingly often blackholed
upstream

Sometimes a host, sometimes the whole ISP, … … oops!
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Why do you care? Part 2

https://nssg.trendmicro.com/nrs/reports/rank.php?page=1; snapshot from 18th Feb 2009
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Why do you care? Part 3

� As an engineer, you want to help making the Internet a 
more secure place ;-)

� Next question: Does your boss care?
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Why are Home PC’s getting infected? 
They have AV don’t they?
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How good are today’s AV tools?
(or who is winning the arms race?)

Virustotal is a service that analyzes suspicious files and facilitates the quick detection of 
viruses, worms, trojans, and all kinds of malware detected by antivirus engines.

Red: Infected files not detected by at 

least one antivirus engine.
Blue: Infected files detected by all 
antivirus engines. 

Source: virustotal.com 18th Februar 2008

Failures in Detection 
(Last 24 Hours)

Infected / Non Infected 
(Last 24 Hours)

Red: Infected files 

Blue: Non Infected files
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Social Engineering - Art

� As long as there are people out there who “click here,”
there will be crime on the Internet.

� The Summer of 2007 saw a polishing of the criminal’s 
use of professional advertising techniques to get people 
to “click here.”

� So the Criminal Economy is here to stay.
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Storm Worm…catch me if you can!
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Why are the miscreant doing this?
The status of the Threat Economy today
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Under the Threshold 

� We’ve done a good job keeping Networks Up and 
Running – the Criminals Now know the pain 
threshold.

� Consequence:

1. Executive Management in SPs are not interested in 
continued investment

2. Expertise getting reassigned off SP Security Work

3. Criminals have bypassed traditional security prevention 
techniques (anti-virus) and are keeping “under the threshold”
of pain.

4. Vendors are not hearing about “SP Security” from any of 
their RFP negotiations (i.e. Cisco and Juniper).  Vendor 
Product Management is not making new SP Security 
innovation a priority.
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The Principles of the Miscreants

1. Don’t Get Caught

2. Don’t work too hard

3. Follow the money

4. If you cannot take out the target, move the attack to a coupled 
dependency of the target.

5. Always build cross jurisdictional attack vectors

6. Attack people who will not prosecute

7. Stay below the pain threshold
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SP point of view:
Offering Services in a Hostile Environment

Owned
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What can we do about this?
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Regulate 
and Harden

Today

Phase 1

Phase 2

• Static access lists
• Layer 3/4 firewalls
• Device hardening
• Secure passwords
• Authentication
• Authorization

• User awareness

• Data mining

• Resource 
monitoring

• Event correlation

• Lawful 
interception

• Per service 
policy control

• Per user policy 
control

• Content filtering
• Dos protection
• Virus prevention
• Worm detection
• Attack 

mitigation
• Self-defending

Static

Dynamic

• High 
availability

• High resiliency

• Guaranteed 
QoS

• SLA assurance

• New services

Increased 
Profitability

Security Solutions Can Be Deployed 
in Phases to Achieve Increased Visibility, Control 

and Profitability

Add 
Monitoring 

Tools

Add 
Mitigation

Tools

Cisco Security Framework
Phased Approach

Add
Service

Assurance
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The Importance of Detection and 
Classification

� In order to operate and ensure availability of the network, 
we must have the ability to detect undesirable network 
traffic and to classify it appropriately

� We cannot contain/mitigate what we cannot detect
All the mitigation technology in the world isn’t helpful if we’ve no 
visibility into threats to network availability

To detect the abnormal, and possibly malicious, we have to know 
what’s normal—we must establish a baseline of network activity, 
traffic patterns, etc.

� Classification is key—it provides the context for further 
action


