NI
CISCO

The status of SP
Security

Steinthor Bjarnason
Security Consulting Engineer, Cisco Europe
sbjarnas@cisco.com



SITREP
Security Threat

Landscape & Drivers

Presen tation_ID ©,2003, Cisco, Systems,. Inc. Al rights reserved., 2



“The wonderful thing about the Internet is
that you’re connected to everyone else. The
terrible thing about the Internet is that
you’re connected to everyone else.”

Vint Cerf
Inventor




The Security Trap

= |f you do your Security Job well ....

“What are you doing and why am | spending all the money on
security?”

= |f you do not do you Security Job well ...
“Why didn’t you do something to keep this from happening!?!”
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Botnets: “The Dawn of the Zombies”

= Botnets for Rent!

= A “Botnet” is a group of
compromised computers on which
— = bot herders have installed special
programs (zombies) .

= These computers can then be

= = = = = — used for almost any activity
without the owner knowing what is
going on

= Examples are:
ISP Edge rodter DoS & DDoS attacks
Generate SPAM
Phising attacks

Last Mile
Connection



Botnets: Why do you care?

= Bots on your PC
Capture your bank details, passwords, etc.
Clear, right? ;-)

= Bots on your network
Can consume bandwidth (spam, dos bots)
Can affect the network (collateral damage)
Serious operational cost!!!

= Being blackholed / filtered

Major spammers, dossers, etc, increasingly often blackholed
upstream

Sometimes a host, sometimes the whole ISP, ... ... oops!



Why do you care? Part 2
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Why do you care? Part 3

= As an engineer, you want to help making the Internet a
more secure place ;-)

= Next question: Does your boss care?




Why are Home PC’s getting infected?
They have AV don’t they?

79% feel their computers are
"very safe", or "somewhat safe"
from virus infection

81% claim to have anti-virus
software installed

61% claim to have anti-spyware
software installed

Source: AOL/NCSA Online Safety Study Dec 2005
*Source: Microsoft Jun 2006



} ] VIRUS

How good are today’s AV tools? TOTAL

(or who is winning the arms race?)

Virustotal is a service that analyzes suspicious files and facilitates the quick detection of
viruses, worms, trojans, and all kinds of malware detected by antivirus engines.

Infected / Non Infected Failures in Detection
(Last 24 Hours) (Last 24 Hours)

23

16427
Red: Infected files Red: Infected files not detected by at
Blue: Non Infected files least one antivirus engine.

Blue: Infected files detected by all

antivirus engines.
Source: virustotal.com 18" Februar 2008



Social Engineering - Art

ZMI"EK;} Greetings.
| am Nigerian financial minister
A Kareem Salammi.
iy The estate of Gen. Sani Abacha
- 3]

wishes to transfer 85 million
doifars to a U.S. account in your
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= As long as there are people out there who “click here,
there will be crime on the Internet.

= The Summer of 2007 saw a polishing of the criminal’s
use of professional advertising techniques to get people
to “click here.”

= So the Criminal Economy is here to stay.



Storm Worm...catch me if you can!




Why are the miscreant doing this?
The status of the Threat Economy today
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Under the Threshold

= We've done a good job keeping Networks Up and
Running — the Criminals Now know the pain
threshold.

= (Consequence:

1. Executive Management in SPs are not interested in
continued investment

2. Expertise getting reassigned off SP Security Work

3. Criminals have bypassed traditional security prevention
techniques (anti-virus) and are keeping “under the threshold”
of pain.

4. Vendors are not hearing about “SP Security” from any of
their RFP negotiations (i.e. Cisco and Juniper). Vendor
Product Management is not making new SP Security
innovation a priority.



The Principles of the Miscreants

1. Don’t Get Caught

2. Don’t work too hard

3. Follow the money

4. If you cannot take out the target, move the attack to a coupled
dependency of the target.

5. Always build cross jurisdictional attack vectors

Attack people who will not prosecute

7. Stay below the pain threshold



SP point of view:
Offering Services in a Hostile Environment

| Result:
Increased help desk calls
Customer dissatisfaction




What can we do about this?
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the king and the moat contractor.



Cisco Security Framework
Phased Approach
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Security Solutions Can Be Deployed
in Phases to Achieve Increased Visibility, Control
and Profitability



The Importance of Detection and
Classification

= |n order to operate and ensure availability of the network,
we must have the ability to detect undesirable network
traffic and to classify it appropriately

= We cannot contain/mitigate what we cannot detect

All the mitigation technology in the world isn’t helpful if we've no
visibility into threats to network availability

To detect the abnormal, and possibly malicious, we have to know
what’s normal—we must establish a baseline of network activity,
traffic patterns, etc.

= Classification is key—it provides the context for further
action



Detection and Classification

= There are a number of tools & technologies which can
be used to get a better view of what is going on

—Netflow for analyzing traffic patterns
—In-line devices to control end-users
—Reputation to validate external sources
—Analysis of messages/transactions



Netflow:
What Constitutes a Flow?

MetFlow Enabled

Device
Traffic
EmEEE e EEEEE
( — |=l‘t5pﬂt:'l Pa::lr.&tl NetFlow Cache
Suwca IP address :
Fl |
e = ow Information | Packets | Bytes/packet
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- Layer 3 protocol o i
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| L= InputInterface Create a Flow from the Packet Attributes 3 | NetFlow
, Export
Reportlng Packets
] ] ] " | u
Inspect a packet’s 7 key fields and identify the values |
If the set of key field values is unique, create a hew

flow record or cache entry

When the flow terminates, export the flow to the
collection/analysis system
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NetFlow Threat Detection: Behavior-based
Analysis

Collect and analyze flows

Establish baseline of behavior

Number of concurrent flows
Packets per second

Bits per second

New flows created

Number of SYNs sent

Time of day

FLOWS

Number of Syns received
Rate of connection resets

Duration of the flow
Over 80+ other attributes

JAO=<>IMBN

Alarm on anomalies and changes in behavior

Anomaly detected L threshold ...
in host behavior \
........ threshold ...
threshaold
........ eSOl v, ‘ ‘
Critical Servers Exchange Servers Web Servers Marketing

Lancope.

(et amdrndd S v v and Sefmant Ceerddains



Netflow: Total Network View
Enabling Total Network Control
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Controlling the end-users:
Where Is The Root Of The Problem?

= Insecure PCs
OS vulnerabilities allow malware to enter

Browsers: Either not secure enough or not functional. Hmmm...
No clear solution in sight

= Naive users

Run any script, any program, from anywhere??
(You can't “patch” silly users)

Need a way to analyse subscriber traffic
Need a way to fix insecure PCs




Controlling the end-users:
Anomaly Detection with SCE....

« SCE anomaly detectors. e.g.:-

Classify traffic as suspected DDoS once the rate of connections TO a subscriber side IP
address exceeds 100 connections/sec of which more than 50% are unidirectional.
Disregard IP protocol, port

Classify traffic on UDP port 445 as suspected worm once the rate of connections from a
subscriber side IP address exceeds 250 connections/sec

. Generate reports or SNMP traps:

I h Isca Aﬂa kRate psc g Aﬂa k g h bers Infected Subscribers
me Spa 6:04:39 Time Span: 2006-04-06 16:05:09 - 2006-04-09 16:05:09

- . s e N o Wb ) _‘
- Block traffic and/or redirect user — =g coseememsnonn, | L
for notification Dear Value<.i §ubscriber:

We are advising you that your PC may have

become infected with an "email zombie" |
generating spam mail and could potentially
cause additional security issues for
you. Click here for technical assistance:

4 | _»l;‘

@ T [ @ vt P




Controlling the end-users:
Subscriber Control

/" Subscriber VA Policy
p Server

DSLAM — gras™ 6500/7600"

.............. “Dispatcher”
N A Polluted
""""" Internet

LN ]
......
Tag,

= Fully inspect subscriber traffic

= Detect “infection”:

Quarantine user Service
Notify user Control
Engine

(Block user)

= Not a simple solution



Reputation:
IronPort SenderBase® Network

REPUTATION!

The Dominant Force in Global ...Results in Accuracy and
Email and Web Traffic Monitoring... Advanced Protection

Spam Caught by Reputation
80%

50%

BorderWare 40%

Network Reach (Contributing Networks)

4,000
BorderWare 8,000

Virus Protection Lead

* 5B+ queries daily
° 1 50 + E m ai | an d We b p aram et ers *6/2005 — 6/2006. 175 outbreaks identified. Calculated as publicly published signatures from the listed

McAfee, Trend, Symantec, Sophos, CA, F-Secure

vendors.

» 25% of the World’s Email Traffic

Source:' www.ciphertrust.com and www.borderware.com, August 6, 2006



Messaging Security: Rapidly Evolving

Today

Market
Adoption

Content

SIP,SMS...——
Filtering

|
i
|
|
|
|
|
|
|

P ‘Instant Messaging

I ... /Reputation, IP Loss Prevention

. Policy Compliance, Encryption, Webmail
— 'egulaIQnLC_o.mpllansf—,
Time
» Messaging represents a large opportunity with new emerging technologies applied
across multiple protocols with common management

« Compliance and “data leakage” solutions are in their infancy as are cross protocol
solutions

* Reputational technologies such as SenderBase, yield strong synergies with the network
> Primary in-bound eMail technologies are mature

« Significant opportunity remains for consolidation of fragmented solutions and replacement
of existing Sendmail MTA infrastructure with converged platform - TCO advantages



Infrastructure availability:
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