
Seminar draadloze netwerken

V os ko N etworking  B V  

Network Virtualization
C is c o E x p o 2 0 0 8  

Ed Osterholt
Technical Consultant

Presentation N etw ork V irtu al iz ation C isc o E x p o  2 0 0 8 3

Agenda

• What i s  N e tw o r k V i r tu al i z ati o n ?
• N e tw o r k V i r tu al i z ati o n C o m p o n e n ts
• D e p l o y i n g N e tw o r k V i r tu al i z ati o n i n  the  C am p u s
• N e tw o r k V i r tu al i z ati o n o f  the  D i s tr i b u ti o n  b l o c k
• V R F -L i te  E n d -to -E n d
• V R F -L i te  w i th G R E  tu n n e l s
• M P L S -V P N  
• O v e r v i e w
• Q u e s ti o n s
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N et w o r k  V i r t u al i z at i o n
P r o b l em  D ef i ni t i o n

A n s w e r to m u l ti p l e  b u s i n e s s  p r o b l e m s
• E m p l o y e e  /  P a r t n e r  /  G u e s t A c c e s s
• 8 0 2 . 1 x  /  N A C  R e m e d i a t i o n
• M e r g e s /  A c q u i s i t i o n s
• e t c .

C l o s e d u s e r  g r o u p s
• P r i v a t e
• S e c u r e
• I n d e p e n d e n t  p o l i c i e s

E n d -to -e n d S har e d i n f r as tr u c tu r e
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N et w o r k  V i r t u al i z at i o n
C r eat i o n o f  l o gi c al  P ar t i t i o ns

• V i r tu al i z ati o n :  1  to  M an y  ( o n e  n e tw o r k  s u p p o r ts  m an y  v i r tu al  n e tw o r k s )
• E n d -u s e r  p e r s p e c ti v e  i s  that o f  b e i n g  c o n n e c te d  to  a d e d i c ate d  

n e tw o r k  ( s e c u r i ty , i n d e p e n d e n t s e t o f  p o l i c i e s ,  r o u ti n g  d e c i s i o n s …)
• I t i s  c r i ti c al  to  hav e  a r o c k -s o l i d  C am p u s  d e s i g n  i n  p l ac e  b e f o r e  ad d i n g  

v i r tu al i z ati o n  to  the  n e tw o r k
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• V R F -L i te  E n d -to -E n d
• V R F -L i te  w i th G R E  tu n n e l s
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• O v e r v i e w
• Q u e s ti o n s
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N et w o r k  V i r t u al i z at i o n C o m p o nent s
F u nc t i o nal  Ar c h i t ec t u r e
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N et w o r k  V i r t u al i z at i o n C o m p o nent s  
Ac c es s  C o nt r o l

• A u then ti c a ti on  – W ho/ w ha t i s 
req u esti n g  a c c ess?
– C l i e n t  b a s e d  – 8 0 2 . 1 x
– C l i e n t l e s s  – W e b -a u t h e n t i c a t i o n
– D e v i c e  s p e c i f i c  c o n t r o l  – M A C -a d d r e s s  
b a s e d

• A u thori z a ti on  – W here/ how  i s the 
a c c ess g ra n ted?
– A l l o w  a c c e s s  t o  t h e  n e t w o r k
– A l l o w  a c c e s s  t o  a  p a r t i c u l a r  V L A N
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N et w o r k  V i r t u al i z at i o n C o m p o nent s  
P at h  I s o l at i o n

• D ev i c e v i rtu a li z a ti on  L 3
– C o n t r o l  p l a n e  v i r t u a l i z a t i o n
– D a t a  p l a n e  v i r t u a l i z a t i o n

• D a ta  p a th v i rtu a li z a ti on
– S i n g l e -h o p  – l a y e r  2  b a s e d  
v i a  t r u n k  8 0 2 . 1 q

– M u l t i -h o p  –l a y e r  3  b a s e d  
v i a  t u n n e l  t e c h n i q u e  ( G R E )

Trunk
8 0 2 . 1 q

V R F  - V i r tu al  R o u ti n g  an d  F o r w ar d i n g
G R E  - G e n e r i c  R o u ti n g  E n c ap s u l ati o n
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N et w o r k  V i r t u al i z at i o n C o m p o nent s  
S er v i c es  E dge

• E f f i c i e n t  a n d  m a n a g e a b l e
• P o l i c i e s  c e n t r a l l y  d e p l o y e d
• E c o n o m i c a l
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Agenda

• What i s  N e tw o r k V i r tu al i z ati o n ?
• N e tw o r k V i r tu al i z ati o n C o m p o n e n ts
• D e p l o y i n g N e tw o r k V i r tu al i z ati o n i n  the  C am p u s
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• O v e r v i e w
• Q u e s ti o n s

Presentation N etw ork V irtu al iz ation C isc o E x p o  2 0 0 8 1 2

Deploying Network Virtualization in the Campus
P ath I solation

• P a th i sola ti on  tec hn i q u es a llow  to b u i ld a  log i c a l ov erla y  
ov er the p hy si c a l i n f ra stru c tu re

• F i rst step  i s the v i rtu a li z a ti on  of  f i rst-hop  L 3  dev i c es 
– V i r t u a l i z a t i o n  o f  t h e  c a m p u s  d i s t r i b u t i o n  b l o c k

• S ec on d step  i s the en d-to-en d ex ten si on  of  the log i c a l 
i sola ti on  u si n g  di f f eren t tec hn i q u es
– V R F -L i t e E n d -t o -E n d  ( S i n g l e -h o p )
– V R F -L i t e a n d  G R E  ( M u l t i -h o p )
– M P L S  V P N  ( M u l t i -h o p )
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V i r t u al i z i ng t h e D i s t r i b u t i o n B l o c k
T r adi t i o nal  D ep l o y m ent

VLAN 10 Data
VLAN 2 0 Vo i c e
VLAN 3 0 G u e s t

VLAN 10 Data
VLAN 2 0 Vo i c e
VLAN 3 0 G u e s t

Presentation N etw ork V irtu al iz ation C isc o E x p o  2 0 0 8 1 5

V i r t u al i z i ng t h e D i s t r i b u t i o n B l o c k
V L AN s t o  V R F  M ap p i ng

• D ef ine V R F s on the d istr ib ution lay er  d ev ices
( f ir st L 3  hop  in a cam p us m ultilay er  d esig n)

• O ne V R F  d ed icated  f or  each closed  user  g r oup
� D ata
� V oice
� G uest

• D istr ib ution B lock  can b e b uild  w ith V S S
com b ined  w ith V R F s to ov er com e H S R P  and
S TP  issues

V L A N  1 0  D a t a
V L A N  2 0  V o i c e
V L A N  3 0  G ue s t

VLAN 10 Data
VLAN 2 0 Vo i c e
VLAN 3 0 G u e s t

V S S  - V i r tu al  S w i tc hi n g  S y s te m
C atal y s t 6 5 0 0  w i th S u p 7 2 0 -3 C
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V R F -L i t e E nd-t o -E nd
P at h  I s o l at i o n

N ote:  S i n g le-hop  v i rtu a li z a ti on

( Tow ar d  A ccess L ay er ) ( Tow ar d  the Cor e)
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V R F -L i t e E nd-t o -E nd
P at h  I s o l at i o n

• VRF-L i t e E n d -t o -E n d  o n  a l l  r o u t e d  h o p s :
• D i s t r i b u t i o n  l a y e r
• C o r e  l a y e r

• E v e r y  l i n k  b e t w e e n  A c c e s ,   D i s t r i b u t i o n  a n d  
C o r e  l a y e r s  a r e  8 0 2 . 1 q  t r u n k s

• 8 0 2 . 1 q  t a g s  o f  t h e  t r u n k s  p r o v i d e  s i n g l e  h o p  
r o u t e d  d a t a  p a t h  v i r t u a l i z a t i o n

• E v e r y  p h y s i c a l  l i n k  c a r r i e s  m u l t i p l e  l o g i c a l  
r o u t e d  l i n k s  w i t h  t h e  u s e  o f  8 0 2 . 1 q  t r u n k s

• N u m b e r  o f  l o g i c a l  r o u t e d  l i n k s  d e p e n d s  o n  
t h e  n u m b e r  o f  VRFs
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V R F -L i t e E nd-t o -E nd
T r u nk s  8 0 2 . 1 q

P R O s
• D ata p ath v i r tu al i z ati o n  al s o  s e g m e n tati o n  tr u e  
r o u ti n g  an d  f o r w ar d i n g

C O N s

• L i m i te d  s c al ab i l i ty :  r e c o m m e n d e d  f o r  a l o w
n u m b e r  o f   V R F s  p e r  d e v i c e
• S e p ar ate d  r o u ti n g  d o m ai n  f o r  e ac h c l o s e d
u s e r  g r o u p  
( T w o  O S P F  p r o c e s s e s  n e e d e d  f o r   thi s  e x am p l e ) 
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Agenda

• What i s  N e tw o r k V i r tu al i z ati o n ?
• N e tw o r k V i r tu al i z ati o n C o m p o n e n ts
• D e p l o y i n g N e tw o r k V i r tu al i z ati o n i n  the  C am p u s
• N e tw o r k V i r tu al i z ati o n o f  the  D i s tr i b u ti o n  b l o c k
• V R F -L i te  E n d -to -e n d
• V R F -L i te  w i th G R E  tu n n e l s
• M P L S -V P N  
• O v e r v i e w
• Q u e s ti o n s
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V R F -L i t e w i t h  G R E  T u nnel s  
P at h  I s o l at i o n

N ote:  M u lti -hop  v i rtu a li z a ti on
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V R F -L i t e w i t h  G R E  T u nnel s
P at h  I s o l at i o n

• P oi n t-to-p oi n t ov erla y  n etw ork
• H u b -a n d-sp ok e ov erla y  n etw ork
• V R F s c on n ec ted throu g h the 
u se of  tu n n els ( G R E)
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V R F -L i t e w i t h  G R E  T u nnel s

P R O s
• D ata p ath v i r tu al i z ati o n  al s o  s e g m e n tati o n

tr u e  r o u ti n g  an d  f o r w ar d i n g

C O N s
• L i m i te d  H ar d w ar e  G R E  s u p p o r t f o r  Wi r e  

S p e e d  p e r f o r m an c e
• L i m i te d  s c al ab i l i ty :  r e c o m m e n d e d

f o r  p o i n t-to -p o i n t an d  hu b -an d -s p o k e  
d e p l o y m e n ts
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• What i s  N e tw o r k V i r tu al i z ati o n ?
• N e tw o r k V i r tu al i z ati o n C o m p o n e n ts
• D e p l o y i n g N e tw o r k V i r tu al i z ati o n i n  the  C am p u s
• N e tw o r k V i r tu al i z ati o n o f  the  D i s tr i b u ti o n  b l o c k
• V R F -L i te  E n d -to -E n d
• V R F -L i te  w i th G R E  tu n n e l s
• M P L S -V P N
• O v e r v i e w
• Q u e s ti o n s
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M P L S  V P N

N ote:  M u lti -hop  v i rtu a li z a ti on

( Tow ar d  A ccess L ay er )
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M P L S  V P N s
C o nnec t i o n M o del

• CE  ( Custom er  E d g e)  – A ccess sw itch lay er  2

• P E  ( P r ov id or  E d g e)  – V R F s lay er  3  ( star ting  p oint at the D istr ib ution lay er  f or  V ir tualiz ation)

• P  ( P r ov id er )  – L ab el sw itch tr af f ic b ased  on M P L S  tag  v ia the I B G P -V P N v 4  connection

LSP
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M P L S  V P N  
Any -t o -Any  C o nnec t i v i t y

• L a y e r  2  a c c e s s  f o r  c l i e n t s  v i a  t h e  u s e  o f  VL A N s
• VP N  a t  t h e  f i r s t  L 3  h o p  ( D i s t r i b u t i o n  l a y e r )
a l s o  c a l l e d  P E

• E n a b l i n g  o f  M P L S  s w i t c h i n g  a t  t h e
P E  ( D i s t r i b u t i o n  l a y e r )  a n d  P  ( C o r e  l a y e r )

• A n y -t o -A n y  c o n n e c t i v i t y  t h r o u g h  t h e  u s e  o f  
M P -B P G  u s e d  a s  c o n t r o l  p r o t o c o l  t o  e x c h a n g e
VP N  r o u t e  i n f o r m a t i o n  b e t w e e n  P E  

P

PE PE

P

P P

PE PE
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M P L S  V P N  
Any -t o -Any  C o nnec t i v i t y

P RO s
• D a t a  p a t h  v i r t u a l i z a t i o n  a l s o  s e g m e n t a t i o n
t r u e  r o u t i n g  a n d  f o r w a r d i n g

• M o s t  s c a l a b l e  s o l u t i o n  t o  p r o v i d e  A n y -t o -A n y  
c o n n e c t i v i t y  f o r  e a c h  c l o s e d  u s e r  g r o u p

C O N s
• Re q u i r e s  e n a b l i n g  M P L S  i n  t h e  c o r e  o f

t h e  n e t w o r k
• M P -B G P  u s e d  a s  c o n t r o l  p r o t o c o l  t o
e x c h a n g e  VP N  r o u t e  i n f o r m a t i o n

• P l a t f o r m  s u p p o r t  c u r r e n t l y  r e s t r i c t e d  t o   C a t a l y s t  6 5 0 0
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• What i s  N e tw o r k V i r tu al i z ati o n ?
• N e tw o r k V i r tu al i z ati o n C o m p o n e n ts
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• O v e r v i e w
• Q u e s ti o n s
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O v er v i ew
D ep loy m en t Ex a m p les of  V R F s a n d M P L S  V P N

L i m i t e d  N e t w o r k  Vi r t u a l i z a t i o n
( G ue s t  A c c e s s )

N e t w o r k  Vi r t u a l i z a t i o n

VRF-l i t e  +  G RE VRF-l i t e  ( E n d -t o -E n d ) M P L S  VP N

P

PE PE

P

P P

PE PE
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Questions ?

K a m p e n r i n g w e g  4 3 ,  2 8 0 3 P E  G O U D A ,  t e l :  0 1 8 2 -6 2 2 8 2 2 ,  w e b s i t e :  w w w . v o s k o . n l
p r e s e n t a t i o n :  E d  O s t e r h o l t  - e m a i l :  e d d y . o s t e r h o l t @ v o s k o . n l


