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‘I m t e c h  I C T  C S  i s  d é C o m m u n i c a t i e  s p e c i a l i s t  v a n  N e d e r l a n d ’

Wij ontwerpen, implementeren, beveiligen en onderhouden grote en
c omplex e c ommunic a tienetwerk en voor bedrijven en orga nis a ties .

Hoe schoon is uw netwerk?

Danny Krieger
S r. S al es  C o ns u l t ant
I m t ec h  I C T  C S
Danny.krieger@imtech.nl
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A g end a

� Wireless
– W a a r o m  o o k  a l  w e e r ?

� S ec u rit y
– H o e  v e i l i g  i s  m i j n  n e t w e r k ?
– H o e  s c h o o n  i s  m i j n  n e t w e r k ?
– W i e  z i t  e r  o p  m i j n  n e t w e r k ?

� Wa t  b ren g t  d e t o ek o m st
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W irel ess ( wa a rom  ook a l weer)

Cut the wire G et wirel es s
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W a a rom W irel ess ( 1 / 3 )
� Mobility

– C o n n e c t i v i t e i t  o v e r a l  w a a r  j e  b e n t
– H o g e r e  F l e x i b i l i t e i t  /  P r o d u c t i v i t e i t

– M e d i s c h e  A p p l i c a t i e s
– M a g a z i j n e n ,  L o g i s t i e k

� C on v e r g e n c e
– I n t e g r a t i e  v a n  D a t a ,  V o i c e  &  V i d e o
– V e r v a n g i n g  v a n  b e s t a a n d e  s y s t e m e n  ( D E C T )?
– D u a l  m o d e  m o b i e l  ( G S M / W i -F i )
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W a a rom W irel ess ( 2 / 3 )
� I n te r n e t A c c e s s

– F r e e  A c c e s s  ( H o t Z o n e  M o d e l )
– F e e -b a s e d  A c c e s s  ( H o t S p o t  M o d e l )

� S e c u r ity
– W L A N  i s  d e  b e v e i l i g i n g  t e g e n  W L A N  !
– E e n  A c c e s s  P o i n t  i s  o o k  W i -F i  s c a n n e r
– O n t d e k  e n  b l o k k e e r  “R o g u e  A c c e s s  P o i n t s ”
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W a a rom W irel ess ( 3 / 3 )
� E n te r ta in m e n t

– M u s i c  S t r e a m i n g
– C o n n e c t  j e  H i -F i  e n  H D -T V  a a n  j e  W i -F i

� T ij d e lij k e  n e tw e r k e n
– E v e n e m e n t e n  N e t w o r k s  ( s e m i n a r s ,  s y m p o s i a …)
– T i j d e l i j k e  o f  v a s t e  P o i n t -t o -P o i n t  v e r b i n d i n g e n



Imtech ICT Communication Solutions 1 7  nov emb er  2 0 0 8

W irel ess

Wireless LAN (WLAN)
=    I E E E  8 0 2 . 1 1  ( I S O / I E C  8 8 0 2 -1 1 )
=    W i -F i  ( W i r e l e s s  F i d e l i t y )
=    8 0 2 . 1 1 n  /  8 0 2 . 1 1 a   /   8 0 2 . 1 1 b   /   8 0 2 . 1 1 g

G P R S EDGE U M T S

54Mbps 
5G h z

54Mbps 
2 . 4G h z

1 1 Mbps 
2 . 4G h z

is  e e n S H A R E D  Me d iu m

3 0 0 Mbps 
2 . 4/ 5G h z
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WLAN – F e i t e n  e n  R e a l i t e i t
V e e l  m e n s e n  d e n k e n d a t

Wi -F i  g e m a k k e l i j k  u i t  t e  r o l l e n  i s ,
m a a r  e r g  o n v e i l i g …

D e  r e a l i t e i t i s  o m g e k e e r d
Wi -F i  i s  m o e i l i j k  u i t  t e  r o l l e n ,

m a a r  e r g  v e i l i g !
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W l a n S ecurity  in het nieuws

Draadloze netwerken niet goed Draadloze netwerken niet goed 
b ev eiligdb ev eiligd
5 no v em b er 20 0 8,  - De ro u t ers  d ie 
c o ns u m ent en geb ru ik en o m  b innens h u i s  
d raad l o o s  t e k u nnen int ernet t en,  z ij n niet  
al t ij d  ev en go ed  b ev eil igd . B ij na t w ee 
d erd e v an d e p ro v id ers  l ev ert  een niet  o f  
niet  v o l d o end e b ev eil igd e ro u t er.… … .

W P A  W iF iW P A  W iF i--enc ry p tie gekraaktenc ry p tie gekraakt
7 no v em b er 20 0 8,  - O nd erz o ek ers  b ew eren een 
m anier t e h eb b en o nt d ek t  o m  W i-Fi P ro t ec t ed  
A c c es s  ( W P A )  enc ryp t ie ged eel t el ij k  t e k rak en. 
V eel  geb ru ik ers  v an d raad l o z e net w erk en 
geb ru ik en W P A  o m  h u n net w erk  t e b ev eil igen. 
T ij d ens  d e P ac S ec  c o nf erent ie… … . 

L inu x  te h ac ken v ia erns tig W iF iL inu x  te h ac ken v ia erns tig W iF i--leklek
6 no v em b er 20 0 8,  - E en erns t ig l ek  in d e L inu x  k ernel  geef t  
h ac k ers  t o egang t o t  k w et s b are s ys t em en o f  l aat  z e d ie 
s ab o t eren. De k w et s b aarh eid  z o rgt  erv o o r d at  aanv al l ers  
w il l ek eu rige c o d e m et  d e rec h t en v an d e k ernel  k u nnen 
u it v o eren o f  h et  s ys t eem  l at en c ras h en… … … .

P olitie arres teert 3 3P olitie arres teert 3 3 -- j arige W iF ij arige W iF i--
m eelif term eelif ter
8 o k t o b er 20 0 8,  - N a d e B el gis c h e p o l it ie 
is  o o k  d e N ed erl and s e p o l it ie erin 
ges l aagd  een W iFi-m eel if t er t e 
arres t eren. M aand ag w erd  een 33-j arige 
m an u it  V o o rt h u iz en w egens  
c o m p u t erv red eb reu k  aangeh o u d en… … .. 

W P AW P A -- b ev eiliging draadloze @ @ @  rou ters  lekb ev eiliging draadloze @ @ @  rou ters  lek
29 j u l i 20 0 8,  - De w if i-ro u t ers  v an S p eed T o u c h ,  
w aarv an @ @ @  er t iend u iz end en in o m l o o p  h eef t ,  z ij n 
o p  af s t and  t e k rak en. @ @ @  w eet  al  een t ij d  v an h et  
p ro b l eem ,  m aar h eef t  k l ant en niet  ac t ief  gew aars c h u w d … … … .

R u s s en kraken W P A 2  v ia v ideokaartR u s s en kraken W P A 2  v ia v ideokaart
12 o k t o b er 20 0 8,  - Do o r d e rek enk rac h t  v an d e 
v id eo k aart  t e geb ru ik en k u nnen R u s s is c h e 
h ac k ers  W iFi-b ev eil iging z o al s  W P A  en W P A 2 
h o nd erd  k eer s nel l er k rak en d an al l een m et  
een p ro c es s o r m o gel ij k  is … … …

B r o n :  S e c u r i t y . n l
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W L A N  S ecurity  B a sis
� I n  h et  b eg in  w a s er….  

– H i d d e n  S S I D  ( S e r v i c e  S e t  I d e n t i f i e r )
– N i e t  e c h t  e e n  S e c u r i t y  f e a t u r e

– M A C  F i l t e r i n g
– E a s y  t o  s p o o f

– W E P  ( W i r e l i n e  E q u i v a l e n c e  P r i v a c y )
– P r e -S h a r e d  K e y  s y s t e e m
– W E P  i s  t e  “ c r a c k e n ” i n  o n g e v e e r  6 0  s e c o n d e

� O K E  v o o r t h u isg eb ru ik ,  N I E T  v o o r u w  o m g ev in g  !

� � � �
� �

� � � �
�

		
�
�
����

� � ��
��

� �
�
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8 0 2 . 1 1 i W L A N  S ecurity  
� H et  ec h t e w erk

– I E E E  8 0 2 . 1 1 i  – W L A N  S e c u r i t y  P r o t o c o l  ( J u n i  2 0 0 4 )
� 8 0 2 . 1 1 i b est a a t  u it  3  C o m p o n en t en

– P r o c e d u r e → 802.1x
– A u t h e n t i c a t i o n → E A P
– E n c r y p t i o n → T K I P o f   C C M P

� 2  sm a k en :
– E e r s t e  v e r s i e : W P A ( W i -F i  P r o t e c t e d  A r e a )  – T K I P
– U i t e i n d e l i j k e  v e r s i e : W P A 2 ( W i -F i  P r o t e c t e d  A r e a  v 2 )  – C C M P
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W P A ( 2 )  – D eta il s
� E n t erp rise M o d e ( m et  een  R A D I U S )

– W P A  :  8 0 2 . 1 X  +  E A P  +  T K I P *
– W P A 2  :  8 0 2 . 1 X  +  E A P  +  C C M P

� P erso n a l M o d e ( G een  R A D I U S  � H o m e/ S O H O )
– W P A -P S K  : P S K * *  +  T K I P
– W P A 2 -P S K  : P S K  +  C C M P

* TKIP = Temporal Key Integrity Protocol
** PS K = Pre-S h ared  Key
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8 0 2 . 1 x  ( 1 / 2 )

2

3 4

T raf f ic  b l o c k ed
b y A P

8Y o u  are O U T  !
Dis -as s o c iat io n

B l o c  u s er

5

7

C red ent ial s
Fo rw ard ed

B l o c  U s er

1 A s s o c iat io n

C red ent ial s
S ent

C red ent ial s
R eq u es t ed

6 C red ent ial s
C h ec k ed

N o t  O K  !

A u t h entic atorA u th entic atorS u p p lic antS u p p lic ant U s er DBU s er DBR A DI U SR A DI U S
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2

3 4

1 A s s o c iat io n

C red ent ial s
S ent

C red ent ial s
C h ec k ed6

C red ent ial s
R eq u es t ed

T raf f ic  b l o c k ed
b y A P

O K  !
8 A s s ign

V L A N

5

7

C red ent ial s
Fo rw ard ed

P as s  Keys ,
A c c ep t  T raf f i c

9 A c c ep t  U s er,
P as s  V L A N  I nf o

P as s  Keys
G enerat e 
E nc ryp t i o n 
Keys

P at h  es t ab l is h ed
E nc ryp t ed  Dat a

A u t h entic atorA u th entic atorS u p p lic antS u p p lic ant U s er DBU s er DBR A DI U SR A DI U S

8 0 2 . 1 x  ( 2 / 2 )

Imtech ICT Communication Solutions 1 7  nov emb er  2 0 0 8

802.1x
802.11i

W i -F i  S y s t e m
( A E S  s u p p ort)

( M e e s t e  
v e n d o r  

o n d e r s t e u n e n  
h e t ! )

8 0 2 . 1 1 i C om p onents

( o o k  e e n  R A D I U S  
S e r v e r  i s m o g e l i j k )

A c tiv e Direc toryA c tiv e Direc tory

L DA PL DA P

eDirec toryeDirec tory

W i-Fi C ard
80 2.1x / E A P

W indows  2 k/ X PW indows  2 k/ X P

E x ternal C lientE x ternal C lient
(WinXP, Win2000, (WinXP, Win2000, 
Win1 9 9 8 , WinC E , Win1 9 9 8 , WinC E , 

L inu x , M a c )L inu x , M a c )

M ac  O S XM ac  O S X

A u t h entic atorA u th entic atorS u p p lic antS u p p lic ant U s er DBU s er DBR A DI U SR A DI U S

I A SI A S

A C SA C S

S B RS B R
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S ecurity  B est P ra ctices
� V o o r I N T E R N E  n et w erk en

– P C ’s  &  P D A ’s  o m g e v i n g e n
– W P A ( 2 )  ( m e t  A E S )

– V o i c e  o m g e v i n g e n
– W P A ( 2 )  i s  n o g  n i e t  b e s c h i b a a r !
– W P A ( 2 ) -P S K  o f  W E P …

– C o d e  B a r  S c a n n e r s  e n  a n d e r e  p r o d u c t e n
– G e b r u i k  w a t  m o g e l i j k  i s …

� V o o r P U B L I E K E  n et w erk en  ( b . v .  v o o r g a st en )
– H T T P S  ( W e b -b a s e d  A u t h e n t i c a t i o n )

AES = Advanced Encryption Standard 
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Hoe schoon is uw d ra a d l oos netwerk
O b am a ins p iratie v oor v iru s s c h rij v ersO b am a ins p iratie v oor v iru s s c h rij v ers
5 no v em b er 20 0 8 ,  - De v erk iez ings z ege v an 
B arac k  O b am a is  b ij  v iru s s c h rij v ers  niet  
o no p gem erk t  geb l ev en,  d e eers t e m al w are d ie 
o p  d e geb eu rt enis  ins p eel t  is  al  o nt d ek t . I n 
m as s aal  v ers t u u rd e e-m ail b eric h t en s t aat  een 
l ink  naar een geh ac k t e w eb s it e v an een 
reis b u reau ,  d ie h et  b es t and  B arac k O b am a.ex e 
p ro b eert  t e d o w nl o ad en. H et  gaat  in 
w erk el ij k h eid  o m  … … .

W indows  worm  b es m et du izenden W indows  worm  b es m et du izenden 
P C ' sP C ' s
24 o k t o b er 20 0 8,  - A l  d u iz end en 
W ind o w s -geb ru ik ers  z ij n z o nd er d at  z e 
h et  w et en b es m et  geraak t  m et  een 
w o rm  d ie z ic h  v ia h et  nieu w e W ind o w s  
w o rm -l ek  v ers p reid t . E enm aal  ac t ief  o p  
h et  s ys t eem  s t eel t  G im m i v . A  
w ac h t w o o rd en v an o nd er and ere 
W ind o w s  p ro t ec t ed  s t o rage en O u t l o o k  
E x p res s ,  en s t u u rt  d ie inf o rm at ie in 
v ers l eu t el d e v o rm  ( A E S )  naar 
v ers c h i l l end e h o s t s . O p  h et  m o m ent  
v an s c h rij v en b ev at t e d it  b es t and  al  
m eer d an 380 0  rec o rd s ,  h o ew el  er o o k  
d u b b el e I P -ad res s en b ij  z it t en. Dat  
neem t  niet  w eg d at  h et  z ek er o m  
d ried u iz end  b es m et t e c o m p u t ers  gaat . 
O o k  m aak t  d e w o rm  m el d ing al s  d e 
v o l gend e v iru s s c anners  z ij n 
geïns t al l eerd :

W indows  worm  in h et wild W indows  worm  in h et wild 
ges ignaleerdges ignaleerd
M aand ag,  - De Fins e v iru s b es t rij d er F-
S ec u re h eef t  d e eers t e w o rm  o nt d ek t  d ie 
z ic h  v ia h et  M S 0 8-0 67 w o rm -l ek  in 
W ind o w s  v ers p reid t . V o rige w eek  d eed  al  
p ro o f -o f -c o nc ep t  ex p l o it c o d e d e ro nd e. 
De w o rm  p l aat s t  een T ro j an d ro p p er o p  
h et  s ys t eem  d ie een k ernel  m o d e DDo S -
b o t  … … … .

B anking T roj an v alt p okers p elers  aanB anking T roj an v alt p okers p elers  aan
W o ens d ag,  - B ank ing T ro j ans  h eb b en h et  
no rm al it er v o o rz ien o p  inl o ggegev ens  v an 
int ernet b ank ieren,  m aar d e Fins e v iru s b es t rij d er 
F-S ec u re o nt d ek t e een v ariant  d ie o o k  
p o k ers p el ers  aanv al t . De Z b o t  v ariant  s t eel t  d e 
inl o ggegev ens  v an v ers c h i l l end e p o k ers it es ,  
… … .

B r o n :  S e c u r i t y . n l
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C l ea n A ccess
C e n t r a l e  S i t e

C am p u s  B u ilding
C orp orate U s ers

802.1q

L 3  S e g m e n t a t i o n

C am p u s  B u ilding
C orp orate U s ers

C C A

I P S e c  V P N

H om e O f f ic e
U nm anaged Des ktop

S S L  T u n n e l  V P N

A c c ou nt M anager
M ob ile U s er

B ranc h  O f f i c e
B ranc h  U s ers

W A N  I P

W ireles s  N etwork
L W A P P  U s ers

L W A P P

802.1q
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C l ea n A cces

A U T H E N T I C A T E  &  A U T H O R I Z E
� L e g t  a u t h o r i z a t i e  p o l i c i e s  e n  

p r i v i l e g e s  o p
� M e e r d e r e  g e b r u i k e r s  r o l l e n  

m o g e l i j k
S C A N  &  E V A L U A T E
� A g e n t  s c a n t  v o o r  b e n o d i g d e  

v e r s i e s  e n  h o t f i x e s ,  A V ,  e n  
a n d e r e  s o f t w a r e

� N e t w e r k  s c a n  v o o r  v i r u s  e n  
w o r m  i n f e c t i e s   e n  p o o r t  
v u l n e r a b i l i t i e s

Q U A R A N T I N E
� I s o l e e r d  “n o n -c o m p l i a n t ” d e v i c e s  

b i n n e n  h e t  n e t w e r k  
� M A C  e n  I P -b a s e d  q u a r a n t a i n e  

e f f e c t i e v e  o p  g e b r u i k e r s  l e v e l
U P D A T E  &  R E M E D I A T E
� N e t w e r k -g e b a s e e r d e  t o o l s  v o o r  

v u l n e r a b i l i t y  e n  t h r e a t  
r e m e d i a t i o n

� H e l p -d e s k  i n t e g r a t i e
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C l ea n A ccess com p onenten
� C isc o  C lea n  A c c ess M a n a g er

G e c e n t r a l i s e e r d  m a n a g e m e n t  v o o r  b e h e e r d e r s ,  
s u p p o r t  m e d e w e r k e r s ,  e n  o p e r a t o r s

� C isc o  C lea n  A c c ess S erv er
D i e n t  a l s  “e n f o r c e m e n t ” p u n t  v o o r  
“n e t w o r k  a c c e s s  c o n t r o l ”

� C isc o  C lea n  A c c ess A g en t
O p t i o n e l e  l i g h t w e i g h t  c l i e n t  v o o r  d e v i c e -b a s e d  
r e g i s t r y  s c a n s  i n  o n b e h e e r d e  o m g e v i n g e n

� R u le-set  U p d a t es
G e a u t o m a t i s e e r d e  u p d a t e s  v o o r  a n t i -v i r u s ,  
k r i t i s c h e  h o t -f i x e s  e n  a n d e r e  a p p l i c a t i e s
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C l ea n A ccess com p onenten

N AC  Enf orcem ent 
P oint

N A C  A ppl i a n c e  Ma n a g e r

I ntranet Server

R adiu s  Accou nting  
ServerD N S/ D H C P

Server

L ap top

L 3  Sw itch

N A C  A ppl i a n c e  S e r v e r

WLC
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C l ea n A ccess A g ent

4.

S c a n  is  p e r f or m e d
(Afhankelijk van de gebruiker)

S c a n  f a ils
R e m e d ia te

Imtech ICT Communication Solutions 1 7  nov emb er  2 0 0 8

W ie z it er op  m ij n netwerk
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W ie z it er op  m ij n netwerk

C e n t r a l e  S i t e

C am p u s  H ots p ot
L W A P P  G u es t U s ers

L W A P P

C am p u s  B u ilding
W L S M  G u es t 

U s ers
802.1q

G R E
C C A

802.1q

C onf erenc e R oom
W ired G u es t U s ers



�� �� � � ��� 	 �� 
 � � � � 
� � �

 � �� 
 �� �

 � � � � �� 
 � � � � � ��� � � �

- 
 � � � �� � � � � � �� � � � � �� � . 
 
 	� �
� �� � � �� � � �	 
 � � � �
 � � � � � �� �� � � �� � � � � � � � � 
 � � � �� �

� � � � � 	 �
� � � � � �� 	

" � � � � � �
� � � � � �

� � � �� �#
� �  � � � �	 


" � �" � �
$ � � � �$ � � � �
� � � 
 � �� � � 
 � �

� �� � � � �� � �� 	 � 
 � � 	 � � � � �

�� �� � � ��� 	 �� 
 � � � � 
� � �

 � �� 
 �� �

 � � � � �� 
 � � � � � ��� � � �

/ 	� 
 �� � � * � � � � � � � �0� � 
 �� � � � �� � . 
 
 	�

� � � �
/ � 
� � 9� � � � � 
� � �� � 
� � � � � 

� � � � � � 
� ��

,� � � � � � �
� ��� � � 
�� 
� � � � 
�
� � � � 
� � � � 
� � � 
� � � 1

� � � � � � �
/ � 
�� 
� � � � 
� � � � 	 �� � � 
� �� 
� � � � 
9�:� 
� � � 

�� 
� � � � 



� � � � � � 
� ��
� � � � � � �

� 	 � 
 � � � �	 � 
 � � � 	 � 	 � � �� 	 � �� 	
� � � 
� � 8� �� � � 
�� � �
� 	 
� � � 
�� � 
�� 
� � 

� � � � � � 
� � � �� � �� � �
� ��� �� � � 
7. � 
( � � 
� � ��� � 
� ;
� . ( 
. ) ) ��� � � �

� � � �� � 	 � � �� 	 � � 	 �
/ � 
� � �) � � � � 
� �� 
� � � 
� � � � 	 � 

� � � � � � � 


� � 
� 	 � �
� �


�� �� � � ��� 	 �� 
 � � � � 
� � �

 � �� 
 �� �

 � � � � �� 
 � � � � � ��� � � �

- � � � �� � . 
 
 	�

� � � � �

� � � 	 � � �

� � �
 �� � � �� � � �� � !� � �

� 
 ��� � �� �� � 
 �� � 

� �� 
 � �� � � � �
� � � � � �

� � � �� � � !�� 	 
 �

�� �� � � ��� 	 �� 
 � � � � 
� � �

 � �� 
 �� �

 � � � � �� 
 � � � � � ��� � � �

- � � � �1� � � � � �

� � � / ' =*��� �2 !( ) �� � � � �� � � �� �

� � 0 	� �� � �	� � � � � ��� � �� � �� 	�� 	5 � � � � �

� I � � �� �� � � ��� � 	� � � �� � �C�. 
 
 	 �

� + � � �� � � � �� �� � � � � � � � � �� �

67 8 , , � � 	
 � �� � � ��� 
 ��� �

/ 7 9 � 
 � 	, �
 ���� 	� � � ! � � �
 ��� �

� " � �
 ) ) � , �� � � � � � � � � �� � ��� �� � � � �

�� � � � 	� �� � �� �� � � � �� � �� 1/ 2 �� � 	� � � �� �

� ��&/(, ! �() 0� ) ) (�1�� �� " �2 " (3" &

�� � � � � 	 

� � � 
 � � � � �

�� � � � � � �

� ���

� ���

�
	��

�
�

�
�

��
�

��
�

	



$ � � )' &
� � � %

- � ' �� ��
. / " ��

� � � � � � �

�
�

�
�

��
�






	

�� �� � � ��� 	 �� 
 � � � � 
� � �

 � �� 
 �� �

 � � � � �� 
 � � � � � ��� � � � �� �� � � ��� 	 �� 
 � � � � 
� � �

 � �� 
 �� �

 � � � � �� 
 � � � � � ��� � � �

� � � �. 
 � � � � �� � �� � � � � � � �


