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%SOCQO Expo Year in Review: 2008 Threats & Trends

Criminal specialization
driving more sophisticated
attacks

Web ecosystem becomes
number one threat vector

Criminals exploit users
trust, challenging traditional
security solutions

Loss of data and intellectual
property climbing rapidly
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g(i)socgo Expo Vulnerability and Threat Categories for 2008

B buffer overflow
B denial of service
B arbitrary code execution
B cross-site scripting
B privilege escalation
Il information disclosure
B software fault

directory traversal
B backdoor trojan
B unauthorized access
B spoofing

format string

- worm

B security solution weakness
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%5%090 EXpo Different types of Malware Detected (by month)

= Rise in Trojans, browser helper objects and spyware
— more dangerous and increasingly clever social
engineering vectors
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Cisco Expo
5000 e Botnet Trends

Better Hidden,
More Refined, but
Hard-Working as Ever

‘:..:f | http:

e =p
3

[Tube

2007: Big Botnet story was Storm

2008: Storm not dead yet, now joined by Kraken/Bobax and Asprox
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| Employees Engage in Risky Behavior in Regards
Cisco Expo

5009 to Corporate Data

Unauthorized application use: 70% of IT say
the use of unauthorized programs result in as
many as

Misuse of corporate computers: 44% of
employees share work devices with others
without supervision.

Unauthorized access: 39% of IT said they have
dealt with an employee accessing unauthorized
parts of a company’s network or facility.

Remote worker security: 46% of employees to
transfer files between work and personal
computers.

Misuse of passwords: 18% of employees share
passwords with co-workers. That rate jumps to
25 percent in China, India, and Italy.
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Cisco Expo
5000 00 P

Opportunity and Vulnerability

= Corporate network has
expanded and is key
platform for growth

= Also more permeable:
Remote access
Web-based tools

Mobile devices

= Essential to today’s
workforce
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Cisco Expo
2009

= The number of reported vulnerabilities

In 2008 increased by 115%
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Cisco Security Agent

CSA 6.0

Cisco Expo
2009
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SIS0 EXPO End Point Security

Securing servers and Desktops with CSA 6.0

= Single Integrated Client, Simplified
Management

= Protection against persistent and evolving
threats

= Prevent loss of sensitive information
= Enforce appropriate use policies

= Enhance security through network
collaboration

= Address corporate and regulatory
compliance mandates

= Built-in Anti-Virus capabilities
= Advanced HIPS capabilities

= Anti-Spyware capabilities Laptop — Desktop

Server Protection ProtectiqQn
],
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SIS0 EXPO End Point Security

Securing servers and Desktops with CSA 6.0

Servers equipped with CSA 6.0 to protect them
from

KNOWN and UNKNOWN attacks.

Cisco Security Agent immediately provides
Important intrusion detection and prevention
features against classes of vulnerabilities such as

= Distributed Port Scans

= Buffer Overflows

= Trojan Horses

= SYN Floods

= Ping of Death and Malformed Packets

= Common IIS Vulnerabilities

Laptop — Desktop

= Email Worms Server Protection Protec‘tll r'1. |||'
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Cisco Expo

5009 End Point Securit

Securing servers and Desktops with CSA 6.0

= Single Integrated Client, Simplified gsﬁm Wil 64 'El's'élé
Management
. . : : %SHUMEW”QS Last A opdate 303/2008 10:44:14 M {updte inproaress)
= Protection against persistent and evolving
thre ats PersonalHrewal\(ﬂ) Listscarnedle . e Cet posGurenLag bt Ondemandscan,.
= Prevent loss of sensitive information Gt b
= Enforce appropriate use policies e | s
C:\Dacuents and Setinge|cedotocal Setigs\Templafpckvze Trojandatfer,
; C:\Dacupiznts and Setinge{cedoty|My DocumentsiDatalm exe PLUB et ool K
- Enhance Securlty through network @U“W'St?d CDacuments and Settinge|tedatylfty DarumentslDatalEplots Frehole, ... Trojan Notier,
CcO | | ab oration Holcons (1} | Dacuments and Setigs|redot Py DacumetslCitalfoo 22 PUL Mo
? L ey C:\Dacuprents and Setinge{cedoty| My DocumentslDatalr exe PR et Tool K
- Address Corporate an d regU|atO ry Resnoses (C\Dacuants and Setinge|cedot My DocumentsiDetalProducttfivehale.., Trojan Natfier,
compliance mandates i { E
= Built-in Anti-Virus capabilities et e
= Advanced HIPS capabilities o | ol |
- Anti-Spyware Capabilities oty wapl e coco.com Secrty: M
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SIS0 EXPO The PCl Data Security Standard

= Impacts ALL who |:|
Process,
Transmit or

Store cardholder data

= http://www.pcisecuritystandards.orq

Wil ]
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: ™ TOP SE
End Point DLP ly B

Cisco Expo
2009
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Cisco Expo

5009 Endgoint Data Loss Prevention

= Storage (data at rest):
Local disk (laptop)
Removable disk (USB)
USB flash
Mobile phone

= Transport (data in motion):

Network (e-mail, web, IM,
FTP, etc.)

Physical (mobile storage
devices)

= Processing (data in use):
Creating, editing, deleting
Copying (e.g. clipboard)
Printing
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Cisco Endpoint DLP capabilities

Cisco Expo Cisco Security Agent (CSA)

2009

= Classification
Discover = Credit card, Social Security #s
= |ntellectual property definitions
. = Reporting
Monitor _ e e e
= Track the location and usage o
of sensitive data
= Enhanced user education
Educate
= Query user and audit
- The process CYWINDOWS system32inotepad. exe attempted to
= Updated enforcement controls | ) seeiominiind s
security policy,
Enforce = Block printing

I I need this data to work From home

" Yes

= Flexible clipboard control

% po (Defaul)

= NAC quarantine

o],
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Information to the user

g(')%cgo EXpO Reinforce Acceptable-Use Policies

@ Cisco Security Agent .
= CSA can provide basic "
notification to users about | e
d e n i e d a Cti O n S Cisco Sicurity Agent: A problem was detected.

= CSA can provide detailed
notification to users when
access to a certain resource
has been denied (10 languages)

= CSA can require justification
from users accessing sensitive
resources

i
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%SOCQO EXPO CSA Enforces Policy for Mobile Users

v" CSA can require the use of VPN for remote users

v" CSA can block SSL sessions not sent via corporate
Proxy

v" These ensure that corporate network mail & web
protections are not bypassed

Fi];:u S eI P e AT Eras St BT e e

Email/
Web

® . This device is not connected ko the corporate network so wou
J-l) sk WPM in now. You will have a limited time ko use wour
browser to connect bo a hotspat, [66,35,250,150]

[ Yes (Default) J

VPN

This window will close in 4 minutes:56 seconds

[® ]

Remote
Emplovees o],
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Cisco Expo
5000 P Range of DLP Controls

= Controls for USB drives, CD, iPod
] ]
] M O n Ito r u Sa e Wl || Wl || . Management Center for Cisco Security Agents V6.0 @ > i3 &
g CISCO Events i ion Analysis Maintenance Reports Search Help Home | Advanced @ | All 0Ses @ Logout
Events per page: 50 B
Sork by order received
. . . Filter out similar events:  ves (filtered out ~30% of 1364 evants)
= Confidential file controls ot il
# Date Host Severity Action Event
130 2/23/2008 - Infarmation = Administrator 'admin' logged in from 192.168.197.1 (S83).
. 0:56:18 58 similar events: RFindd ahGragh
= Authorised user controls .
129 2/23/2008 csabOblds MNotice @ The process 'COAMINDOWS \system3z2ynotepad exe’ attempted to access 'Fiyje Stolen
9:51:51 CClil#s.txt'. The operation was allowed by default (rule defaults), This caused a Data
Al Scan, resulting in the Content Tag <credit_card=<regulatory=. being applied to this
file,
- L - b d | Details | Rule 1240 | Wizard 5 similar events: RFindsl whGraph
Ocatl O n = ase Co ntro S 122 2/23/2008 csa60blds Notice @ The process 'CAWINDOWShsystem32inotepad. exe' attempted to access 'F:\je Stolen
9:51:51 CC1lll#s.txt'. The operation was allowed by default {rule defaults). This caused a Data
A Scan, resulting in the Content Tag <credit_card=<regulatory=. being applied to this
file,
Details  Rule 1260 Systemn State | Wizard 1 simitar event; XFinds ahGraph
. 127 2/23/2008 csab0blds MNaotice @ The process 'CAMINDOWS\explarer.exe’ attempted to access 'F:\Stolen CC111#= txt',
L The [lElE=ED C.'l,WINDOWS'\SYStEmSz'\HDtEPad.EXE attemPtEd to 9:51:25 The operation was allowed by default (rule defaults), This caused a Data Scan,
JLLESS Regulatary data on removable media, Please DrD'\-’IdE Al resulting in the Content Tag <credit_card=<requlatory=. being applied to this file,
justification and indicate if you are complying with corporate data Dl IEIREIA :siten Slisfic RIS A find 2
securiby policy. 126 2/23/2008 csabOblds Notice @  The process 'CAWINDOWS\explorer.exe' attempted to access 'F:\Stolen CC111#s txt',
9:51:25 The operation was allowed by default (rule defaults), This caused a Data Scan,
Al resulting in the Content Tag <credit_card=-<requlatory=. being applied to this file,
Details [ Rule 1240 | Wizard QFind=
I I need this data to work from home : . = A
i Yes

% Mo (Default)

|Deny the application access ko the resource in question,

™ Dan't askme again

Consolidated
event reporting

Default action will be taken in 2 minutes:41 seconds

]
of USB usage

o],
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g(i)SOCgO EXPO  Data Loss Prevention Logs & Reports

Data Discovered for <credit card> "I"'I"
CISCO

= Repository of DLP events

File Court

= Audit trail and activity log

Rank

. l \CtIVIty re p O rtl n g W <credit card> Data Discovered on All Systerns (Top 25 displayed on chart)

Eank Host Hame File Count Hest Type

5 Windoms Deshtop
Windoms Deshtop
‘indows Deshtop
indows Deshtop
Windows Ceshtop
Windoms Deshtop
Windows Deshtop
indows Deshtop

=

indows Deshtop
Windoms Deshtop
Windoms Deshtop
‘indows Deshtop

TSmO Wt R R =
— =~ — R R R thotho@m o@D

=3

** The information iswalid az of the lasttime the agents polled.
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CSA and Network IPS

Cisco Expo
2009

CSA Brings...

Protection for Local
Application Attacks
(e.g. half of the MS
Tuesday
vulnerabilities,
privilege escalation)

Inspect encrypted
traffic

Devices off the

corporate network (i.e.

road warriors)

Day Zero Attack
Protection through
Application Behavioral

Welcome to the Human Network.

Network IPS
Brings...

Protect all devices (inc.
those not running CSA)

Stop attacks closer to
source

Defense against
network application-
only attacks (i.e.
Javascript attacks)

DDoS and Worm
Propagation Protection

Day Zero Attack
Protection through
Network Behavioral

Better Together at Attack Prevention

Better Together
Because...

Every end-system
sending intelligence
into IPS Cloud (Sharing
of CSA Watch List)

Higher fidelity NIPS
through sharing of end-
system OS

Complete picture with
MARS for Incident
Response and
Forensics

Two different
technologies (and
teams) for defense in

o],
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Network Admission

Control
(NAC)

Cisco Expo
2009
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Cisco Expo
2009

O

3

Policy
Components NAC Manager NAC Server
Centralized management, Posture, services
configuration, reporting,  and enforcement
and policy store
-
Endpoint
Comp_onents o
(Optional)

No-cost client for
device-based scans.

A

ACS
Access policy system
for 802.1x termination
and identity based
access control

Communications
Components

Welcome to the Human Network.
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Ruleset Updates

NAC
)

NAC Profiler

Scheduled automatic
rulesets for AV,
Microsoft hot-fixes,

Profiles unmanaged
devices and applies
policy based on

etc. device type
— sscC
Web Agent 802.1x Supplicant

No-cost client for
device-based scans.

802.1x supplicant via
CSSC or Vista
embedded supplicant

/) s

Routing and Switching Infrastructure

“

Cisco NAC Components

NAC Guest

Full-featured guest
provisioning server

lllllllll
CIsCO



Cisco Expo Make Access Contingent on Compliance
2009

First, Establish Access Polices. Then:

Authenticate & Authorize Quarantine & Enforce

» [solate non-compliant devices
from rest of network

= MAC and IP-based quarantine
effective at a per-user level

Update & Remediate

Scan & Evaluate

NO COMPLIANCE = NO NETWORK ACCESS s

Welcome to the Human Network. CiISsCoO



%%Cgo EXpo Cisco NAC Profiler: Automation

PCs Non-PCs
UPS |Phone|Printen AP
Cisco NAC g (S (= g““
Profiler . [E = ﬁﬁ
. : |
B - BE NP

Automated process
populates devices into
the NAC Manager; and

Behavior Monitoring subsequently, into

Monitor the state of the network i '
ropri NA l

endpoints appropriate NAC policy

Detect events such as MAC spoofing,
port swapplng, etc. ]
i e el CIsCo




Cisco Expo :
5009 o Wireless Out of Band

Infrastructure pre-requisites

» 802.1x Supplicant — supplicant agnostic — supports
XP, Vista, CSSC etc

Client compatibility

« NAC 4.5 — Available +
« WLC 5.1 — Available

Deployment

« Compatible with Wired OOB deployments
« Supports L2 Virtual Gateway only
* No role based VLAN assignment

o],
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%%CQO Exp0 \Wireless OOB — how it works

1. Client authenticates with WLC via 802.1x
2. WLC assigns clients trafficto quarantine vian

3. Clientis inband with NAC Server
4. Client goes through NAC process with NAC Server

..—_—_—.,,

5. NAC Manager tells WLC to put cllent In access vian
6. Client gets direct access to the network

o],
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Cisco Expo
5009 P MAC Posture

sl

Antivirus
Antispyware

~ User Name: l prem

AV Definition Update (ClamAV)
AS Definition Update (ClamAV)
Link Distribution

Local Check

Welcome to the Human Network. CISCO



%chgo Expo - Role of Identity & Access Management

Preventing unauthorised network access

Capabillities for differentiated network access

|dentity-based and role-based network access controls

802.1X and NAC can provide user or machine
authentication,

VLAN/ACL assignments in access layer to avoid
unauthorised access

Checking endpoint posture — Network Admission Control
Distinguish between managed and unmanaged assets

Ensure protection mechanisms are present and running
- Endpoint DLP
- Disk or folder encryption software on clients
- Other security or asset management tools alialn,

Welcome to the Human Network. CISCO
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g(i)sbcgo Expo Role of Identity & Access Management

= Future: Role-based network access using Cisco TrustSec
TrustSec tagging scheme will extend traffic separation
controls across capable network components

Access Policies based upon resource groups (not IP
address etc)

Security Access Policies are decoupled from network
topology

|dentity, posture, location and time-based controls

Transparent to the user/system

= Future: Entitlement Management (Cisco Enterprise Policy Manager)
Extending controls into databases (e.g. Oracle),

collaboration portals (e.g. Sharepoint, Webex) and

aghplication servers. ],
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Cisco Expo - Controlling network access

2009

= User and device
authentication

= Control network access
(L2 and L3)

= Device mobility in

the network

@)

-
e

* Cisco Secure Services Client

Welcome to the Human Network.

Role-Based
Access Control

Profiling Services

Device profiling = Network topology-

Behavioural monitoring TR |
Device reporting = Scalability via tagging

: ~N
Guest Services

Guest and sponsor portals = Hop-to-hop data protection
Role-based AUP = Preserves network L4-L7
Provisioning and reporting service value

Data Integrity and
Confidentiality

Admission Control

Posture Services :
of Network Device

Managed device posture = Network device (routers,
Unmanaged device switches...) authentication

scanning = Secure network domain
Remediation



Cisco Expo
2009

Please fill in the evaluation form

ol |||| ’
. Welcome to the Human Network. ‘éll!it'J' '
e g = e T (L Ll e CISCO



ZUUY

NI
CISCO

o],
Welcome to the Human Network. CIsCO




