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Agenda

ÁServices Evolution Requires: 

Cisco ISG ïIntelligent Service Gateway

ÁñClassicò Policy Control for Broadband Applications

Portal Based Self-Services

Tiered Services (Time & Volume)

Advanced Application Aware Tiered Services 
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Services Evolution:

Intelligent Service 
Gateway
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Next Generation Network
Overview and Drivers

ÁSPs to offer differentiated services
Rapid introduction of new value added services

Personalized applications to reduce churn and 
enhance differentiation

Multimedia and Combinational 
(e.g. Fixed-Mobile) Services

ÁSPs require close User and 
Network control

Authentication, Charging, Policy Enforcement 
(QoS, Security, Accountingé)

ñWalled Gardenò Service Concept for a wide 
variety of Services

ÁNetwork Convergence
Access independence and mobility

Transport convergence over IP

Reuse of common resources

Aging PSTN Equipment

Price pressure of commoditization

Transport Network

Access Networks

Generic
Resource/Access/
Network-Service

Control

End-to-End
Session

Normalization
Layer

Services
and

Service
Delivery Platform

Service
Exchange

Layer

Application
Function

Layer

Network
Device
Layer
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The New User Experience 
Enabling the Next Wave of Broadband

Add Subscribers

Pay As You 
Go!

Buy credit

Pay What 
You Use!    

Buy

Broadband 
Light

Buy: $19.99

Broadband 
Basic

Buy: $29.99

Broadband 
Premium

Buy: $39.99

Branded 
VoD
($4.99/movie)

Branded 
TV
($29.99)

Branded 
Phone
($15.99 + LD)

Add Value

Add Services

Register Log in
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Subscriber identified using multiple 
dimensions.  Identity gathered:

ÁFrom multiple sources and events

ÁOver session lifecycle

Services and Rules updated based on :

ÁHow subscriber behaves

ÁWhat he requires NOW

Different Services and Rules        
applied based on: 

ÁWho subscriber is

ÁWhere he is

ÁWhat he requires

The Elements of Customization

Identity

Differentiated 
Services

Dynamic Service
Management

Intelligent

Service 

Gateway

Subscriber 
Services

Subscriber 
Sessions

Subscriber 
Services

Session creation/
authentication

Dynamic Policy 
Push and Pull
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Policy 
Server

What Is ISG?

Cisco Intelligent Services Gateway
(ISG) is a licensed feature set on 
Cisco Routers that provides 
Session Management and Policy 
Management services to a variety of 
access networks

Subscriber 
Identity 

Management

Policy 
Management 

and 
Enforcement

DHCP 
Server

éAAA 
Server

ISG

Web 
Portal

Open 
Northbound
Interfaces

Subscriber Policy Layer

So focal, that the entire device is often referred as an:
Intelligent Service Gateway routeror simply ñThe ISGò

ISG
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ISGôs Place in the Network

ÁSits at the edge of the network

ÁCommunicates with other devices to 
control all aspects of subscriber 
access in the network

ÁSingle point of contact

ÁSubscriber Identification

ÁSubscriber Authentication

ÁSubscriber Services Determination 
and Enforcement

ÁDynamic Service update

ÁPer access and per service 
accounting

Walled GardenOpen Garden

Guest
Portal

AAA
Server

Policy
Server

Web 
Portal

DHCP 
Server

Subscriber Policy Layer

Video
Audio
Servers

Internet/Core
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Walled GardenOpen Garden

Internet/Core

Guest
Portal

Subscriber Policy Layer

Video
Audio
Servers

AAA Server

Subscriber Authentication
Subscriber Authorization: User and Service Profile Repository
Per access and Per Service Accounting
Front-end toward billing system

Policy Server Dynamic Policy Push (Application Level Trigger)

Web Portal

Front end toward the subscriber for:
Self Subscription
Web Logon
Service Selection (Application Level Trigger)

DHCP Server
Hand over of addresses to subscribers

Class-based address handover for ISG driven address pool 
selection

AAA Server, Policy Server, Web Portal can co-reside in the same appliance

AAA 
Server

Policy 
Server

Web 
Portal

DHCP 
Server

ISGôs Subscriber Policy Layer
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Walled GardenOpen Garden

Guest
Portal

DHCP
Server

Subscriber Policy Layer

ISGôs Dynamic Policy Activation

Walled GardenOpen Garden

Guest
Portal

DHCP
Server

AAA 
Server

Subscriber Policy Layer

Dynamic Policy push
(e.g. ñTurbo Buttonò)

Policy
Server

Application/
Service Layer event

Web 
Portal

Dynamic Policy pull
(e.g. Automatic Service-Profile

Download on Session 
Establishment)

Web 
Portal

AAA
Server

Network
Layer
Event

AAA 
Server



É 2007 Cisco Systems, Inc. All rights reserved. Cisco Confidential
BRKOPT-2110 
13621_05_2007_c1 12

ISGôs Northbound Interfaces

RADIUS Interface, for subscriber AAA functionalities and 
service download

RADIUS Extensions (RFC 3576) and XML based (SGI(*)) 
Open Interfaces, for dynamic, administrator or subscriber 
driven, session and service management functions 

(*) SGI: Service Gateway Interface

Walled GardenOpen Garden

Internet/Core

Guest
Portal

AAA
Server

Policy
Server

Web 
Portal

DHCP 
Server

Subscriber Policy Layer

Video
Audio
Servers

Policy 
PULL

Policy 
PUSH
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The Subscriber Session in ISG

Á Construct within Cisco IOS that represents a subscriber

subscriber: billable entity and/or an entity that should be authenticated/authorize

Á Common context on which services are activated

Á Created at first sign of peer activity (FSOL = First Sign Of Life)

Walled GardenOpen Garden

Internet/Core

Guest
Portal

Subscriber Policy Layer

Video
Audio
Servers

Subscriber 1

Subscriber 2

Subscriber 3

Subscriber 1
session

Subscriber 2
session

Subscriber 3
session

AAA 
Server

Policy 
Server

Web 
Portal

DHCP 
Server
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Open GardenWalled Garden

ISGôs Access Technology Abstraction

PSTN

Dial

ATM/Ethernet 

Switch

DSL

802.11

Access
Distribution

Ethernet

Fiber 

Node
Cable

Mobile RAN

Á subscriber-centric services regardless of 
access technology
ñany service applicable to any sessionòparadigm

Á subscriber management capabilities are 
extended into Metro and Enterprise Ethernet, 
Wireless LAN, Cable, for an all IP aggregation

Á legacy technologies (DSL/ATM) still supported

DSLAM
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Subscriber Session

Traffic
Forwarding

Service

A
C

L

FeatureFeatureFeature

ISG Subscriber Session Data Plane

Forwarding Service:
Forwarding (at L2, e.g.

L2TP) or
Routing (L3, e.g.

connection to a VRF)
Mutually exclusive

Flow-Features:
Apply to the

classified flow
(a portion of

the entire session
data)

TC

TC
Data A

C
L

Session-Features:
Apply to the 

entire session
e.g. per-user-ACL,

Policing, MQC, 
Accounting

Traffic Classification
(using traffic classes:

class-map type
traffic) 

Default-Class
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ISG Session Types

ÁBased on Subscriber Access Protocol not Technology

ÁSession typologies:

Statically Created Sessions:

Interface Sessionsï

IP based access only

CPE Mode # of Sessions 

Bridged 1 per end-host

Routed 1 per household

Dynamically Created Sessions:

PPP sessions

IP Sessions

IP ñSubnetò Sessions

# of Sessions 

1 per subnet

# of Sessions 

1 per interface

ÁSubscriber ñSubnetò membership 
determined during authentication

ÁAuthentication mandatory for 
subnet sessions
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Subscriber Dynamic Sessions

Access
Distribution

Ethernet

PPPoA

PPPoEoA 

PPPoL2TP

ATM

PPP Sessions

Phy
ATM
AAL5

1483

PPP

IP

Eth

IP

PPP

PPPoE

Phy

IP

PPP

Phy
ATM
AAL5
1483

PPPoEoE / PPPoEoVLAN/PPPoEoQnQ 

Phy
Eth

IP

PPP

PPPoE
.1Q QnQ

ATM

Eth

ATM 
Eth IP

IP/UDP
L2TP

IP Sessions

Eth

Native IP capable 
transport technologies

802.11, 802.16

Any access 

technology

IP

IP

Phy
Eth

IP

Phy
Eth

IPïLayer2 Connected

IPïRouted

802.3 based main intfes

Subinterfaces: .1q, QnQ

Virtual Template w/ 

Virtual Access (sub)Interfaces

ATM,E
th,..
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Dynamic Session Initiation

Á ISG sessions are initiated at the First Sign of Life (FSOL)

ÁFSOL depends on the Session Type

PPP Sessions - FSOL IP Sessions - FSOL

.... there are options .....

DHCP

DHCP discover

Data Traffic

Unclassified MAC or IP ÅIP packet with unknown MAC 
or IP source address
Use MAC for L2-connected IP 
sessions

Use IP for routed IP sessions

ÅDHCP Discover message

ÅISG must be DHCP Relay or 
Server

ÅRADIUS Access/Accnt Start

ÅISG must be a Radius Proxy

ÅTypically used in PWLAN and 
WiMAX environments

RADIUS 

AP
Wireless 
Client

RADIUS 
Access Request OR

Accounting Start

PPP Call Request (LCP)
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Session Authentication

Authentication models supported: 

ÁAccess Protocol Native Authentication:

PPP: CHAP/PAP

IP: EAP for wireless client

ÁTransparent Auto Logon (TAL): 

Authenticates using network identifiers. Typically 
ñsubscriber trafficò related identifiers

ÁWeb Logon

Authentication is not mandatory on a session, but used in 
most situations

Authentication: Allow Access to Network 
Resources Only to Recognized Users
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Session AuthenticationðPPP

PPP - common scenarios

ÁUses legacy PPP authentication protocols

ÁApplicable to all session types

ÁDSLAM inserts PPPoE tags, typically Circuit and 
Remote ID

Á ISG performs authentication using a combination of 
Circuit and RemoteID as username

ÁOnly available for PPPoE sessions

Á ISG performs authentication using NAS-PortID as 
username

ÁTypically used w/ PPPoA and PPPoEoQnQ where a  
single subscriber is associated to VC/subif

ATM Eth,

L2TP

AAA
Server

RADIUS
Username: 

PPP Username

Pwd: PPP pwd

PPP CHAP/PAP

PPP CHAP/PAP Auth

RADIUS
Username: 

RemoteID:CircuitID

Pwd: Shared PPP
DSLAM  inserts 

PPPoE  tags
CircuitID/RemoteID

ATM Eth,

L2TP

AAA
Server

PPPoE Ctrl Msg

TAL: PPPoE Tag Auth

ÁUser traffic redirected to a Web Portal to enter 
credentials (username and password)

ÁUser Credentials propagated to ISG

Á ISG uses credentials to authenticate user with AAA

ÁApplicable to all session types

RADIUS
Username: WebLogon 

Username
ATM Eth,

L2TP

AAA
Server

Web
Portal

Web Logon

Data Traffic

redirection

D
e

p
lo

ym
e

n
t 

li
k
e

li
h

o
o

d

-

+

RADIUS
Username: NAS-Port-ID

ATM Eth,

L2TP

AAA
Server

Data Traffic

TAL: NAS-Port-ID Auth   
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ÁAccess Switch inserts Option82 Circuit and Remote 
ID in DHCP Requests

Á ISG performs authentication using a combination of 
Circuit and RemoteID as username

Á ISG session must be DHCP initiated

Session AuthenticationðIP

IP ïcommon scenarios

Á ISG performs authentication using identifiers from 
subscriber traffic (source IP/MAC)

ÁTypically used in IP-L2 connected topologies to support 
clients w/ static IP address or in IP-routed topologies

+ ÁUser traffic redirected to Web Portal to enter 
credentials

ÁUser Credentials propagated to the ISG

Á ISG uses credentials to authenticate user with AAA 
server

ÁApplicable to all session types

D
e

p
lo

ym
e

n
t 

li
k
e

li
h

o
o

d

-

ÁUser starts EAP authentication with Access Point (AP)

Á ISG impersonates RADIUS server toward AP and 
RADIUS client toward real server

Á ISG learns session authentication status by proxying 
RADIUS messages betw/ real RADIUS client and 
Server

Á ISG session must be RADIUS initiated

EAP Auth 

RADIUS
Username: 

EAP  username

AAA
Server

AP
Wireless 
Client

RADIUS
(EAP based auth)EAP 

RADIUS
Username: 

MAC:RemoteID:CircuitID

AAA
Server

TAL: Option82 Auth

Access SW inserts Option 82
CircuitID/RemoteID

DHCP exchange

AAA
Server

RADIUS
Username: 

MAC or IP

Data Traffic

TAL:IP/MAC 

RADIUS
Username: WebLogon 

Username

AAA
Server

Web
Portal

Web Logon

redirection

Data Traffic
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Session Termination

PPP Sessions Exclusively IP Sessions Exclusively

ICMP/ARP keepalive failure

Keepalive failure

ICMP Keepalives used to terminate routed sessions

ARP keepalives used to terminate l2-connected sessions

PPP and PPPoX protocol events

ppp disconnect; ppp keepalives  or L2TP 
hellos failure

RADIUS PoD

Policy 
Manager

RADIUS PoD (Packet Of Disconnect)

DHCP

DHCP Release

OR DHCP 
lease expiry

DHCP 
initiated 
sessions 
only

Web
Portal

Web Logoff

RADIUS CoA
Account-Logoff

Idle and Absolute Timeouts/Timer Expiry

IP and PPP Sessions

RADIUS 

Wireless 
Client

RADIUS 
Accounting StopEAP 

AP

RADIUS 
initiated 
sessions 
only
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ISG Services

Session 

Administration

Portbundle (PBHK)
Keepalives: ICMP and ARP based
Timeouts: Idle, Absolute

Traffic 

Conditioning
QoS: Policing, MQC
Security: Per User ACLs

Traffic 

Forwarding 

Control

Subscriber Address Assignment Control
Redirection: Initial, Permanent, Periodic 
VRF assignment: Initial, Transfer
L2TP assignment

Traffic 

Accounting

PostPaid
Prepaid:   Time/Volume based
Tariff Switching
Interim 
Broadcast

F
e

a
tu

re
s

Associated to 
Primary Services

Primary Service: contains one ñtraffic forwardingò feature and optionally other 
features. Only one primary service can be active on a sess.

Service: a collection of features that are applicable on a 
subscriber session Service = {feat.1, feat.2,...,feat.n} 
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How Many Features in a Service?
How Many Services on a Session?

ÁNo limit in the number of features 
per service, however consider 
that:

A service is smallest atomic 
configuration unit that can be 
activated/deactivated on a session

Deactivating a service implies 
deactivating all associated features

ÁNot all features (and therefore 
services) are compatible w/ 
each other

ÁNo limit in the number of services 
per session, however:

Only 1 primary service can be active at 
any given time on the session

Good Practice: Different services 
should have different set of features

Session

Session

Feature 1 Feature 2

FeatureN

Service1

ServiceM

Service2
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ISG Feature Granularity 
Per Session or Per Traffic Class (TC)?

ÁISG Classification resembles 
Modular QoS CLI (MQC)

ÁOnly traffic that can be 
identified via an IP ACL 
(standard or extended) can be 
classified

ÁEach Traffic Class can have a 
different set of features applied

ÁA Traffic Class and associated 
features also referred as 
TC service

ÁA Default TC can be used to drop 
traffic that could not be classified

SubscriberX 
Data

TC1

TC2

TC3

Flow   
Features

Session
Features

C
la

s
s
if
ic

a
ti
o
n A
C

L
A

C
L

A
C

L

grouped in 
Session 
Services

Subscriber Session
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When Should I Use TC Services?

Walled GardenOpen Garden

Internet/Core

Guest
Portal

AAA
Server

Policy
Server

Web 
Portal

DHCP 
Server

Subscriber Policy Layer

Video
Audio
Servers

Subscriber Data

To identify what traffic 
should be redirected to an 
external appliance (Web 
Logon, Periodic 
Advertisement)

To offer different QoS 
levels to different flows

For differentiated billing 
based on application 
usage

To permit Open Garden traffic 
over an unauthenticated 
session while dropping all 
other traffic (default drop)
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Defining Services

AAA Server

Location

Policy Manager

(supporting the SGI Interface)

Download

ÅServices defined in Service Profiles

ÅStandard and Vendor Specific 
RADIUS attributes used

ÅOn demand download on a 
need basis

ÅServices defined in XML

ÅPre-download of all existing services

RADIUS Access-request
Username: Premium_HSI
Password: <service pwd>

RADIUS Access-accept
Features associated w/ service

2
ÅPremium HSI service 

should be activated 
on the session
ÅNo definition yet 

available

1

ÅService Activated on session
ÅService Stored in local cache 

while  in use by at least 1 sessions

3

4

SGI Request
Premium, Standard, Basic 

HSI service definitions 

SGI Response

1

ÅDefinition of all existing Services 
typically pre-downloaded on Box

ÅServices permanently stored 
in local database 2

3

ISG

ÅServices pre-configured using CLI

ÅServices defined on Service Policies: 
policy-map type service <name>

ÅServices permanently stored 
in local database
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How Services Are Activated on a Session?

AAA
Server

DHCP 
Server

Subscriber Policy Layer

Administrator

Via an external Policy 
Server/Web Portal

During Subscriber 
Authentication/ 
Authorization

Subscriber

RADIUS  
CoA or SGI

Request

Web Portal /
Policy Server

DHCP 
Server

Subscriber Policy Layer

Web Portal /
Policy Server

Subscriber

RADIUS
Acc-req

ÅSubscriber is successfully 
authenticated 

ÅRADIUS Response includes 
Services and Features to activate 
on Session (from UserProfile)

ÅService Activation request sent 
by External Policy Managers via 
a RADIUS CoA or a SGI 
Request message

Via the On-Box Policy 
Manager

ÅPolicy Plane determines what actions
to take on session based on events

actions *include* applying a service

ÅControl Plane ensures actions are 
taken ïi.e. provisions the data plane

ÅData Plane enforces traffic conditioning 
policies to the session

AAA
Server

RADIUS
Acc-accept

P
o
lic

y
p
la

n
e

C
o
n
tr

o
l

p
la

n
e

D
a
ta

p
la

n
e

actions

e
ve

n
ts

from 
external PM

from 
data 
plane 
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The On-Box Policy Manager (PM)

Handles all aspects of subscriber session lifecycle 

not just Service Activation!

Session 
Life Cycle

Session

Initiation

Authentication Termination
described using

Cisco

Policy

Language

Through CPL and the On-Box PM 

ISG is not only a Policy Enforcement Point (PEP)

it is also a Policy Decision Point (PDP)

Service
Activation

Session


