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« Security Management Challenges

 Security Provisioning with Cisco Security Manager —
Some Best Practices

» Security Monitoring with Cisco Security MARS — Some
Best Practices

* Incident investigation — Two Examples
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soos 0 _The Challenge of Managing Security

The Branch
Cisco Router with integrated
Firewall + IPS

Internet Gateway
Routers + ASA Firewall + IDS/IPS +
DMZ Servers

T

Security Management
AAA + Provisioning + Monitoring

Welcome to the Human Network. CISCO



siecoBxpo The Challenge of Managing Security

Monitoring

Need to monitor
multivendor

networks

Configuration
How to rapidly deploy
new policies \

Datacenter Teleworker

Identity
How to control access
to network assets—

who can do what

Analysis
Too much meaningless

Remote User

Patch Mgmt

Image, Inventory,
Signature...

Mitigation
How to use network
to eliminate threats
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S8C0 Expo | Drive Fast .. How fast !!
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g(i)%cgo Expo  Processes from only footprints to ?
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g(i)%cgo Expo What's in the mind of an admin !

Today’s network environments are comprised of:

Various products with their own specific
configuration interfaces

High log volume from network
devices

Security events and alarms from
disparate network elements

Separate security policy management
and information management systems

Lack of integrated reporting

i
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Giaco Bxpo Addressing the Challenges

0 Ease of Configuration and Setup 0
0 Policy Administration

Monitoring

0 Event Sharing and Collaboration a
0 Threat Intelligence a

Effective risk analysis and operational
control

i
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Cisco Expo Cisco Security Manager (CSM)
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Device View

Unified services management
for security including firewall,
IPsec VPN, SSL VPN, and
IPS

Different views for different
administrative preferences

*Device View
* Topology View
*Policy View

Efficient management
architecture for large-scale
security deployments

i
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= MARS is an acronym =
Monitoring, Analysis, and
Response System

= Security threat mitigation
appliance

= Rapid threat detection,

iIsolation and mitigation,
topologically aware

= Command and control for your
existing network security

= Correlates data from across
disparate multi-vendor security
devices and applications

Welcome to the Human Network.

Cisco Security MARS

IDS Event
Firewall Cfg.
NAT Cfg.
Netflow

Firewall Log Server Log
AV Alert

App Log

Switch Log
Switch Cfg.

Router Cfg. VA Scanner

Isolated Events

@ Sessions

i
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CiscoExpo  Cisco Security Management Suite

2009

Cisco Security

Manager

Simplified Policy
Administration

End-to-End
Configuration

Network-Wide or
Device-Specific

* Integration to Cisco Secure Access Control Server

Configuration
Provisioning

Cisco Security

Monitoring
Analysis
Mitigation

Self-Defending Network

*Role-based access control
Privilege-based access to management functionality

« With the context of auditing services

Welcome to the Human Network.

Rapid Threat
Identification
and Mitigation

Topology
Awareness

Data Correlation
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Gisco Bxpo Provisioning Requirements

» Scaling from tens to many thousands of devices

« Efficiency in distributing changes to connected and non connected
devices

« Make device settings common across devices

« Standardize on common policy, constructs and controls
 Setting corporate rules and enforcing best-practice guidelines
» Enabling SecOps and NetOps to work together
» Controlling who can do what on which device

» Abstract polices from device implementation
« Reducing the complexity of different device types

o],
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%%090 Expo Best Practice — Policy Sharing

Best Practice Requirement
= Share policies across security platforms

= Branch level customization e

Example - ——
|

= For retail or multi-branch +90% policies
are the same

= Minor differences at local branch level

= Strive broad commonality

= Allow admin to override policy to meet
local branch needs

Benefit

= Maintain consistency with a single policy
view leading to simplification

= Roll out new services to all branches with
a single policy operation

= Reduce time and effort for adds moves ~ ,_;tz
and changes

L)
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Policy Hierarchy and Inheritance
Best Practice Requirement

= Enable IT to create mandatory

policies that are enforceable with
minimum effort

= Options to make it user
customizable

Example
= No IM file transfer, period
= Allow SSH, SSL

Benefit

= Organizational fit

= Cooperative behavior

= QOrganization level control

= Reduce time to introduce new
devices

Welcome to the Human Network.

Best Practice

Corporate :w“?lqdatory
Policy )
I-M2
inherit ---
Mandatory
-m1
11-M2
inherit
Application mal\rn‘?atory
Server g
Policy lli-M2
inherit Local device rules:
o Local-1
Locla-2
Default
(oI I [II-Default1
Policy lll-Default2
Default
lI-Default1
lI-MDefault2
— Default
sl |-Default1
Policy

I-Default2

Resulting rules
order on device:

I-Manditory1
I-Manditory2

lI-Manditory1
lI-Manditory2

lll-Manditory1
llI-Manditory2

Local-1
Local-2

llI-Default1
llI-Default2

lI-Default1
lI-Default2

I-Default1
I-Default2
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Workflow

Best Practice Requirement

= Allow NetOps and SecOps to
work as a team

= Workflow for deployment with
approvals at each stage

Example

= All policy changes need to be
approved

= Deployment to the network

must be during the change
window

Benefit

= Enables teamwork and
collaboration between NetOps
and SecOps

= Increased network uptime

Welcome to the Human Network.

Best Practice

Security l |
(o) pe rat! 0 !13 Create/Edit Review/ Approve/
Policy Definition Policy — Submit Commit

I\ -
EEE Generate/ SN Approve
\l Submit Job

Job

Policy Deployment
Network

Operations
Policy Deployment

Rollback

= Who can modify device configs?
= Who can view changes?
= Who can approve changes?

= Who can deploy changes to devices?
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Role Based Access Control
Best Practice Requirement

= Authenticate admin access
to management system Cisco 10S

Software

= Determine who has access

to specific devices and
policy functions

@ﬁl Cisco
PIX FW

[ 'q;j

e Remote
\\‘ﬂf Access
=

Example

= Verify admin and associate

them to specific roles as to
who can do what HT

Benefit Office

= Enable delegation of admin
tasks to multiple operators

= Provides appropriate

separation of ownership and
controls

o],
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Siaco Expo Key Concepts—Events

= Events—Reporting devices send raw messages (syslogs, traps...) to
CS-MARS or CS-MARS retrieves raw messages (IPS alerts,
Windows log....) from the reporting devices and maps the raw
messages into events

Cisco/Nqn-Cisco .'éf’f,
Devices mi
|-’i

e

m’

SDEE, RDEP

Retrieve IPS Alerts
IPS Alerts

o],
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Siaco Expo Key Concepts—Sessions

= Sessions—CS-MARS correlates events in sessions (for example,
across NAT boundaries)

ETraffic Flow
Event1 i
g2 g -
é Event3 .":
N\ (P'Er‘é?,(}fn N\ (PostNAT) | |
Session 1 = Correlated (Even1, Even2, Even3)  |i-cemeeqp |

o],
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Gi8co Bxpo Key Concepts—Incidents

= |ncidents—Rules fire to create infgiwdents

! Traffic Flow

Attack ‘

\ Event3 :“
(Post-NAT) (]

Event2
(Pre-NAT)

Incident Eveni1 | ._ ______
= Match Rules (Session1, e m
Session2) ;
Event3 |[|¥
(PEr‘é‘f,(,‘fT) (Post-NAT) | [
\_ Session 2 = Correlated (Even1, Even2, Even3) e LTI : I
=
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What to Monitor

= The engineer must decide what devices to report to CS-MARS

Border Router | ¢

Welcome to the Human Network.

Firewall w/IPS

—
2o

DMZ Server

Core Router

Accounting &
Engineering Servers

jlj
==

CSA
—
=3 e
ngineerin
CSA 2 c
= /-
I el .
Accounting
CSA
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= Skip monitoring border router to reduce events

What to Monitor: Border Router

= May be reducing depth of defense, early warnings, and will miss
config change notification

Border Router

Welcome to the Human Network.

Firewall w/IPS

Core Router

=
CSA |

DMZ Server

Accounting and
Engineering Servers

— |

= o 1)
ﬁl
CSA
=
- ngineering
y—=" =
v =3 _
Accounting
CSA
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What to Monitor: Firewall

= Will monitor firewall to follow NATed traffic

= Wants to know whenever firewall configuration changes

Border Router @||

Welcome to the Human Network.

Firewall w/IPS

DMZ Server

Core Router

Accounting

Engineering Servers

and

— |

gj
CSA
—
o
ngineerin
CSA 2 2
o
=3 _
Accounting
CSA
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g(l)%cgo Expo What to Monitor: DMZ

= Will monitor DMZ servers to watch for attacks

= Will monitor DMZ switch to enable layer 2 mitigation and monitor
config changes

1 Accounting and
Firewall w/IPS Engineering Servers
Core Router j
Border Router | g I . = j
e o n" = I-I
CSA
== =
=g —
- Engineering
= I CSA
csa =4
==
DMZ Server I F=d
Accounting
CSA
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Cisco Expo What to Monitor: Core Router

2009

= Will monitor NetFlow from core router for Network Based Anomaly

Detection.

= Will monitor core router for connections/teardowns and config changes

Firewall w/IPS

Border Router

DMZ Server

Welcome to the Human Network.

Core Router

Accounting and
Engineering Servers

jﬁ

CSA

Engineering

Accounting
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519c0 ExpoBuild a Playbook .. Don't Just sit down !

CHECKLIST

i
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What to Monitor: IDS Sensor

= Will monitor IDS sensor as best source of security events

= CS-MARS stays in sync with signatures through auto-update

Border Router

Welcome to the Human Network.

Firewall w/IPS

==

=)
CSA |

DMZ Server

Core Router

Accounting and
Engineering Servers

ﬁ
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Going through the live

of an Incident
iInvestigation

Cisco Expo
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S8C0 Expo What are we showing ?

= Start from MARS

* Find an interesting incident

= |nvestigate the attack

= Review the mitigation MARS = CSM
= Follow the linkage to CSM

= Update the policy

o],
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Cisco Expo Example 1: IPS Event to Policy

2009

1. Access CS-MARS
from browser
either — Summary
or Incidents

2. Drill-down into the
IPS incident.

Welcome to the Human Network.

|SI.IMM\' || INCIDENTS ” QUE

atus || My Reports ||

ARS Standalone: pnmars v4.3 La

Recent Incidents (Last Hour)

IF\II Severities "I |F\II Rules
|In|:ident D |Euent Type |Matl:hed Rule
1:7587445 WWW WINNT  System Bule: Server Aftack: Web - Aftempt[d]
cmd.exe
Exec@,
Wiy ITS
Unicogde
Direct [ LKL LD
traver] CISCO |5UMMARY ” INCIDENTS ||:
LPEE7444ET Windnl Incidents || False Positives || Cases ||
DCo (7)
overf| [S]7 INCIDENTS | CS-MARS Standalone: pnmars v4.3

Recent Incidents for Last |one Hour =

I.ﬁ.ll Severities vl I.ﬁ.ll Rules

|In|:ident 1D |Euent Type |Matched Rule

i~ I:?58?ﬁ45a WA WInNT Spstemn Rule: Server Attack: Web - A#empt@

cmd.exe Exec|q],
Wit I1S Unicode
Directory
traversal@

i N75E7444ET windows RPC DCOM  Systern Rule: Server attack: RPC - Attempt@
Qverflow
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3.

5.

Expand
incidents and
look for the

reporting device,

in this scenario
is the ssm-ips

Click into the
CSM policy
query icon.

Another page
may display
multiple entries,
select one of
interest and
click on the
CSM icon.

Welcome to the Human Network.

Example 1: IPS Event to Policy

Incident ID: 75574450 [GalH) LE
Dffset|Session §f |Ewvent Source IPfPort Destination IPfPort |[Protocol| Time Reporting |H
Incident ID [Type Device [

4]

3 W [=] Groups: 2, Total: & 3
WnMT
crnd.exe
Exec
3 WY 10.10.80.40 [4] 1563 [d] 172.16.1.200 [4] 60 [4) ToFP [4]  [2] Total: 4
WinMT
crnd . exe
Exec@
3 S:I7498208,  WWW 10.10.80.40 [4] 1562 [q] 172.16.1.200 [4] 80 [4) TCP [4] Mar 5, 2008 1:08:31 AM PST ssm-ips
[ 7587445 WinNT
crnd.exe
Exec@@"
3 S:7498212, W 10.10.80.40 [d4] 1563 [d] 172.16.1.200 [4] 80 [4) TCP [4] Mar 5, 2008 1:05:33 APET ssm-ips
[:7587 4456 WinMT
crnd . exe
Exec|d)&=
SSMI-1pS [a0
Event f Reporting [Time (Policy|Raw Message
Session f Device
Incident ID
E:7498209, ssm-ips Mar 5, oooo 47 48 B4 7
Si 7495208 2005 oo0lo &2 30 25 &
1:08:31 o 74 55 &
AM PET o zh 64 &
] a1l
E: 7495203, ssmi-ips Mar 5, 10.10.80.40/1562 -4
7498208, 2005 S081/0,Time: 12047
DFEEFE4s T 1:08:31
AM PST o],
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Gisco Bxpo Example 1: IPS Event to Policy

6. MARS may
request for CSM
authentication, if

so enter your CSM Source IPfPort Destination IPfPort |Protocol{Time Ezﬂli]cr;ing
credentials. Check

Save 10.10.80.40 [9] 1183 [4] 172.16.1.200 [9] 80 [q] TCP [9] Mar 5, ssm-ips
Credentials*** to VI -
reuse the AM PET

credentials for the (

session if needed. “User Name: ladmin } 6 I

7

*Password: |eeses

*** Credentials are A—Wh I

only cachedfor |
the browser | M
session

o],
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MARS provides the full
policy-query page, with
greater details into the
selected incident -
signature.

7. Click into the Signature ID

Example 1: IPS Event to Policy

ACCEess

Signature Details - WWW WinMNT cm

Signature ID

Severity

Welcome to the Human Network.

Event f Session f Event Type Source IPfPort Destination IPfPort (Prao
Incident ID
E:7496208, WA N T 10.10.80.40 [9] 1562 [9] 172.16.1.200 [4] &0 [4] TR
57498208, crnd.exe Exec[d|E=
7587445
Signature Details - WWW WinNT cmd.exe Edit Signature Add Filter
AcCCcess
Signature ID 5031 Sub Signature ID 0
Severity High  Base Risk Rating &0
Fidelity &0 Engine Service HTTPR
Source Polj Local
ce Mandatory [ Enabled W
Produce alert
Retired r Obsoleted r
Signature Parameters
-| Parameters
Alert Severity High
Sig Fidelity Rating &0
Promiscuous Delta 1n
+ =ig Description
+ Engine
+ Event Counter
+ Alert Frequency
+ Status
Yulnerable 0S List Windows MNT/ZK/ %P
+ Mars Category Tes

CS Manager Details

i
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MARS cross-launch to Cisco
Security Center’s IntelliShield
to provide latest signature detail.

Example 1: IPS Event to Policy

Worldwide [change]
I
CISCO Search
Soltions Products & Services Ordering Support Training & Events Partner Central
HoMWE Security Center
ABCUT CISCO

Benign Triggers

Host sweep signatures 3030 and 3032 detect behaviors that should not be observed from sources
outside the local network but are normal behaviors for sources from within the local network.

Self-Defending Hetwork
Case Studies

Technical White Papers
Cizco Emergency Response

Technical Resources

Description

Triggers when the uze of the Windows NT cmd.exe is detected in a URL.

TTIETITSTITE T CUETIT
Responses Releaze: S109 (download)

) ) Original Release Date: August 16, 2004
Cisco IPS Signatures

: - Latest Release Date: August 16, 2004
C|scu_IPS Active Update Default Enabled: True
Bulletins

Default Retired: False

Recommended Filter

FIHEy: TOD

Welcome to the Human Network.
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Gisco Bxpo Example 1: IPS Event to Policy

8. Return to the MARS policy-query page.
9. Click on the Edit Signature button.

Event f Session f Event Type 8 urce IPfPort Destination IPfPort |Prot
Incident ID

E: 7498208, W iR T 10.10.80.40 [9]) 1562 [9] 172.16.1.200 [4] &0 [4] TCP
517498208, crnd.exe Exec|d]&

DFERFEE5ET

Signature Details - WWW WinNT cmd.exe Add Filter
ACCess
Signature ID 5051 Sub Signature ID O Edit Signature in 5 Manager

o],
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Gisco Bxpo Example 1: IPS Event to Policy

10. MARS provides a link to cross-launch to CSM - navigates to the device,
in this scenario is the ssm-ips - automatically highlights the signature

(5081).
11. From here, the user can configure the policy as needed - e.g. add to
action.
B ssmos Rze ez I s
TS
S B\ e :m AT ITITIHInuiiu

Signatures

2\ M I | e R e

] signatures SEL O A HTRT cnd Add ta Actions J Hini Dery Packet Ihli "
B Settings ‘%@\%\\&\\\\W\%\ﬁ ﬁ 3\: 5\% ?E \rs: ?\%\\\\ \%‘ Delete From Actions k :W a:c ac nslne
| anomaly Dekection ‘%@M%\M\\\\\\ \%‘ | Replace Actions With d | ;rrg.:m: Z.Ie:at k

o],
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12.

1567

14.

Return to MARS policy-
query page - click Add
Filter

MARS will cross-launch
CSM - provide the Add
Filter Item dialog. The
fields are conveniently
pre-populated with
variables provided from
MARS and IPS events.

Make any changes and
finalize by giving a Name
to the filter = click OK
when finished.

Changes will be

made during next
deployment to the IPS
device.

Add Filter

Example 1: IPS Event to Policy
12
p

Welcome to the Human Network.

Add Filter Ttem

Mame: *
Signature ID:
SubSignature I0:
Attacker Address:
Attacker Port:
Wictim Address:
Wickim Park:

Risk Rating Min:

03 Relevance:

Camments:

Active

Enabled
e
sosL
IIZI—

|10.10.80.40

Select, ..
Select, ..

|0-e5535

[172.16.1.200

|30

0 Max:

Mok Relevant
Relevant
Lnknown

100

Actions to Subtract:

Crerny Attacker Inline

Deny Attacker Service Pair Inline
Dy Attacker Wictim Pair Inline
Deny Connection Inline

Dery Packet Inline

Log Attacker Packets

1 0g Abbacker [Wickim Pair Packets |
Lo Vickim Packets

Produce Alert

Produce Werbose Alert

Request Block Connection
Fequest Block Hosk

R.equest Rate Linit

Feguest Snmp Trap

Reset Tep Connection

% ba Deny:

100

DS! 14

| CK, ] ‘ Cancel ] | Help J
|8
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Gi8c0 Bxpo Example 2: FW Event to Policy

1. Open the CS-MARS GUI 2.  From either the Summary or
Incidents tab, Drill-down into the FW
incident.

alaln
CISCO

Incidents |

ARS Standalone: pnmars v4.3

Recent Incident our)

%_(I) INCIDENTS | CS-MARS Standalone: pnmars v4.3

IAII Severities 'I | all Rules
|Incident 1D Event Type |Matched Rule

1:758761147 7  Deny packet due to Deny Packet(d]
security policy

1:758761047  Deny packet due to Deny Packet[d) .
security policy[d) Recent Incidents for Last |One Hour =

1:7587609&7 Deny packet due to  Deny Packet[d] | View |
security policy

|Al| Severities 'I | all Rules

|Incident 1D |Event Type lMatched Rule

¢ N75876114F Deny packet due to security  Deny Packet@
policy

¢ 1:7587610&7 Deny packet due to security  Deny Packet[d)
policy

( 1:758760947  Deny packet due to security  Deny Packet[q)
policy

LR LK
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Gisco Bxpo Example 2: FW Event to Policy

3. Another window opens 4. Click on pathicon it will 5. Next click on the CSM
with more details on display the incident icon to get more details
the incident. network path on the reporting device
and Raw message.
Incident ID: 758761247 | Expand all | [ collapse all |
Offset(Session f Event Type Source IP/Port Destination IP/Port |Protocol(Time Reporting Reported |Path / Tune
Incident ID Device User Mitigate
1 $:7502894, Deny packet due to  10.10.80.40 [q] 1028 [a] 10.100.1.15 [a] 6161 [a) UDP [a] Mar 6, 2008 7:46:28 AM PST - ny-asa.cisco.com Eg[) False Positive Tuning
11758761247 security policy [a]&] Mar 6, 2008 7:47:43 AM PST ;n‘jm

6. Inthe “Raw message” screen below click on I I [_/

=-7502894 Path

the CSM icon. This will display the CSM rule
table with the ACE that generated the Syslog [Layer 2 Path =]
highlighted in yellow.
[ Mar 6, 2008 7:55:39 AM PST |
Standalone: pnmars v4.3 Login: Administrator (pnadmin) ::
Even_t i Rept_:rting Time Raw Message
BT S bl
E: 7502894, ny- Mar 6, 2008 <164=%ASA-4-106023: Deny udp srcinside:10.10.80.40/1028 dst
17502894, asa.cisco.com  7:46:28 AM  outside:10.100.1.15/6161 by access-group
11758761247 g PST "CSM_FW_ACL_OUT_outside" [0x0, 0x0]
E:7502898, ny- Mar 6, 2008 <164>%ASA-4-106023: Deny udp srcinside:10.,10.50.40/1028 dst H-10.1030.40
517502894, asa.cisco.com  7:47:43 AM outside:10.100.1.15/6161 by access-group
17587612488 PST "CSM_FW_ACL_OUT_outside" [0x0, 0x0]
B N—

16
o],
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Example 2: FW Event to Policy

7. Clicking on the highlighted
rule or on any rule number
on the table will cross

launch CSM.

Found 1 matches in & rules, Go to matched rule MILOC‘ﬂ s v M

IEdit |Permit |Source Destination |Service Ilnterface IDir. |0ption Category Description

j Local (8 Rules)

1 % & any 172.16.1.200 £ 1cmp [§) outside out  Informational/s None

2 v @ any @ any 9 ICMP E;] outside out Informational /300 MNone

3 v B any 172.16.1.200 £ e [ outside out  Informational/300 None

4 % &8 any 172.16.1.0/24 2 mae [§) outside out  Informational/s None

5 ® @ﬂy_ @ﬂz udp/6161 @]M out None
v @ any @ any @ ICMP outside in Informational /300 Mone
4 @ any @ any @ 1P EE] outside in Mone

E7 4 B any B any 21 [§) inside in None

Go to page | e ||1;] | Nest | Rows per page Iﬂ

Welcome to the Human Network.
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g(i)%cgo Expo Check the Security Center

= Note the Cisco Applied Mitigation Bulletin column

Worldwide [change] LogIn | Register | Ahout Cisco

vl |

CISCO Search | Go |
Solutions Products & Services Ordering Support Training & Events Partner Central

Security Center

cmergency Response
Inform, Protect, Respond il

Early-warning inteligence, threat and vulnerahility analysis, and proven Cisco mitigation solutions to help protect networks » Emergency response for
network incidents:
Cisco Technical Support

Powered by IntelliShield Search Security Go | Advanced Search

Security Alert CVYSS Score Cisco IPS Cisco Cisco Aoplied 'Wiffected 333”25\’3;‘244(:7}#.3.)
- L2 3e0Me L=ER pSIRT Mitigation isco 0 ~onjocts
I = Signature e Bulletin roducts » Urgent assistance for inciderts
with Cisco products:
Cisco Unified Communications Manager SGL Injection 4.0/33 = = PSIRT

Yulnerability 877 228-7302(U.S)

MySGL Erterprise and Community Server SSL Library Buffer +1 405 525 8332 (outside U. S.)

Qverflowy Yulnerability » Report an incident involving the
Cisco corporate network:

-~
[
i
[fu]

Linux Kernel get_iovec page array() Privilege Escalation 6.8/5.6 infosec@cisco.com
Yulnerabhility
Mozilla Firefox, SeahMonkey, and Thunderbird Brovvser Engine 9389 Cisco Yulnerahilty Policy

Memory Corruption Yulnerability

i
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= The Security Center Website offers advice for security

Check the Security Center

alerts including:

Reports and screenshots for CS-MARS

IPS Signature information — including false positive triggers — Very

helpful for tuning sensors

Cisco Security Monitoring, Analysis, and Response System

The Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS) appliance can create incidents on events for the following Microsoft
Security Bulletins. After the S316 dynamic signature update has been downloaded, using the following keywords for each of the respective IPS signatures
and a query type of All Matching Events on the Cisco Security MARS appliance will provide a report that lists the incidents created by these IPS

signatures.
Microsoft ID Signature ID(s) MARS Query Keyword(s)
MS08-004 6257-0 NR-6257
MS03-007 6771-0 NR-6771
6777-0
MS08-008 6777-1 NR-B777
6777-2

Welcome to the Human Network.
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