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Security 
Overview & 
Process
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Everything you need to know on 1 slide

ÁSecurity is a process as well as a craft & discipline

ÁDefense at the edge is dead -> defense in the deep

ÁThere are many ressources out there -> stay infromed

ÁExpect things to break -> be paranoid



É 2008 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 6

Defence in the deep

ÁCore routers individually secured PLUS

ÁInfrastructure protection

ÁRouters generally NOT accessible from outside

ñoutsideò ñoutsideò

corem behr ing
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Securing the 
Router
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Securing the Router
1. Basic Security

AAA, SSH, SNMPv3, rACL, CoPP, etcé 

2. Donôt let packets into (!) the core

ĄNo way to attack core, except through 
routing, thus: 

3. Secure the routing protocol

Neighbor authentication, maximum routes, 
dampening, GTSM, é

4. Design for transit traffic

Correct Core Design

Capacity / QoS

Choose correct router for bandwidth

5. Operate Securely

Still ñopenò: 
routing

protocol

Only attack 
vector: Transit 

traffic

Now only 
insider attacks 

possible

Avoid insider 
attacks

Individual router 
security
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Securing the 
Management 
Plane
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Control Plane Policing

i/f

IN

OUT

Line Card i/f

IN

OUT

Switch

GSR
GRP

Packets to the router

Packets through the router

CPPCPP

Special adjacency 

for routerôs own 

addresses (punt)

Gobal config
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Configuring CPP
Control Plane Policing

Traffic to be rate 
limited: All telnet but 

not from host 10.1.1.1

Define class-map for 
this traffic

Define the policy for this class map: 
up to 80 kbps: transmit, else drop

Apply policy: to control-plane

Router(config)# access-list 140 deny tcp host 10.1.1.1 any eq telnet
Router(config)# access-list 140 permit tcp any any eq telnet

Router(config)# class-map telnet-class
Router(config-cmap)# match access-group 140

Router(config-cmap)# exit

Router(config)# policy-map control-plane-policy
Router(config-pmap)# class telnet-class

Router(config-pmap-c)# police 80000 conformtransmit exceed drop
Router(config-pmap-c)# exit
Router(config-pmap)# exit

Router(config)# control-plane
Router(config-cp)# service-policy input control-plane-policy

Router(config-cp)# exit
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Local Packet Transport Services IOS-XR
ÁWhy is LPTS needed?

ïLPTS enables distributed applications to reside on any or all RPs, 
DRPs, or LCs

ïFilters and polices local ófor-usô packets and sends them only to the 
nodes that need them

ïRe-assembling fragments

ïHigh Availability for NSR (Non-Stop Routing)

ÁLPTS has HW policers on line cards to limit traffic sent to local or 
remote nodes

ïLPTS entries in TCAM classifies packets to select a policer

ïPolices on protocol (BGP, OSPF, SSH) and flow state (BGP 
established flows, BGP listen) 

ïPolicing done on the LC ASIC before packets hit RP/LC CPU

ïAll filters are automatically and dynamically installed by the IOS XR 
infrastructure
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Local Packet Transport Services

packets in

transit 
packets 

out

for-us 
packets

App 1

App 2

Local 
Stacksbad 

packets

LC

RP

RP

good 
packets

LPTS 
Internal FIB

(IFIB)

FIB

LPTS

U
s

e
r T

ra
ffic

For us traffic

LC

ÁLPTS enables applications to reside on any or all RPs, DRPs, or LCs

Active/Standby, Distributed Applications, Local processing

Á IFIB forwarding is based on matching control plane flows

Built in firewall for control plane traffic. 

ÁLPTS is transparent and automatic
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Securing the 
Control Plane
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Control Plane Security Features

Receive-Path Access List (rACL) 

Control Plane Policing (aCoPP and dCoPP) 

Selective Packet Discard (SPD) 

BGP Security-Related Commands

IP Prefix List

IP Community List

IP AS-Path Access Lists

Route Map

Class Map

Policy Map

Static/Null0 Routes

ISIS Security-Related Commands

OSPF Security-Related Commands

EIGRP Security-Related Commands

RIPv2 Security-Related Commands

LDP Security-Related Commands

IOS 12.0S-only ACL applied to ñreceiveò path packets

IOS-wide MQC-based policing applied to all punt-path packets

IOS-wide ñprocessò level queuing and packet prioritization into CPU

BGP prefix filtering mechanism using a prefix-list

BGP prefix filtering mechanism using a community B

BGP prefix filtering mechanism using an AS path list

Method for attaching policies to BGP neighbor process

MQC mechanism for expressing policy

MQC mechanism for expressing policy

Static route definition mechanism

ISIS related security commands

OSPF related security commands

EIGRP related security commands

RIPv2 related security commands

LDP related security commands

Data plane

Control plane

Management plane
Services plane

Control Plane Security



É 2008 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID 16

Control Plane Security Features

RSVP Security-Related Commands

PIM Security-Related Commands

IGMP Security-Related Commands

IP icmp rate-limits 

IP redirects

IP proxy-arp

IP unreachables

IP mask-reply

IP information-reply

Key Chain

Rate limit ICMP error message generation

Toggle generation of ICMP redirect messages

Toggle generation of ICMP unreachable messages

Toggle generation of ICMP mask-reply messages

Toggle generation of ICMP information-reply messages

Toggle ip proxy-arp functionality

Define key-chains (used for some routing protocol authentication mechanisms)

Data plane

Control plane

Management plane
Services plane

RSVP related security commands

PIM related security commands

IGMP related security commands

Control Plane Security
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Securing the 
Data Plane
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ÁuRPF uses information in the Forwarding Information Base (FIB) 

created by the Cisco Express Forwarding (CEF) switching path to 

perform reverse path resolution on the source IP address of an 

incoming packet.

The FIB table is dynamically populated from the routing information of all active routing 

protocols and static routes. 

There is an entry for each known prefix, along with associated path(s) information.

ÁuRPF is superior to ingress ACLs for ingress anti-spoofing protection

Itôs dynamic and automatically updated

Itôs operationally simple to maintain and scale

Minimal performance impact (itôs in the fast path)

uRPF Overview
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uRPF Basic Operations
ÁuRPF ñStrict Modeò (aka ñversion 1ò)

Requires the existence of a valid FIB path entry via the exact same interface as that 

on which the packet arrived for the source IP address of an incoming packet.  

If the FIB return path does not exist, or refers to a different interface than the one on 

which the packets arrived, the packet is dropped.

ÁuRPF ñLoose Modeò (aka ñversion 2ò)

Requires the existence of a valid FIB path entry via any interface for the source IP 

address of an incoming packet (i.e. the strict interface adherence is no longer 

enforced). 

If a valid FIB entry does not exist, or if the FIB entry refers to the Null0 interface, the 

packet is dropped.

ÁuRPF ñVRF Modeò (aka ñversion 3ò)

Requires that the source IP address of the incoming packet exist or not exist 

(depending on the mode selected ïwhite list or black list mode) within the prefix list 

contained within the designated VRF.
[Note: this uRPF v3 availability is limited to certain C12K images and only Engine 0 Line Cards to date.]
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router(config-if)# ip verify unicast source reachable-via rx

FIB:
. . . 

S -> i/f 2
D -> i/f 3

. . . 

i/f 2

i/f 3

FIB:
. . . 

S -> i/f 1
D -> i/f 3

. . . 

i/f 1S D  data

Same i/f:
Forward

Other i/f:
Drop

i/f 1 i/f 1

i/f 1S D  data

i/f 2

i/f 3

router(config-if)# ip verify unicast source reachable-via any

FIB:
. . . 
. . .

D -> i/f 3
. . . 

FIB:
. . . 

S -> i/f x
D -> i/f 3

. . . 

Src not in FIB
or route = null0:

Drop

i/f 2

i/f 3

i/f 1S D  data

Any i/f:
Forward

i/f 1 i/f 1

i/f 1S D  data

i/f 2

i/f 3

?

ñStrict Modeò
(aka ñv1ò)

ñLoose Modeò
(aka ñv2ò)

uRPF Basic Operations ñstrict modeò vs. ñloose modeò
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Packet Processingé
real source, real destination, transit packeté

d- FIB

Prefix               Next Hop      Interface

a.b.c. 0/ 24           1 . 1. 1. 1       POS0/ 0

d.e.f. 0/ 24           2 . 2. 2. 2       POS1/ 0

g.h.i. 0/ 30           attached      POS 0/ 0

g.h.i. 1/ 32           receive 

p.q.r.s/ 32           attached      Null 0

x.y.z. 0/ 24           2 . 2. 2. 2       POS1/ 0

255 . 255 . 255 . 255/ 32   receive

POS 
1/0

Route 
Processor 

CPUBGP RIB

FIB

acceptiBGP 

Updates

Router RIB

BGP Process

discard
BGP 

Peering 
Policy

IGP RIB

accept

IGP 

Update

s

IGP Process

discard

IGP 
Policy

Receiv e
Path

Packets

Forw arding/Feature 
ASIC Cluster

ASICôs 
Supporting 

CPU

Input Feature PathPOS 
0/0

Punted
Packets

dFIB

SP Core

uRPF Overview
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POS 
1/0

Route 
Processor 

CPUBGP RIB

FIB

acceptiBGP 

Updates

Router RIB

BGP Process

discard
BGP 

Peering 
Policy

IGP RIB

accept

IGP 

Update

s

IGP Process

discard

IGP 
Policy

Receiv e
Path

Packets

Forw arding/Feature 
ASIC Cluster

ASICôs 
Supporting 

CPU

Input Feature PathPOS 
0/0

Punted
Packets

dFIB

SP Core

Packet Ingress

1 3

Route
R

20

8

IP ïS: a.b.c.1
D: d.e.f.1

Proto:  17 (udp)

UDP -- S: xxxx
-- D: yy

PAYLOAD

Forw ard Packet

4

Check FIB ïDoes Source 
Address and next-hop 

adjacency match?

d- FIB

Prefix               Next Hop      Interface

a.b.c. 0/ 24           1 . 1. 1. 1       POS0/ 0

d.e.f. 0/ 24           2 . 2. 2. 2       POS1/ 0

g.h.i. 0/ 30           attached      POS 0/ 0

g.h.i. 1/ 32           receive 

p.q.r. 1/ 32           attached      Null 0

x.y.z. 0/ 24           2 . 2. 2. 2       POS1/ 0

255 . 255 . 255 . 255/ 32   receive

2

uRPF
R

router(config)# int pos 0/ 0

router(config - if)# ip verify unicast source reachable - via rx

uRPF ñStrict Modeò
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POS 
1/0

Route 
Processor 

CPUBGP RIB

FIB

acceptiBGP 

Updates

Router RIB

BGP Process

discard
BGP 

Peering 
Policy

IGP RIB

accept

IGP 

Update

s

IGP Process

discard

IGP 
Policy

Receiv e
Path

Packets

Forw arding/Feature 
ASIC Cluster

ASICôs 
Supporting 

CPU

Input Feature PathPOS 
0/0

Punted
Packets

dFIB

SP Core

Packet Ingress

1 3

Route
R

20

8

IP ïS: a.b.c.1
D: d.e.f.1

Proto:  17 (udp)

UDP -- S: xxxx
-- D: yy

PAYLOAD

Forw ard Packet

4

Check FIB ïDoes Source 
Address appear in the FIB?

d- FIB

Prefix               Next Hop      Interface

a.b.c. 0/ 24           1 . 1. 1. 1       POS0/ 0

d.e.f. 0/ 24           2 . 2. 2. 2       POS1/ 0

g.h.i. 0/ 30           attached      POS 0/ 0

g.h.i. 1/ 32           receive 

p.q.r. 1/ 32           attached      Null 0

x.y.z. 0/ 24           2 . 2. 2. 2       POS1/ 0

255 . 255 . 255 . 255/ 32   receive

2

uRPF
R

router(config)# int pos 0/ 0

router(config - if)# ip verify unicast source reachable - via any

uRPF ñLoose Modeò
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Internet

ISP

ISPôs Customer Allocation Block: 
96.0.0.0/19
BCP 38 Filter = Allow only source 
addresses from the customerôs 
96.0.X.X/24

96.0.21.0/24
Cust D

96.0.20.0/24
Cust C

96.0.19.0/24
Cust B

96.0.18.0/24
Cust A

ñStrict Modeò on all 
single homed 
connections 

(RFC2827 filtering)

Multi-homed
Customer

ñLoose Modeò 
for asymmetric 

connections 
(for RTBH)

AS1

AS2

AS3

ñLoose Modeò 
on all peering 
connections 
(for RTBH)

!

Note: Without help, 
strict mode uRPF 
doesnôt work w/ 

asymmetric 
routing!

!

Where To Deploy uRPF? Service Provider Configuration
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What Is It?

ÁRemotely Triggered Black Hole (RTBH) filtering is an SP network 

foundation tool 

RTBH provides a reaction technique for security events (e.g. DoS/DDoS attacks) that 

enables network-wide destination and source IP address ïbased drop capabilities

ÁRTBH Uses BGP to trigger network-wide attack flow responses

Simple pre-configured static route allows the SP to trigger network-wide destination-

based black holes at iBGP update speeds 

Coupling  with Unicast Reverse Path Forwarding (uRPF) enables network-wide source-

based triggered black holes, including at the ISPðISP edge

Effective against spoofed and valid source addresses

ÁPreparation does not adversely impact SP operations or router 

performance

Remote Triggered Black Hole (RTBH) Filtering
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Whatôs Needed?

ÁPre-configured static route to Null0 for a /32 address from TEST-NET 

(192.0.2.0/24) on all border/edge routers

ÁUnicast Reverse Path Forwarding (uRPF) strict or loose mode on all 

border/edge routers (optional ïfor source-based RTBH)

ÁMethod to inject a BGP advertisements into the network with a tag or 

community to trigger the drop

Include the no-export, no-advertise communities, and good egress route-

filters to prevent leakage

ÁA way to quickly identify and classify the attack traffic

NetFlow and Narus, Arbor, or other 

Reacting to an Attack with RTBH
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RTBH: Global and Regional Deployment 
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!

hostname trigger

ip bgp - community new - format

!

interface Loopback 0

ip address 172 . 1. 1. 20 255 . 255 . 255 . 255

!

router bgp 1

no synchronization

bgp router - id 172 . 1. 1. 20

bgp log - neighbor - changes

redistribute static route - map RTBH- trigger

neighbor 172 . 1. 2. 3 remote - as 1

neighbor 172 . 1. 2. 3 update - source Loopback 0

neighbor 172 . 1. 2. 3 version 4

neighbor 172 . 1. 2. 3 route - map no - prefix - in in

no auto - summary 

!

ip prefix - list no - in seq 5 deny 0. 0. 0. 0/ 0

ip route 192 . 0. 2. 1 255 . 255 . 255 . 255 Null 0

!

route - map no - prefix - in permit 10

match ip address prefix - list no - in

!

route - map RTBH- trigger permit 10

match tag 666

set ip next - hop 192 . 0. 2. 1

set local - preference 200

set origin igp

set community no - export

!

Trigger router pre-configuration

RTBH: Basic Tag-Based Dst Drops
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!

hostname PE1

ip bgp - community new - format

!

interface Loopback 0

ip address 172 . 1. 1. 21 255 . 255 . 255 . 255

!

interface Null 0

no ip unreachables

!

router bgp 1

no synchronization

bgp router - id 172 . 1. 1. 20

bgp log - neighbor - changes

neighbor RR - client peer - group

neighbor RR - client remote - as 1

neighbor RR - client update - source Loopback 0

neighbor RR - client version 4

neighbor RR - client send - community both

neighbor 172 . 1. 2. 1 peer - group RR - client

neighbor 172 . 1. 2. 2 peer - group RR - client

no auto - summary 

!

ip route 192 . 0. 2. 1 255 . 255 . 255 . 255 Null 0

!

PE1 Edge Router 
Pre-Configuration

(PE2, PE3, PE4, PE5 similar)

RTBH: Basic Tag-Based Dst Drops
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Attack: 
SRC:10.1.1.1

DST:192.168.1.100

Before RTBH Trigger:

PE1# sh ip cef 192 . 168 . 1. 100

192 . 168. 1. 0/ 24, version 62, epoch 0, per - destination sharing

0 packets, 0 bytes

tag information from x.x.x.x/ 30, shared, all rewrites owned

local tag: 34
via x.x.x.x, 0 dependencies, recursive

next hop x.x.x.x, POS 3/ 2/ 0 via x.x.x.x/ 30 (Default)
valid adjacency

trigger(config)# ip route 192 . 168 . 1. 100 255 . 255 . 255 . 255 null 0 tag 666

RTBH: Global and Regional Deployment 
Example: Basic Tag-Based Dst Drops




