Experience Today the %SOCQO Expo
Network of Tomorrow.

Enterprise Multilayer

and Routed Access
Campus Design

Yaman Hakmi
Systems Engineer

o],
Welcome to the Human Network. CISCO



Cisco Expo
Gisco Bxp Agenda

A Multilayer Campus Design Principles

A Latest Cisco Campus Networking
Portfolio

i Catalys6500
I Nexus/000

A Routed Access Campus Design
A Summary

o],
Welcome to the Human Network. CISCO



Mitigating the Exposure

= Hardware Failure
- ) 12% Other
j_ IA-;f.? . - -::. . 8%
¥ Power Failure
' 14%

——_

Human Error Telco/ISP
31% 35%

Common Causes of
Enterprise Network Downtime*

*Source: Yankee Group, The Road to Five-Nines Network



Enterprise Class Availability

Resilient Campus Communication Fabric
Systems Design Approach to High Availability

A VOIP availability is the baseline
for the enterprise networks
Human ear notices the .

. . ) . Next-Generation Apps
difference in voice withii50c Video Conf., Unified Messaging,
200msec, which translates only Eaeoricing,

) ) E-Business, Wireless Ubiquity
ten consecutive packet loss with
G711codec
Mission-Critical Apps,

A Video loss is even more Databases, Order-Entry,
. . . CRM, ERP
noticeable and it is rapidly
becoming new frontier for jitter
and delay requirements Desktop Apps

E-Mail, File, and Print
A 200msec endto-end campus a |
convergence is the design goal

Ul ti mate Goalld% é é é

Applications Drive Requirements
for High Availability Networking



High Avallability Campus Design
Structure, Modularity, and Hierarchy
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Hierarchical Campus Network

Structure, Modularity and Hierarchy
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Hierarchical Network Design
Wi thout a Rock Solid Foundati on,
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Access Layer

Feature Rich Environment

LOQa y20 2dzad | o2 dzi

Layer2/Layer3feature rich environment;
convergence, HA, security, QoS, IP muIticc.
S

C)zyyéc”)ﬁ)\ %

etc.

Intelligent network services: QoS,
trust boundary, broadcast suppression, IGMP

snooping

Intelligent network services: PVSTH+, '
Rapid PVST+, EIGRP, OSPF, PAgP/LACPPasrail
FlexLink, etc [C'

Cisco Catalyst integrated security
features 8021x, CISF):

port security, DHCP snooping,
DAI, IPSG, etc.

Automatic phone discovery,
conditional trust boundary,
power over Ethernet, auxiliary
VLAN, etc.

Spanning tree toolkit: Portfast,
UplinkFast, BackboneFast, LoopGuard,
BPDUGuard, RootGuard, etc.




Distribution Layer

Policy, Convergence, QoS, and High Availability

A Availability, load balancing,
QoS and provisioning are the important
considerations at
this layer

A Aggregates wiring closets
(access layer) and uplinks
to core

A Protects core from high
density peering and
problems in access layer

A Route summarization, fast convergence
redundant

path load sharing

A HSRP or GLBP to provide g? g? g?
first hop redundancy Y N




Core Layer

Scalability, High Availability, and Fast Convergence

A Backbone forthe
network-connects
network building blocks

A Performance and stability
vs. complexityless is
more in the core

A Aggregation point for distribution layer

A Separate core layer
helps in scalability
during future growth

A Keep the design
technologyindependent




Do | Need a Core Layer?

|l t s really a question of:
Scale, Complexity, and Convergence

No Core
A Fully meshed distribution layers

A Physical cabling
requirement

A Routing complexity




Do | Need a Core Layer?

| t s Really a Question of
Scale, Complexity, and Convergence

No Core
A Fully meshed distribution layers

A Physical cabling
requirement

A Routing complexity Second Building
Blocki 4 New Links




Do | Need a Core Layer?

| t s Really a Question of
Scale, Complexity, and Convergence

No Core
A Fully meshed distribution layers

A Physical cabling
requirement

A Routing complexity Second Building
Blocki 4 New Links
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Do | Need a Core Layer?

| t s Really a Question of
Scale, Complexity, and Convergence

No Core
A Fully meshed distribution layers

A Physical cabling
requirement

A Routing complexity Second Building
Blocki 4 New Links

4th Bwldm_g Block i Building Block
12 New Links ew Links
24 Links Total Links Total

8 IGP Neighbors

P Neighbors




Do | Need a Core Layer?

| t s Really a Question of
Scale, Complexity, and Convergence

Dedicated Core Switches

A Easierto add a module

A Fewer links in the core 2nd Building Block
A Easier bandwidthupgrade 8 New Links
A
A

Routing protocol peering
reduced EE@@

Equal cost Lay&links 2\
for best convergence >

4th Building Block
4 New Links
16 Links Total

3 IGP Neighbors

d Building Block
New Links
? Links Total

IGP Neighbors




Design Alternatives come within a Building

or Distribution) Block
m 1
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Core Layer:3.Routing

Typically deployed in distribution
to core, and core to core
Interconnections

Used to quickly r@oute
around failed node/links while providi
load balancing over redundant path

Build triangles not squares for
deterministic convergence

Only peer on links that you intend <\ /
to use as transit Layer 3 Equal ‘ “Layer 3 Equal

Cost Link ( ‘Cost Links
Insure redundant®paths to OStENES 2 | =l
avoid black holes

Summarize distribution to core HE HE | =
to limit EIGRP query diameter or Al Al == =4 Ak ol

OSPF LSA propagation Py 7is | | K imE
Tune CERYIL4 load balancing _

hash to achieve maximum =< @

utilization of equal cost paths o

(CEF polarization) i

o wan



Layer3 Distribution Interconnection

Reference Designd NoVLANSs Span Access Layer

o o Io Do Do

To o

Tune CEF load balancing l
Match I0S EtherChannel settings ar§

tune load balancing '\'1

Summarize routes ./[C'

towards core

Limit redundant IGP peering

STP Root and HSRP primary El Layer 3
tuning or GLBP to load balance My bp Link
on uplinks

Set trunk mode on/nonegotiate

Disable EtherChannel
unless needed

Set Port Host on access
layer ports:

. _ _ _
Disable Trunking
Disable EtherChannel
Enable PortFast
RootGuard or BPDQuard

Use security features




Layer2 Distribution Interconnection

Some VLANSs Span Access Layer

To To o T I

To To o Do Ix

T

TuneCERoad balancing

MatchlOSEtherChannedettings
and tune load balancing
Summarize routes towards core
Limit redundanitGPpeering
STHRoot andHSRPrimary or

GLBRNdSTRport cost tuning to
load balance on uplinks

Set trunk mode onmionegotiate

DisableEtherChannel
unless needed

RootGuaren downlinks
LoopGuaran uplinks

Set port host on access ﬁ
Layer ports:

Disablerunking
DisableEtherChannel
EnablePortFast

RootGuarar
BPDUGuard

Use security features




Multilayer Network Design
Many Moving Parts

A Evolved due to historical pressures =
Speed of routing vs. switching
Flexibility with spanning VLANS

1/

S

Nonroutable protocols Root HSRP
. Bridge Standby
A Well understood optimization of  and ( E‘
interaction between the various ~ }>R" ’ =
control protocols and the topology I
STP rootand HSRP primary tuning RootGuard
to load balance on uplinks
LoopGuard

Spanning tree toolkit

ow22(Ddz NRS 22LJDdzl-g7g7g7
[ Yy Ny e

A Many moving parts increase a
chance of instability CISF, BPDU Guard



Multilayer Network Design
Good Solid Design Option, But

A Utilizes multiple Control Protocols  Multi-Layer Convergence

60

Spanning Tree8021g2 X0 X Cl wt
o2 f

ol {wtXx X0ZX W2dzuAy§ln50t
O9LDwt X X0

N
o

A Convergence is dependent on

multiple factors
FHRP 900msec to9 seconds

w
o

Spanning Tree Upto50seconds
9.1

[EEN
o

Poor load balancingsingle uplink,
asymmetric routing etc

. 0.91

Seconds of VOIP packet los

A STP, if it breaks badly, no inherent Looped PVST+  Non-looped  Non-looped Sub-
(No RPVSTH) Default FHRP Second FHRP
mechanism to stop
the loop DST MAC 0000.0000.4444

R

Switchl DSTMAC 0000.0000.4444 Switch2




Latest Campus

Networking
Technologies

Cisco Expo
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Catalyst Switching Portfolio
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Catalystt500LInecards

Latest Core, Distribution, and Data Center Portfolio

WSX6748SFP

WSX6724SFP

WSX6748GETX

8 Port 10GE X2 (2x20G Fabric Enabled Card)

ER, LR, LX4, SR, CX4 optics; DFCincluded; Queuing: TX -
1p794t,RX- 89g8t; Jumbo frame support: 200MB/port Buffer

4 Port 10GE XENPAK (2x20G Fabric Enabled Card)

ER, LR, LX4, SR, CX4 , ZR optics; Optional DFC; Queuing: TX -
1p7g4t,RX- 198t or 898t (w/DFC); Jumbo framesupport

48 Port GE SFP (2x20G Fabric Enabled Card)

SX, LX, ZX, Tx, CWDM SFPs; Optional DFC; Queuing: TX -
1p3g8t, RX- 198t or 2g8t (w/DFC); Jumbo framesupport

24 Port GE SFP (1x20G Fabric Enabled Card)

SX,LX, ZX, Tx, CWDM SFPs; Optional DFC; Queuing: TX -
1p3g8t, RX- 198t or 298t (w/DFC); Jumbo framesupport

48 Port 10/100/1000 (2x20G Fabric Enabled Card)

Supports TDR; Optional Distributed Forwarding Card (DFC);
Queuing: TX-1p3q8t, RX - 1g8t; Jumbo frame support
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Virtual Switch

Virtual Switching Syste®40(VSS)

Virtual Switching System consists of two Cisco Catéb@Series defined as members of
the same virtual switch domain

Single control plane with dual active forwarding planes

Design to increase forwarding capacity while increasing availability by eliminating STP
loops

Reduced operational complexity by simplifying configuration

L4
L]
I
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VSS d Single

Switch1l + Switch 2 Logical Switch



Virtual Switching System

Hardware and Software Requirements

A Software Support

Native and modular Cis¢®Sare
supported

MinimumIOSequired is12.2(33)SXH,
however current recommendation is
12.2(33)SXH(a)

A Supervisor VSS720-10G-30XL

PFGCXL contains new hardware support
to forward traffic across multiple physical
chassis and lookup enhancements

A Virtual switch link

VS header encapsulation requires new port
ASIC

VSS720-10G-3C XL Supervisat0G port or
WSX670810G-3CXL

10Gigabit Ethernet only
AWSX6716 16-port 10Gbpsline card

Catalyst 6500 16p 10GBASE-T line card

) A A Ea e e a0

p—

WS-X6708-10G-3C/XL

"
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Virtual Switching System

MEC is an advanced EtherChannel
technology extending link aggregation to
two separate physical switches

Ei
M/
7S
MEC enables the VSS appear as single ‘

logical device to devices connected to VSS, —’ —/
thus Signiﬁcantly Slmp“fylng campus Physical Topology Logical Topology

topology Multichassis EtherChannel
Traditionally spanning VLANSs over multiple
closets would create STP looped topology,
MEC with VSS eliminates these loops in the
campus topology

MEC replaces spanning tree as the means
to provide link redundancy and thus \
doubling bandwidth available ==

from access -

MEC is supported only with VSS
Non-MEC MEC

BW Capacity in Non-MEC and MEC Topology

= L2

=
K
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Cisco Nexug000

Nexus Family: Increasingly seen in the
enterprise campus networ
High density
I 256 1G5 interfaces per system
I 384 1G interfaces per systems
High performance
I 64non-blockinglOG ports
I 1.2Tbps system bandwidth at initial release
I 80Gbps per slot
Future proof
I Initial fabric provides up td.1Tbps
I Product family scaleable tth+Tbps

Nexus/018 Second chassis in Nex@800family

Ultra-high density

I 51210Ginterfaces per system

I 7681Ginterfaces per system
High performance

i 128non-blockinglOGports

I 2.5Tbpssystem bandwidth at initial releas80G'slot
Future proof

i Initial fabric provides up t@.8Tbps

i Chassiscaleabldo 17.6Tbps

SR

-




Recall: Campus Network Design
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Campus Network Design with the Next@0
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Campus Network Design with the Next@0

Drive for Nexus 7000 in
the enterprise core:

A Higher 10 Gbps port
density

A Increased backbone
switching and routing
capacity

A Enhanced network
resiliency with
SSO/ISSU

(Ve
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Virtual Device Contexts

Virtual Device Contexts provides virtualization at the
device level allowing multiple instances of the device
to operate on the same physical switch at the same
time.

¥ Layer 3 Protocols

UDLD




Network Segmentation

A 1to Many: One network supports many virtual networks

Outsourced Merged New Segregated

IT Department Company Department
-

4 A 4



