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IronPort Gateway Security Products
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A Customer Leadership
- Over 6,000 customers globally
- 99% customer retention rate

A Technology Leadership

- Industry leading email and
Web security applications
and management tools

A Global Leadership

- Worldwide operations and
infrastructure
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For Security, Reliability and Lower Maintenance
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Next Generation Secure Web Gateway

BeforelronPort

Firewall

Web Proxy & Caching
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The IronPort SenderBase® Network
Global Reach Yields Benchmark Accuracy
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A 30B+ queries daily

A 150+ Email and Web parameters
A25%o0of the Worldés Tr
A Cisco Network Devices

Combines Email & Web Traffic Analysis

A View into both email & Web
traffic dramatically improves

detection I () E
A 80% of spam contains URLS Sgr?é'epr%rgse
A Email is a key distribution ’ .
vector for Web-based malware . . . . . . . .
A Malware is a key distribution IronPort EMAIL IronPort WEB
vector for Spam zombie Security Appliances Se(_:urlty
infections Appliances
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YonPort + Cisco
Extending Technology Leadership

A Substantial growth in bookings

- Market growth rate = 50%

- lronPort growth rate = 100% Staying Ahead Requires
Higher Investmentin
Technical Resources

A Significant investment in

security technology

- R&D resources increased by 35%
in 2007

- Employee base increased by 50%
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AUnparalleled access to data

- Cisco network devices contribute
to Il ronPortodéds Sende

>
Technical Resources ($)
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2007 Spam Increases

Worldwide Spam Trends

Billions

Average Daily Volume
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Testing the Waters
MP3 Spam

& Fwd:

File Edit Wiew Tools Message Help
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Reply Reply Al  Forward Print Delete Addresses
From: Cannon F. Odette
Date: Thursday, October 18, 2007 2:44 PM|
To: racett@s. 1jh.com
Subject: Fwd:

Attach: ||E allineed.mp3 {124 KE)

“Spammers have taken to using MP3 attachments in emails named after recording
artists as part of a pump-and-dump stock scam. .. When recipients click on
the attachment, a voice relays a message promoting stock for a particular company.”

— Brian Prince, eWeek, October 18, 2007
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Attachments and URLSs

Attachment Type Testing

Count of Attachment Types Seenin Spam

Rapid Onset SpamAttacks:
PDF, XLS, MP3 spam attachments

Excel Spam Magnitude

August 2007
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