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- 5

IronPort N
SenderBase N -
. .

~ - -
~
~
~
~
\ ~
. ~

l BLOCK Incoming Threats

APPLICATION-SPECIFIC @
SECURITY GATEWAYS

ENCRYPTION EMAIL WEB
Appliance Security Appliance Security Appliance

CENTRALIZE Administration
PROTECT Corporate Assets
Data Loss Prevention

Security

MANAGEMENT
Appliance

CLIENTS

I
Web Seéurify | Email Security | Security Management | Encryption CISCO



Cisco Expo

2009 IronPort + Cisco

Extending Market Leadersh

T - ’
CNN  viacom @ pRienewre  Indiatimes "
U e CLEARCHANNEL

0

edia

(AP amazoncom. @. TIFFANY & CO. eh’ l

- ING & SUNTRUST

GMAC

B tyco
VOLVO

Ll PETROBRAS E Rolls-Royce

ROADRUNNER
M AOL  FRowRuwner \v@n

i . I3 —
= Sprint. === TELECOM
= op T —(TALIA Be"
_n
YAetnar “Paurora Stk s () Mavo cLNic EE:.@ Children's
Health Cir H:-ILM! MG = l.:.-l._-..:
ELHE,S SAS boanras =y Q) Expediacom AR ERANCE
Williams é:é,%,_:})%

science for a changing workd

AK ARMY | @ e
Frrrieed . s SWEDISH EMERGENCY
ONLINE smar MANAGEMENT AGENCY

Welcome to the Human Network.

A Customer Leadership
- Over 6,000 customers globally
- 99% customer retention rate

A Technology Leadership

- Industry leading email and
Web security applications
and management tools

A Global Leadership

- Worldwide operations and
infrastructure
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Next Generation Secure Web Gateway

BeforelronPort

Firewall

Web Proxy & Caching
Anti-Spyware
Anti-Virus
Anti-Phishing

URL Filtering

Policy Management
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The IronPort SenderBase® Network
Global Reach Yields Benchmark Accuracy
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A 30B+ queries daily

A 150+ Email and Web parameters
A25%o0of the Worldés Tr
A Cisco Network Devices

Combines Email & Web Traffic Analysis

A View into both email & Web
traffic dramatically improves

detection I () E
A 80% of spam contains URLS Sgr?é'epr%rgse
A Email is a key distribution ’ .
vector for Web-based malware . . . . . . . .
A Malware is a key distribution IronPort EMAIL IronPort WEB
vector for Spam zombie Security Appliances Se(_:urlty
infections Appliances
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YonPort + Cisco
Extending Technology Leadership

A Substantial growth in bookings

- Market growth rate = 50%

- lronPort growth rate = 100% Staying Ahead Requires
Higher Investmentin
Technical Resources

A Significant investment in

security technology

- R&D resources increased by 35%
in 2007

- Employee base increased by 50%

H
o
o
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Accuracy (%)

AUnparalleled access to data

- Cisco network devices contribute
to Il ronPortodéds Sende

>
Technical Resources ($)
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2007 Spam Increases

Worldwide Spam Trends

Billions

Average Daily Volume
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Testing the Waters
MP3 Spam

& Fwd:

File Edit Wiew Tools Message Help

ﬂ""’ ﬂ" v :-_.,..»-' X L) \_,,J 4

Reply Reply Al  Forward Print Delete Addresses
From: Cannon F. Odette
Date: Thursday, October 18, 2007 2:44 PM|
To: racett@s. 1jh.com
Subject: Fwd:

Attach: ||E allineed.mp3 {124 KE)

“Spammers have taken to using MP3 attachments in emails named after recording
artists as part of a pump-and-dump stock scam. .. When recipients click on
the attachment, a voice relays a message promoting stock for a particular company.”

— Brian Prince, eWeek, October 18, 2007
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Attachments and URLSs

Attachment Type Testing

Count of Attachment Types Seenin Spam

Rapid Onset SpamAttacks:

PDF, XLS, MP3 spam attachments — 2007

Excel Spam Magnitude

2005
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Gif vs. PDF: Trading Places

Image AttachmentVolume - June-Sept 2007
mees Gif  -ssss PDF

Welcome to the Human Network.

New Trials:image spam moving from Gif to PDF attachments

Thursday 20-JUN-2007

TOP REASONS TO
CONSIDER OYQ.F:

+ Top manage-
ment team in
place.

+ Huge Investor
_Awareness

German Stock Insider - OYQ.F (TKMD.F)

Talktech Telemedia, Inc - HUGE GAINS EXPECTED!

In this edition of German Stock
Insider we are featuring our
winning pick of Talktech Tele-
media, Inc (Frankfurt: OYQ.F).

With an excellent management
team and a huge marketing
campaign starting next week,

we are expecting our German
& — P ,ph‘n qpi—

vestment decisions. We feel
Jpsiment docislons: o bocl, g XA

gains of 300% in next 5 trading sessions!

has to offer. We strongly urge
you to call your stock broker
and ask them about OYQ.F
(TKMD.F). Add it to your portfo-
lio today.

before next week as we are
expecting this to start trading
up as early as Thursday 20-JUN
-2007.

We strongly urge you do your
own research on Talktech Tele-
media before making any in-

300% gains are expected on
this one - DON'T LET IT PASS

A e
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From Images to Links
URL-only Spam iIs Increasing

mmsm Daily Spam mmmm % Attachment Spam
£ = | Spam rates are rising,
|| butattachment spam
« | is dropping
ST o T e e e Percent of Spam Containing

0% 20% 40% 60% 80% 100%

S pam Contal n I n g U R LS Foreign Characters -
continues to grow -

Other Attachment F

Welcome to the Human Network.




Technology Insight
The Storm Attack Platform
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Coordinated, Multi-Phase Attacks

Spam Engines
(SMTP)

) Landing pages
(HTTP)

Date: Sat, 25 Aug 2007 19:06:20 -0700
From: <vmorgione@playstation.sony.com>
To: <brian.krebs@uwpni.com>

Subject: how did you get that on film, man?

OMG, what are you doing man. This video of you is all over the net. here is where | found it...
hitp:fananer youtube comiwatch?v=x4D4KKPoP6G

Welcome to the Human Network’
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NStor mo Featur es

ASelf-expanding: Recruiting emails and spam
APeer-to-Peer: Uses fast-flux and P2P network

ACoordinated: Synchronizes email spam with
W eb landing pages

AReusable: Spam, phishing, DDoS, blog spam
ASelf-Defending: Will DDoS those who poke it

From: < >

Man you have got to tell me where you picked her up. | saw this on the web, it has to be you
check it out yourself http://www. youtube. com/watch?v=IHzbpJLfppV

WeICO AT SRS Sn S i L= o B A LA B LS L B B B RS bl B
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Storm Recruiting Attacks Timeline

. 5 —— :

[ ]
EACH OF THESE F THE ATTACK IS
WEBPAGES IS LADEN SUCCESSFUL, THE VICTIM
WITH A DRIVE-BY . AN COMPUTER WILL BECOME

) EXPLOIT AND - ) i j PART OF THE LARGER
DOWNLOADABLE 3, Enjoy STORM NETWORK.
EXECUTABLE.
YOUTUBE FREE GAME KRACKIN

| 8/24/07 -9/07/07 9/14/07 -9/28/07
| /7/07 -9/14/07 10/10/07 - 10/24/07 Note: Searches on these dates
is not exhaustive.

NFL GAMETRACKER
[NFL SEASON OPENED 09/06/07] PSYCHO KITTY

NOTE THE INCREASING
SOPHISTICATION OF
EACH PAGE AS STORM
PROGRESSES

STORM RECRUITING
ATTACK WEBPAGES
ARE SYNCHRONIZED
WITH STORM
MALICIOUS EMAILS
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St or mo s

) with Love! - Mozilla Firefox

Fle Edit View History Bookmarks Tools Help

Ne xt

Camp

E- 2@ W G0 hom—

Your download should begin shortly. If your download does not start
in 10-20 seconds, vou can click here to launch the download
and then press Run. Enjoy!

| http://81.172.30. 104fwith_love.exe

FoxyProxy: Patterns ﬁ 4

Welcome to the Human Network.
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Predictions for 2008

AThe year of fASocial Mal war e

- Threats will be increasingly collaborative, adaptive and intelligent
- More social engineering, exploit end-user to circumvent controls

ASpam volumes will continue to grow without limit

- Filters must increase their catch rates
- Vendor consolidation will result

AUse of blended attack techniques will continue

I
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Deconstructing a 20 Billion Message Spam Attack
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Is This Our Spammer?

ALLPRODUCTSLIST HOWTOORDER ABOUTUS  CUSTOMER SERVICE CONTACT US

Erecﬁon Pac TIME LIMITED OFFER

10 PILLS + 10 PILLS Try our SPECIAL ERECTION
CIALIS VIAGRA PACK!

Two best ED medicati

one super pack. Loy

and FREE shipping. Time
lented offer - valid til 101th
June only!

LL DESTINA

g

n WE SHIP WORLOWIOE TO ALL DES TIONS

PRODUCTS LIST | | EEENE MOST POPULAR PRODUCTS
.
Cialis Soft Tabs as low as $5.78

Cialis Soft Tabs bestseller Just fike reguiar Cialls bt specially

Viagra Professional Hestseller formwiated, these pliis aqre soft and

Viagra Soft Tabs bestseller dissolvable under the tongue. The effect m P order now| >

Cialis pestsellor of this Is move divect absorption into the

Generic viw. bestselier D!OOdS&’eé‘m, rather than M.’OUQ.O the

Levitra bestselior stomach. Result — & powentul, Jjasting

Maxaman effect of wp to 36 howrs .

Welcome to the Human Network.
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Is This Our Spammer?

=== Yes!We ship within
= Uinited States

Discount
Pharmacy
O

Home FAQ About View Cart  Ovrder Status Contact Us

Bulk buy special €@

Today we have a special on Viagra ST

5 x Viagra ST 100mg

Viagra Soft Yabs is approved for the treatment
Alphabetical kst B o men oo have difficulty having and
—— “maintaining an erection, othemwise known a5
- impotence. Viagra Soft Tabs Wok Faster. Only
| 20 minutes a3 compated to traditional Viagra ONLY $34.95
L'IIIBMW 80 to 00 minutes to become effactive

[ BUY NOW

.~ ~ Viagra Soft Tablet

Quantity Dosage Price(usd)

5Pills Viagra Soft Tabs 100mg $39.95
10 Pills Viagra Soft Tabs 100mg $74.95
30 Pilis Viagra Soft Tabs 100mg $159.95
90 Pilis Viagra Soft Tabs 100mg $299.95

Uses

Welcome to the Human Network.
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Is This Our Spammer?
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roday we have a special
O O pecehict S|

A 2 T 0ETy e B0 2500 Soma
Lalprazodam) {Carisoprodc)

10 =20 0mg: Levitra
(Warcenafi)
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Is This Our Spammer?

I?. ()- Mphca ?:?.l ggv‘:‘i,lgivno%rcgarrtmz:as.oo
Samriv _ + Go
HIGH QUALITY REPLICAS

Indulg .Hrl gant time piece
that ‘:' n ~",;:',||i I!ifi In desiqan, ex ‘1.0‘;{:‘ n
style, and rich in beauty.

HOME PAGE
ABOUT US
CONTACT US
FAQ'S

YIEW CART

TRACKING

CATEGORIES

Watches

Rolex Mens.

Rolex Ladys.

Rolex Boys,
Cartier,
Bvlgari. Best Se”ers O *Offer available only when you buy
Franck Muller, Exdusive collection of quality replica or more Watc €S
watches. More » 2 2
Chopard.

Welcome t0 uie muiman iNetwui K.



The Investigation Begins
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This Is Our Spammer

A 20 Billion Spam Attack in Two Weeks

- Greaterthan 1.5 billion messages per day

A Spam Trickery

- Continuously modified spam contentand URL

A Spam Infrastructure
- 100,000 infected PCs (zombies)

A Customer Response infrastructure
- 1500 Domains and 100 Web Servers

A One Criminal

I
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The Advertisement T One Spam

Fram: Willoughby Hopewell Sent:  Mon 6/S/2006 6:23 AM
[hopewella@ahibomes. com]
To: Patrick Peterson
e
Subject:  tesk eam |
Hi,
soMa nAdvert|s+m(3nto
AMEB'"EN
MEER"Di1 A /
PEOZ&C
HE&ENAX
VAL"TM : HIE
LEVITE & Call to Action URL Advertising
b Pharmaceutical Web Site
V"AGRA
all 50 % off { hitp: /v stizeermu com M
The dragon 15 still altve and i the halls under the IMountain ﬁ H a S h b Uus t |e F O t e
then-or [ imagine so from the smolke, said the hobhbat, ~ .
That does not prove it, said Balin, though T dent deubt you are f f rom n T h e H 0] b b |
right. But he might be gone away some time, of he might be Iying out on /
the mountain-side keeping watch, and still T expect smokes and steams
We|C0r would come out of the gates: all the halls within must be filled with
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Pharma: Image spam with URL

s Lowest Price Guarantee « Fast Delivery

For Mere Information
Do not click, type in your browser www.AAApharm.org

WP Viagra  100mg $200 | s Cialis E‘C:NZ.DD
o Viagra 8T 100mg 257 | o Cialis ST  Xmg &)&Q‘?
_@ Valium 10 mg $2.00 | Antivan 2 mg §l .?D\\

o Xanax 1 mggzo0 | . Ambien  10mg$200 | N

URL in image, not
3 Welcome - Microsoft Internet Explorer | readable by spam filters

File Edit Wiew Favaorites Tools  Heb

JBack ~ &3 - [¢] (2] ;“ | S Search <7 Favorites 4
Address @http:u’www.aaapharm.urg — i

s 7

Do not click, just type www.AAApharm.org
in address bar of your browser, then click enter ol l ol l I

Welq | J CISCO




How Are They So Sneaky?
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This Is Our Spammer

A 20 Billion Spam Attack in Two Weeks

- Greaterthan 1.5 billion messages per day

A Spam Trickery

- Continuously modified spam contentand URL

A Spam Infrastructure
- 100,000 infected PCs (zombies)

A Customer Response infrastructure
- 1500 Domains and 100 Web Servers

A One Criminal
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Spam Content

A20 Billion Spam Attack in Two Weeks

- 1.5 bilion messages per day

ASpam Trickery
- 2000 unigue spam content mutations
A New Content every 12 minutes

- 1500 unigue domains used

ANew ACall to Actbnuwmtes domai n every

I
Welcome to the Human Network. CISCO
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Deception - Six Spam Variants

From: Ajeet Tatham [mailo:tatajeet@bbok.com)
Sent: Tuesday, May 30, 2006 12:30 AM

To: Goldschmi, Ron

Subject: [rorport SPAM Posstive] Re: 91 petertha

Hi,
AMB/EN
X "NAX
C?ALiIS
VAL/UM
V?AGRA
LEV?TRA
PROZAC
SOMA
MER?Di1A
http Jiwww mathereda com

Yonger making for the man forest-road to the south of hus land Had they
followed the pass, ther path would have led them down the stream
from the mountams that jomned the great nver males south of the

Camrock. At that pomt there was a deep ford whoch they might have
passed, £ they had still had their posees, and beyond that a track led

to the skirts of the wood and to the entrance of the old forest road

<

From: Njord Parrish [malfo njorde@dimens onshealh.or |
Sent: Tussdsy, May 30, 2006 1:01 AM

To: Micci, John

Subject: [lronport SPAM Positve] Re: 39 baron

Hi,
C?ALiS
V?AGRA
MER?D:A
LEV?TRA
SOMA
AMB/EN
XANAX
PROZAC
VAL/UM
betp ffvrwrw muthareda com

its yours after all and not mmne-you had better slap your amms and rub
your legs and try and help me get the others out while there is a chance!
Thorin of course saw the sense of thas, 30 alter a few more groans he
got up and helped the hobbit as well as he could In the darkness
Boundenng in the cold water they had a dfficult and very nasty job
Ending which were the nght barrels. Knocking outside and caling ocly

From: Irina Pavick [maito:pavlierna®)
Sent: Morday, May 29, 2006 4:11 AM
To: Zppersten, Steve

Subject: robl 3045

.,

LeV/TRA
CIAL/S
X&nax
V/iaGRA
Amox/cill/n
PROz&C
Te&kmadol
SOmea
AmB/EN
VAL/uM
MeR/D/A

bt fhwwwe hisharen cons

on the stone, and shaking their prisoners as wel
Clag! Snap! the black crackl

Gnp, grabl Pinch, nab!

And down down to Goblin-town

You go, my lad

Clash, crash! Crush, smashl
<

Welcome|

From: Poncio Wede! [madto porciofca-sunshine.com)
Sent: Monday, May 29, 2006 10:57 PM

To: Tanouwye, Duare

Subject: (Irorport SPAM Postive] Re: 655 swun

Hi,
XANAX
C?ALiS
LEV?TRA
VAL/UM
MERTDiIA
AMBJ/EN
V?AGRA
PROZ~C
SOMA

http fiwww carogeths com

agam at last m spate of hus fears

It was full mommang when he awoke One of the dwarves had fallen over
tan i the shadows where he lay, and had rolled down wath a bump from
the platform on to the flocr. It was Bofur, and he was grumbling about

2, when Bibo opened hus eyes

Get up lazybones, he swd, or there will be no breakfast left for

-

From: Nicolina Krug (maiho nikolinakaug@acicom,com)
Sent: Monday, May 29, 2006 952 PV

To: Maddar, Roder ik

Subject: {ronport SUSPECT SPAM) Re: 240 urshabe

H,
XANAX
MER?DiA
AMB/EN
VAL/UM
PROZAC
C?ALiS
LEVITRA
SOMA
V?AGRA
http ffwrvew romadague com

Somehow # struck all of them as oot at all a nice place, although there
was nothing wrong to see

All of a sudden they heard a how! away down hill, a long shuddenng howd
It was answered by another away to the nght and a good deal nearer

to them, then by another not far away to the left. It was wolves howhng

at the moon wolves gathermg together|

-

| From: Sukie Lawhon [maitn:auiplawdblaneschools.org)

Sent: Monday, May 29, 2006 9:41 FM
To: Young, Trna
Subject: [ronport SPAM Positive] Re: G4 Cupl

H,

SOM”
PROZAC
V?AGRA
LEVITRA
C?ALiS
AMB/EN
VAL/UM
MERIDi1A
XANAX
hitpfiwwew romadague com

this Bdbo ought to have done something a8 once. Egher he should have
gome back quetly and warned ks fnends that there were three
faur-sized trolls & hand in a nasty mood, quite ikely to try toasted
dwarf, or even pony, for a change, or else he should have done a bt of
good quick burgling A really frst-class and legendary burglar would at
this potnt have packed the trolls pockets-1t 1s nearly always




How Do They Do It?
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This Is Our Spammer

A 20 Billion Spam Attack in Two Weeks

- Greaterthan 1.5 billion messages per day

A Spam Trickery

- Continuously modified spam contentand URL

A Spam Infrastructure
- 100,000 infected PCs (zombies)

A Customer Response infrastructure
- 1500 Domains and 100 Web Servers

A One Criminal

I
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Creation of a zombie

Subject : You_visit_illegal_websites

Dear SirMadam,
we have logged your IP-address on more than 30 illegal Wehsites.

Important:
Please answer our guestions!
The list of questions are attached.

Yours faithfully,
steven Allison

*** Federal Bureau of Investigation -FBI-

> 935 Pennsylvania Avenue, NV, Room 3220
= \Washington, DC 20535

= phone; (202) 324-3000

I
Welcome to the Human Network. CISCO
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2008 5urce: 106,000 Bots on 3,200
Networks in 119 Countries

Image
Rank Network Owner Country %
1 Telefonica de Espana Spain 6.7%
2 France Telecom France 4.3%
121;: 3 Proxad France 3.4%
Portugal 4 Telecom ltalia Italy 2.6%
3% France 5 Deutsche Telekom AG Germany  2.2%
'g;ﬂl 16% 6 Cableuropa - ONO Spain 2.2%
China 7 Telemar Norte Leste S.A. Brazil 1.8%
4% 8 Wanadoo France France 1.7%
Germany 9 Telefonica de Espana SAU Spain 1.7%
5% Italy 10 TELECOMUNICACOES DE S/ Brazil

Korea 7%

5% us

Brazil pojang 6% Zombie Population

5%
by Network
Zombie Population

by Country Top 10: 28% of spam
Top 25: 50% of spam

Welcome to the Human Network.
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Zombie Half-Life

80% of spam from zombies < 30 days old
V)
70% 63%
60%
3 50%
o)
€ 40%
R
0
5 S0% 20%
X 20%
10% — 3% 1%
[ - I
0% . . . .
May April March February January
Month zombie started sending email

Source: IronPort SenderBase
I
Welcome to the Human Network. CISCO
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This Is Our Spammer

A 20 Billion Spam Attack in Two Weeks

- Greaterthan 1.5 billion messages per day

A Spam Trickery

- Continuously modified spam contentand URL

A Spam Infrastructure
- 100,000 infected PCs (zombies)

A Customer Response infrastructure
- 1500 Domains and 100 Web Servers

A One Criminal

I
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Customer Response Infrastructure

Spammers need the recipient to take action

ALLPRODUCTSLIST HOWTOORDER ABOUTUS  CUSTOMERSERVICE  CONTACTUS

[ MyCanadianPharmacy

3

[recﬁon Pac TIME LIMITED OFFER

10 PILLS + 10 PILLS Try our SPECIAL ERECTION
CIALIS VIAGRA

PRODUCTSLIST | | MOST POPULAR PRODUCTS
| > Mew'sealth —

Cialis Soft Tabs bestseller Just fike regwiar Cialis bt specially

Viagra Professional bestselier formuiated, these pilfs aqre soft and

Viagra Soft Tabs bestseller dissolvable under the tongue. The effect P order now| >
Ciazs bestsellor of this Is mave divect absorption into the m
Generic Viagra bestseiier bloodstream, rather than through the

Levitra bestselior stomach. Result — & powerul, Jasting

Maxaman effect of up to 36 howrs

I
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15 Uniquely Branded Web Sites

APharma Sites (9) AOther Sites (6)
- My Canadian Pharmacy - Virility Patch
- International Legal RX - Super HGH (flash)
- US Drugs - SpermaMax
- Super Viagra - My Replica Rolex

Exclusive Caviar Online
Double Your Dating

- Viagra Pro

- Generic Viagra
- Cialis Soft Tabs
- Viagra Soft Tabs
- Maxaman

I
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#1 Website i My Canadian Pharmacy

CONTACT US

Main Office (headquarters)

Pharmacy Corp.
1592 Wilzon Avenue,
Tororto, OM M3L 1A

Pnarmacv

W‘E S“HP WOR;DW]DE TO ALL DESTINATIONS

— _ _'
MyCamdunf‘hatmacy

Headquarters

Or. Jack Popping studied reanimatology st Ortario Medical
State University in 1969, He worked as a reanimator in the
private clinic, YWhite Ribbon, in Ontario until 1930, He bhecame
one of the founders of the famous Jack Poppinz clinic,
specializing in brain surgery in 1991, In 1992, he completed his
Ph.D. on Alzheimer's dizease. He is one of the founders of
CIP& [(Canadian Internationsl Pharmacy &ssocistion). Over the
vears, Dr. Poppins has been an Associste Professzar of
Emergency Medicine at the University of British Columbia,
Director of Professional Programs for the Justice Institute of British Columbia [Parametic
Academy], and hasz alzo been involved in many Phase 3 studies looking at the safety and
therapeutic effects of & variety of medications and therapiez. He iz married and has twa
SONS.
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The Real My Canadian Pharmacy Office

1592 Wilson Avenue
Toronto, ON M3L 1A6
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Deception Twenty Ways

A 18 more fraudulent elements including
- Fake Certificate
- Al orders are receNoHdT™Svi a a secure sery
- Fake Verisign Logo
- Fake BBB Logo
- Fake Pharmacy Checker Rating
- Fake Canadian International Pharmacy (CIPA) License Number
- Fake AVerified by Visaodo Logo

S Fharmacy”

Validity Period: [10-MAY-06 - 10-MAY-08 -
T —— VERIFIED
|_ocalite = Toronto 5?_1\1"““ “"“ﬂf‘* bYVISA .
o *CIPA:
hiktp: f e, RELIABILITY %'“WHA'L Pﬂ“"&“

PROGRAM

BBBONLINE
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And My Favoriteeée
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