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IronPort Gateway Security Products

Web Security |  Email Security |   Security Management | Encryption
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ÁCustomer Leadership
- Over 6,000 customers globally 

- 99% customer retention rate

ÁTechnology Leadership
- Industry leading email and

Web security applications

and management tools

ÁGlobal Leadership
- Worldwide operations and 

infrastructure

IronPort + Cisco
Extending Market Leadership

http://www.bcbs.com/index.html
http://www.amazon.com/exec/obidos/subst/home/redirect.html/ref=nh_gateway/002-9495728-4310406
http://www.foundationforbcpl.org/foundation_verizon.jpg
http://www.brandsoftheworld.com/brands/0007/8570/CNET.eps
http://www.appliedmaterials.com/index.html
http://www.gmacmortgage.com/vip/content/local/pxml/homepage/home.xml.asp
http://www.expedia.com/daily/home
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IronPort Consolidates the
Network Perimeter
For Security, Reliability and Lower Maintenance
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Users

Firewall

Next Generation Secure Web Gateway

Internet

After IronPort

IronPort S-Series
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Web Proxy & Caching

Anti-Spyware

Anti-Virus
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The IronPort SenderBaseÈ Network
Global Reach Yields Benchmark Accuracy

Å30B+ queries daily

Å150+ Email and Web parameters

Å25%of the Worldôs Traffic

ÅCisco Network Devices

IronPort EMAIL
Security Appliances

IronPort WEB
Security 

Appliances

IronPort 
SenderBase

Combines Email & Web Traffic Analysis

ÁView into both email & Web 
traffic dramatically improves 
detection

Á80% of spam contains URLs

ÁEmail is a key distribution 
vector for Web-based malware

ÁMalware is a key distribution 
vector for Spam zombie 
infections
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IronPort + Cisco
Extending Technology Leadership

ÁSubstantial growth in bookings
- Market growth rate = 50%

- IronPort growth rate = 100%

ÁSignificant investment in 
security technology
- R&D resources increased by 35% 

in 2007

- Employee base increased by 50%

ÁUnparalleled access to data
- Cisco network devices  contribute 
to IronPortôs SenderBase data
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Staying Ahead Requires 

Higher Investment in 
Technical Resources
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Spam Trends
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2007 Spam Increases

Worldwide Spam Trends
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Testing the Waters
MP3 Spam
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Attachment Type Testing

Rapid Onset Spam Attacks:

PDF, XLS, MP3 spam attachments

Attachments and URLs

Excel Spam Magnitude

August 2007

Count of Attachment Types Seen in Spam
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Gif vs. PDF: Trading Places

Image Attachment Volume - June-Sept 2007

New Trials: image spam moving from Gif to PDF attachments
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From Images to Links
URL-only Spam is Increasing

Spam rates are rising, 

but attachment spam 

is dropping

Spam containing URLs 

continues to grow

Percent of Spam Containing
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Technology Insight
The Storm Attack Platform



É 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Spam Engines

(SMTP)
Landing pages

(HTTP)

Coordinated, Multi-Phase Attacks
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ñStormò Features

ÁSelf-expanding: Recruiting emails and spam 

ÁPeer-to-Peer: Uses fast-flux and P2P network

ÁCoordinated: Synchronizes email spam with 
Web landing pages

ÁReusable: Spam, phishing, DDoS, blog spam

ÁSelf-Defending: Will DDoS those who poke it
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Storm Recruiting Attacks Timeline
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Stormôs Next Campaign
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2008 Predictions
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Predictions for 2008

ÁThe year of ñSocial Malwareò
- Threats will be increasingly collaborative, adaptive and intelligent

- More social engineering, exploit end-user to circumvent controls

ÁSpam volumes will continue to grow without limit
- Filters must increase their catch rates

- Vendor consolidation will result

ÁUse of blended attack techniques will continue
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Deconstructing a 20 Billion Message Spam Attack
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Is This Our Spammer?
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Is This Our Spammer?
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The Investigation Begins
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Á20 Billion Spam Attack in Two Weeks
- Greater than 1.5 billion messages per day

ÁSpam Trickery
- Continuously modified spam content and URL

ÁSpam Infrastructure
- 100,000 infected PCs (zombies)

ÁCustomer Response infrastructure
- 1500 Domains and 100 Web Servers

ÁOne Criminal

This is Our Spammer
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ñHashbusterò text ï

from ñThe Hobbitò

ñAdvertisementò

Call to Action URL Advertising 

Pharmaceutical Web Site

The Advertisement ïOne Spam
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Pharma: Image spam with URL

URL in image, not 

readable by spam filters
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How Are They So Sneaky?
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Á20 Billion Spam Attack in Two Weeks
- Greater than 1.5 billion messages per day

ÁSpam Trickery
- Continuously modified spam content and URL

ÁSpam Infrastructure
- 100,000 infected PCs (zombies)

ÁCustomer Response infrastructure
- 1500 Domains and 100 Web Servers

ÁOne Criminal

This is Our Spammer
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Spam Content

Á20 Billion Spam Attack in Two Weeks

- 1.5 billion messages per day

ÁSpam Trickery

- 2000 unique spam content mutations

Å New Content every 12 minutes

- 1500 unique domains used

Å New ñCall to Actionò domain every 15 minutes
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ñAdvertisementò

Call to Action URL Advertising 

Pharmaceutical Web Site

ñHashbusterò text

Deception - Six Spam Variants
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How Do They Do It?
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Á20 Billion Spam Attack in Two Weeks
- Greater than 1.5 billion messages per day

ÁSpam Trickery
- Continuously modified spam content and URL

ÁSpam Infrastructure
- 100,000 infected PCs (zombies)

ÁCustomer Response infrastructure
- 1500 Domains and 100 Web Servers

ÁOne Criminal

This is Our Spammer
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Creation of a zombie
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Source: 106,000 Bots on 3,200 
Networks in 119 Countries

Rank Network Owner CountryCount%

1 Telefonica de Espana Spain 6.7%

2 France Telecom France 4.3%

3 Proxad France 3.4%

4 Telecom Italia Italy 2.6%

5 Deutsche Telekom AG Germany 2.2%

6 Cableuropa - ONO Spain 2.2%

7 Telemar Norte Leste S.A. Brazil 1.8%

8 Wanadoo France France 1.7%

9 Telefonica de Espana SAU Spain 1.7%

10 TELECOMUNICACOES DE SAO PAULO S.A.Brazil 1.7%

Zombie Population 

by Country

Zombie Population

by Network

Top 10: 28% of spam

Top 25: 50% of spam



É 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Zombie Half-Life
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80% of spam from zombies < 30 days old

Source: IronPort SenderBase
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Á20 Billion Spam Attack in Two Weeks
- Greater than 1.5 billion messages per day

ÁSpam Trickery
- Continuously modified spam content and URL

ÁSpam Infrastructure
- 100,000 infected PCs (zombies)

ÁCustomer Response infrastructure
- 1500 Domains and 100 Web Servers

ÁOne Criminal

This is Our Spammer
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Customer Response Infrastructure

Spammers need the recipient to take action
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15 Uniquely Branded Web Sites

ÁPharma Sites (9)
- My Canadian Pharmacy

- International Legal RX

- US Drugs

- Super Viagra

- Viagra Pro

- Generic Viagra

- Cialis Soft Tabs

- Viagra Soft Tabs

- Maxaman

ÁOther Sites (6)
- Virility Patch

- Super HGH (flash)

- SpermaMax

- My Replica Rolex

- Exclusive Caviar Online

- Double Your Dating
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#1 Website ïMy Canadian Pharmacy
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The Real My Canadian Pharmacy Office

1592 Wilson Avenue

Toronto, ON M3L 1A6



É 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

Deception Twenty Ways

Á18 more fraudulent elements including
- Fake Certificate

- "All orders are received via a secure serverò - No HTTPS 

- Fake Verisign Logo

- Fake BBB Logo

- Fake Pharmacy Checker Rating

- Fake Canadian International Pharmacy (CIPA)  License Number

- Fake ñVerified by Visaò Logo
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And My Favoriteé


