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Networks Of Th&®0s
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Most security devices were designed to secure networks like this



Networks of theD0s

Characteristics

MDistributed Internet
i connections to secure

Enterprise ~ Home

MNeed to open up data
Office -~ centers for more
— ' ‘ Airport% ubiquitous access

Branch < ol ¢ \/ o/ D

o= ‘ Mramatic increase in
X INTERNET P employee mobility

Ancreased use of new
D : Wireless campus technologies

ASP I S X <N OO like WLAN & IPT that
S g . ‘ provide more network

access methods

AGrowing damage due
to viruses & worms

==
Business PSTN

But networks of 2000 are changing and security demands are different



The Changing Data Landscape

Todayos Wor k E
Is Changing

Collaboration is a Business
Advantage

Increasing Regulatory and
Governance Pressures

More Data Is Lost or Stolen*

*Attrition.org Data Loss Archive and Database



Personal Use of Compaissued
Computer

Q: You indicated that you use
your company-issued
desktop or notebook
computer for personal
matters. Please indicate

what types of personal
activities you conduct on a
regular basis: for example,
at least once per month.




Personal Use of Compaigsued
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Do you share Sharing Compdrgued
Computer with Others?

Among End Users Total

Co-workers

Family Members

_ Everyone Allows Others
Business Partners to Use Their Company-
Issued Computer: 44%

Friends

People | Do Not Know

| Have Never Allowed Other People to
Use My Computer Without Supervision




Frequency of Corporate Security Policy Evaluation

Among IT
Total

Everyday [l 2%

A few times every week (0%

Only 16% of IT say their

Once a week [ 1%
evaluated once a month

or more often

A few times every month

companyo6s I T

Once a month

A few times per year 37%

43%

Once a year

Never _ 4%
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Security Now a Baseline Architecture
for All Communication Technologies




