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ñAcross broad sectors of the economy, dominant 
competitors such as Cisco Systems é, Federal Express é, 
Charles Schwab é Wal-Mart é are successfully employing 
information-based strategies to create competitive 
advantageòNCW Developing & Leveraging Information Superiority 1998

Why Cisco?

"I believe we are entering the second phase of the 
Internet, where the next major market transition will be 

driven by collaboration, enabled by Web 2.0 
technologies. This is the foundation of what we are 

calling "Cisco 3.0" - John Chambers, 2007 
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A Nationôs 
Security

ÁDefense

ÁSecurity

ÁPublic Safety

The Judiciary

The Intelligence 
Community
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Interagency
Operation Sorbet

The Australian government

ordered the Pong Su into 

harbour; however, the ship 

attempted to escape into 

international waters. After a 

four day chase, known as 

Operation Sorbet, the Pong 
Su was captured after 

Australian Army Special 

Operations Forces stormed 

the ship in a helicopter 

landing. 

http://en.wikipedia.org/wiki/Pong_Su_incident

Australian Department of Defence photo 

http://www.defence.gov.au/news/raafnews/EDITIONS/4805/topstories/story07.htm

http://en.wikipedia.org/wiki/Australian_government
http://en.wikipedia.org/wiki/International_waters
http://en.wikipedia.org/wiki/Australian_Army
http://en.wikipedia.org/wiki/Pong_Su_incident
http://www.defence.gov.au/news/raafnews/EDITIONS/4805/topstories/story07.htm
http://www.defence.gov.au/news/raafnews/EDITIONS/4805/topstories/story07.htm
http://www.defence.gov.au/news/raafnews/EDITIONS/4805/topstories/story07.htm
http://www.defence.gov.au/news/raafnews/EDITIONS/4805/topstories/story07.htm
http://www.defence.gov.au/news/raafnews/EDITIONS/4805/topstories/story07.htm
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Todayôs & Tomorrowôs
Operational Challenges

OBJ 1



É 2008 Cisco Systems, Inc. All rights reserved. Cisco Publicl

Cisco Expo KSA
Feb 09 7

ÁAll information going digital.

Accuracy, Fidelity, Storage and Retrieval

Searching, Analysis, Information Management

ÁAll devices becoming network nodes.

Access, Transmission, Distributed Systems

Scaling, Fault Tolerance, Management, Flexibility

ÁVideo, Voice, and Instantaneous information will 
become more prevalent



É 2008 Cisco Systems, Inc. All rights reserved. Cisco Publicl

Cisco Expo KSA
Feb 09 8

July 16, 
2008



É 2008 Cisco Systems, Inc. All rights reserved. Cisco Publicl

Cisco Expo KSA
Feb 09 9

The Reality
Accelerating Rate of Technology Change

After realizing the potential of the air domain Mitchell, Claire 

Chennault, and their contemporaries had 20 years to develop 

the strategy, tactics, and doctrine and ñsellò aviation  . . .  

ñUnfortunately,  . . .  . The trends for advances in technology, 
often (correctly or incorrectly) related to Mooreôs Law and 
derivative theories, such as the Law of Accelerating Returns
proposed by Ray Kurzweil in his 2001 essay, dictate that we 
must move quickly.

Warfighting in Cyberspace, Keith B. Alexander,
JFQ / issue 46, 3d quarter 2007

Ray Kurzweil, ñLaw of Accelerating Returns,ò 2001,

http://lifeboat.com/ex/law.of.accelerating.returns
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War will remain primarily a  
human endeavor.  . . .

we will be surprised.  

The true test of military 
effectiveness

. . . the ability of a force to 
diagnose the conditions it 
actually confronts and then 
quickly adapt.

ñThe illiterate of the 21st century will not be those who 
cannot read and write, but those who cannot learn, 

unlearn, and relearn.ò

Alvin Toffler 
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ÁMunicipal -- Bases, Camps & Port Facilities

ÁMulti-national industrial -- Procurement, warehousing & 
transportation of supplies

ÁTraining, Doctrine and Education -- Basic and Advanced 
Technical and Professional Education 

ÁTelecommunications and Service Provider -- nationwide and 
global voice and data connectivity 

ÁWar Fighting

C4ISTAR

Weapons, Soldier and Sensor  Systems

Unity of Command or Unity of Effort?
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The Defense Enterprise
Connect the Front lines to Rear-most Soldier

FLOT
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Weapons,
Sensor, Soldier Systems

Service/
Agency 
Enterprise

Natôl 
Core

Long Haul

Terrestrial

Space

Joint & Service
Tactical Internet

A set of end-to-end  ñservicesò that meet  the needs of 
the war fighter & can be ñserviced by the enterpriseò

Services, SWAP & Form
Factor unique to the
digital divide

SWAP & Form 
Factors for 

Transportability

Transport
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Network é NNEC, NEC, NBD, NBO

ÁThe power of NCO is 
derived from the effective 
linking or networking of 
knowledgeable entities 
that are geographically 
and/or hierarchically 
dispersed through the 
most effective information 
technologies
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Maneuver, mass, surprise,  firepower, and logistics é 

have been the coins of the military realm. 

Networked capabilities give defense the capability to 

maneuver information to develop the appropriate mass 

for

Staff collaboration,

Timely and informed decisions by the commander

and precise and efficient actions by the warrior

Rich Information as a Principle of War
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ÅTerrain and Situation

ÅThe Enterprise

ÅMarket Directions

ÅThe Fit

ÅThe Plan

Agenda

Á Municipal

Á Multi-national industrial

Á Training, Doctrine and Education

Á Telecommunications  & Service Provider

Á War Fighting
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The Technology Future ïIndustry Inflection 
Points Historically Drive New Architectures

NETWORK OF
NETWORKS

Pervasive, 
open networks 

enable 
client-server 

to extend
beyond 

corporate 
boundaries

(TCP/IP)

INTERNET

SERVICE 
ORIENTED

New Network 
Architecture

The network 
and 

applications 
work 

together as 
an integrated 

system
(messages)

INTELLIGENT 
INFORMATION

NETWORK

Source: Gartner, Cisco

PACKET
NETWORKS

CLIENT-SERVER

Demand for 
networks to 

connect
multivendor 

devices
(packets)

Integrated system 
for terminal to 

mainframe 
connectivity (VTAM)

PROPRIETARY
NETWORK

MAINFRAME

We Are 

At A New

Inflection

Point
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TDM
SYSTEMS

VOICE
APPS

TDM
Voice

Systems

Message Handling I/O Termination

RFID

Mobile
Email

ReplicationDatabase AV

Intelligence Migration Is Part of a Natural Evolution

IP NETWORK

Disk Management Load Balancing

CachingFirewall

Multicast

SSL

Wireless
Mgmt

APPLICATIONS

OS AND MIDDLEWARE

QoS

Call
Control

IPSVPN WAFS
Voice
Mail

Anti-
SPAM

SBC

Backup
Patch

Updates
Encryption

Email ERP

NASB

Web AccelerationFile Virtualization

CRM
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Service Convergence for IPTV/Video
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Transport

VIDEO/IPTVUnparalleled Network Linkages for Better User Experience

Open Platform for Service Differentiation Through Innovation

Beyond just IPTV to IP Rich Media in Connected Home

Open Framework 
for Enabling 
óTriple Play on 
the Moveô
(Data, Voice, Video, 
Mobility)
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Service Exchange Framework  
Multimedia Service Control for Wireline / Wireless Convergence

SERVICE 
EXCHANGE

HOW?WHERE?

WHO? WHAT?

IDENTITY MANAGEMENT

User / Device ID

Location / Presence

Service Registration

Audit / Logging

Assured Authentication 

MOBILITY MANAGEMENT

Device Roaming

Service Mobility

User Mobility

DYNAMIC SESSION MANAGEMENT

Session Initiation & Call Control 

Rich-Media Control

Bandwidth & QoS per Session 

Accounting / Billing

POLICY MANAGEMENT

Subscriber Policy

Application Policy

Per-Sub Service 
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Devices connected to the Internet 

20102005

14 billion

750 million

Source: Forrester Research,                                        
as cited in BusinessWeek.com, 2/20/05

What happens when ñYour Spaceò 
connects to the Internet of Things?
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Security
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Á Everything over IP: voice, data and 
video capability

Á Funded by Information Technology 
commercial partners

Á Supports from disadvantaged 
users to strategic HQ

Á Service based model: only pay for 
what you use

From band to band, AOR to AOR or 

multi-address with the ease of IP 

addressing

C Band

IRIS

Ku Band-1

Ku Band-2

1

2

3

An Elegant Solution

Internet Router in Space (IRIS)

The Challenge

ÁThe US government 
requires mobile, flexible and 
dynamic connectivity

ÁGovernment partners need 
to globally share 
information throughout all 
phases of joint, combined 
and coalition  operations in 
austere environments
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Types of Mobility

Headquarters

Nomadic

Headquarters

Seamless

Headquarters

Node or network disconnects, 
moves, reconnects  (e.g. VPN)

Ad HocNode or network stays connected 
while in motion, using predefined 
network (e.g., Mobile IP)

Nodes or networks interconnect 
opportunistically;  no dependence 
on any node or reach-back to fixed 
infrastructure 
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Radio-Aware Routing 

Routers can use radio feedback to monitor link status and
find the best wireless paths through complex networks  

ÁOptimizes IP routing over radio 
networks

ÁImmediately recognizes and 
adapts to network changes

ÁEasily routes between line-of-
sight and non-line-of-sight links

ÁBased on Cisco-authored IETF 
draft RFC 4938

ÁDraft updated by Cisco in 
support of L3 implementation 
for CDL (RFC 4938bis) 
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Core vs. Context ïTeaming to Leveraging 
Skill Sets and Knowledge

Applications

Services

Network

Connectivity

S
E
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Core is the COTS 
capability delivered 
by the IT vendors.  
These solutions are 
the starting point and 
for many customers 
are sufficient.
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Core vs. Context ïTeaming to Leveraging Skill 
Sets and Knowledge

Applications

Services

Network

Connectivity

COI Applications

COI
Networking

COI
Connectivity
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COI Services

Context are the specific 
capabilities 
required by the 
customerôs
Business problems and 
Domain requirements (e.g. 
ruggedized & 
environmentally 
protected).  The customer, 
his integration partners 
and Cisco team, especially 
Advanced Services,  to 
identify and accommodate 
the domain specific 
requirements. 




