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Why Cisco?
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Charl es Schwmabh té éWalr e succes s
Information-based strategies to create competitive
advant l&:\@D@eping&LeveragingInformationSuperiority 1998



Sensor / Awareness Shooter / Transaction
Sensor Grid:

Joint Composite
Tracking Network

. - Weapons

Ahe Enterprise
<100 Users
Joint Data

Network ~ - Force

MViarket Directions 0 A

Joint Planning

" Network o N Force
e I (GCCS) & i LN
~1000 = o

Users

Cisco Expo
2009




A Nat i
Security

ADefense

The Intelligence
Community

ASecurity

The Judiciary

Cisco Expo
2009



Interagency
Operation Sorbet

The Australian government
ordered the Pong Su into
harbour; however, the ship
attempted to escape Iinto
nternational waters. After a
four day chase, known as
Operation Sorbet, the Pong
Su was captured after
Australian Army Special
Operations Forces stormed

the ship in a helicopter Australian Department of Defence photo
|anding http://www.defence gov. au/news/raafnews/EDITIONS/4805 topstories/story07.htm
Cisco Expo

2009 http://en.wikipedia.org/wiki/Pong_Su_incident
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Searching, Analysis, Information Management

AAIl devices becoming network nodes.
Access, Transmission, Distributed Systems

Scaling, Fault Tolerance, Management, Flexibility

A Video, Voice, and Instantaneous information will
become more prevalent I\
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Taliban using Skype phones to
dodge MI6

By GLEN OWEN
Last updated at 11:10 PM on 13th September 2008

C)comments (0} | ] Add to My Stories

Taliban fighters targeting British troops in Afghanistan are using the latest ‘internet
phones’ to evade detection by MIB, security sources said last night.

Skype, a popular piece of consumer software that allows free calls to be made over
the web, has been adopted by insurgents to communicate with cells strung out across
the country.

Unlike traditional mobile calls, which can be monitored by RAF Nimrod spy planes,
Skype calls —the commercial application of a technology called Voice Over Internet
Protocol (VOIP) — are heavily encrypted.

How Gadgets Helped Mumbai Attackers

By Noah Shachtmanfd  December o1, 2008 | 9:39:23 AM  Categories: Gadgets And Gear, T Is For Terror

The Mumbai terrorists used an array of
commercial technologies -- from
Blackberries to GPS navigators to
anonymous e-mail accounts — to pull
off their heinous attacks.

For years, terrorists and insurgents
around the world have used off-the-
shelf hardware and software to stay
ahead of bigger, better-funded
authorities. In 2007, former U.S.
Central Command chief Gen. John
Abizaid complained that, with their
Radio Shack stockpile of
communications gear, "this enemy is
better networked than we are." The
strikes that killed at least 174 appears to

Tt

be another example of how wired today's "global guerrillas” can be.

As they approached Mumbai by boat, the terrorists "steered the vessel using GPS equipment," according
to the Daily Mail. A satellite phone was later found aboard.

Once the coordinated attacks began, the terrorists were on their cell phones constantly. They used
BlackBerries "to monitor international reaction to the atrocities, and to check on the police response via
the internet," the Courier Mail reports.

fos Angeles Times  World
You are here: LAT Home > World News

Modern day sigint and propaganda . . .
World In Colombia, they call him Captain

Nemo

Authorities say Enrigue Portocarrero was the innovative creator of stealthy submarines
called semi-submersibles, used by cocaine trafickers to evade detection

* Taliban and al-Qaeda use handheld
radios on military frequencies to
overload SIGINT platforms with
random noise and propaganda

* Openly use military bands to
antagonize troops and then use
encrypted IP over higher frequency
radio channels to communicate

* Supports IP packet service

Reporting from Tumaco, Colomina — Squat. bull-necked and sullendooking, Enngue
Portocarrero hardly seems s dashing character out of a Jules Verne science fiction
novel

But law enforcement officers here have dubbad him "Captain Nemo,” after the dark
genws of “20 000 Leagues Under the Sea " They say the 45-year-old has dessgned
and built as many as 20 fiberglass submannes, strangs vessals with the look of sea
creatwes, for drug trafickers to haul cocaine from this area of southem Colombia 1o
Central Amenca and Mexico




The Reality
Accelerating Rate of Technology Change

After realizing the potential of the air domain Mitchell, Claire
Chennault, and their contemporaries had 20 years to develop
the strategy, tactics, and doctrine and i1 s eavidtian . ..

nNnUnf or t un alhetieyds for advances. in technology,
often (correctly or 1 ncorrect
derivative theories, such as the Law of Accelerating Returns

proposed by Ray Kurzwell in his 2001 essay, dictate that we
must move quickly.

Warfighting in Cyberspace, Keith B. Alexander,
| JFQ /issue 46, 3d quarter 2007
Cisco Expo

2009 Ray Kurzweil, f@AlLaw 8001 Acc
http://lifeboat.com/ex/law.of.accelerating.returns



War will remain primarily a

human endeavor. ... thelJ}@Eg
- (b — (05

we will be surprised.

The true test of military
effectiveness

... the abllity of a force to

hallenges and Implications

diagnose the conditions it for the Future Joint Force
actually confronts and then RN e
guickly adapt.
NThe 1111 tZstaentary wili not be ehose who
cannot read and write, but those who cannot learn,
Cisco Expo unl earn, and relearn.

2009 Alvin Toffler
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Unity of Command or Unity of Effort?

WarfighterOperations
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Net wor k é

A The power of NCO is
derived from the effective
linking or networking of
knowledgeable entities
that are geographically
and/or hierarchically
dispersed through the
most effective information
technologies

Cisco Expo
2009



Rich Information as a Principle of War
Maneuver, mass, surprise, firepower, and logistics &
have been the coins of the military realm.

Networked capabilities give defense the capability to
maneuver information to develop the appropriate mass
for

Staff collaboration,
Timely and informed decisions by the commander

and precise and efficient actions by the warrior

Cisco Expo
2009
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The Technology Future 1 Industry Inflection
Points Historically Drive New Architectures

Source: Gartner, Cisco SERVICE
QJR&LIEFT ED
We Are
At A New

Inflection
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MAINFRAME
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boundaries

multivendor
devices

terminal to
mainframe
onnectivity




Intelligence Migration Is Part of a Natural Evolution
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Service Convergence for IPTV/Video

Unparalleled Network Linkages for Better User Experience

O
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Open Platform for Service Differentiation Through Innovation

Beyond just IPTV to IP Rich Media in Connected Home



Service Exchange Framework

Multimedia Service Control for Wireline / Wireless Convergence
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Auditi/ Legging
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SEvice Mobility RichsMedia Control

UsersMobility Bandwidth & QoS per Session
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What happens when nYo

connects to the Internet of Things?




Security

Network as the Platform
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Internet Router in Space (IRIS)
The Challenge

A The US government
requires mobile, flexible and
dynamic connectivity

A Government partners need
to globally share
information throughout all
phases of joint, combined
and coalition operationsin
austere environments

An Elegant Solution
A Everything over IP: voice, data and
video capability

A Funded by Information Technology
commercial partners

A Supports from disadvantaged
users to strategic HQ

A Service based model: only pay for
what you use



Types of Mobility
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Radio-Aware Routing

A Optimizes IP routing over radio
networks

A Immediately recognizes and
adapts to network changes

A Easily routes between line-of-
sight and non-line-of-sight links

A Based on Cisco-authored IETF
- draft RFC 4938

A Draft updated by Cisco in
support of L3 implementation
for CDL (RFC 4938bis)
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Core vs. Context i Teaming to Leveraging
Skill Sets and Knowledge

Core is the COTS
capability delivered
by the IT vendors.
These solutions are
the starting point and
for many customers
are sufficient.
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2009



Core vs. Context T Teaming to Leveraging Skill
Sets and Knowledge

Context arethe specific
capabilities

required by the
customer O0s
Business problems and
Domain requirements (e.g.
ruggedized &
environmentally
protected). The customer,
hisintegration partners
and Cisco team, especially
Advanced Services, to
identifyand accommodate
the domain specific
requirements.
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