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Company claims fighter project
schematics and hosted government
information were not leaked

Over a week has passed and Lockheed Martin
Corp. (LMT), the U.S. government's top
information technology services provider, was
hacked. The attack has been characterized as a
"fairly subtle”, yet "significant and tenacious"
attack on servers at its massive Gaithersburg,
Maryland data center, located not far from the
company headquarters in Bethesda.

As details emerge the attack is appearing more
and more like it was lifted out of a spy movie or
Tom Clancy novel. The hackers appeared to
have gained entry using information stolen in a
separate, even more audacious attack of one of
the world's highest profile security firms.

I. RSA Sec. Breach -- Prelude to the
Lockheed Martin Attack?

Back in March hackers gained access to RS/
Security's servers. RSA Sec. takes its name
from the last initials of founders Ron Rivest, Adi
Shamir, and Leonard Adleman, three top
cryptographers. The trio's popular public-key
cryptography algornthm shares the same name
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Hague said: “We belleve that the time has come to
about norms in cyberspace.”

s ¥ Reports: Hackers Use Stolen RSA
Information to Hack Lockheed Martin

30, 2011 10:14 AM

=119 comment(s) -

last by dominieks.. on Jun 19 at 3:54 PM

Stolen information from RSA Security may have
been used to hack into Lockheed Martin's secure
servers, say sources. (Source: RSA Security)
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Lockheed claims information on its fighter projects
and government-contracted IT storage was NOT
stolen. The company says it quickly countered the -

"sophisticated" attack. |
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Data Breach

361 Mil >> 144 Mil >> 4 Mil *
Number of incidents increases.

Unique Web Malware Encounters, TH11
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The Long Tail problem

The “Long Tail” curve

Number of
targets
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CybercrimeEcosystem
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“ - c i httpe ) g .uue, cnfuufd, aspex fuid=1334

blackrep Malwarebomainbist up. .. Prioscyibee Mew Prosy: Ir I.T. Make Group hp... Malware ~ Ankivirus BadwareBusters - Mos... MalwarelJRL, com - Lat... Lak

| | Quick update to Carberp - TrustDef... | | IronPart WERS Dashboard {wbrs.v... I{ 125.658.57.196 [ | http://www.unz.. fig/nouse.txt &

PAIShttp://www.unzjs. com/software/ausys.exe
http: /g . uue. cn/uu/d. aspr?uid=1334
PALIShttp:/fwww.unejs. com/ software/ Q0. exe
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IntelligenceEvasion

) Mozilla Firefox
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IntelligenceEvasion
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Ei My Documenks
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Search EnginePoisoning

") fajita recipe - Google Search - Mozilla Firefox

File Edit  Wiew iskar Bi natks Tools  Help

Because he believes that the steak,fajita,dry rub, United S
Nations is a seasoning recipe corrupt organization that was | ——
designed to undermine sovereignty and...

Google ..

WWeb » Past 24 hours [=]Hide options

» Al results Steak fajita,dry Rub, Seasoning Recipe
Wideos 10 hours ago - Because he believes that the steak fajita,dry rub, United Mations is a
Forums seasoning recipe corrupt organization that was designed to undermine sovereignty and ...
R eviews lillanaduberry. ygjxihgka.cc/steak_fajita_dry_rub_seasoning_recipe.html - Similar
Any time Slow Cocoker Fajita Recipe
Recent results 11 hours ago - Slow Cooker Fajita Recipe. Other Content. Points Of Wiew On The Origin Life
» Past 24 hours - Right Where You WWant Me Amv - Office Furni:(!_lre Shl:[w, Baltimuin_a -
stephaniecaddell. tklbagpap.cci/slow_cooker_fajita_recipe. html - Similar
Past week
Past year Steak Fajita Recipe For Slow Cooker
Custom date range... 7 hours ago - Steak Fajita Recipe For Slow Cooker ... Description 5" Serving Tray Available
In: .5" thick corian tray in recipe for snow, fire, or water. hMatte finish ...
* Sorted by relevance maribelsincock mdutgihd. coc/steak_fajita_recipe_for_slow_cooker html - Similar

Sorted by date ) )
MNeed Recipe suggestion for Fajita meat - Teri Today Message BEoard

» Standard view 19 hours ago - Meed Recipe suggestion for Fajita meat Food & Recipes.
Related searches teritodaymessageboard.thegrocerygame. coms/showthread.php?p... - Similar
Wander wheel
Tirmeline Fajita Mashed Potatoes Recipe

18 hours ago - FAJITA MASHED POTATOES recipe frorm GroupRecipes. com, A tasty

» Standard results alternative to regular mashed potatoes, sure to dress up any dinner.

Images from the page

Mare text J. leigh designz. Chicken Fajitas Recipe (Better then Chili's ...

Prices frorm the page 15 baurs aro - Chiclken Eaititas Pecine (Eettar than Chili'sly | a== then 15 minutes from start




The Facebook Vector
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Motivation: Status and Ego
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Hackerville: The Romanian cybercriminal
hotspot RamnicuValcea
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Degraded organization capacity

Capacity

Normality

Risk Reduction Impact Reduction

L Respond

Intelligence-led approach

Cisco Security Intelligence Operation

Presentation_ID © 2009 Cisco Systems, Inc. All rights reserved. Cisco Public



Agenda

* Cyber Threat Landscape
* Lead Methodology in Countering Cyber Threats
*Security Intelligence Operation

 SumMmary



SLA

iEIN ACTIVE CONTENT

ez VIRUS
WEL

SOBIG Dl

PLICATING

e
1=

e -— =
AT e Il‘

”I“n

i “’

EXPLCO

ONER

T




SLA

iEIN ACTIVE CONTENT

ez VIRUS
WEL

SOBIG Dl

PLICATING

e
1=

e -— =
AT e Il‘

”I“n

i “’

EXPLCO

ONER

T







ou can dot.'f-&m e
nd to disasters such

CONTENMT




eeeeeeeeeeeeeeee

Deny 13. Allow everything else.

27



Global Context: Data Makes a Difference
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Unmatched Breadth with Global Correlation
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Security Support

Current SSO Presence in
the Following Regions:

» California .

e Texas

* Ohio k
* ldaho

* China
+ Ukraine B

« UK

+ Canada

* India

* Australia

{ Languages: Arabic, Farsi/Persian, Hebrew, Syriac, Urdu, Bengali, Gujarati, Gurmukhi, Hindi, Marathi, Sinhala, Tamil, Thai, Chinese, Japanese, Korean, 1
Belarusian, Bulgarian, Kazakh, Macedonian, Russian, Ukrainian, Greek, Armenian, Georgian, Basque, Catalan, Croatian, Czech, Danish, Dutch,
English, Estonian, Filipino, Finnish, French, German, Hungarian, Icelandic, Indonesian, Italian, Malay, Norwegian, Polish, Portuguese, Romanian,
Slovak, Slovene, Spanish, Swedish, Turkish, Viethamese
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Cisco

Virus Name Sophos McAfee Trend Micro Symantec
Troj/Bredo-LX 11/17/2011 12:03 +0d 4h 52m Not Published Not Published +0d 12h 12m
W32/Gamarue-F 1117/2011 09:01 +0d 4h 4m Not Published +0d 18h 9m +0d 15h 14m
Troj/Agent-UBN 11/16/2011 20:07 +0d 5h 23m Not Published Not Published +0d 10h 38m
Troj/Agent-UBK 11/16/2011 16:51 +0d 2h 59m +1d th4m Not Published +0d 6h 54m
Trojan variant = 1116/2011 15:14 Not Published Not Published Not Published +0d 8h 31m
Troj/Agent-UBJ - 11/16/2011 11:25 +0d 5h Om Not Published +0d 18h 40m +0d 12h 20m
Troj/Zbot-BDU 11/16/2011 09:01 +0d 7h 24m +0d 9h 4m Not Published +0d 14h 44m
Troj/Zbot-BDV | 11/16/2011 07:32 +0d 12h 18m Not Published Not Published Not Published
Troj/Agent-TYS = 1116/2011 00:44 +0d 7h 11m Not Published Not Published Not Published
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Size and Quality of Footprint Matter
Agility Matters







